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Abstract

Data crowdsourcing (referred to as “crowdsourcing” for brevity) has found a wide range of
applications. In principle, crowdsourcing leverages the “wisdom” of a potentially large crowd
of workers (e.g., mobile users) for tasks. One main advantage of crowdsourcing lies in that it
can exploit the diversity of inherently inaccurate data from many workers by aggregating the
data obtained by the crowd, such that the data accuracy (referred to as “data quality”) after ag-
gregation can substantially improve. Quality-aware crowdsourcing is beneficial as it makes use
of workers’ data quality to perform task allocation and data aggregation. However, a worker’s
quality and data can be her private information that she may have incentive to misreport to the
crowdsourcing requester. Moreover, a worker’s quality and data can depend on her sensitive
information (e.g., location), which can be inferred from the outcomes of task allocation and
data aggregation by an adversary. In addition, crowdsourcing is vulnerable to data poison-
ing attacks, where the attacker reports malicious data to reduce aggregated data accuracy. We
study privacy-preserving crowdsourcing mechanisms for truthful data quality elicitation, and
malicious data attacks on dynamic crowdsourcing.

In federated learning (FL), machine learning (ML) models are trained distributively on
edge devices without transmitting data samples from a large number of devices. In such a
setting, the quality of a local model update is intimately related to the variance of the local
stochastic gradient, which depends on the mini-batch data size used to compute the update.
Wireless federated learning (WFL) can achieve collaborative intelligence in wireless edge net-
works. A general consensus is that WFL can support intelligent control and management of
wireless communications and networks, and can enable many Al applications based on wireless
networked systems.

In distributed stochastic gradient descent which is a typical method of FL, the convergence
rate of the trained machine learning model in FL. depends heavily on which users participate

in the learning process, given the heterogeneous quality of their local model updates and the
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unique features of wireless edge networks. The quality of a local parameter update is measured
by the variance of the update, determined by the data sampling size (a.k.a. mini-batch size) used
to compute the update. It is important to observe that the quality of local updates can be treated
as a design parameter and used as a control “knob” (via the mini-batch size) to be adapted
across users and over time. Such quality-aware distributed computation can substantially im-
prove the learning accuracy of FL. To achieve a desired tradeoff between learning accuracy and
communication and computation costs, participating devices of FL in each round and their lo-
cal updates’ quality should be determined based on their impacts on the eventual training loss,
as well as devices’ channel conditions and computation costs. We characterize performance
bounds on the training loss as a function of local updates’ quality over the training process,
for IID and non-IID data with convex setting, non-convex setting, and asynchronous setting.
Based on the insights revealed by the performance bounds, we develop cost-effective dynamic
distributed learning algorithms that adaptively select participating users and their mini-batch
sizes, based on users’ communication and computation costs.

In many applications of ML (e.g., image classification), the labels of training data need to
be generated manually by human agents (e.g., recognizing and annotating objects in an image),
which are usually costly and error-prone. The labeling of training data can be seen as data
crowdsourcing. Given the strategic behavior of clients who may not make desired effort in
their local data labeling and local model computation (quantified by the mini-batch size used
in the stochastic gradient computation), and may misreport their local models to the FL server,
we study characterizing the performance bounds on the training loss and devise labeling and
computation effort and local model elicitation mechanisms which incentivize strategic clients to
make truthful efforts as desired by the server in local data labeling and local model computation,

and also report true local models to the server.
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Chapter 1

Introduction

1.1 Quality-Aware Data Crowdsourcing

Data crowdsourcing is a promising paradigm that leverages the “wisdom” of a potentially large
crowd of “workers” in many application domains. The applications of crowdsourcing can be
generally categorized as physical sensing (also known as ‘“crowdsensing”) such as spectrum
sensing [1], traffic monitoring [2], environmental monitoring [3], and human intelligence such
as image labeling and speech transcribing [4, 5]. One main advantage of crowdsourcing lies in
that it can exploit the diversity of inherently inaccurate data from many workers by aggregating
the data obtained by the crowd, such that the data accuracy (referred to as “data quality”) after
aggregation can substantially improve. With enormous opportunities and growing popularities
of data-driven technologies, crowdsourcing is a promising paradigm to harness the power of
big data via machine learning, and enable artificial intelligence in various application domains,
such as image classification [4] and indoor localization [6].

To exploit the potential of crowdsourcing, it is beneficial to allocate tasks to workers based
on their quality. A worker’s quality' can capture the intrinsic accuracy of the worker’s data rel-
ative to the ground truth of the interested variable, and it generally varies for different workers
depending on a worker’s characteristics (e.g., location, sensors’ capabilities). For example, if
the task is to detect whether a licensed wireless device is transmitting or not (for opportunis-

tic spectrum access by unlicensed users), then the quality of a worker’s data is the probability

"'We use “worker quality” and “quality” exchangeably in this paper. “Worker quality” is distinguished from
“data quality”.



of correct detection, which depends on the worker’s location relative to the licensed device.
Workers generally have diverse quality.

A worker’s quality is often unknown to the worker and also the requester (e.g., in spectrum
sensing, the location of the wireless device to be observed is unknown). In such situation,
there are two methods to know the workers’ quality. First, a worker can learn her quality

based on the knowledge of her characteristics, such as her location?

. Second, the requester
can learn workers’ quality based on the data collected from them. In a dynamic setting of
crowdsourcing where tasks are assigned to and performed by workers sequentially (e.g., in
spectrum crowdsensing, tasks can arrive over time, where each task is to measure signals in
a particular time slot), the requester can carry out quality learning on the fly, while making
use of the learned quality information to perform task assignment and data aggregation. Such
online quality learning can improve data accuracy and cost-effectiveness of crowdsourcing and
is essential for the practical deployment of crowdsourcing services. However, both methods
can expose some issues.

When reporting the quality to the requester, a strategic worker may have incentive to mis-
report her quality to the requester, in order to benefit. While workers’ quality is useful informa-
tion for fully reaping the benefits of crowdsourcing, it may contain sensitive information about
the individual workers, which needs to be protected. Moreover, crowdsourcing is vulnerable
to data poisoning attacks, where an attacker controls malicious workers to report manipulated
data to the requester, typically with the goal of reducing the requester’s aggregated data ac-
curacy. Due to the random nature of workers’ data and unknown ground truths of tasks, it is
difficult for the requester to distinguish a malicious worker from a normal worker according to

their data.

2 Alternatively, a worker can report her characteristics (e.g., location) that determines her quality to the re-
quester, so that the requester can learn the worker’s quality. In this case, reporting the worker’s quality is equivalent
to reporting her characteristics.



1.2 Federated Learning in Wireless Network

Federated learning (FL) is an emerging and promising ML framework, which performs training
of ML models in a distributed manner. Instead of collecting data from a potentially large num-
ber of users to a central server in the cloud for training, FL allows the data to remain at users’
end devices (such as smartphones), and trains a global ML model on the server by collecting
and aggregating model updates locally computed on each user’s device based on her local data.
One significant advantage of using FL is to preserve the privacy of individual devices’ data.
Moreover, since only local ML model updates instead of local data are sent to the server, the
communication costs can be greatly reduced. Furthermore, FL can exploit substantial compu-
tation capabilities of ubiquitous smart devices, which are often under-utilized. In particular,
when FL is used in a wireless edge network, data samples generated at individual wireless
devices can be exploited via local computation and global aggregation based on distributed
ML. As a result, wireless federated learning (WFL) can achieve collaborative intelligence in
wireless edge networks. A general consensus is that WFL can support intelligent control and
management of wireless communications and networks (such as in [7, 8, 9, 10, 11]), and can
enable many Al applications based on wireless networked systems, including connected and
autonomous vehicles, collaborative robots, multi-user virtual/mixed reality.

As is standard, learning accuracy is a key performance metric for FL. The accuracy of the
trained ML model in FL depends heavily on which devices participate in the training process
and the quality of their local model updates. Specifically, stochastic gradient descent (SGD) is a
popular method for ML training that is widely studied in the literature (e.g., in [12, 13, 14, 15]).
When SGD is used for FL, the quality of a local model update in each iteration can be measured
by the variance of the gradient, which depends on the mini-batch size used to compute the
gradient. A key observation is that the quality of local updates (determined by the mini-batch
size) can be treated as a design parameter and used as a control knob to be adapted across
devices and over time. Such quality-aware computation can substantially improve the learning

accuracy of WFL.



1.3 Overview of the Dissertation

In this dissertation, we aim to investigate quality-aware data crowdsourcing and federated learn-
ing in wireless networks. For quality-aware data crowdsourcing, we study truthful incentive
mechanisms that elicit workers’ private information with privacy-preserving property, and data
poisoning attacks on dynamic crowdsourcing. For WFL, we study the performance bounds on
the training loss as a function of local updates’ quality over the training process for different
FL setting, and develop cost-effective dynamic distributed learning algorithms that adaptively
select participating users and their mini-batch sizes, based on users’ costs in wireless networks.
Given the commonality of data crowdsourcing and labeling quality of the training data of FL,
we study the impact of the strategic behavior of FL clients and develop incentive mechanisms
that incentivize strategic clients to make truthful efforts as desired by the server in local data
labeling and local model computation, and also report true local models to the server.

In the first part, based on a general linear regression model of machine learning, we devise
truthful quality-aware crowdsensing mechanisms for quality and effort elicitation, which incen-
tivize workers to truthfully report their private worker quality to the requester, and make effort
as desired by the requester. The truthful design of the mechanisms overcomes the differences of
ground truths of workers’ tasks, and the coupling in the joint elicitation of workers’ quality, ef-
fort, and data. Under the mechanisms, we investigated the socially optimal and the requester’s
optimal effort assignments, and analyze their performance. We show that the requester’s op-
timal assignment is determined by the “virtual quality” rather than the highest quality among
workers, which depends on the worker’s quality and the quality’s distribution.

In the second part, we study Privacy-preserving crowdsourcing mechanisms for truthful
Data Quality Elicitation (PDQE). In these mechanisms, we design differentially private task
allocation and data aggregation algorithms to prevent the inference of a worker’s quality and
data from the outcomes of these algorithms. In the meantime, the mechanisms also incentivize
workers to truthfully report their quality and data and make desired efforts. We first focus on

the mechanisms for a single task (S-PDQE) and then extend it to the case of multiple tasks



(M-PDQE). We further show that both the mechanisms achieve a bounded performance gap
compared to the optimal strategy.

In the third part, we study malicious data attacks on dynamic crowdsourcing where tasks
are assigned and performed sequentially, and we explore online quality learning as a defense
mechanism against the attack by finding malicious workers with low quality. We first focus on
the asymptotic setting where workers’ quality is accurately learned by the requester, based on
which we then turn to the general non-asymptotic setting where the quality is estimated online
with errors. For each setting, we first characterize the conditions under which the attack strategy
can effectively reduce the aggregated data accuracy. Our results show that the malicious noise
variance needs to be within a certain range for the attack to be effective. Then we analyze
the harm of effective attack strategies. It reveals that the regret of the online quality learning
algorithm can be substantially increased from O(log® T') (upper bound) to (7") (lower bound)
due to effective attacks. To further mitigate the attack, we also study median and maximum
influence of estimation based data aggregation as defense mechanisms. Our results provide
useful insights on the impacts of data poisoning attacks when online quality learning is used to
defend against the attack.

In the fourth part, we study quality-aware distributed computation for FL, which controls
the quality of users’ local updates via the sampling sizes. We first characterize the dependency
of learning accuracy bounds on the quality of users’ local updates over the learning process. It
reveals that the impacts of local updates’ quality on learning accuracy increase with the number
of rounds in the learning process. Based on these insights, we develop cost-effective dynamic
distributed learning algorithms that adaptively select participating users and their sampling
sizes, based on users’ communication and computation costs.

In the fifth part, we study quality-aware distributed computation for FL. with non-convex
problems and asynchronous algorithms. We first characterize performance bounds on the train-
ing loss as a function of local updates’ quality over the training process, for both non-convex
and asynchronous settings. Our findings reveal that the impact of a local update’s quality on
the training loss 1) increases with the stepsize used for that local update for non-convex learn-

ing, and 2) increases when there are more other users’ local updates which are coupled with



that local update (depending on the update delays) for asynchronous learning. Based on these
useful insights, we design channel-aware adaptive algorithms that determine users’ mini-batch
sizes over the training process, based on the impacts of local updates’ quality on the training
loss as well as users’ wireless channel conditions (which determine the update delays) and
computation costs.

In the sixth part, we study FL with crowdsourced data labeling where the local data of each
participating client of FL are labeled manually by the client. We consider the strategic behavior
of clients who may not make desired effort in their local data labeling and local model compu-
tation (quantified by the mini-batch size used in the stochastic gradient computation), and may
misreport their local models to the FL server. We first characterize the performance bounds
on the training loss as a function of clients’ data labeling effort, local computation effort, and
reported local models, which reveal the impacts of these factors on the training loss. With these
insights, we devise Labeling and Computation Effort and local Model Elicitation (LCEME)
mechanisms which incentivize strategic clients to make truthful efforts as desired by the server
in local data labeling and local model computation, and also report true local models to the
server. The truthful design of the LCEME mechanism exploits the non-trivial dependence of
the training loss on clients’ hidden efforts and private local models, and overcomes the intricate
coupling in the joint elicitation of clients’ efforts and local models. Under the LCEME mech-
anism, we characterize the server’s optimal local computation effort assignments and analyze
their performance.

In the seventh part, we discuss some possible future works. One direction is to consider
non-convex and asynchronous FLL where users have non-1ID local data. In this case, the training
loss is heavily affected by the data heterogeneity, and the optimal mini-batch size and user
selection design can be very different from in the IID data set. Another direction is to study
the case when users perform heterogeneous numbers of local iterations. In this scenario, the
training loss is affected by the additional randomness of multiple local updates. Furthermore,
when users have non-IID local data, the learned global model may not be consistent with the

objective of FL due to heterogeneous numbers of local updates of users.



Chapter 2

Truthful Quality-Aware Data Crowdsensing for Machine Learning

2.1 Introduction

Data crowdsensing (referred to as “crowdsensing” for brevity) leverages the “wisdom” of a
potentially large crowd of workers who provide data in tasks that specified by the requester.
The applications are enabled by smart devices equipped with powerful sensing, networking,
and computing capabilities. The scope of these applications is expected to expand rapidly
with the emerging Internet of Things (IoT). A key advantage of crowdsensing lies in that it
can exploit the diversity of inherently inaccurate data from many workers by aggregating the
data obtained by the crowd, such that the data accuracy (also referred to as “data quality™)
after aggregation can be substantially enhanced. It has found a wide range of applications
such as spectrum sensing [16, 1], traffic monitoring [2, 17], and environmental monitoring
[18, 19, 3, 20].

Another major driving force for the popularity of crowdsensing is the recent success of
machine learning in various domains of data analytics. The massive amount of data in the era
of big data can be exploited by machine learning, which can serve as the foundation to build
artificial intelligence (AI). The power of machine learning typically relies on the availability
of training data, which can be collected from crowdsensing. One important application of
crowdsensing for machine learning is wireless indoor localization [21], which uses wireless
signals measured by mobile users as the training data.

The value of data collected in crowdsourcing heavily depends on the quality of data pro-

vided by the participating workers. A common metric of data quality is how accurate the data
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is compared to the ground truth we aim to estimate (e.g., the difference between the data and
ground truth). The data provided by workers are usually inaccurate due to various factors (e.g.,
noise, interference, error). In general, the quality of data varies for different workers, and de-
pends on a specific worker’s characteristics or context (e.g., sensor’s capability, or location).
For example, if the task is to measure the transmit signal from a wireless device, then the sig-
nal to noise ratio (SNR) received by a worker from that device determines the worker’s data
quality, and workers generally have distinct SNRs depending on their locations.

To exploit the potential of crowdsourcing, it is imperative for the crowdsourcing requester
to know workers’ data quality. First of all, the quality of data is important context information
to determine how to use the data. For example, when data provided by different workers for the
same task are aggregated into one piece of information, it is beneficial to give larger weights to
data of higher accuracy in the data aggregation. For another instance, the data can be used as
training data for machine learning if the data accuracy exceeds some threshold, or otherwise it
will not be used. Moreover, the information of data quality can be exploited to determine which
worker(s) to use. Intuitively, it is beneficial to allocate a task to worker(s) with higher rather
than lower data quality. Therefore, quality-aware crowdsourcing can substantially improve the
value and usefulness of data in crowdsourcing.

A worker can learn its quality based on the knowledge of its characteristics, such as its
location!. However, the quality of a worker’s can be its private information, which is unknown
to and cannot be verified by the crowdsourcing requester. For example, a worker’s location is
often its private information that is unknown to the requester. As a result, a strategic worker
may have incentive to manipulate its quality revealed to the requester so as to gain an advantage.

In addition to the worker quality, the data quality of a worker is also affected by its effort
exerted in a crowdsourcing task. The data quality of a worker when it makes effort in the task
is higher than when it makes no effort. Due to the inaccurate nature of the data, a strategic
worker may report some arbitrary data to the requester without making effort in the task, while

the requester is not able to verify whether effort was actually made.

! Alternatively, a worker can report its characteristics (e.g., location) that determines its quality to the requester,
so that the requester can learn the worker’s quality. In this case, reporting the worker’s quality is equivalent to
reporting its characteristics.



When strategic workers with private worker quality and hidden effort, our goal is to incen-
tivize workers to truthfully reveal their worker quality, and make actual effort as desired by the
crowdsourcing requester. Such a truthful mechanism is desirable as it eliminates the possibility
of manipulation, which would encourage workers to participate in crowdsourcing. More impor-
tantly, the joint truthful elicitation of quality and effort ensures that the requester can correctly
know the data accuracy of the collected data, which is a key metric of crowdsourcing.

The joint elicitation of quality and effort calls for new truthful design that is different
from existing mechanisms. First, a worker’s payoff as a function of its quality and effort has a
different structure from that of its private participating cost. As a result, existing designs for cost
elicitation cannot work for the problem here. Second, as workers perform tasks with different
and unknown ground truths, it is highly non-trivial to design a worker’s reward function to
achieve truthful elicitation. Third, the joint elicitation of quality and effort needs to overcome
the intricate coupling therein.

The main contribution of this chapter can be summarized as follows.

* Under a quality-aware crowdsourcing framework for a general linear regression model,
we devise truthful crowdsourcing mechanisms for quality and effort elicitation. The
truthful mechanisms incentivize workers to truthfully report their private quality and
make effort as desired by the crowdsourcing requester. The truthful design of the mecha-
nisms is achieved by exploiting the intricate correlations between different ground truths
of workers’ tasks, and overcoming the non-trivial coupling in the joint elicitation of qual-

ity and effort.

* Under the truthful mechanisms, we characterize the socially optimal (SO) and the re-
quester’s optimal (RO) effort assignments, and analyze their performance. We show that
the requester’s optimal assignment is determined by the “virtual quality” rather than the
highest quality among workers, which depends on the worker’s quality and the quality’s

distribution.

* We provide simulation results which demonstrate the truthfulness of the mechanisms and

the performance of the RO and SO effort assignments.
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The rest of this chapter is organized as follows. Section 2.2 discusses related work. In
section 2.3, we describe the machine learning linear regression model with private data quality,
which is the system model for crowdsensing, and formulate the problems of truthful mechanism
design. In Section 2.4, we proposed the mechanisms to elicit truthful quality and effort from
workers working on different tasks. In Section 2.5, we give the optimal effort assignment under
the mechanisms for single and multiple worker situations. Simulation results are presented in

Section 2.6. Section 2.7 concludes this chapter and discusses future work.

2.2 Related Works

Truthful mechanisms for data crowdsoucing. In crowdsensing, a worker’s cost on its task
can be a private information that the worker may not want to report it truthfully. There are
many mechanisms that aim to incentivize workers to reveal their costs in crowdsensing [22, 23].
However, the quality of a worker can also be a private information that needs to be elicited. As
a function of the worker’s quality, a worker’s payoff is structurally different from that of its
private cost. In addition, strategic workers can take hidden actions that are not desired by a
requester. Some recent studies have investigated this problem in the context of crowdsourc-
ing [24, 25, 26, 27, 28]. These works proposed mechanisms that can incentivize workers to
truthfully make effort, but none of them considered workers’ data quality elicitation.[28] used
peer prediction based on machine learning to incentivize workers to report their observed data
without knowing the distribution of worker’s data quality. [24] aims to jointly elicit workers’
desired efforts and true quality. Due to the intricate coupling between the elicitation of quality
and effort, it proposed mechanisms to incentivize workers to truthfully report their quality and
make efforts as desired by the requester. However, [24] assumes that workers work on the same
task, which often does not hold in the context of machine learning as usually different tasks are
assigned to workers. In this chapter, we assign different tasks to workers, and design truthful
mechanisms to elicit private quality and hidden efforts from strategic workers.

Quality-aware data crowdsoucing. The requester relies on workers’ quality to assign
tasks to the workers. However, a worker’s quality can be its private information that the

worker does not want to truthfully report. There are few works that study the quality-aware
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Figure 2.1: Structure and procedure of the crowdsensing system.

crowdsensing. Some works have been done to learn the quality information of workers’ data
[24, 29, 30, 31, 32]. [29, 30] used the correlation of data for the same task to study the quality
information of workers. [31, 32] used online approach to learn workers’ abilities and assign
tasks. So that the requester can find the correct solution to a set of multiple labeling tasks. [24]
focused on designing truthful mechanisms to elicit workers’ private quality, where workers
perform on the same task. The mechanisms proposed in this chapter consider workers that are
assigned different tasks in the context of machine learning and elicit the private quality from

them.

2.3 System Model and Problem Formulation

A crowdsensing requester recruits a set of workers A" £ 1, ..., N to work on a set of different
tasks. For convenience, let N'© 2 N U 0, where worker 0 represents the requester. Fig. 2.1

illustrates the structure and procedure of the crowdsensing system.

2.3.1 Crowdsensing with private worker quality
Label observation, worker quality, and work effort

The workers work on the tasks that were assigned by the requester. We consider continuous-
valued feature X = {z;|z; € R™ i € N}, which is known to the requester, where x; is a
m X 1 column vector, which means that each worker ¢ works on m tasks. Worker ¢ receives the
feature z;. Every feature z; follows an arbitrary prior distribution. Each worker observes label
Y = {yi|ly: € R,i € N} corresponding to the feature X . Here we use linear regression model

as our data model, we assume the relationship of Y and X is expressed as a linear function.
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The reason why we use linear model is that linear regression model of machine learning is one
of the fundamental supervised machine learning algorithms due to its relative simplicity and
well-known properties[33]. In this chapter we focus on the linear regression model, and we will
study other models of machine learning in our future work. The objective of machine learning
is to infer and estimate the linear relationship between Y and X, which can be expressed with
the linear parameter a € R™. Each task has a corresponding linear parameter. Which means a
is a 1 x m row vector. Furthermore, the observed label Y also contains independent additive
noises, which consists of a system noise and an individual worker’s observation noise [33].

Observed label Y can be expressed as

Yi éa@—i—e%—m, 2.1
where for each task
e ~N(0,0), 2.2)
and
n; ~ N (0, Z—) (2.3)

We can see the value of Y is affected not only by the linear parameter a, but also the
variance of additive noises. We assume the means of the two noises are 0 without loss of
generality (WLOG). The system noise € is the intrinsic disturbance of the system (e.g., due
to fading of wireless channels). We assume the variance of each worker’s system noise is the
same. Besides the system noise, the variance of each individual worker’s noise is equal to
the ratio of the worker’s quality ¢; and effort e;, which is different for different workers. The
variance of the additive noise is an unknown information for the requester. However, it can be
calculated with information reported by workers, we will discuss this later.

Given worker ¢’s effort e;, the quality ¢; > 0 is a parameter that quantifies the accuracy of
label y;. The quality g; is an intrinsic coefficient that captures worker 7’s capability for the task.
A smaller ¢; means higher quality. The value of ¢; varies for different workers. We assume that

every worker i € N1 in the system knows its own quality, and the requester does not know it.
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For ease of exposition, we assume that each worker’s quality is within the range of [¢, ¢], which
is known to the requester. Given worker ¢’s quality ¢;, the effort e; > 0 is the parameter that
quantifies the amount of work that worker 7 devoted to the task, a higher e; implies the worker
is making more effort for the task. e; is inversely proportional to the noise, which means that
when the worker devotes more to the task, the accuracy of y; is higher. We assume that every
worker can fully control the amount of effort they make, and the requester can not know it.

Quality reporting and effort assignment.

We assume the crowdsensing tasks are assigned arbitrarily to the workers. The requester
assigns an effort ¢ that it desires worker i to exert in the task, based on the quality of all the
workers. To this end, each worker reports its own quality ¢; to the requester, which may not
be equal to its actual quality ¢;, because the worker can manipulate it to its own advantage.’
After the requester knows all workers’ reported quality, based on a specific effort assignment
function, the requester will assign effort to the workers. The effort that assigned to worker ¢

can be expressed as

e;(d), 2.4)

Then the requester notifies the value of assigned effort € to the worker i. The requester
pre-defines and announces the effort assignment function to all the workers before workers
report their qualities. The effort assigned to worker ¢ is determined not only by its own reported
quality ¢., but also by all the other workers’ quality. Although each worker’s assigned effort
is related to all workers’ reported quality, the assigned effort €] varies for different workers.
After the requester has assigned the effort, the workers work on the tasks. However, workers
can decide how much effort to make, which can be different with the amount of assigned effort.
Then each worker ¢ will collect label y;, and report it to the requester truthfully.

Data estimation for linear regression and reward payment.

The objective of linear regression is to estimate the linear parameter a, which quantifies

the linear relationship between Y and X. For the convenience of notation, in this section, we

2 Alternatively, each worker can report its relevant private information (e.g., device model, location) that deter-
mines its worker quality to the requester, based on which the requester can learn the worker’s quality (e.g., using
history data of the device model, or a channel model based on the device’s location).
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assume that m = 1, i.e., every worker works on one individual task. After workers report their
information, the requester obtains an estimation value a of the interested parameter a. WLOG,

we assume a ~ N(0, 1) [34] (Theorem 10.3). We express the parameters in vectors as

Y = [y17y27"'ayN]T7 (25)

X = [w1, 79, ..., zx5]T. (2.6)

The additive noise (the sum of system noise and individual worker’s noise) and its variance

are
W = [e4+n1,e+ng,...,e +ny]T, 2.7)
C = [0+2,0+@,...,0+Q—N]T. (2.8)
€1 €9 EN

Then the label can be expressed as

Y =aX + W. (2.9)

The estimation of the linear parameter a can be expressed as [34]

0= ftg + 0, XN X0, XT+C) N Y — Xp,)

(2.10)
=XT(XXT+0O)Y.
The estimation loss is quantified by the minimum mean square error (MMSE) of the linear

parameter a, which quantifies the utility of crowdsensing:

l(X,q,¢,0) = E[(a - a)’]

=0, — 0, X (X0, XT+C) ' Xa,

, 2.11)

132

1+ZieNU+Zﬁ
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As we can see in (2.11), the estimation loss relies not only on all workers’ quality and
effort, but also on the value of the tasks.

We assume any worker j (j # i) always truthfully reports quality and makes effort as
the requester desired. For convenience, here we use worker 1 and worker 2’s information. To
incentivize workers to truthfully behave, the requester rewards workers based on a function of

the reported quality and assigned effort, i.e.,

@ 92 ,
Ti(ifz‘,?/i,xlyyhxmym—,—761‘,C])-
€1 €2

The reward function is also pre-defined by the requester and announced to all the workers
before they report their qualities. The reward function only depends on the information that
is known by the requester, i.e., X, Y, €, ¢, q1/e1, q2/e2. For convenience, we omit worker 1
and worker 2’s information in the expression of the reward function, then the reward function

is expressed as

Ti($i,yi7€;>q/)- (2.12)

2.3.2 Mechanism design objective

After the workers have gone through the process we discussed above, they will be paid by the

requester. worker ¢’s payoff u; can be expressed as
U’i<mi7 Yis 6;‘7 q,) = Ti(xia Yis 627 q/) — Ci€q, (213)

which is the difference of the reward paid by the requester and the cost of working on the task.

Here ¢; is the resource (e.g., sensing time, energy) that is used by worker ¢ for each unit of
effort they devoted to the task. The cost c;e; is a linear function of the effort e;, which represents
the total resource that has been devoted to the crowdsensing task by worker . In this chapter,
we assume that workers’ devices have similar capability to work on the tasks, and then the cost
for a unit of effort can be considered the same for all workers, i.e., c = ¢; fori € N'*. The

requester knows the cost coefficient c. This is a reasonable assumption, when workers’ smart
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devices are working under uniform (or similar) conditions, workers are likely have the same
capability working on the tasks, so that the cost for a unit of effort is common knowledge to
the requester and workers.

After the workers work on the tasks, the requester obtain it’s payoff. The requester’s

payoff u, can be expressed as

uo(X,Y, e ¢ e,q,0) = —1(X,q,e,0) = Y _ri(ai,yi e q). (2.14)
ieN

which is the difference of the crowdsensing’s utility and the total reward paid to the workers.
Workers may behave untruthfully for their own advantage, e.g., workers may report untrue
quality and/or making less effort to get more reward from the requester. This act will not
only reduce the requester’s payoff, but also affect the utility of crowdsensing, as it can lead
to inaccurate estimation of the linear parameter a, which is a critical performance metric that
needs to be ensured in machine learning. Also, workers’ manipulation would discourage other
workers to participate in crowdsensing. For the reasons we discussed above, here we aim to
design a mechanism that can incentivize workers to report true quality and make effort as the
requester demanded. This can be achieved by defining the effort assignment function ¢;(¢’) and

reward function 7;(x;, y;, €;, ¢’). The mechanism should have the following two features:

Definition 2.1 A mechanism achieves truthful strategies of all workers as a Nash equilibrium
(NE) if, given other workers truthfully report their quality and make effort as the requester
assigned, the best strategy for worker 7 to maximize its payoff is to truthfully report its quality

and make effort as assigned by the requester, i.e.,

EX,Y[Ui(Ii, Yi, 6;7 qis C]—i)] > EX,Y[ui(xi) Yi, €4, q:'v C]—i)LV(C];y €i), Vg_;. (2.15)

Another aspect we should notice is that the payoff of every worker u; should be non-
negative, so that the worker will have the incentive to participate in more crowdsensing tasks.

This property is formally known as individual rationality as stated below.
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Definition 2.2 A mechanism is individually rational (IR) if for each worker i, its expected
payoff is non-negative if it truthfully report its quality and make effort as the requester assigned,
1.e.,

Exylui(xi, yi, €, qi,4-;)] > 0,Y¢.,. (2.16)

2.4  Truthful Quality and Effort Elicitation for Crowdsensing

In this section, we aim to design mechanisms that satisfy the truthful and IR properties to
incentivize workers to report true quality and make effort as the requester desired.

Here we present the mechanisms as follows.

Definition 2.3 The mechanisms are defined by any effort assignment function e} (¢’) that satis-

fies (2.17) and a reward function r;(x;, y;, €5, ¢') given by (2.18) based on that €(¢’):

e(q,q) > eld d), 4 < ¢, (2.17)

y q. Ty X 3
2 E(y_1 y_2)2 q1 q% (2-18)
_ (x_l + 1) 1 Z2 zy z5 }
= B
3 Z2

It is defined in (2.17) that if the quality of worker 7 improves, the worker will be assigned
more effort, given any quality of other workers. Next we will show how the mechanisms
achieve the truthful property. First, we show that the expected payoff of each worker depends
on its true quality and effort (Lemma 2.1). Second, we show that if the elicitation of true quality
is achieved, the elicitation of effort is also achieved (Lemma 2.2). Then we show that when the
worker makes optimal effort, the elicitation of its quality is also achieved (Lemma 2.3).

First we show that the expected payoff of worker 7 is a function of its true quality and

actual effort (2.18).
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Lemma 2.1 Given that worker ¢ works on its task and reports its feature x; and label y;, and

that it reports its quality ¢; and makes effort e;, we can express its expected payoff as

T¢(q.q () g
Exylui(zi,yisei,q')] = C/ qu + 2cej(q’) — Mq_ —ce; (2.19)

/ 1
q q 4q; €;

The variances of the additive noises (¢ and ¢;/e;) are unknown to the requester. However, they
can be calculated by the information that is known by the requester.

When m =1,

SV (o Ty (2.20)

T T2 il I T2 T

Letg; = g— then we have

Y Y29 o Q1 o Q2
) B
(ZEl l‘2> [E12 1‘12 ZEQZ 2322

Y1 Yiyo o Q1 o i
B(=-2P=S+=S+—+—.
(l'l LCz) $12 33'12 513'1'2 LCZQ

Then we can express o and ¢; as

E(¥ _ ¥2)2 _ 41 _ G2
L “’f> — 221
212 T 2o?
- _ 4
i e
2 Y1 Yi 2 o q o
—p2pdl _diye_ 2 1 9
B ) T s T e (2.22)
— 2 T
— 2@(%_%2_@2]_(%2 I)E(gi B) T o
‘ Ty X o2 To? 14 1

When m > 1, let

X = [Jf(k—l)m+1,$(k—1)m+2, ---,ﬂvkm],
Yk: = [y(k:—l)m-i—la y(k}—l)m+27 teey ykm]7

Ny, = [n(k’—l)m—i-la N (k—1)m+2» -‘-7nkm]7
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where X, is a m x m dimension matrix, k = 1,2, .... Y} and N are 1 X m row vectors. Then

we have
VXt =aXp X, 4+ N X+ e e 6 X

=a+ N X, '+ e e, XN

Using worker 1 and worker 2’s information we have
VX =YXy = X = N Xyt e e (X — X571, (2.23)

Then we can calculate the variances of workers’ noises, o and ¢;/e;. Based on the infor-
mation that is known by the requester, the expected payoft of worker ¢ is a function of its true
quality and actual effort, and the worker can only affect it by its reported quality and actual

effort.

Lemma 2.2 The elicitation of true quality leads to the elicitation of effort. Given that worker ¢

reports quality ¢, its optimal effort can be expressed as

ei=/ §e2<q'>. (2.24)

Note that when worker ¢ reports its true quality, its optimal effort is equal to the effort that
assigned by the requester. This shows that if worker ¢ wants to maximize its payoff when it

reports its true quality, it needs to make effort as the requester assigned. Then the expected

ae 4 j
C/ ez(q7qz)dq+zceg(q/)_20 [t (o). (2.25)
q q @

/
i

payoff of worker 7 is

In (2.25) we can see that worker ¢ can only affect its payoff by its reported quality ¢;. In
the next lemma, we will show that worker ’s optimal reported quality ¢, is its true quality,

under the condition (2.17) on the effort assignment function [24].

Lemma 2.3 Given that worker ¢ reports its feature x;, label y;, and makes its optimal effort ¢;

as in (2.24), its optimal reported quality ¢; is its true quality g;.
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As we discussed in Lemmas 1, 2, and 3, when worker 7 reports its true quality ¢, = ¢;, and

makes the optimal effort e; = ¢, its expected payoff can be expressed as

T d
¢ / el 4% 4o (2.26)
o

The equation satisfies the IR property, since (2.26) is nonnegative due to the fact that e}(¢') >

0,Vq' [24].
Theorem 2.1 The mechanisms satisfy truthful and IR properties.

Property 2.1 Here we discuss the rationale of the mechanisms. The requester’s aim is to
incentivize workers to report true quality ¢ and make actual effort e as the requester assigned.
Thus, worker 7’s reward function r; should be a function of its true quality ¢; and actual effort
e;. Otherwise, workers will deceive the requester to gain more reward, and the efficiency of
the crowdsensing system will be affected. However, the requester can only use the information
which known by itself (i.e., X, Y, ¢/, €}) to define the reward function. Using (2.22), we can
design the reward function as a function of the true quality ¢; and actual effort e; (as in Lemma
1 and (2.19)). In refined function, worker i’s optimal effort equals to its assigned effort e/
when worker ¢ reports its true quality (as in Lemma 2 and (2.24)). Given that the actual effort
is optimized, worker i’s payoff only depends on ¢, €}, and ¢; (as in (2.25)). Next we further
design the function such that, to make the reward function to be maximized, worker 7’s reported

quality ¢; should equal to its true quality ¢; when other parameters are fixed (as in Lemma 3).

Property 2.2 From (2.26) we can see, given the assigned effort €(¢") and workers’ qualities
q, as the upper bound of quality ¢ increases, the payoff of worker ¢ increases, and the payoff
of the requester decreases. When the lower bound is fixed, a lower upper bound means the
range of qualities is smaller. This is a benefit for the requester because the level of uncertainty
of workers’ quality is lower. Assume that workers have the same quality, i.e., ¢; = ¢, Vi, then
worker ¢’s payoff would be 0, which means that the mechanism is fully “efficient” for the

requester’s interest.
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2.5 Optimal Effort Assignment for Truthful Crowdsensing

In the above sections, we have shown that the mechanisms can achieve truthful and IR proper-
ties. In this section, we will show how the requester assigns efforts to maximize its payoff and
system efficiency.

We assume that workers report true qualities ¢ = ¢ and make efforts as the requester
assigned e = ¢’. Thus, for convenience, we use ¢ and e instead of ¢’ and ¢/, respectively. We
further assume that worker ¢’s task x; follows a normal prior distribution A/(0, 1), workers’

qualities follow independent and identical uniform distributions over the interval [g, q].

Definition 2.4 The effort assignment function e(q) that can maximize the requester’s expected

payoff is the crowdsensing requester’s optimal (CO) effort assignment e“°(q), i.e.,
{e*(q),Va} £ max Bxy[uo(X, Y, ¢,q,0)) 2.27)
e(q

We first consider the case where at most one worker is assigned effort. The advantage
of this single-worker assignment is that it simplifies the implementation of crowdsensing: the
requester needs to collect data from only one worker rather than potentially many workers.

Also, the result of this case provides useful insights for the general case.

Theorem 2.2 For the case of single-worker assignment, the requester’s optimal effort assign-

ment is given by

o _ % . | 1
e; —max{g_l_x?(az:Z ) 1),0}, (2.28)
where
F(q) ,
i) = i),V 2.29
(¢:) C<f(q)+Q> i (2.29)

which is the virtual quality of a worker.

We can see that the virtual quality depends on worker ¢’s quality and the distribution of
quality F'(q) and f(q). f(q) and F'(q) are the probability density function (PDF) and cumulative

density function (CDF) of each worker’s quality, respectively.
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Next we consider the general case where multiple workers can be assigned effort. We can

show the following useful fact.

Lemma 2.4 The requester’s expected payoff, i.e., Ex y[uo(X, Y, e, g, 0)], is a convex function

of effort e.

Based on Lemma 2.4, for the case of multi-worker assignment, to find the optimal effort
assignment that maximizes the requester’s payoff, we can use the barrier method to solve the

following convex optimization problem:

min — Eg[uo(e(Q))]

subject to e; > 0.

(2.30)

Next we study the social welfare v of the system, which is the difference between the
crowdsensing’s utility and the total cost for all workers, to quantify the system efficiency. The

social welfare v can be expressed as

v(e(q)) £ —E[l(X,q,e,0)] Zczel (2.31)
ieN

Definition 2.5 The effort function e(q) that maximizes the social welfare is the socially optimal

(SO) effort assignment e*°(q), i.e.,

{e*(q),Vq} = mex v(e(g)). (2.32)

We first have the following result for the case of single-worker assignment.

Theorem 2.3 For the case of single-worker assignment, the socially optimal effort assignment

is given by

o

er* = max{ ix (\/‘% —1),0}. (2.33)

As we can see in (2.28) and (2.33), given the workers’ quality, the variance of system

noise, and the probability distribution of quality, the optimal effort assignment is determined
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by the feature z; of the task, which is determined before the requester assigns the effort. This is
because the requester’s expected payoff and social welfare both depend on the estimation loss
{, which is a function of the task’s feature.

We can show the following fact for the general case of multi-worker assignment.
Lemma 2.5 The social welfare v, i.e., v(e(q)), is a convex function of e and q.

Similar to the requester’s optimal effort assignment, to obtain the optimal effort assign-
ment that maximizes social welfare, it is equivalent to solve the following convex optimization

problem:

min — Efv(e(q))]
(2.34)
subject to e; > 0.

2.6 Simulation Results

In this section, we prove the truthful and IR properties have been achieved, and discuss the

performance of the optimal effort assignments under different conditions.

2.6.1 Worker’s payoff

To demonstrate the truthful and IR properties, we compare a worker’s expected payoff when
it reports its true quality and makes actual effort with that when it reports quality untruthfully
and/or does not make effort as the requester assigned. We use the CO effort assignment e (q)
for the mechanisms and set the system parameters as follows: N = 1, m = 1, ¢ = 0.3,
¢ €10.5,3.5], 1 = 1.2.

Fig.2.2 illustrates the worker’s expected payoff when the worker makes assigned effort
e (¢}), or optimal effort \/% e;(qy), as its reported quality ¢’ varies. By making either assigned
effort or optimal effort, the expected payoff of the worker can reach the maximum value, which
is the payoff when the worker reports true quality and makes effort as the requester assigned
simultaneously. When the worker untruthfully reports its quality, the payoff of the worker is

always no greater than that when it reports its true quality. When it reports more untruthfully,
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the worker’s expected payoff keeps decreasing. We can see that the truthful property has been
achieved by the mechanisms so that workers have the incentive to behave truthfully.

Fig.2.3 shows that when the worker reports its true quality or the optimal quality, the
worker’s expected payoff varies with the actual effort the worker made. We can see when
the worker makes effort as the requester assigned, its expected payoff is maximized. Besides,
when the worker truthfully reports its quality, its expected payoff is always higher than that
when it reports the highest quality. Also, from fig.2.2, and fig.2.3 we can see that the payoff is
non-negative when the worker truthfully reports its quality and makes the effort desired by the

requester, which confirms that the IR property is achieved by the mechanisms.
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2.6.2 Requester’s payoff

To prove the system efficiency of the CO effort assignment, we compare the expected re-
quester’s payoff (CP) attained by the CO effort assignment (CP-CO) with the expected social
welfare (SW) attained by the SO effort assignment (SW-SO), and the expected SW attained
by the CO effort assignment (SW-CO). We set the system parameters as follows: N € [1, 50],
m = 1,c= 0.5, ¢; € [0.5,3.5]. For convenience, we illustrate the negative of social welfare or
the requester’s payoff in all figures.

Fig.2.4 gives the tendency of CP-CO, SW-CO, and SW-SO when the number of workers
varies. We can see that with the increase of the number of workers, all three curves are de-
creasing. It is because that when there are more workers working on the tasks, the estimation
loss will decrease. After the number of workers reaches a certain number, the trend of the
curves becomes gentle, which means that it may not be the more workers the better, since more
workers means more occupation of social resource.

Fig.2.5 illustrates the impact of the cost on each unit of effort ¢ on the performance of
CP-CO, SW-CO, and SW-SO. As shown in the figure, all three values increase as the cost ¢
increases. When the cost c is small, the gap between social welfares is small, and it increases
with ¢ grows. This is because when the cost is large, tasks are assigned to the workers whom

have better qualities.
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2.7 Conclusion

In this chapter, to provide high quality data for machine learning, we devised the truthful mech-
anisms to elicit private quality from strategic workers that work on different tasks and to incen-
tivize workers to make efforts as the requester desires. Under the mechanisms, we investigated
the optimal effort assignments that maximize the requester’s payoff and social welfare, which

are the functions of the linear parameter’s estimation error.

2.8 Appendix

2.8.1 Proof of Lemma 2.1

We have shown in (2.22) and (2.23) that the unknown ratio of quality ¢; and effort e; can be
expressed by the information known by the requester (feature X, label Y, ¢;/e1, g2/€2) no

matter how many tasks worker ¢ works on.

2.8.2 Proof of Theorem 2.1

The IR property has been proved by (2.26), from Lemma 2 and Lemma 3 we can know that
given worker j (j # 4) reports its true quality and make effort as the requester assigned, when
the worker truthfully reports its quality and makes optimal effort, it can maximize its payoff,

then the truthful property has been proved.
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2.8.3 Proof of Lemma 2.4

From (2.10) and (2.11) we have the estimation of the linear parameter a and the expression of
the estimation loss /(X ¢, e, o). When worker i reports its true quality and makes actual effort,

its reward can be expressed by (2.26), then we have the expected requester’s payoff, which is

given by
E[UO(X, Yi, 6/7 qla 6 q, U)]
= —Z(X,Q,G,O') - Ti(miayiveilaq/)
gf\:/ (2.35)
1 e;
e
1+ ot T iEN di
Where
F(Qz)
alg;) =c +q;), (2.36)

it is given by [24]. For convenience, we express E[uo(X, y;, €', ¢, e, q,0)] as E[ug(e(q))]-
Given a function f(x) : R® — R, if all the second partial derivatives of f exist and

continuous over the domain of f, the Hessian matrix of f can be expressed as

[ O0°f 0*f Pf T
0?2 01,019 01,07,
o0 f 0% f 0 f
H = 8%28%1 8x% o 8x18xn (2_37)
0*f 0*f 0*f
| 0z,0r1 0x,0%9 (9_1:% ]

The element on jth row and kth column of E[ug(e)]’s hessian matrix H is given by

L PElugle(q)
o
€;0€k
_ 4;9K€;Ck (2.38)
(14 Dien 5w ) (o€ + ¢5)*(oer + ar) .

Vi, keN.

By calculation we have |H| > 0, the expected requester’s payoff function is convex.
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2.8.4 Proof of Theorem 2.2

From Lemma 4 we have the expected requester’s payoff function is convex. From (2.35) we

have the expected requester’s payoff can be expressed as

Exolin(e(Q))] = Exql-——— — @) (2.39)
X,Q%o0 X,Q 1+Za+qz ZEZN

For single-worker assignment, we find the optimal solution by solving

o —ala)g]
O[Ex o[t (e(Q))]] e
= - =0 2.40
861» 861» ’ ( )
which yields
i 1
co _ Z. ~1),0}. 2.41
e max{g 2 (x ) ),0} (2.41)
2.8.5 Proof of Lemma 2.5
Same as Lemma 4, the expected social welfare E[v(e(q))] is given by
E[U(G(q))] = _E[Z(X7 q,¢, 0)] - Z Ci€;
ieN
. (2.42)

The element on jth row and kth column of E[v(e(q))]’s Hessian matrix H is given by

L OPE(e)

K
! Oe;0ey,

_ 4;9K€5Ck
= R - ! (2.43)
(1 + 2ien 7wt (oe; + ¢5)%(oex + ar)

Vi, keN.

By calculation we have |H| > 0, the expected social welfare function is convex.
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2.8.6 Proof of Theorem 2.3
From Lemma 5 we have the expected social welfare function is convex. From (2.42) we have

the expression of the expected social welfare.
For single-worker assignment, we find the optimal solution by solving

1
8[——:52 — cei]
' =0, (2.44)

9| Exalv(e(e)]]
@ei 861’
(2.45)

which yields
di L
0= — —1),0}.
et = max{ (=~ 1),0)
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Chapter 3

Privacy-Preserving Incentive Mechanisms for Truthful Data Quality in Data Crowdsourcing.

3.1 Introduction

Data crowdsourcing (referred to as “crowdsourcing” for brevity) has found a wide range of ap-
plications. The applications of crowdsourcing can be generally categorized as physical sensing
(also known as “crowdsensing”) such as spectrum sensing [1], traffic monitoring [2], environ-
mental monitoring [3], and human intelligence such as image labeling and speech transcrib-
ing [4, 5]. In principle, crowdsourcing leverages the “wisdom” of a potentially large crowd
of workers (e.g., mobile users) for tasks. One main advantage of crowdsourcing lies in that it
can exploit the diversity of inherently inaccurate data from many workers by aggregating the
data obtained by the crowd, such that the data accuracy (referred to as “data quality”) after
aggregation can substantially improve. With enormous opportunities and growing popularities
of data-driven technologies, crowdsourcing is a promising paradigm to harness the power of
big data via machine learning, and enable artificial intelligence in various application domains,
such as image classification [4] and indoor localization [6].

To exploit the potential of crowdsourcing, it is beneficial to allocate tasks to workers based
on their quality. A worker’s quality' can capture the intrinsic accuracy of the worker’s data rel-
ative to the ground truth of the interested variable, and it generally varies for different workers
depending on a worker’s characteristics (e.g., location, sensors’ capabilities). For example, if
the task is to detect whether a licensed wireless device is transmitting or not (for opportunistic

spectrum access by unlicensed users), then the quality of a worker’s data is the probability of

"We use “worker quality” and “quality” exchangeably in this chapter. “Worker quality” is distinguished from
“data quality”.
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correct detection, which depends on the worker’s location relative to the licensed device. Work-
ers generally have diverse quality. A worker can learn her quality based on the knowledge of
her characteristics, such as her location? (as in Fig. 3.1).

Although quality-aware crowdsourcing is promising, the quality of a worker can be her
private information, which is unknown to and cannot be verified by the crowdsourcing re-
quester. For example, a worker’s location is often her private information that is unknown to
the requester. As a result, a strategic worker may have incentive to misreport her quality to the
requester, in order to benefit. For example, a worker of low quality may pretend to have high
quality in the hope of receiving a high reward for providing high quality data. In addition to
the worker quality, the effort exerted by a worker in the task can also be her hidden action that
cannot be observed by the requester. Therefore, a strategic worker may make no effort in the
task while the requester is not able to verify whether an effort is made. Furthermore, the data
obtained by a worker from performing the task could also be her private information that she
can misreport in favor of herself.

On the other hand, while workers’ quality is useful information for fully reaping the bene-
fits of crowdsourcing, it may contain sensitive information about the individual workers, which
needs to be protected. For example, as a worker’s location can determine her quality, the loca-
tion can be inferred from the quality, which can be further used to infer the worker’s identity.
Although the quality of a worker would not be directly revealed to other workers, it may be
inferred from the outcome of the task allocation process, which depends on workers’ quality.
Moreover, the data reported by a worker can also be her sensitive information that should not be
disclosed. As an example, the data obtained by a worker can also depend on her location, which
can be inferred from the data. However, even a worker only reports her data to the requester, it
may be inferred from the result aggregated from all workers’ reported data.

In the presence of strategic workers with private quality and data, and hidden effort, we aim
to incentivize workers to truthfully reveal their quality and data, and make efforts as desired by

the requester. The joint truthful elicitation of quality, effort, and data ensures that the requester

2 Alternatively, a worker can report her characteristics (e.g., location) that determines her quality to the re-
quester, so that the requester can learn the worker’s quality. In this case, reporting the worker’s quality is equivalent
to reporting her characteristics.
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Figure 3.1: In spectrum crowdsensing, a worker’s quality for a task depends on her location
with respect to the wireless device to be observed, which can be her private information that
needs to be protected.

can know the true accuracy of the aggregated data, which is an important performance metric
of crowdsourcing. More importantly, for privacy-aware workers with sensitive quality and data
information, the incentive mechanism should protect a worker’s quality and data from being
inferred by other workers based on the outcomes of the mechanism. This privacy-preserving
mechanism resolves workers’ privacy concerns and thus encourage their participation.

The design and analysis of the privacy-preserving mechanisms for truthful data quality
elicitation need to address challenges that are quite different from existing works. First, to pro-
tect the privacy of workers’ quality and data, the mechanism needs to randomize the processes
of both task allocation and data aggregation. This complication affects the truthful design of
the mechanism, and also the efficiency of the mechanism (in terms of the accuracy of aggre-
gated data). Second, due to the stochastic dependency of a worker’s private data on her private
quality and hidden effort, the joint elicitation of quality, effort, and data needs to overcome the
coupling therein.

The main contributions of this chapter can be summarized as follows.

* Under a quality-aware crowdsourcing framework, we devise Single-task and Multi-task
Privacy-preserving crowdsourcing mechanisms for truthful Data Quality Elicitation (S-
PDQE and M-PDQE). S-PDQE incentivizes strategic workers to truthfully reveal their
private quality and data, and make hidden efforts as desired by the crowdsourcing re-

quester when there is a single task to be assigned to workers. M-PDQE achieves the
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truthful properties when there are multiple tasks to be assigned to different workers. The
truthful design of the mechanisms overcomes the lack of ground truth and the coupling

in the joint elicitation of a worker’s private quality and data and hidden effort.

In both mechanisms, we design differentially private task allocation and data aggregation
algorithms that prevent the inference of a worker’s quality and data from the outcomes
of these algorithms. The design of the task allocation algorithm addresses the coupling
between the privacy-preserving design and the truthful design. We also provide a bound
on the performance gap of the mechanisms in terms of the data accuracy compared to
the optimal strategies. To the best of our knowledge, this is the first paper that studies
crowdsourcing incentive mechanisms for truthful data quality while protecting workers’

quality and data privacy.

We use simulations based on real-world data to evaluate the performance of M-PDQE
and S-PDQE. The results show that both mechanisms achieve the desired truthfulness,
individual rationality, and differentially private properties, alongside near-optimal data

accuracy.

The remainder of this chapter is organized as follows. Section 3.2 reviews related work. In

Section 3.3 and Section 3.4, we describe the system model of quality-aware crowdsourcing and

formulate the problem of designing truthful and privacy-preserving mechanisms. In Section

3.5 and 3.6, we introduce the design of S-PDQE and M-PDQE and analyze the properties of

the mechanisms in terms of truthfulness, differential privacy, and performance gap with respect

to the optimal strategies, respectively. Simulation results are presented in Section 3.7. Section

3.8 concludes this chapter and discusses future work.

3.2 Related Work

3.2.1

Privacy-preserving mechanisms for crowdsourcing

Privacy-preserving mechanisms for crowdsourcing have been studied in many works. While a

few works have used cryptographic techniques to protect workers’ privacy [35, 36, 37], most
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studies have used the concept of differential privacy [38]. Many of these studies have focused
on preventing a worker’s bid (typically its participating cost) from being inferred by other
workers [39, 40, 41, 42]. Some studies have considered protecting workers’ data privacy from
each other [43, 44]. On the other hand, some works have focused on protecting workers’ cost
or data privacy from the crowdsourcing requester [45, 46, 42]. Location privacy has also been
studied in a few works [47, 48]. Different from these prior works, this paper aims to protect the

privacy of workers’ quality and data, while achieving truthful data quality elicitation.
3.2.2  Quality-aware crowdsourcing

Data quality in crowdsourcing has been studied in a few works [29, 49, 50, 43, 51]. One
interesting line of works [50, 43, 51] in this direction have studied truthful mechanisms for
quality-aware crowdsourcing where workers have private participating costs. Some other works
have focused on learning data quality of workers, e.g., by exploiting the correlation of their
data [29, 30], or allocating tasks on the fly [49, 52]. Different from these works, this pa-
per focuses on the situation where quality is a worker’s private information that is unknown
to the requester. A few recent works [24, 53] have designed truthful mechanisms for qual-
ity elicitation in quality-aware crowdsourcing. Compared to these works, this paper studies
privacy-preserving and truthful mechanisms that not only achieves data quality elicitation, but

also protect the privacy of workers’ quality and data.

3.2.3 Truthful mechanisms for crowdsourcing

There have been a lot of research on truthful mechanisms for crowdsourcing [22, 25, 45, 54, 55].
Most of these mechanisms have focused on incentivizing workers to truthfully reveal their pri-
vate participating costs. Different from these works, this paper studies the situation where
workers have private data quality that they can misreport. As a result, existing mechanisms for
cost elicitation (such as the classical VCG auction and the characterization of truthful mecha-
nisms [56, Theorem 9.36]) cannot work for quality elicitation. Furthermore, this paper aims at
joint elicitation of quality, effort, and data, which is more challenging than elicitation of cost or

quality only.
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Figure 3.2: Structure and procedure of the quality and privacy aware data crowdsourcing sys-
tem.

Table 3.1: Main Notation
Symbol  Description

q; True quality of worker ¢

d; True data of worker ¢

e; Actual effort of worker 7

q Reported quality of worker ¢

d; Reported data of worker ¢

el Desired effort of worker %

q Workers’ true quality

d Workers’ true data

e Workers’ actual effort

q Workers’ reported quality

d Workers’ reported data

e Workers’ desired effort

q_; Workers’ true quality other than worker 4’s
d_; Workers’ true data other than worker 7’s

e_; Workers’ actual effort other than worker ’s
q., Workers’ reported quality other than worker ¢’s
d_, Workers’ reported data other than worker ¢’s
e, Workers’ desired effort other than worker ¢’s

There have also been some studies on truthful mechanisms for crowdsourcing where work-
ers have hidden efforts [26, 25, 57, 58] and private data [26, 25, 57]. This paper is different
from these works as our goal is not only to jointly elicit workers’ private data, quality, and

hidden effort, but also to protect the privacy of workers’ quality and data.

3.3 System Model

In this section, we describe the quality-aware crowdsourcing system studied in this paper. We
consider a crowdsourcing system that consists of a requester (also referred to as worker 0) and
a set of available workers i/ = {1,2,--- ,n}. Fig.3.2 illustrates the structure and procedure of
the crowdsourcing system with following key elements.

Data observation. The requester aims to estimate an unknown variable X of a crowd-

sourcing task by recruiting the workers to observe X. For ease of exposition, we assume that
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the variable X takes a binary value from {—1,+1}. After performing the task, worker i ob-
tains data D; and reports it to the requester. The accuracy of data D; is measured by the correct

probability p;, which is the probability that D; is equal to the ground truth of X, given by

pi = PrX|D¢(qi,ei) (dz) = qie; + (1(1 - €i)- (3.1)

Here p; depends on the quality q; of worker ¢ and the effort e; exerted by worker ¢ in the
task, and ¢ denotes the correct probability when the worker makes no effort (e.g., using the
prior distribution of X).

Worker quality. Given that worker ¢ makes an effort in the task, the quality ¢; € [1/2, 1]
of worker 7 1s her correct probability p;. The quality of a worker is an intrinsic coefficient that
captures the worker’s capability for the task. A larger ¢; means higher quality. We assume that
each worker knows her quality, which is unknown to the requester. For ease of exposition, we
assume that each worker’s quality is within the range of [g, g], which is known to the requester.

Worker effort. The effort e; represents whether worker 7 makes an effort in the task,
where e; = 0 and e; = 1 indicate making and not making an effort, respectively. If worker ¢
makes an effort, then p; is equal to worker ¢’s quality ¢;; if not, p; is equal to ¢. To ensure that
making effort is meaningful, we assume that ¢; > q.

Task allocation. The requester allocates the task to workers by assigning effort e, to each
worker ¢ based on their quality. If worker ¢ is selected as a winner, then her assigned effort is
e, = 1, otherwise it’s ¢, = 0. To this end, each worker reports her quality ¢ to the requester.
Since the true quality ¢; is worker ¢’s private information, she may misreport her quality such
that ¢ # ¢;. Based on the workers’ reported quality profile ¢’ = {¢} : i € U}, the requester
allocates the task to a subset S C N of workers where 2 < |S| < n, and determines each
worker’s reward r; according to a reward function. The reward function is predefined by the
requester and announced to all workers before they report their quality. Note that the reward
function can only depend on the information that is known to the requester, i.e., ¢’, €/, and
d'. In the design of the reward paid to worker 7, we will also use another worker j’s (j # 1)

information.
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Data aggregation. After the requester collects the data from workers, it uses a weighted
data aggregation method to calculate an estimate z, of the unknown variable X based on the

collected data, given by

7o (q', €, d) = sign <Z omlé) ,

€S

where d; is a sample realization of the random data D;, d; is worker i’s reported data, and
o; = (2¢, — 1)* is worker 7’s data weight [59], which depends on worker i’s reported quality.
Based on the aggregation method, the utility of crowdsourcing is measured by the accuracy p.

of the aggregated data x, i.e.,

Pe (q/’ elu d/) = EX\d(q,e) []—X:gco(q/,e’,d/)} . (32)

Note that the expectation is taken over the posterior distribution X |d conditioned on workers’
true data, and d (q, e) implies that workers’ data is determined by workers’ quality and effort.
If the task is not assigned to any worker (i.e., S = (), the accuracy p, is defined to be 0.
Worker payoff. Each worker i’s payoff is the difference between the reward paid by the
requester and her cost in the task, given by
ui (q'y e, e,d, d;) =1 (q, e, d;, d;) — cieq, (3.3)
where the cost coefficient ¢; captures the resources consumed by worker ¢ if she makes an
effort e; = 1 in the task. If worker ¢ make no effort e; = 0, it incurs no cost. Here we
assume that workers have the same cost coefficient (i.e., ¢ = ¢;, Vi € ) which is known to the
requester. This assumption is reasonable when the cost of performing a task is determined by
a uniform market price (e.g., $0.5 for each task). We can also relax the restrict of the uniform
cost coefficient, though the analysis becomes more complicated. The detailed reward function

will be given in section 3.5.
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3.4 Problem Formulation

In this section, based on the quality-aware crowdsourcing framework described in Section 3.3,

we formulate the problem of mechanism design with three objectives as follows.

3.4.1 Truthful Elicitation of Data Quality

Since the workers have private quality and data and make hidden effort, if any worker manipu-
lates her reported quality, reported data, or exerted effort, then the estimate of the ground truth

o can be incorrect, i.e.,

Zo (q/7 6/7 d/) 7é fEO(q, €, d)

More importantly, an incorrect estimate will affect the accuracy of aggregated data, i.e.,

Pe (q/7 e,; d,) # pc(q, €, d)'

This means that untruthful workers would result in the requester’s incorrect knowledge of the
data accuracy. This is undesirable since the data accuracy is a key performance metric for
crowdsourcing, and the requester may need the correct data accuracy to make decisions. Thus
motivated, our mechanism should incentivize workers to behave truthfully. Therefore, a pri-

mary mechanism design objective is to achieve the truthfulness property defined below.

Definition 3.1 A mechanism achieves truthful strategies of all workers as a Nash equilibrium
(NE) in expectation if, given other workers truthfully report their quality and data and make
desired effort, the optimal strategy for each worker ¢ to maximize her expected payoff is to

truthfully report her quality and data and make desired effort. i.e.,

/ /

ED'7|di(qi’ei) [ul (q“ q_;;¢, ¢ dia d])] >

EDj|di(qi,ei) [uz (QQ)q—zﬁegu 6i7d;7dj)] ’V(qg7€i7d;>’

where d; (j # i) is worker j’s data.
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Note that in the above inequality, corresponding to the right side, the two e}s on the left
side have meanings as following: the first e; denotes worker ¢’s assigned effort, and the second
e; denotes the actual effort made by worker ¢ which equals to the requester’s desired effort
e; = el

To incentivize workers to participate in crowdsourcing, the payoff of each worker ¢ should

be non-negative. This property is formally known as individual rationality as stated below.

Definition 3.2 A mechanism is individually rational (IR) if for each worker 7, given that she
truthfully reports her quality and data and makes the desired effort, her expected payoff is
non-negative, i.e.,

EDj|di(qi) [uz (QZa q/—z’ 6;7 6;, di7 d])} > 07 vq/—z

3.4.2 Protecting Privacy of Workers’ Quality and Data

As our mechanism incentivizes a worker to truthfully report her private quality and data, these
may be the worker’s sensitive information that needs to be protected. For example, a worker’s
identity can be inferred from her location, which can be further inferred from her quality or data
reported to the requester. On the other hand, it is possible for a curious worker (or an adversary)
to infer another worker’s private quality and/or data from the outcomes of the mechanism. This
leakage of privacy would discourage workers from participating in crowdsourcing.

We use the following example to illustrate how quality information leakage can happen.
Consider a crowdsourcing system where the requester selects 3 winners from 5 workers to
perform the task. Assume that the workers’ quality profile is ¢ = {0.65,0.7,0.8,0.75,0.85}.
Thus the optimal winner set is {5,3,4}. Suppose worker 2 intends to infer other workers’
quality, and her quality is changed from 0.7 to 0.8 while the other workers’ quality remains the
same. Then the new winner set is {5,2,3}. As a result, worker 2 can conclude that worker
4’s quality is between 0.7 and 0.8. After several rounds, worker 2 can narrow down worker 4’s
quality range, or even infer the exact value.

Motivated by the discussions above, another important goal of this paper is to design a
differentially private mechanism that can protect workers’ quality privacy and data privacy.

The formal definition is as below:
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Definition 3.3 A mechanism M is e-differential privacy if for any two input sets .4 and B with

a single input difference, and for any set of outcomes @ C Range (M):
PrM(A) € O] <exp(e) x Pr(M(B) € O],

where ¢ is a small positive constant and Range (M) is the outcome space of mechanism M.

Another relevant concept is approximate differential privacy, which is a relaxation of differen-

tial privacy, defined as follows.

Definition 3.4 A mechanism M is (¢, §)-differential privacy if for any two input sets A and B

with a single input difference, and for any set of outcomes O C Range (M):
Pr(M (A) € O] <exp(e) x Pr[M (B) € O] + 6.

3.4.3 Accuracy of Aggregated Data

Besides the properties of truthfulness and differential privacy, another important objective of
our mechanism is to improve the accuracy p. of the aggregated data. Recall that we use a
weighted aggregation method to calculate the estimate x( of the target variable X. According
to [59], the optimal weight that maximizes the expected accuracy is given by a; = (2¢; — 1)2,

which leads to a lower bound of the expected accuracy:
Elp] > 1 ! > (3.4)
el =2 1 —€X —= ;| . .
g g 2 €S

In the rest of this paper, we use ) . a; instead of p, as an approximate metric of the accuracy.
This is reasonable since when the lower bound of E/[p.] meets some threshold requirement, the

accuracy F[p.| also meets that requirement.

3.5 Privacy-Preserving Mechanism for Truthful Data Quality Elicitation: Single-Task Case

In this section, to achieve the objectives formulated in Section 3.4, we present the design of

a Single-Task Privacy-preserving mechanism for truthful Data Quality Elicitation (S-PDQE).
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S-PDQE consists of a differentially private task allocation algorithm and a differentially private

data aggregation algorithm.
3.5.1 Preliminaries of Differential Privacy

We first introduce some basics of differential privacy which will be used in the mechanism
design later.

We use the exponential mechanism [60] to achieve differential privacy for workers’ qual-
ity. It is a general mechanism to design privacy-preserving mechanisms, which uses a score
function f(.A, o) to map the input set A and an outcome o € O to a real-valued score. The
better the outcome o is for the input set .4, the higher the score associated with the outcome o.
The probability of outcome o increases exponentially with its score getting higher. The concept

of the exponential mechanism is defined as follows.

Definition 3.5 Given an outcome space O, an input set A, a score function f(A4,0) and a

constant ¢4, the exponential mechanism e}q (A) chooses an outcome o € O with probability
Pr [ef(A) = o] o exp(e,f(A, 0)).

We define A to be the largest possible difference in the score function when applied to two
inputs that differ in one value. We will use two properties of the exponential mechanism as

follows.

Proposition 3.1 [61] The exponential mechanism achieves (2¢,A)-differential privacy.

Proposition 3.2 [60] For any a > 0, the exponential mechanism which achieves (2¢,A)-

differential privacy ensures that

Pr(f (A, e}q(A)) < max, f(A,o0) —In(|O]/|0*) /e,

Y

—a/e] < exp(—a)

where O is the subset of O that achieves f(.A, 0) = max, f(A,0).
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Proposition 3.3 [61] The sequential application of exponential mechanism M;, each giving

e;-differential privacy, yields ) . ¢;-differential privacy.

To provide differential privacy for workers’ data, we use the randomized response mech-
anism [62]. This mechanism randomizes each bit independently by flipping it with a certain

probability, with the definition given below.

Definition 3.6 Given a set B = (by,bs, - ), in which b; € {—1, 1}, Vi, and a constant ¢, let

R(b) denote a Bernoulli random variable with Pr(R(b;) = b;) = -4 and Pr(R(b;) = —b;) =

e‘d+1

1

—a77- The randomized response mechanism outputs (R(by), R(bs), - - - ).

Proposition 3.4 The randomized response mechanism achieves €4-differential privacy.

3.5.2 Truthful and Differentially Private Single-Task Allocation

Next we present the differentially private task allocation algorithm of the S-PDQE mechanism
in detail. We will show how this algorithm achieves the desired properties of the mechanism
later in this section.

Design Overview. The task allocation algorithm integrates the exponential mechanism
with a truthful incentive mechanism to achieve truthfulness and differential privacy. The win-
ners are selected iteratively in this algorithm. In each iteration, each worker is assigned a prob-
ability to be selected. The requester selects one winner based on the probability distribution in
each iteration. The process repeats until X winners are selected. In the end, the requester pays
each winner according to the reward function.

Algorithm Design.

* Phase I: Winner selection. The mechanism assigns each worker ¢ € R a probability of
being selected as follows. The requester first calculates each worker’s contribution «;
to data accuracy, which is determined by each worker’s reported quality. Each worker’s
contribution «; is given by
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Algorithm 1: Task allocation with reward payments

Input: The set of users I/; Number of winners /; Quality profile q; differential
privacy parameter ¢, and 6 € (0, 5].

Output: A set of winners S and winners’ reward profile r.

S+ 0, R+ U;

// Phase I;

foreach : € U/ do

L T, < 0, e; < 0;

while |S| < K do

6 foreach i € R do

7 Calculate the probability Pr; (qg, q- Z) of each worker being selected as a

L winner according to the score function;

AW N =

(9]

8 Select one worker randomly, denoted by 7', according to the computed probability
distribution;

9 | S+ SU{I'} R+ R\{i}, e+ 1;

10 // Phase II;

1 foreach: € S do

12 L calculate r; according to (3.6);

13 return S and r’

which is also the weight in data aggregation. It is obvious that «; is an increasing function
of worker ¢’s reported quality ¢;. To apply the exponential mechanism, we take f(¢q;) =
«; as the score function, for any worker 7« € R. The probability Pr; of worker 7 to be

selected as a winner in each iteration is

exp(e’ %4 ) o
O ) i
o T (e 2P ifieR

0, otherwise

where € = €;amq,/(4eAln(e/d)) and A = g — g. We also normalize o; as ;*— to
ensure that the value of the score function is non-negative. The score function ensures
that a worker who makes more contribution to the accuracy will have a higher probability

to be selected as a winner.
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* Phase II: Reward determination. The requester pays each winner 7 (i € &) a reward,
which can be expressed as
Lo—a +q—1 ] Jo kaPri(e,diy)dg+ce;

(g .. e d.d;) = —q
ri (4, " € iy dj) =k 2 — 1 ) Pr; (¢}, 4;_,) ’
(3.6)

where ¢; is worker j’s quality, & is any constant that satisfies

(g —qPr(q)’

k>

and 1 4 is the indicator function that is equal to 1 if condition A is true and 0 otherwise.

A worker receives no reward if she is not selected as a winner.

3.5.3 Differentially Private Data Aggregation

Next we present the differentially private data aggregation algorithm of S-PDQE. We use the
randomized response mechanism to protect workers’ data privacy. The details are given in

Algorithm 2.

Algorithm 2: Data perturbation
Input: Aggregated data x; differential privacy parameter €.
Output: Perturbed data 7.
1 Generate R(z) using the randomized response mechanism in Definition 6;
2 /.%'\0 < R(ZL’());
3 return 7,

Here R(x) is defined in Definition 3.6. Algorithm 2 takes the aggregated data and dif-
ferential privacy parameter ¢, as inputs. For each aggregated data, the algorithm performs the
randomized response mechanism on it. The tradeoff between privacy and data accuracy is

controlled by the differential privacy parameter €.
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3.5.4 Performance Analysis of S-PDQE Mechanism

In this section, we provide thorough performance analysis of S-PDQE. It shows that the mech-
anism achieves the properties of computational efficiency, truthfulness, individual rationality,
differential privacy, and bounded approximation gap.

First we show that the task allocation algorithm of S-PDQE is computational efficiency.

Theorem 3.1 The complexity of the task allocation algorithm of S-PDQE is O(Kn), where K

1s the number of winners, and n is the number of workers.

Proof: We can see that the outer while-loop (Line 6-12) runs K rounds, and the inner
for-loop (Line 7-9) runs at most n rounds. Thus, the total computational complexity of the task
allocation algorithm is O(Kn).

Then we prove the truthful and individually rational properties.

Theorem 3.2 The task allocation algorithm of S-PDQE with the reward payments is truthful

and individually rational.

Proof: From (3.3) and (3.6), we can express worker #’s expected payoff as

Elui(q', €, €, d;, dj)]

(3

= Pr; (qz’., q;_l) x ri(q', e, d;,d;) + (1 — Pr; (qg, q;_l)) x 0 — ce;

1dj:dz' +q—1
2q]‘ —1

q;
g - qg} Pro(alsaln) + [ haPri (o) dy + o — e
q

Next we use three lemmas to prove that, given that each worker aims to maximize her
expected payoff, 1) her optimal reported data is her true data d, = d;; 2) her optimal effort is

the desired effort e; = ¢.; 3) her optimal reported quality is her true quality ¢, = g;.

Lemma 3.1 Given that worker ¢ reports any quality ¢; and makes any effort e;, her optimal

reported data is her true data d; = d;.
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The proof is similar to that of Lemma 1 in [24], and is thus omitted here. Next we express

worker ¢’s expected payoff when she reports her true data d; = d;. Since

Edjldi(qznei) [1dj=di] = Prdjldi(qzwei) (d;)
= 45 Prxja(gien (di) + (1 = @) (1 = Prxja(gien (di))
= (2qJ - 1) PrX|di(Qi73i) (dl) +1-— q;,

we have

1g,—aq;, +q; — 1
Bt { 2 1| = Pl (d). (3.7)
J

Thus, from (3.1) and (3.7), worker 7’s expected payoff is given by

Edj‘di(q'hei) [u’i(qlv 627 €i, di) d])]

qj (3.8)
= k(g + (@ — @)e: — q]Pr; (qz/'> CILl) +/ kqPr; (q7 qgil) dq + ce}, — ce;.
q

For convenience, we define

E[ui<q,7 qi, 627 ez)] = Edj|di(qi,ei) [ui<q/7 6;;7 €i, di7 d])]

Lemma 3.2 Given that worker ¢ reports any quality ¢/ and truthfully reports her data d;, her

optimal actual effort is the desired effort e; = e!.

Proof: Using (3.8), when worker i is selected as a winner, i.e., ¢; = 1, we have

E[ui(qlu qis 17 1)] - E[ul(q/7 i, 1a O)]

= k(g — 9)Pr; (¢}, q}_,) —c>0.

Hence the optimal effort to make for a winner is e; = e, = 1. When worker 7 is not a winner, it

can be easily seen that the optimal effort is e; = ¢, = 0. U

Lemma 3.3 Given that worker ¢ reports her true data d; and makes the desired effort e, her

optimal reported quality is her true quality ¢, = ¢;.
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Proof: It suffices to show that Efu;(q;,q"_;, ¢)] > Elui(q,q";, €;)], Vg # q¢;- Let g, > g;.

As Pr; (¢}, ¢;_,) is an increasing function of g;, we have

Elui(gi, 4-)] — Elui(¢;, 4%,)]

qi
= k(g — @:)Pri (4, ;1) + / kqPr; (¢,4;_,) dq

q

q;
— (k(qi — ¢)Pr; (¢}, d}_1) +/ kqPr; (q,q;_,) dq)
q

qj
— k(¢ — )Pri (ddl)) — / kqPr, (¢.q_,) da

qi

> k(g — ¢:)Pri (¢, @;1) — k(g — @)Pri (¢, q;_1) = 0.

Now let ¢/ < ¢;. Then we have

Elui(gi, 4")] — Elui(¢;, 4%,)]

qi
= k(g — ¢:)Pri (i, q; ) +/ kqPr; (¢,4;_,) dg

q

q;
— (k(gi — ¢)Pr; (¢}, d}_1) +/ kqPr; (q,q;_,) dq)
q

/ kqPr; (¢,4;_) dg — k(g — ¢})Pr; (¢}, q}_,)
> k(g — ¢))Pri (¢, di—1) — k(g — ¢)Pri (¢}, d}_,) = 0.

Given that worker 7 reports her true quality, her expected payoff is given by

q;
Elui(gi,q";)] = / kqPr; (q,q;_,) dg.
q

As Pr; (qz-, q;_l) > 0 and it is increasing with ¢, it can be easily seen that individual rationality
is achieved. U

Next we show that the mechanism achieves differential privacy for workers’ quality.

Theorem 3.3 For any constants ¢, > 0 and § € ( , 2} the task allocation algorithm of S-
PDQE achieves (¢,(e — 1) /e, §)-differential privacy for workers” quality, where e is the base of

the natural logarithm.
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Proof: We use q and q' denote two quality profiles that only differ in one worker d’s
quality. Let M(q) and M (q’) be the sequences of winners selected by our algorithm with
inputs g and q’, respectively. In our proof, we show that our score function achieves differential
privacy when an arbitrary sequence of workers W' = iy, 1o, - - - ,%; with any length [ is selected.

Given quality profiles q and ¢’, from (3.10) we can have the relative probability of our algorithm

18
2g; —1 2
P (E, (gq;ix3>2>
2
(201, )
> icu. €Xp 6/]7_
Prid(q) = W) _yr ( )
Pl"[M(q’) = W} B - ( <2q’,_—1)2
Jj=1 exp PN R
(QQmaxfl)Q
2
2(17/:_71
2 jeu; XP (6/ (gqmix2)2 )
2
2q;.—1 2 <2q;71)
N H (2(1’ 1)2 8 H (2qi.—1)2 ’
P — . j— /
where U; = U \ {i1, 42, -+ ,i;_1}. Then, we discuss two cases of this equation. When ¢4 > ¢/,

we have (2q; — 1)* > (2¢/, — 1)*, then
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Therefore, we have

exp (6/ (294—1)° >
PI[M(q) = W] < (2Qmax*1)2
AN — r1)?
Pr[M(q') = W] exp (e’ (24, 1))2>

= exp (e’ (20— 1)° = (245 — 1>2> = exp (6’4(% — 0a)(9a + i 1>>

<2qmax 1)2 (2Qmax - 1)2
< exp (46/L%) < exp (E/L> :
B (2Qmax - 1)2 N (QQmax - 1>2

Now let gy < ¢/,we have (2¢; — 1)* < (2¢/, — 1)*, then

exp | € (ay=1) -
ﬁ p (quax_1)2
1.

(201,-1)° :
Jj=1 / 2
exp (6 (2Qmax_1)2>

Therefore, we have

Pr[M(q) = V] gﬁ - expg )

PriM(qg') =W . 2¢q—1)
[M(q') ] =1 D ey, €XP e/(2q Zx_1)2>
2q,—1)"—(2¢a—1)* (2g4—1
ﬁ Zieuj’ eXp (El( d(QqI)mx—l)Z +€ (quix—)l)Q)
- 2qq—1)2
J=1 Zi@’j xp (6/ (éqiix_)l)2>
l i 2 2
_ E’eu- exp E/(Q(ij — 1) — (2%{ — 1)
j=1 ! L (2qmax - 1)2
l -
<Qd - q(’j)
< Eicu. |exp (46'— .
jl;[1 ’ L <ZQmax - 1)2

For all € < (2¢max — 1)2 /4A, we have

H sy oo (1€ (;__i)} - HE (RS

Gmax (2(]max - 1)2

—1)e
< exp <(2 ‘ Z Eicy, |q ) :

me
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Note that Pr 22:1 Eicy, [ga — qy] > Aln(e/6)| < 6 [60]. Let W be the outcome space,
where W € W is a sequence of winners. Let W = {W € W)| 23:1 Eicy; [qa — qy] >
Aln(e/d)}, and W' = W\ W', ie., W NW"” = W. Then we have

Pr[M(q) € W]

= > Pr[M(q)=W]

< exp (L%Aln(e/&) Pr[M(q') e W]+ 6

Gmax —

= exp (e,(e — 1)/e) Pr[M(q") € W]+ o

g
Next we show that the task allocation algorithm achieves a bounded gap from the optimal

task allocation strategy.

Theorem 3.4 With a probability at least 1 — 1/n°(), the task allocation algorithm of S-PDQE
ensures that the aggregated data accuracy p, is at least 1 —exp(—3 Y_,cs- @ +O(In(n))), where

S* is the optimal winner set, which is the set of the K workers with the highest quality.

Proof: We note that §* is the optimal solution to our problem. Recall that the winner set
selected by our mechanism is S. We use a sequence YV of winners to represent the order that
the winners are selected, i.e., WW = wy, ws, - -+ , Wk

For each optimal winner in §* and randomly selected winner in )V that in the same posi-

tion, according to Proposition 3.2, we have

1

Pria, > a; — O(In(n))] > 1 — TV
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It implies that
Y i< > ay, + O(In(n))
1ES* w; EW

with a probability at least 1 — ﬁ Then we have

exp(—3 3 a0) Z exp(—3 Y au)exp(~O(n(n))

1ES* w; EW
with a probability at least 1 — ﬁ According to (3.2) and (3.4) we can have

1
Pe Z 11— eXP(_§ Z O‘u%-)

wi; EW
1
> 1 (- 3 00+ O((n)
i€S*
with a probability at least 1 — 1/n°(M). O

Next we show that the mechanism achieves differential privacy for the aggregated data.

Theorem 3.5 The data perturbation algorithm of S-PDQE achieves ¢;-differential privacy for

the aggregated data, where ¢; > 0 is a constant.

Theorem 3.5 can be easily proven according to the property of the randomized response
mechanism that is given in Proposition 3.4.

Overall, according to the sequential composition of differential privacy, the S-PDQE mech-
anism achieves (¢,(e — 1) /e + ¢4, §)-differential privacy for workers’ quality and ¢,-differential
privacy for workers’ data.

Next we show that the performance loss due to data perturbation is bounded.

Theorem 3.6 The data perturbation algorithm of S-PDQE ensures that the accuracy of the

perturbed data is at least — . =+ :Zﬁ De, Where p. is the accuracy of aggregated data before

perturbation.

Proof: The accuracy after data perturbation p/, is

p. = Pr(R(xo) = xo)pe + Pr(R(x0) = —20)(1 — pc)

ecd
1_ c
e€d+1+( Pe)
1 ed—1

T et 1 - a1 10

= Pe o

51



O
Based on the above result, we can conclude that the data accuracy of the mechanism has a

bounded gap from the optimal strategy.

Corollary 3.1 S-PDQE ensures that, with a probability at least 1 — 1/n°"), the overall ac-

curacy is at least 1= + <577 (1 — exp(—3 X ;cs- @ + O(In(n)))), where S* is the optimal
winner set, which is the set of K workers with the highest quality, and 7 is the number of

workers.

3.6 Privacy-Preserving Mechanism for Truthful Data Quality Elicitation: Multi-Task Case

In this section, we consider a multi-task quality-aware crowdsourcing system, where the re-
quester has a set of m tasks, denoted as 7 = {1,2,...,m}. A worker has diverse quality for
different tasks (e.g., because the distances between a worker and the tasks are different). A
worker can be assigned to at most one task, but a task can be assigned to multiple workers.
The utility of the multi-task crowdsourcing system is measured by the total accuracy of all the

tasks, i.e.,

> pid e d) =" Exaqe) 1m0, @ea)]: (3.9)
JET JET

where j denotes task j.

In the following, we present the design and analysis of a Multi-task Privacy-preserving
mechanism for truthful Data Quality Elicitation (M-PDQE) that works for the multi-task setting
above. M-PDQE has the same design objectives with S-PDQE, and it consists of a differentially

private multi-task allocation algorithm and a differentially private data aggregation algorithm.

3.6.1 Truthful and Differentially Private Multi-Task Allocation

We first present the differentially private multi-task allocation algorithm of M-PDQE.
Design Overview. Compared with S-PDQE, since all the tasks share the same pool of
workers and at most one task can be allocated to a worker, the task allocation algorithm of

M-PDQE needs to be carefully designed so that the utility of crowdsourcing can be optimized.
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The task allocation algorithm of M-PDQE integrates the exponential mechanism with a
truthful incentive mechanism to achieve truthfulness and differential privacy. The winners
are selected iteratively in this algorithm. In each iteration, each reported task-quality pair g;;
(1 € U, j € T is assigned a probability to be selected. The requester selects one winner for
a task based on the probability distribution in each iteration until K; winners are selected for
task j, Vj € T, where K is determined by the requester according to the accuracy requirement
for each task j. Since the tasks are allocated independently, it is possible that more than one
tasks are assigned to a worker. Thus the conflict elimination process is performed to ensure
that at most one task is assigned to each winner. The process repeats until all the tasks are
assigned with no conflict. In the end, the requester pays each winner according to the reward
function. The detailed task allocation algorithm is presented by Algorithm 3, in which, for ease
of expression, we assume K; = 1, Vj € 7. We can extend the algorithm to the case of K; > 1
by simply copying task j to K identical tasks.

Algorithm Design.

* Phase I: Winner selection. The exponential mechanism assigns each task-quality pair g;;,
i € R,j €T, aprobability of being selected. We take f(g;;) = ¢;; as the score function
for any worker ¢ € R and any task j € 7. The probability Prg of selecting worker ¢ as

the winner of task j is

| p(m) ,ificu
Pr! (¢;) = { Seauewo(e ) (3.10)

? 9max

0, otherwise

where € = J¢/(eAln(e/d)), A = G—q, and ¢l = max{q;;, Vi € U}. We normalize g;;
as - to ensure that the value of the score function is non-negative. The score function
ensures that a task-quality pair that makes more contribution to the total accuracy will

have a higher probability to be selected. We call the worker who reported the selected

task-quality pair as a winner.
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Algorithm 3: Multi-task allocation with reward payments

Input: The set of users U/; The set of tasks 7 ; Quality profile g; differential privacy
parameter ¢, and 0 € (0, 3].

Output: Winner set S = {s;,Vj € 7 } and winners’ reward profile .

1q «qT «T;

2 // Phase I;

3 foreach i ¢ U do

4 L ri < 0,w; <= 0, e}, =0,Vj € T;

5 foreach j € 7' do

6 foreach i € U/ do

7 L Calculate the probability Pr’ (qgj) of each worker being selected as a winner

of each task according to the score function;

8 Select one worker randomly, denoted by 7, according to the computed probability
distribution;

9 Wy <— j, S5 < i/, €ilw, —1;

10 // Phase II;

1 while 35 # j' s.t. s; = s do

12 L Perform conflict elimination;
13 // Phase III;

14 foreach: € S do

15 L calculate r;;

16 return S and r’
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* Phase II: Conflict elimination. The conflict elimination process ensures that at most one
task is assigned to each winner without sacrificing the differential privacy provided by
the exponential mechanism. The main idea is, when worker ¢ wins for more than one
task, we keep one of the winning tasks for worker ¢ and re-assign the remaining tasks
with the objective of maximizing the total accuracy. The conflict elimination process is

repeated until exactly one task is assigned to each winner.

We use an example to explain the process of conflict elimination. Suppose task 1 and
task 2 are assigned to worker ¢ in Phase 1, i.e., s; = s, = 7. According to the probability
calculated from the score function, two different winners s} and s/, are selected for task
1 and task 2, respectively. Then there are two possible conflict elimination situations for

worker 7:

. — — o
U181 = 1,52 = Sq,
/ .

Vg 1 81 = 51,82 = 1.

We compare the sum of reported quality of the winners in each situation and select the
situation that has the highest sum. Note that a conflict elimination process may generate

another conflict, and the process will be iteratively performed until there is no conflict.

* Phase Ill: Reward determination. The requester pays each winner ¢ (¢ € S) a reward for

performing task w;, which can be expressed as

Wi

/ / / U
/r.l' (qzwz ) q—iwi ’ eiwi ’ dZwL ’ dowi)

o k ]‘d()wi:diwi + qowi - ]' o
- 200w, — 1 i 3.11)

PI"Z'M (q;wia q/_iwi) N Przﬂi (qng" q/_iwi) ’

where w; € T is worker ¢’s winning task, qo,, and dy,, are the requester’s quality and

data of task w; respectively, e;,, is the effort that worker i exerted in task w, [ is a small

w.
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positive number, and £ is any constant that satisfies

(¢ — 9Pr(q)’

k>

A worker receives no reward for the tasks that are not assigned to her.

3.6.2 Multi-Task Differentially Private Data Aggregation

Next we present the differentially private data aggregation algorithm of M-PDQE. We use the
randomized response mechanism (as in S-PDQE) to protect workers’ data privacy. The details

are given in Algorithm 4.

Algorithm 4: Multi-task data perturbation
Input: Aggregated data {z1, ..., x,,}; differential privacy parameter ¢,,.
Output: Perturbed data {7y, ..., 7, }.
1 Generate R(z1),. .., R(x,,) using the randomized response mechanism in Definition
6;
2 foreach j € T do
3 L fj < R(l’j);

a4 return {T1,...,2p}"

Here R(z;) is defined in Definition 3.6. Algorithm 4 takes the aggregated data of tasks
{z1,...,x,} and differential privacy parameter ¢, as inputs. For the aggregated data of each
task, the algorithm applies the randomized response mechanism to it. The tradeoff between

privacy and data accuracy is controlled by the differential privacy parameter €.

3.6.3 Performance Analysis of M-PDQE Mechanism

Next we use thorough performance analysis to show that M-PDQE achieves computational
efficiency, truthfulness, individual rationality, differential privacy, and bounded approximation
gap.

First we show that the task allocation algorithm of M-PDQE is computational efficiency.
Theorem 3.7 The complexity of the task allocation algorithm of M-PDQE is O(K.cmn +
an), where K., is the largest number of winners a task can select, and m and n are the

number of tasks and workers, respectively.
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Proof: First, we can see that the outer for-loop (Line 6-12) runs at most K,,,m rounds,
and the inner for-loop (Line 7-9) runs at most n rounds. Thus, the computational complexity
of obtaining the winner set without the conflict elimination is O(K,xmn). Next, for each
winner with conflicts exist, the conflict elimination performs at most O(K,.xmn) (all tasks
are re-assigned). Since there are at most K, winners, the computational complexity of

conflict elimination is O(K?2, m?®n). Therefore, the total complexity of the task allocation

max
algorithm of M-PDQE is O (K amn + m?n).

Then we prove the truthful and individual rational properties. In this section, we assume
that each user is interested in manipulating her reported quality and data and actual effort for
her winning task to improve her expected payoft for that task, rather than jointly manipulating
her actions for all tasks to improve her total expected payoff of all tasks. This is because the

latter case requires the worker to know other workers’ quality, which is difficult to achieve for

the worker. The next result shows that our mechanism is truthful for the former case.

Theorem 3.8 The multi-task allocation algorithm with the reward payment is truthful for each

worker’s quality, effort, and data for her winning task, and is individually rational.

Proof: The detailed proof of truthfulness is omitted here since it’s similar with that of

Theorem 3.2. Worker i’s expected payoff for her winning task w; can be expressed as

E[u;wl (q;uiv e;wi, Ciw; d;wp dOwi)]

— [t T 2y | P, (4
Qqui_l

By,
/ lqPr;y, (q, q'_iwi) dq + cejy,, — Ceiu,.
q

From Lemma 3.1, 3.2, and 3.3, we can get worker ¢’s expected payoff for task w;, given that

worker ¢ reports her true data, quality, and makes the desired effort, can be expressed as

ini )
™ (qron, i) = / BgP (4,0 1,) da
q

As Pry" (¢iw;, 4" ;,,;) > 0 and it is increasing with g;,,, it can be easily seen that individual

rationality is achieved. U
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Then we show that the mechanism achieves differential privacy of workers’ quality.

Theorem 3.9 For any constants ¢, > 0 and § € (0, %} the multi-task allocation algorithm
achieves 2me, -differential privacy for workers’ quality, where e is the base of the natural loga-

rithm.

Proof: According to Theorem 3.3, for each task the multi-task allocation algorithm achieves
2¢,-differential privacy. Since the tasks are assigned iteratively, the multi-task allocation algo-
rithm is a sequential combination of the single-task allocation algorithms. Thus according
to Proposition 3.3, the multi-task allocation algorithm achieves 2me,-differential privacy for
workers’ quality, where m is the number of tasks. U

Next we show that the task allocation algorithm achieves a bounded gap from the optimal

task allocation strategy when K; = 1,Vj € T.

Theorem 3.10 With a probability at least 1 — 1/n°(), the multi-task allocation algorithm en-
sures that the total data accuracy of all tasks ;- p; is atleast 3 ;s Giw, — O(In(n)), where

S* is the optimal winner set.

Proof: For each winner in the optimal solution S* and randomly selected winner in S that

in the same position, according to Proposition 3.2, we have
S G < 3" s + On(m))
€S €S
with a probability at least 1 — ﬁ, which lead to the conclusion that
> 0> ) G — Oln(n))
JET €S

with a probability at least 1 — ﬁ, where p; is task j’s accuracy, i.e., Z]. T Di = D ies Tiw,-

0

Next we show that the mechanism achieves differential privacy for data aggregation.

Theorem 3.11 The multi-task data perturbation algorithm achieves ¢4-differential privacy for

aggregated data, where ¢; > 0 is a constant.
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Figure 3.3: Impact of reported quality ¢/.

Theorem 3.11 can be easily proven according to the property of the randomized response

mechanism that is given in Proposition 3.4. Next we show that performance loss due to the data
perturbation is bounded.

Theorem 3.12 The multi-task data perturbation algorithm ensures that the accuracy of per-

efd—1
turbed data is at least — +1 + S

711 2ujeT Pj» Where m is the number of tasks.
Proof: From Theorem 3.6, the expected accuracy of task j after data perturbation p/; is

;1 +eed—1
pj_eed+1 eed_|_1p]'

The summation of the expected task’s accuracy can be expressed as

S =3 (s i)

” c Pj

jeT e \eetl el
m ed —1

e +1 efd—klzp]

U
Based on the above result, we can conclude that the data accuracy has a bounded gap from
the optimal strategy.

Corollary 3.2 M-PDQE ensures that, with a probability at least 1 —1/n°(1), the total accuracy
of all the tasks is at least "=+ %571 (3,cs+ Giw, — O(In(n))), where S* is the optimal winner

set, n is the number of workers, and m is the number of tasks
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3.7 Simulation Results

In this section, we evaluate the performance of S-PDQE and M-PDQE mechanisms in terms of
various metrics using simulation results. For S-PDQE, we compare it with the optimal strategy
which selects the K workers with the highest quality to perform the task, without any privacy-
preserving mechanism. For M-PDQE, we compare it with a greedy task allocation algorithm
without a privacy-preserving mechanism. The simulation results are based on a real dataset [63]
which consists of the locations of taxis scattered in the center of Rome. The crowdsourcing task
is to detect whether a licensed wireless device is transmitting or not. The tasks are distributed
over the area. We consider the taxis as workers. The quality of a worker for a task is calculated
as a function of the worker’s distance to the wireless device, with a smaller distance indicating

higher quality.
3.7.1 Truthful Quality Elicitation

The system parameters are set as follows: n = 20, K = 100, ¢ = 0.4, ¢; € (1/2,1), ¢, = 10,
0 = 0.5, the worker’s true quality ¢; = 0.86. As we can see in Fig. 3.3, a worker can maximize
her payoff when she truthfully reports her quality and data and makes her effort. When the
worker reports untruthfully, her payoff is always no greater than that when she reports truthfully.
This shows that the worker’s optimal strategy is to behave truthfully. Also, we can see that the
payoff is non-negative when the worker truthfully reports her quality, which confirms that the

individual rationale property is achieved by the mechanism.
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3.7.2 Data Accuracy

S-PDQE. We compare the accuracy p. of the randomized task allocation algorithm with that
of the optimal algorithm when the number of workers changes. We set the system parameters
as follows: n € [30,300], K = 30, ¢, = 10, 6 = 0.5. The impact of number of workers on
the accuracy is shown in Fig. 3.4. We can see that the accuracy of the randomized algorithm
is lower than that of the optimal algorithm. This is because as the S-PDQE mechanism selects
winners randomly, it cannot always select workers that have the most contributions to the accu-
racy. However, as the number of workers increases, the accuracy of each algorithm increases.
This is because with more workers, the algorithm can find more workers with higher quality to
perform the task.

We also compare the accuracy of these two algorithms when the number of winners
changes. We set the system parameters as follows: n = 300, K € [10,100], ¢, = 10, § = 0.5.
From Fig. 3.5, we can see that the accuracy of the randomized algorithm is lower than that of
the optimal algorithm. The reason is the same as discussed earlier for Fig. 3.4. We also observe
that as the number of winners increases, the accuracy gap between the two algorithms becomes
smaller. The reason is that when more winners are selected, the difference between the winner

sets of the randomized algorithm and the optimal algorithm becomes smaller.
M-PDQE. For M-PDQE, we evaluate the average correct probability on each task. We

first compare the accuracy of the greedy algorithm and the randomized algorithm when the
number of workers changes. We set the system parameters as follows: n € [30,200], m = 10,
0 = 0.5. Fig. 3.6 and Fig. 3.7 give the results when the differential privacy parameter are
€ = 10 and ¢, = 25. We see that the accuracy of the randomized is lower than that of the
optimal algorithm. The reason is the same as discussed earlier for Fig. 3.4. We can also see
that the accuracy of the randomized algorithm in Fig. 3.7 is growing faster than that in Fig. 3.6.
This is because the higher the differential privacy parameter is, the less privacy is provided by
the mechanism, and the higher probability that a worker with better quality is chosen. We also
compare the accuracy of the two algorithms when the number of winners on each task changes.
We set the system parameters as follows: n = 300, K € [45,70], ¢, = 0.4, § = 0.5. We observe

that when there are more workers working on the same task, the average accuracy increases.
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The reason is obvious since we use the weighted average rule to aggregate the data, and from
Fig. 3.8 we have the expected accuracy increases when the number of winner increases.
3.7.3 Differential Privacy

We evaluate the impact of the differential privacy level on the data accuracy. We set the system

parameters as follows:

n |m]| Kk €q )
S-PDQE | 300 | 1 |30 [0,200] | 0.5
M-PDQE | 100 | 10 | 1 | [20,300] | 0.5

From Fig. 3.9 and Fig. 3.10, we observe that as the privacy parameter ¢, increases, the
performance of the randomized algorithm improves, and the gap between the two algorithms
becomes smaller. This is because as ¢, increases, the winner set found by the randomized

algorithm becomes closer to the optimal winner set.

3.8 Conclusion

In this chapter, we devise two privacy-preserving mechanisms for truthful data quality elicita-
tion for quality-aware crowdsourcing. For both S-PDQE mechanism and M-PDQE mechanism,
we develop a task allocation algorithm which achieves truthful elicitation of workers’ quality,
effort, and data, and differential privacy of workers’ quality. We also develop the data aggrega-
tion algorithm which achieves differentially privacy of workers’ data. Besides truthfulness and
differential privacy, the mechanisms also achieve approximate data accuracy maximization. We

also use real data based simulations to demonstrate the desired properties of the mechanisms.
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Chapter 4

Data Poisoning Attacks and Defenses in Dynamic Crowdsourcing with Online Data Quality
Learning.

4.1 Introduction

Data crowdsourcing (referred to as “crowdsourcing” for brevity) leverages the “wisdom” of a
potentially large crowd of workers who provide data in tasks that specified by the requester.
It has found a wide range of applications including mobile sensing (such as spectrum sens-
ing [16, 1], traffic monitoring [2, 17], environmental monitoring [18, 19, 3, 20]), and human
annotation for machine learning [21] based data analytics (such as image annotation, named en-
tity recognition). Many of these applications are enabled by smart devices with powerful sens-
ing, networking, and computing capabilities, and the scope of these applications is expected to
expand rapidly with the emerging Internet of Things (IoT). A key advantage of crowdsourcing
lies in that it can exploit the diversity of inherently inaccurate data from many workers by ag-
gregating the data obtained by the crowd, such that the data accuracy (also referred to as “data
quality”) after the aggregation can be substantially enhanced.

The value of crowdsourced data is determined by the quality of data collected from par-
ticipating workers. A worker’s data quality (referred to as “quality” for brevity) captures the
accuracy of the worker’s data relative to the ground truth to be estimated, and workers generally
have diverse quality depending on a worker’s characteristics and contexts (e.g., location, sen-
sors’ capabilities). For example, in spectrum sensing, a typical task is to measure the transmit
signal from a wireless device. Then the signal to noise ratio (SNR) received by a worker from
that device determines the worker’s data quality, and workers generally have distinct SNRs de-

pending on their locations (as illustrated in Fig. 4.1). To exploit the potential of crowdsourcing,

65



an
Attacker/

@ Swopfinger

______

Figure 4.1: In spectrum crowdsensing, a worker’s quality for a task depends on her location
with respect to the wireless device to be observed. Normal workers report their true data, while
malicious workers controlled by an attacker report malicious data.

it is imperative for the crowdsourcing requester to know workers’ data quality. In particular,
with the knowledge of workers’ quality, the requester can assign the tasks to the workers with
higher quality rather than with lower quality, so that the accuracy of collected data can be
substantially improved. Thus, it is beneficial to achieve quality-aware crowdsourcing.

A worker’s quality is often unknown to the worker and also the requester (e.g., in spectrum
sensing, the location of the wireless device to be observed is unknown). In this case, the
requester can learn workers’ quality based on the data collected from them. In a dynamic setting
of crowdsourcing where tasks are assigned to and performed by workers sequentially (e.g., in
spectrum crowdsensing, tasks can arrive over time, where each task is to measure signals in
a particular time slot), the requester can carry out quality learning on the fly, while making
use of the learned quality information to perform task assignment and data aggregation. Such
online quality learning can improve data accuracy and cost-effectiveness of crowdsourcing and
is essential for the practical deployment of crowdsourcing services.

However, crowdsourcing is vulnerable to data poisoning attacks, where an attacker con-
trols malicious workers to report manipulated data to the requester, typically with the goal of
reducing the requester’s aggregated data accuracy. Due to the random nature of workers’ data
and unknown ground truths of tasks, it is difficult for the requester to distinguish a malicious
worker from a normal worker according to their data. It is important to note that, in order

to reduce the aggregated data accuracy, malicious workers’ data should deviate from normal
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workers’ data, so that malicious workers’ quality should be lower than that of normal workers.
Thus motivated, quality learning can be leveraged to find malicious workers whose quality is
lower than that of the other workers, and thus exclude these malicious workers in task assign-
ment and data aggregation.

In this chapter, we study data poisoning attacks on dynamic crowdsourcing where tasks
are assigned to and performed by workers sequentially. In the presence of malicious workers,
we exploit online quality learning to not only find normal workers with high quality, but more
importantly to find malicious workers with low quality, as a defense mechanism against the
data poisoning attack. In particular, we seek fundamental understandings of whether and how
much harm can be made by malicious data when online quality learning is used as a defense.
The design and analysis of the attacker’s data poisoning strategy is highly non-trivial. First
of all, the attacker needs to judiciously determine the malicious noise added to her reported
data: too much noise can result in low estimated quality which prevents malicious workers’
data from being used, while too little noise directly reduces the harm on the aggregated data
accuracy. Therefore, the attacker should strike a desired balance between those two effects,
in order to increase the overall harm of the attack. Moreover, the design of the attack strategy
is complicated by the fact that the attacker lacks information of normal workers’ data and
also their quality. Furthermore, the effect of the attack strategy depends on both normal and
malicious workers’ estimated quality, which is time-varying and inaccurate according to the
online quality learning algorithm. To further mitigate the attack, we also study the median and
maximum influence of estimation based data aggregation as two defense mechanisms.

The main contributions of this chapter are summarized as follows:

* We consider malicious data attacks on dynamic crowdsourcing where tasks are assigned
and performed sequentially, and propose online quality learning as a defense mechanism
against the attack. We first focus on the asymptotic setting of online quality learning
where workers’ quality is accurately learned by the requester. In this case, we charac-
terize the conditions under which the attack can effectively reduce the requester’s aggre-
gated data accuracy. Our analysis copes with intricate coupling between malicious work-

ers’ actual quality (which determines their data accuracy) and their quality estimated by
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the requester (which determines whether they are assigned to a task). The results show
that the malicious noise variance needs to be within a certain range for the attack to be

effective. Based on these conditions, we analyze the harm of effective attacks.

* Based on the results in the asymptotic setting, we then study the attack in the general
non-asymptotic setting, where workers’ quality is inaccurately estimated over time. We
first characterize the conditions under which the attack is effective. Then we analyze the
online quality learning algorithm under effective attacks, which reveals that the regret can
be increased substantially from O((log T')?) (upper bound) to 2(T") (lower bound). Our
analysis takes into account workers’ dynamic and inaccurate estimated quality based on
the online quality learning algorithm. Our findings provide useful insights on the impacts

of data poisoning attacks when online quality learning is used as a defense mechanism.

* To further mitigate the attack, we propose median and maximum influence of estima-
tion based data aggregation for the online quality learning algorithm, and analyze their

performance in the asymptotic setting.

* We evaluate the proposed attack strategies and defense mechanisms using simulations
based on real-world data, which demonstrate the efficacy of the attacks and defenses,

and the impacts of various parameters on their performance.

The remainder of this chapter is organized as follows. Section 4.2 reviews related work.
In Section 4.3, we describe a data crowdsourcing system based on online quality learning, and
present malicious data attacks against this system. In Section 4.4, we propose an online quality
learning algorithm and analyze its regret. In Section 4.5 and Section 4.6, we study malicious
data attacks in the asymptotic regime and non-asymptotic regime of the online quality learning
algorithm. In section 4.7, we propose median and maximum influence of estimation based
data aggregation defenses and analyze their performance in the asymptotic regime. Simulation

results are presented in Section 4.8. Section 4.9 concludes this chapter.

68



4.2 Related Work

4.2.1 Quality-Aware Crowdsourcing

The quality of workers’ data in crowdsourcing has been studied in a few works [29, 49, 50,
43, 51]. One interesting line of works [50, 43, 51] in this direction have studied truthful
mechanisms for crowdsourcing where workers have private participating costs. A few recent
works [24, 64, 53] have designed truthful mechanisms for quality elicitation in quality-aware
crowdsourcing. Some other works have focused on learning data quality of workers, e.g., by
exploiting the correlation of their data [29, 30], or assigning tasks on the fly [49, 52]. Data
poisoning attacks have been studied in [65] for crowdsourcing using offline quality learning
that does not consider task assignment. It also assumes that normal workers’ data are known
to the attacker. Different from these works, this paper studies data poisoning in crowdsourcing
based on online quality learning that learns workers’ quality on the fly while assigning tasks
based on workers’ estimated quality. Moreover, we consider a more practical setting where the

attacker does not know normal workers’ data, which is more challenging.

4.2.2  Online Learning Algorithms

Online learning algorithms are generally concerned with learning some unknown parameters
from past observations on the fly, while making use of the learned information to take better
actions in the future. These algorithms have been used in a wide range of applications, such
as the dynamic control of systems [66]. A classic branch of these algorithms are for the multi-
armed bandit (MAB) problems [67]. Online data poisoning for MAB has been studied in
[68], in which the attacker hijacks the behavior of MAB algorithms by manipulating selected
arms’ rewards. Compared to MAB algorithms such as [68, 69, 70], a key difference of the
online quality learning algorithm studied here is that the learner cannot observe workers’ data
quality which measures the data accuracy, because the ground truth of the task is unknown
to the learner. A few works [49, 52] have studied online quality learning for crowdsourcing,
for which a central issue studied is the tradeoff between exploration (i.e., learning the unknown

parameter) and exploitation (i.e., utilizing the learned information). Different from these works,
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Figure 4.2: Structure and procedure of the crowdsourcing system based on online quality learn-
ing under malicious data attacks.
this paper studies malicious data attacks on crowdsourcing with the online quality learning

based defense, which has not been studied before.

4.2.3 Data Poisoning Attacks and Defenses

Data poisoning is a widely used attack for machine learning [71, 72, 73, 74]. There are a few
works studying data poisoning attacks on MAB algorithms [69, 70, 68], where the attacker
manipulates the rewards generated from the bandit environment so that a target arm is pulled
with a high probability. Online data poisoning attacks on MAB algorithms have been stud-
ied in [70, 68], in which the attacker eavesdrops on the decision of the bandit algorithm and
makes an attack by manipulating the reward. Data poisoning attacks have also been studied for
crowdsourcing [65, 75, 76, 77], where colluding workers aim to degrade the performance of
crowdsourcing by reporting malicious data. Besides the data poisoning attack, there are also a
few works on defenses against these attacks in crowdsourcing. The work most related to ours is
[78], where data poisoning attacks and defenses are studied in an offline manner. Compared to
these works, this paper focuses on data poisoning attacks in dynamic crowdsourcing with the
online quality learning based defense. The online learning setting makes the problem studied

here very different from prior works.

4.3  System Model and Problem Formulation

In this section, we first describe a dynamic crowdsourcing system, and propose an online qual-

ity learning algorithm as a defense mechanism against malicious data attacks. Then we present
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Table 4.1: Main Notation

Symbol  Description
N Number of normal workers
M Number of malicious workers
m Number of workers being selected in
exploitation
E(t) Set of exploration time steps up to time
step ¢
D;(t) Random data observed by worker 7 at time ¢
D(t) Malicious workers’ data before adding noise
D'(t) Malicious workers’ data after adding noise
X(t) Ground truth at time ¢
X'(¢) Estimated ground truth by learner at
time ¢ without the attack
X,(t)  Estimated ground truth by learner at
time ¢ with the attack
X*(t)  Estimated ground truth by attacker
with malicious workers’ data at time ¢
i Data quality of worker %
Di Estimated quality of worker ¢ using
the actual ground truth without the attack
Di Estimated quality of worker ¢ using
the estimated ground truth without the attack
Dl Estimated quality of worker ¢ using
the estimated ground truth with the attack
p* Estimated quality of malicious worker using
the actual ground truth without the attack
p* Estimated quality of malicious workers using

the estimated ground truth without the attack
Estimated quality of malicious workers using
the estimated ground truth with the attack

71



malicious data attacks on the above system. The crowdsourcing system under the attack is

illustrated in Fig. 4.2.

4.3.1 Online Quality Learning Based Dynamic Crowdsourcing

Dynamic Crowdsourcing.

We consider a crowdsourcing requester recruiting a set of workers N' = {1,2,... N}
to perform a sequence of crowdsourcing tasks. The crowdsourcing system operates in discrete
time steps and a crowdsourcing task is allocated to and performed by workers in each time step.

Data Quality. At each time step ¢, a crowdsourcing task is considered, and the requester
aims to estimate an unknown variable X (¢) by assigning a number of workers to observe X (¢).
The variable X (¢) takes a continuous real value within a bounded range which is known to the
requester, i.e., X (t) € [X,, Xs], and X;, — X, & AX. If worker i is selected to perform the
task, she observes random data D;(¢), which is the sum of the interested variable X (¢) and an
independent noise W;(t), i.e.,

Dy(t) = X (1) + Wi(t),

where W;(t)’s mean is 0, and its variance p; € [p, p] is unknown to the requester with p — p £

Ap.

The quality of worker i captures the accuracy of its data compared to the ground truth X ()
and is quantified by the variance p; of W;(t). The quality of a worker is an intrinsic coefficient
that captures the worker’s capability for the task. Note that a lower p; means higher quality.

Requester’s Utility. The requester’s crowdsourcing utility for task ¢ is the estimation loss
of her estimate X'(¢) compared to the ground truth X (¢), which is quantified by the mean

squared error (MSE):

/ Zl Di
U(‘S(t)) = _EX’(t)|X(t),{Pi}iesu)[(X (t) - X(t))Q] = _ﬁa (4.1)

where S(t) is the set of selected workers at time ¢. Note that the utility U(S(t)) is affected by
the quality of the workers selected to perform task ¢.

Online Quality Learning Algorithm.
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In each time step, the algorithm performs one of two functions: exploration or exploitation.
In the exploration steps, to address the lack of ground truths, tasks are repeatedly assigned to
all the workers in order to obtain a good estimate of the ground truth of the tasks. Specifically:

(1) In each exploration step: the requester first obtains the data from all workers and
makes an estimate X’ (¢) of the interested variable X (¢) using the simple average rule !. Then
the requester estimates each worker’s quality p; based on the estimated ground truth X'(¢). A
worker’s estimated quality is given by

- Ztes(t) (Di(t) - X/(t))z
P £ ’

where £(t) is the set of exploration time steps up to time step ¢.

(2) In each exploitation step: the requester assigns a new task to the m workers who have
the best estimated worker quality over the past exploration steps and makes an estimate of X (¢).

In each time step ¢, whether to perform exploration or exploitation is determined by a
threshold function A(t): if |£(t)| < h(t), then the algorithm explores; otherwise, the algo-
rithm exploits. The threshold function A(t) balances the accuracy of quality learning and the
number of performed tasks by controlling the learning algorithm either performs exploration
or exploitation. The detailed online quality learning algorithm and its regret analysis are given

in Section 4.4.

4.3.2 Malicious Data Attack

Given the crowdsourcing system, we consider an attacker who controls a set of malicious work-
ers M = {1,2,..., M}, which along with the set of normal workers \ forms the set of work-
ers recruited by the requester. In each time step, the attacker estimates the ground truth X (t)
as X*(t) using the data observed by malicious workers. The quality of X*(t) is

* Zie/\/t Di
p - M2 *

I'The requester may use other data aggregation rules (e.g., weighted average, median) to estimate the interested
variable, which will be discussed in Section 4.7.
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The attacker knows p* as she knows malicious workers’ quality. After obtaining X*(¢), the

attacker adds an artificial noise Ad(t) to it and let all malicious workers report data as

D'(t) = X*(t) + Ad(1).

where the noise Ad(t) has a bounded range of an interval AD, and the mean and variance of
Ad(t) are 0 and a, respectively. The attacker’s objective is to to determine the variance a of
the noise Ad(t), in order to reduce the requester’s utility as much as possible, i.e., make as
much harm as possible. In this chapter, we focus on the attacker’s strategy that uses the same
malicious noise level for all malicious workers and the same noise variance over time. This is a
relatively simple but reasonable strategy: without knowing normal workers’ data and quality, it
is difficult for a strategic attacker to increase the harm by using more complex attack strategies
(such as a time-varying noise variance). Moreover, the attack strategy above leads to non-trivial

analysis, and provides useful insights for the attacks and defenses.
4.4 Online Quality Learning without Malicious Data Attack

In this section, we present the detailed online quality learning algorithm for dynamic crowd-
sourcing, and, as a benchmark, analyze its regret when the malicious data attack is absent.
The online learning algorithm here is an extension of that in our earlier work [52]. The
major difference here is that multiple different tasks rather than the same single task (as in [52])
are assigned to workers in exploration time steps, which is more efficient in utilizing workers.
We denote the set of tasks that have been performed in exploration steps up to time ¢ as K (¢)
and the set of time steps that task k£ € K (¢) is assigned as Ni(t). The algorithm perform

exploration when either one of the following events occurs:

& - [K ()] < Bu(t),

& Tk € K(t), s.t., | Ny(t)| < Balt),
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1. Asymptotic relgime, w/o attack

3. Online quality learning w/o attack

(lower bound)

4. Online quality learning w/ effective attack
(upper bound)

Requester’s utility U(S(t)) in an

exploitation step

1
2. Asymptotic regime, w/ effective attack

Timet

Figure 4.3: Comparison of main results.

where
By (t) ! logt
= O s
Mg —2eax )
1
BQ<t) - > 10gt7
€
|S| = m is the number of selected workers in exploitation steps, and 0 < € < % is a

bounded constant. £ denotes the event that an insufficient number of exploration tasks have
been assigned up to time ¢, and & denotes the event that there exists an exploration task(s) that
has been assigned for insufficient times in exploration steps. From the above equations, we
have that the threshold function is given by h(t) = B;(t)By(t). The online quality learning
algorithm is described in Algorithm 5 in detail. In particular, in each exploitation step, we
assign the task to the optimal set of workers based on workers’ estimated quality.

Next we analyze the accumulated regret for the requester’s utility.

Theorem 4.1 The regret of the online quality learning algorithm can be bounded uniformly in

time (the gap between Line 1 and Line 3 in Fig. 4.3):

Zf\; D A/long d 3
R(T) < R 7+ A Y D IS5 )

a N2¢e2 <‘—§‘ — 26AX) t=1 SCN

where A’ is the worker set that gives the largest requester’s utility other than the optimal worker

set.
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Algorithm 5: Online quality learning for dynamic crowdsourcing

1 Initialization at t = 1: denote the first task as k, set K (t) = {k} and Ni(t) = {1};
2 At each time step ¢ when task ¢ arrives;

3 if |[K(t)| < Bi(t) or 3k € K(t), s.t.,|Ng(t)| < By(t) then

4 The algorithm explores ;

s | if 3k € K(t),s.t.,|Nk(t)] < Ba(t) then

6 Randomly select one task in K (t), denote it by &;

7 Assign k to all workers \V;

8 Ni(t) = Ni(t) U {t};

9 else

10 Assign a new task to all workers NV, denote it by k;
1 L K(t) = K(t) U{k};

: / _ Ziil D; (t) .
12 Estimate the ground truth as X'(t) = ==—~;
13 Update the estimation of ground truth as

/ - ZtGNk(t) X/(t),
Xl =

Update each worker’s estimated quality as

. Drer(Dilt) — X;(1))?

Di )
[ K(1)]
where 7 is the time that & is last performed;
14 else
15 The algorithm exploits;
16 Allocate a new task to the optimal workers set based on the updated estimated

quality p; ;

Actual quality * Malicious worker’s reported data
B Estimated quality w/o attack * Workers’ true data
B Estimated quality w/ attack

Workerl Worker2 Worker3 Worker4 Worker5 Worker 6  Malicious

Normal Workers Worker

Figure 4.4: 1 malicious worker, 7 workers in total.

Workerl Worker2 Worker3 Worker4 ~Worker5 Worker6 Worker7
Normal Workers Malicious Workers

Figure 4.5: 3 malicious workers, 7 workers in total.
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4.5 Malicious Data Attack with Accurate Quality Learning

In this section, we focus on malicious data attacks in the asymptotic setting of the online quality
learning algorithm (i.e., when there have been infinitely many exploration time steps), where
data quality of workers is learned accurately. This setting serves as a basis and also a benchmark
for the general non-asymptotic setting studied in the next section. We first investigate the
conditions under which the attack strategy is effective in reducing the requester’s aggregated

data accuracy. Based on these conditions, we then analyze the harm of effective attacks.

4.5.1 Effective Attack Conditions

To make harm to the requester, the attack strategy should have two objectives as follows.

* Malicious workers’ estimated quality in exploration steps should be high in relative to
that of normal workers, so that they can be selected in exploitation steps and thus their

data are used by the requester.

* Meanwhile, malicious workers’ actual quality should be low so that the requester’s ag-

gregated data accuracy is low.

Based on the objectives above, we provide two conditions of the attack strategy under
which it can reduce the requester’s data accuracy compared to the case without the attack (we

say the attack is “effective” in this case).

1) Each malicious worker’s estimated quality is better than the threshold worker’s estimated
quality, i.e., E(p*) < E(p,;,), where the threshold worker is the normal worker who has

the worst quality among those selected workers in exploitation steps.

2) Each malicious worker’s actual quality is worse than the worst worker in the optimal
worker set, i.e., p* + a > p,,, where a is the variance of the malicious noise Ad(t) and

DPm 1s the quality of mth best normal worker.

Recall that m is the number of selected workers in an exploitation step. Note that p,, is

a normal worker’s actual quality and is unknown to the attacker. We can see that as malicious
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workers have the same estimated quality and the same actual quality after adding the malicious
noise, condition 1) is a necessary condition for the attack to be effective, and condition 2) is a
sufficient condition for the attack to be effective.

In Fig. 4.4 and 4.5, we use two examples to illustrate how malicious data affects workers’
estimated quality in one exploration step, when the number of malicious workers varies. In
both figures, most of the normal workers’ estimated quality with the malicious data attack
is worse than that without the attack. Fig. 4.4 shows that the malicious worker’s estimated
quality when she reports malicious data is worse than when she reports true data, while Fig.
4.5 shows the opposite. This is because when malicious workers‘ number is much less than
normal workers’, the malicious noise’s influence on the estimated ground truth is too small,
such that the malicious workers’ estimated quality is reduced after adding the malicious noise.
As aresult, the attack in Fig. 4.4 does not satisfy condition 1). We can see that Fig. 4.5 satisfies
both conditions 1) and 2).

Next we characterize the conditions of the malicious noise under which the conditions of
the attack strategy above are satisfied, and show that it is a effective attack. We show the design

steps in the proof of the theorem.

Theorem 4.2 In the asymptotic setting, the malicious data attack is effective if the malicious
noise variance satisfies the following bounds:

(N+M72)pth * :
o —pt, if M <N,
a< N-M (4.2)

0, otherwise,

and

a Z Pm — p*v (43)
where Py, = Dmax{m—nm,1}> ANd Dmax{m—nr,1} is the quality of the max{m — M, 1}th best normal
worker.

Note that the attacker does not know normal workers’ actual quality but knows its prob-
ability distribution. Thus she can infer a worker’s expected quality and use it to calculate the

bounds of «.
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To ensure that there exists some a that satisfies (4.2) and (4.3) when M < N, the bounds

of a should meet
(N — M)

(4.4)

Next, we show that the above inequality holds with a guaranteed probability. For ease of
exposition, We assume that each worker’s quality is uniformly distributed over [p,p]. Our

result can be easily extended to other distributions.

Proposition 4.1 When the following condition is satisfied:

N+M-=-2

where E(p;) = p+ + Ap, the condition in (4.4) holds with a probability at least 1 — 2 exp AQP“‘;Q

(where ¢ is any positive constant).

When the condition in (4.4) does not hold, the malicious data attack fails for any malicious

noise since there is no such value of a that satisfies both conditions 1) and 2).

Proposition 4.2 When there are more normal workers than malicious workers (i.e., N > M),

the upper bound of a increases with the number of malicious workers M.

Proposition 4.2 directly follows from (4.2).

Remark 4.1 The above result shows that when N > M, as the number of malicious workers
increases, the attacker can use higher noise to make harm. When M > N, according to (4.2),
the attacker can use arbitrarily high noise to make harm. This is because, with more malicious
workers, the attacker can control the learning algorithm by dominating estimated ground truths
such that malicious workers always have higher estimated quality than normal workers, so that

it can use higher noise without violating condition 1).

4.5.2 Effective Attack Analysis

Since under the considered attack strategy, all malicious workers are selected in exploitation

steps when the attack is effective, the selected worker set at time ¢ consists of all the malicious
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workers and max{m — M, 1} normal workers with the best quality. We sort normal workers’

quality in ascending order as wy, ws, . . ., Wy, then we have the regret in exploitation steps:

Re(T) = Y (U(S%) - U(S.)
tee(T)
Swi Y (0 a) £ My,
_ Z _1:7;2 + eEM (46)

m2
tee(T)

. Z (M (p* + (l) o Z;’;max{me,l}nLl wl)

m2
tee(T)

where S, is the selected worker set with effective attacks, and e(7’) is the set of exploitation

steps up to time 7.

Theorem 4.3 In the asymptotic setting, compared to the online learning algorithm without
attacks (Fig. 4.3. Line 1), the online learning algorithm with effective attacks (Fig. 4.3. Line

2) has an expected regret of (7).

Proof: The regret consists of the regret in exploration and in exploitation: R(7T) =
Re(T) + Rx(T), and we simply bound the regret in exploration as Re(T) > 0. We also
have |e(T')| > T — h(T) from the definition of |e(T)|.

Then from (4.3) and (4.6), we can bound the regret as

m

R(T) > |e(T)| (Mwm - Z?lma;{mM,l}+1 wi) — Q7).

g

Remark 4.2 We note from the above analysis that the regret in exploitation steps is given by
(4.6). It is obvious that as the variance a increases, the regret increases. This implies that the
attacker can increase the requester’s estimation loss by increasing a. Therefore, this harm is
maximized when a takes the upper bound value in (4.2). Thus we obtain the maximum harm

by substituting the upper bound in (4.2) into (4.6).
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Remark 4.3 We have from Proposition 4.2 that the upper bound of a increases as the number
of malicious workers M increases. Therefore, based on (4.6), with more malicious workers,
the attacker can increase the harm by using a higher noise variance a. At the same time, we see
that the regret increases as M increases. This means that more harm can be made with more

malicious workers even if a stays the same.

Remark 4.4 Besides the malicious noise and the number of malicious workers, another factor
that affects the regret is the number of selected workers m in exploitation steps. From (4.6), we
can see that the regret decreases as m increases because more normal workers are selected. As
a result, the proportion of malicious workers in the selected worker set decreases, so that the

influence of the attack is reduced.

4.6 Malicious Data Attack with Online Quality Learning

In this section, based on the results for the asymptotic setting in the previous section, we study
the attack strategy in the general non-asymptotic setting of the online quality learning algo-

rithm.

4.6.1 Effective Attack Conditions

To achieve effective attacks in the non-asymptotic setting, the attack strategy should satisfy the

following conditions:

1) Malicious workers’ estimated quality is better than that of the threshold worker, i.e.,
ﬁ*/ S ﬁ;h.

2) Malicious workers’ actual quality is worse than the the worst worker in the optimal

worker set, i.e., p* + a > p,,.

We can see that the difference of the conditions above compared to those in the asymp-
totic setting in Section 4.5 is that the inaccurately estimated quality instead of the accurately
estimated quality of a malicious worker should be better than that of the threshold worker. The
inaccurate and dynamic nature of the estimated quality poses a non-trivial challenge for the

design and analysis of an effective attack strategy, as will be shown in the rest of this section.
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We first provide the conditions under which an attack strategy is effective. Then we present
the major steps in the proof of the result. Note that the proof has non-trivial differences from

that of Theorem 1, due to the inaccurate and dynamic estimated quality of workers.

Theorem 4.4 The malicious data attack is effective with a probability at least Q if the mali-

cious noise variance satisfies the following bounds:

(N+M—=2)ps, P N2+ M2

N_M NT_pz€0
a S (]V]\gt]\]\/?; (61 + 262 + €3 + €4 + 65), if M < N, (47)
0, otherwise,
and
a> pm—p, (4.8)

Where pi, = Pmax{m—M,1}» €0 €1, €2, €3, €4, and €5 are any positive constants, and

Q = max{w; +wy — 1,0}, 4.9)
where 2K (1) 2K ()3
t)le t)le
w; =1 — exp (—TZO)) — exp (—TQI))
2|K(t)|€; 2| K(t)|€;
eXP( m)) eXP( A—pQ))
and
2K (1)]e2 2K (1)|e2
wr S —exp (== Tpe ) — e (- I
2| K (t)|e] C2[K(t)le3

- eXp(—A—pg) — exp( W))'

To ensure that the upper bound of a is higher than its lower bound when M < N, the
bounds of a should satisfy the condition below:

(N+M =2)py, N?>+ M (N + M)?
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Next, we show that the above inequality holds with a guaranteed probability.

Proposition 4.3 When the following condition is satisfied:

(N+M—=2)(E(pm) —¢) N>+ M?
N — M TNz 2%
(N + M)?

- m(el + 263 + €3+ €4+ €5) > E(pm) +

the condition in (4.10) holds with a probability at least 1 — 2 exp fg i

The proof of Proposition 4.3 is omitted since it’s similar to the proof of Proposition 4.1.

Proposition 4.4 When there are more normal workers than malicious workers (i.e., N > M),

the upper bound of the variance a increases with the number of malicious workers M.

The proof of Proposition 4.4 is omitted here since it directly follows from (4.7). We can

also make similar comments on Proposition 4.4 as those on Proposition 4.2 in Remark 4.1.

Proposition 4.5 When (4.10) holds, the lower bound Q of the probability that the malicious
attack is effective increases with time and converges to 1. The upper bound of a converges to

that in the asymptotic setting.

Proposition 4.5 directly follows from the definition of Q.

Remark 4.5 The above results shows that as the number of tasks performed in exploration
|K ()| increases with time, the lower bound Q of the probability that the attack is effective
increases and eventually converges to 1. This is because as time goes, the estimated quality
becomes more accurate, such that the state (including a worker’s estimated quality, the set of
selected workers in an exploitation step, and the requester’s utility in the exploitation step) of
the online quality learning algorithm becomes closer and converges to the state in the asymp-

totic setting in Section 4.5.
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4.6.2 Effective Attack Analysis

Next we compare the regret of the online learning algorithm with effective attack in the non-
asymptotic state to that in the asymptotic state in Section 4.5 (Theorem 4.5). Then we compare
the regret of the online learning algorithm with effective attack to that without attacks in the

asymptotic state (Theorem 4.6).

Theorem 4.5 With effective attacks, the online learning algorithm (Fig. 4.3. Line 4) has an

expected regret of O(1) compared to in the asymptotic setting (Fig. 4.3. Line 2).

Proof: Since the regret in exploration steps is the same in both the asymptotic and the
non-asymptotic states, we only need to compare the regret in exploitation steps. The regret gap

is given by

G(T)= > (US() = U(Sa)) < AmaxE( D Lswzs.), 4.11)

tee(T) tee(T)

where Aoy = maxg [U(S*) — U(S(1))].
For ease of exposition, we use | S| to express |S(¢)] in the rest of the proof. According to

[52], we can further bound the gap by

T
GT) < A 3.3 Y Pr(l — E(F)| > ﬁ). (4.12)

t=1 S(t) ieS(t)

Lemma 4.1 Each term in (4.12) can be bounded as

i)<§,VieNUM.

Pr(|p, — E(p;)| >
r(|p; — E(p;)| 5 S 2

Therefore, we can bound the gap between requester’s utility in the asymptotic state and in

the non—asymptotic state as
G(T) <A E E S =0(1 (4 13)
( ) max =1 S(t) | ( ) '

1
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Remark 4.6 In the proof of Theorem 4.5, we can see from (4.13) that the upper bound on
the regret gap in an exploitation step decreases with time and converges to 0. This is because
as time goes, a worker’s estimated quality becomes more accurate, and converges to the exact
quality learned in the asymptotic setting (note that this is not the worker’s actual quality but
the quality learned from workers’ data in the requester’s view). As a result, the set of selected
workers is more likely to be the same as that in the asymptotic setting (which with effective
attacks includes all malicious workers). Therefore, the regret gap in an exploitation step also
decreases and converges to 0 as time goes. Moreover, this decrease with time is sufficiently
fast, such that the total utility gap G(7") over all exploitation steps up to time 7" is in the order

of O(1), which means it is upper bounded by a constant independent of time.

Theorem 4.6 Compared to the online learning algorithm in the asymptotic setting without
attacks (Fig. 4.3. Line 1), the online learning algorithm with effective attacks (Fig. 4.3 Line 4)

has an expected gap of Q(7).

Remark 4.7 From Theorem 4.4, we can see that all malicious workers are selected in exploita-

tion steps with a probability greater than Q. Thus we can have

R(T)= Y (U(S) = U(S(t) = AminE( ) Lses-)
)

tee(T tee(T)

>Amin(Q — 2exp (—2¢*))(T — W(T)),

where

Apin = min [U(5%) = US@)] = U(57) = U(Sa)

max{m—M,1}

=U(S)+(M@p"+a)+ Y w)/m’

i=1
It is obvious that as a increases, A, increases. We can also see that the lower bound of

the regret increases with A,,;,. This means that the attacker can make more harm by increasing

a (as long as a is no greater than its upper bound).

Remark 4.8 As in Fig. 4.3, compared to the offline optimal strategy (Line 1), the upper bound

on the regret of the requester’s utility is increased from O(log® T') (Line 3) to Q(T") (Line 4),
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as a result of effective attacks. This is essentially due to that in the asymptotic setting, the
requester’s utility in an exploitation step is reduced by a constant (from Line 1 to Line 2).
The above observation shows that malicious attacks can make substantial harm, despite that

workers’ quality is estimated with errors for online quality learning.

4.7 Data Aggregation Defenses

The online quality learning algorithm serves as a defense mechanism against the data poisoning
attack, as it learns workers’ quality and finds malicious workers with low quality. Note that the
data aggregation rule used in the online quality learning algorithm has substantial impacts on
the quality learning results (as it affects the estimated ground truth and thus the estimated qual-
ity). In this section, we integrate median and maximize influence estimation (MIE) based data
aggregation for the online quality learning algorithm, and analyze their effects in the asymptotic

setting. We will evaluate their performance in the non-asymptotic setting in Section 4.8.

47.1 Median

In the online quality learning algorithm, instead of using simple average based data aggregation,
the requester takes the median value of submitted data as the estimated value of the ground truth

as in (2), i.e., the estimated ground truth at time ¢ is

X'(t) = Median {D;(t),i € S(t)}. (4.14)

Theorem 4.7 With the median-based data aggregation, the malicious data attack is effective
with any malicious noise variance a if the number of malicious workers is greater than that of

normal workers (i.e., M > N).

Proof: It is intuitive that when the number of malicious workers is greater than that of normal
workers, i.e. M > N, the estimated ground truth (median) constantly equals the malicious data
since all malicious workers submit the same data value. Thus, malicious workers’ empirical
variances are always the lowest among all workers and estimated quality is always the highest.

Therefore, the attacker can use an arbitrarily high malicious noise to make harm. U
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When the number of malicious workers is less than that of normal workers (M < N), itis
difficult to characterize the impacts of malicious data on the estimated ground truths X’(¢) and

estimated quality of workers. We will use simulation result to analyze this case in Section 7.6.

4.7.2 Maximize Influence of Estimation

Next we study the malicious data attack under the maximize influence of estimation (MIE)
based defense proposed in [78]. The general idea of MIE defense is to find the workers with
the maximum influence on the estimated ground truth and exclude them when selecting work-
ers in exploitation steps. MIE uses a greedy influential worker selection algorithm to detect the
influential worker set which contains the workers with the maximum influence on the estimated
ground truth. We follow the assumption in [78] that the requester knows the number of mali-
cious workers. We first present the greedy influential worker selection algorithm in Algorithm
6. Then we analyze the effectiveness of the attack under the MIE defense in the asymptotic

setting.

Algorithm 6: Greedy influential worker selection
1 Input: Workers’ data in exploration D;(t) fori € N'U M, t € £(t), number of
malicious workers M ;
Initialize the influential worker set A = ();
while | 4| < M do
Select i = arg max;e a4 (7, K(t));
L A— AU {i};

return Influential worker set A.

n A W N

=)

The influence of worker 7 is defined as follows:

> Dy(t) > D\ 2
Z FENUM o FENUM\{i}
te&(t) N+M N+M—1

E@)

(i, K(t)) = (4.15)

Theorem 4.8 Under the MIE defense, the malicious data attack is effective if the malicious

noise variance satisfies the bounds given by (4.2) and (4.3).
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Figure 4.6: Regret of the multi-task-explore online learning algorithm.
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4.8 Performance Evaluation

In this section, we use simulations based on both synthetic data and real-world data to evaluate
the performance of the attack strategies and defense mechanisms. In the synthetic dataset,
the quality of normal workers is linearly distributed over [1, 2], and the quality of malicious
workers is uniformly distributed over [1,2]. There are 500 tasks of which the ground truth
values X (¢) are uniformly distributed over [1,2]. The data of worker i for task ¢ follows a
normal distribution D;(t) ~ N (X(t), p;), where p; is worker i’s quality. The real-world data is
Weather, which contains the weather data on 30 major USA cities from 18 websites every 45
minutes on a day in Mar, 2010. We use 224 data samples from each of 16 websites, respectively,

as 224 tasks and 16 workers.

4.8.1 Online Quality Learning Without Attack

We first evaluate the online quality learning algorithm proposed in Section 4.4. The crowd-
sourcing system parameters using synthetic data are set as follows: N = 30, m = 20, e = 0.4.
Fig. 4.6 illustrates the algorithm’s accumulative regret and average regret versus time steps.
We can see that the accumulative regret increases as a logarithmic function with time steps and

the average regret converges to zero. These observations conform our theoretical results.
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4.8.2 Attack with Accurate Quality Learning

We evaluate the impact of online quality learning and the malicious data attack on crowdsourc-
ing data accuracy. We study the requester’s estimation loss under three circumstances: online
quality learning without the attack, online quality learning with the attack, and no quality learn-
ing with the attack (the requester randomly select workers in exploitation). The crowdsourcing
system parameters using synthetic data are set as follows: N = 30, M = 15, m = 25, ¢ = 0.4.
The variance of additive noise a takes the value of its upper bound when the attack is applied.
We can see in Fig. 4.7 that, as online quality learning is used, the requester’s estimation loss is
larger with the attack, which demonstrates that the attack makes harm. However, we can also
observe that, when the system is attacked, the requester’s estimation loss with online quality
learning is always smaller than that without online quality learning, which shows that online
quality learning can mitigate the attack.

We evaluate the impact of the number of malicious workers M, the variance of additive
noise a, and the number of selected workers m in each exploitation step on the accumulative
regret in the asymptotic regime of the online quality learning algorithm. The crowdsourcing
system parameters using synthetic data are set as follows: N = 30, M = 15, m = 20, ¢ = 0.4.
Fig. 4.8 shows the regret when the attacker takes different attack strategies. We can observe that
the regret increases as either the number of malicious workers M or the variance of additive
noise a increases, which agrees with Remarks 4.2 and 4.3. In Fig. 4.9, we can see that the
regret always decreases as the number of selected workers m increases. This is because the
utility loss decreases when more workers work on a task. We also see that the accumulative

regret with the attack is always higher than that without the attack.

4.8.3 Attack with Online Quality Learning

We first investigate the impact of the data poisoning attack on the estimated quality of work-
ers. The crowdsourcing system parameters using synthetic data are set as follows: N =
{1,2,...,50}, M = {51,52,...,65}, m = 20, e = 0.55, ¢ = 0.2, 3 = ¢, = 0.1, a = 2. The

crowdsourcing system parameters using synthetic data are set as follows: N' = {1,2,...,10},
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M = {11,12,...,16}, m = 10, e = 0.4, a = 7. Both simulation results using synthetic data
(Fig. 4.10) and real-world data (Fig. 4.11) show that malicious workers’ estimated quality is
good enough to be selected in exploitation steps. For both settings, we compare the data accu-
racies of tasks with and without the malicious data attack, respectively. The data accuracy is

calculated as
>k 1 X7 — X
Zk X ’

where k£ is the task index, X, and X} are the estimated ground truth and the actual ground

Accuracy =

truth of task &, respectively. For synthetic data simulation, the data accuracies with and without
the malicious data attack are 0.47 and 0.14 respectively. Since the actual ground truths of
tasks are not provided in the real-world dataset, we use the average of all workers’ data as the
“actual ground truth”. For real-world data simulation, the data accuracies with and without the
malicious data attack are 0.007 and 0.004 respectively. We can see that the data accuracies
decrease with the attacks. Although both data accuracies with and without the malicious data
attack seem good. However, this is because we do not have the actual ground truth, i.e., X}, for
the real-world data and use the average of all workers’ data as the “actual ground truth”. Since
X}, and X, are obtained from the same dataset with different numbers of data samples, the data
accuracies seem good and close. If we calculate the data accuracy using actual ground truth,
the data accuracy values can be worse than the presented results. Moreover, our result shows
that the data accuracy with the malicious attack is almost twice of that without the malicious
attack. Thus, this result demonstrates that the malicious data attack is effective.

We also compare the accumulative regret of the online learning algorithm while the attack
strategy takes a various number of malicious workers M (Fig. 4.12), a different variance of the
added noise a (Fig. 4.13), and a various number of selected workers m in each exploitation
steps (Fig. 4.14), respectively, using synthetic data. The crowdsourcing system parameters are
set as follows: N = 30, M = 20, m = 25, ¢ = 0.55,¢g = 0.2, ¢35 = ¢4 = 0.1, a = 2.
In Fig. 4.12, we compare the accumulative regret of the online learning algorithm while the
number of malicious workers M varies. We can observe that the accumulative regret is linear

and increases as the number of malicious workers increases with the attack. In Fig. 4.13, we

94



can see that the attacker can make more harm by increasing the variance of added noise a. In
Fig. 4.14, we observe that the regret reduces as more workers are selected in each exploitation
step. From the three figures we mentioned above, we can conclude that the attack strategy is
effective, and the attack can make more harm to the online learning algorithm by recruiting
more malicious workers and/or increasing the variance of added noise (as long as a is lower
than its upper bound). We also study the upper bound of added noise a of an effective attack
that is shown in Fig. 4.15. It shows that the upper bound increases as the number of malicious

workers increases.

4.8.4 Data Aggregation Defenses

We evaluate the impact of malicious attacks when different defenses are used for the crowd-
sourcing system. We compare the estimated quality and regret when using simple average
aggregation, weighted average aggregation, median aggregation, MIE in the online quality
learning algorithms, respectively. The estimated ground truth using weighted average aggrega-
tion is X'(t) = Z%Di(t) /2 ies) pi The crowdsourcing system parameters are set as the same
as evaluating the malicious data attack with online quality learning. Fig. 4.16 and Fig. 4.17
shows the estimated quality after learning when performing different defenses using synthetic
data and real-world data. We observe from both figures that with the malicious data attack,
compared to using simple average aggregation, using weighted average aggregation can mit-
igate the attack, using MIE defense gives the same result as the simple average aggregation,
and using median aggregation can aggravate the attack. In Fig. 4.16, We also compare the
estimated quality when using defenses in this chapter and the defense (Dynamic-TD) proposed
in [79]. We observed that the result of Dynamic-TD is close to that of the MIE defense in
this chapter. The same results are shown in Fig. 4.18, where we compare the accumulative
regret when using different defenses. The reasons for the above results are as follows. 1) Since
the weighted aggregation rule uses the reciprocal of workers’ estimated quality as weights, as
the learned quality converges to the actual quality, estimated ground truths of tasks are more

accurate compared to using simple average aggregation. Thus, with more accurate estimated
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ground truths, learned quality is closer to the actual quality than using simple average aggre-
gation. 2) For MIE defense, a worker’s influence is determined by the deviation from her data
to the average of other workers’ data, which uses the same idea as the online quality learning
algorithm estimates workers’ quality. Thus, the order of workers’ influences is the same as the
order of workers’ estimated quality, such that malicious workers are still selected in exploita-
tion steps. 3) When using the median aggregation rule, since malicious workers’ data are the
same, the median shifts towards malicious workers’ data. Thus, malicious workers’ estimated
quality is better when using median aggregation than when using simple average aggregation.
More importantly, the estimated ground truths are more inaccurate compared to using simple

average aggregation. Hence, using median aggregation can aggravate the attack.

4.9 Conclusion

In this chapter, we explore the malicious data attack on the online quality learning algorithm
in data crowdsourcing. We first study the design of the malicious data attack in the asymp-
totic regime and non-asymptotic regime of the online quality learning algorithm and discuss
the impacts of various parameters on the effect of the attack. We show that the requester’s
accumulative regret of online quality learning can be increased from O(log® T') to Q(T) due to
the attack. We use simulation to evaluate the proposed malicious data attack and the impact of

various parameters.

4.10 Appendix

4.10.1 Proof of Theorem 4.1

We use several steps to prove the above theorem.

Step 1: The regret consists of two parts: regret in exploration and regret in exploitation:

R(T) = Re(T) + Rx(T).

Step 2: Using union bound we have the following bound for Re(T") and Rx(T") respec-

tively at time 7":
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The regret from the exploration steps is bounded by
Re(T) < —U(A')Dy(T) Dy (T),

where D1 (T)D(T) is the upper bound of the number of exploration steps.

According to [52], the regret from the exploitation steps is bounded by
d €
Re(T) < Apad_ D > Prlli—pil > s (4.16)
t=1 SCN ieS
Step 3: We further bound the regret from exploitation steps. Consider each term in (4.16),

€

Pr(|pi — pil > =
(1= pd > 1)

Pr(|p; — pi| > ﬁlXé(t) — X(t) <  Pr(X;(t) — X (1) < ¢)

J/

TV
Term 1

érx;@) = X(t) > ) Pr(Xi(t) — X(t) > o),

Term 2

where k and X (¢) are the task performed at time step ¢ and its ground truth.

For Term 1, under the condition that X, (f) — X (¢) < ¢, we have the difference of the
estimated quality when compare worker’s data with the ground truth p; and with the estimated
ground truth p; is

> (Di(t) = X(1))* = (Di(t) — Xi (1))

. 5 kEK (L)
|Pi - pz‘| = | |

w0
(D40 = X(0) - Xy) (Xir) - X(0) win

= IS0l |

< 2AXe.
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Thus, from (4.17) and Hoeffding’s inequality, we have

Term 1Pr( X, (t) — X (¢) <)

< Pr([ps — il + 16 — il > T Xi(H) — X(8) < ) x Pr(X(t) — X(1) < )

S|
. €
< Pr(|p; — pi| > E — 2AXe)
—2(& —2AX €)Y K (t)] 2
< 26Xp( Ll Ap? ) < t_2

For Term 2, we have

—2€%| N (t)]
AX?

1

Pr(X,(t) — X(t) > €) < exp( L

) <

Summing up, we can bound (4.16) as

T
Ra(T) < A 331515
t=1

4.10.2 Proof of Theorem 4.2

First we can see that (4.3) follows from condition 2). Next we use 3 steps (Steps 1, 2, and 3) to
show that (4.2) achieves condition 1).

Step 1: We need to find the threshold that can ensure all malicious workers to be selected
in exploitation, which determines the upper bound for malicious workers’ estimated quality.

First, the expected estimated quality of a normal worker ¢ with the attack is

Ef) =Y E((Di(i) — Xu(t))?)/|K ()]
teK (t)
N+ M-2  YienomPi M\’
PN Y M (N + M)? (N+M> '

(4.18)

From the equation above we have that E(p;) < E(5}), if p; < p;. This means that all
malicious workers can be selected in exploitation steps if their estimated quality is better than

that of the max{m — M, 1}th best normal worker. Thus we set the threshold worker as the
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max{m — M, 1}th best normal worker. We express condition 1) as:

E(0") < E(in) = E(Bnaspm-m1y)- (4.19)

Step 2: Similar as (4.18), for a malicious worker, we have

] 2
B = (0 +a) o Lo ( ¢ ) ' 0

N+M  (N+ M)? N+ M

Step 3: By substituting (4.18) and (4.20) into (4.19), we have that the attack meets condi-
tion 1) when a is bounded by (4.2).
4.10.3  Proof of Proposition 4.1

Since workers’ quality follows the uniform distribution, the expected quality of the ith best
worker is E(p;) = p + % Ap.

From Hoeffding’s inequality, we know that event {(; : py, < E(pw,) — ¢} is true with a
probability at most exp(‘ﬁ—l‘fj), and so is event {(s : py, > E(pm)+¢}. Thus from De Morgan’s

laws and Boole’s inequality, we have

Pr(¢;N¢}) =1—Pr(¢UG) > 1 —2exp(—2p*/Ap?),

where (] and ¢} are the complement events of (; and (s, respectively. Therefore, when (4.5) is

true, the condition in (4.4) holds with a probability at least 1 — 2 exp(%f;—z).

4.10.4 Proof of Theorem 4.4

First we can see that (4.8) follows from condition 2). Next we use 3 steps (Steps 1, 2, and 3) to
show that (4.7) achieves condition 1).

Step 1: Similar as Theorem 4.2, we express condition 1) as:

P < ﬁlmax{m_MJ} = Dy, Vi € M. (4.21)
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Step 2: To achieve (4.21), we give the following two lemmas.

Lemma 4.2 For a normal worker’s estimated quality based on the estimated ground truth p/

and her actual quality p;, we have that

~,'>N—|-]\4—2 -+Zj€NUij
Pie=N T VT (N M)
M ., a M
— ) — €1 —2

(M—l—N) (|Nk<t)| 60) €1 €2

+

(4.22)

holds with a probability greater than w.

Lemma 4.3 For a malicious worker’s estimated quality based on the estimated ground truth

p* and her actual quality p*, we have that

~*/<N_M * Z]ENUMPJ

+
=N+ M N + M)?
N é ) N (4.23)
2
2
(N+MMM®+®+QN+M+WH5

holds with a probability greater than ws.

Step 3: By substituting (4.22) and (4.23) into (4.21), and from |Ny(¢)| > 1, we have
when the noise variance a is bounded by (4.7), the attack strategy is effective with a probability

greater than Q.

4.10.5 Proof of Theorem 4.6

From Theorem 4.3 and 4.5, we have

RT)2% . (U(S) = U(S(1))
=D iy (U(S) = U(S0)) = (U(S(1) = U(54)

= Q(T) — O(1) = QT)
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4.10.6 Proof of Theorem 4.8

According to (4.15), worker 7’s influence is

S D) > D\ ?
FJENUM FJENUMN\{i}
Eteg(t) N+M B N+M-1
£(t)]
(N+M)( > Dit)— > Dj(t))

1 Z FJENUM JENUM\{i}
EG] et (N+ M)(N+M—1)

>, D) ?

JENUM
(N+M)(N+M—1)

> D)\ 2
FENUM
_ 1 Z Di(t) - N+M
1E(t)] N+M-1

te€(t)

_Zteg(t) (DZ(t) - Xa(t )2
O ED|(N + M —1)2

Thus, we have worker ¢’s expected influence is

. _Zte&‘(t) (Di<t> - Xa(t )2

E(SO(ZaK(t))) = |5(t)|(N+M _ 1)2
E(p;)

(N+ M —1)%

(4.24)

We can see that a worker’s expected influence is proportional to her expected estimated quality

from the online quality learning algorithm. Thus, the worker selection result according to the

influence is the same as that according to the estimated quality. We have proved in Theorem

4.2 that the malicious data attack is effective if the variance of the malicious noise satisfies the

upper bound and lower bound given by (4.2) and (4.3). Hence, the malicious data attack is

effective by adding the same noise under the MIE defense.
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4.10.7 Proof of Lemma 4.2

From Hoeffding’s inequality and (4.18), we have

pi(t) — pi(t) < E(ps(t) — pi(t)) + e
<pi — E(pi(t) + @ (4.25)

< 2 A_ZjeNuij
=N+ (N 4+ M)?

+ €

2|K(t)lﬁf)

with a probability greater than 1 — exp (— =%z

We also have the following two inequalities:

_2|K(t)|€3)

1) with a probability greater than 1 — 2 exp(—=xpz

e o) 1 Ad()
Yrer (T o) a

| w0 AT

| < o (4.26)

2K (t)|e3 )

2) with a probability greater than 1 — exp(— x5 za2

2ren, (v Ad(t)
Ztek(t) %(DZ(@ - X,<t))
K ()] 4
Leny (1) Ad(t) :
3 B(ESRG(D) - X6)
< EKW

N [K (1)

+ €9 S €9.

Next we bound the difference of the estimated quality before and after the attack. From

(4.26), (4.27), and the definition of workers’ estimated quality, we have

A

> (Dill) = X5(1)* — (Dilf) — Xa(1))

Bi— = kEK (t)
B |K (1))
> (2D4(t) — X(t) — Xa(t))(Xa(t) — X7 (1))

_ kK@

|K(t)] (4.28)

Sien, (1) Tk Ad(?) Sven, (o) Ty Ad(t)
 Dkerm 2 ) (Di(t) = X'(t))  Lker| e )’
|K (1) |K(t)|
M a

< 2e) — — ) 4 2eg—
<Gy C - mel PN
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with a probability greater than 1 — exp (—%) —exp (— 2'52(2';%2). From Hoeffding’s in-

equality, we bound the difference of a worker’s actual quality p; and its estimated quality using

the actual ground truth p; without the attack:

21K (t)]e3

Pr(p; —pi < €3) > 1 —exp(— Ap? ).

(4.29)

Thus, from (4.25), (4.28), and (4.29), we can have that, for a normal worker, (4.22) is true

with a probability greater than w; .

4.10.8 Proof of Lemma 4.3

First, similar as (4.25), we have

2M > ienum Di
e o x JENUM LI 4.30
PP =s—gn? T veme 7O (430)
with a probability greater than 1 — exp (——2“2()?2'6%)

Next we bound the difference of the estimated quality before and after the attack similar

as (4.28):

p“*/ o ﬁ*

 Prer (D) = Xu(1)? = (D'(f) — X;(1))*)

[K(t)]
N a N

< 2 260 ——— 4.31

S T A AT IR v @30
with a probability greater than 1 — exp (—%) — exp (—i'fgzll;% ). We further bound p*

using Hoeffding’s inequality as follows:

2K (t)|€]

Pr(p* — p* < es) > 1 — exp(— A2

). (4.32)

Thus, from (4.30), (4.31), and (4.32) we have, for a malicious worker, (4.23) is true with

a probability greater than w.
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4.10.9 Proof of Lemma 4.1

First, for a normal worker, we have the following two inequalities: 1) from (4.26) and (4.27),

we have

|@-ﬁ&§@+ﬂMAHJWV+2N+Af2é& (4.33)

with a probability greater than 1 — 2 exp (— 2'@%)463 )—2exp (— % ), note that this inequal-

ity also works for malicious workers; 2) from (4.25), we have

2 X > ienupm Pi

A
N+ Vi (N + M)? tea=m (4.34)

Di — pil <

with a probability greater than 1 — 2 exp (—%). Considering each term in (4.12), for a

normal worker,

€

o v € W - - N
< Pr(|p; — E(p;)| > 9l |15, — pil < B [pi — il <)

J/

-
Term 1

Pr(]ﬁ; —pil < B, |Di — Dil < ™)

) ) p / (4.35)
+ Pr(|p; — E(p;)| > E | 1B — Pl > B, 1Di — il <)
Pr(|p; — Bil > B, |pi — pil < )
Te;;12
v W € - N ~ ~
+ Pr(|p; — E(p;)| > E | |pi — pi| > ’Yl)?rﬂpi — pi| > 'Yll-
Te;;13
From (4.18), (4.33), and (4.34), we have that, for Term 1,
~ ~ ~ N N W €
Term 1 < Pr(|p; — pi| + | — pil + B — pil + Ipi — E(py)] > S |
\15; —Dil < B, D —pil <)
> y (4.36)
N € iENUM
< Prllp =nil > 7o =20 = 20 2y ®
(2a + 60)(N n M)2 — 1 | |p; — pil < B [Bi — pil < m).
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Then from Hoeffding’s inequality, we can have the bound

Term 1 Pr(|p; — ps| < Bu, B — il < 71)

. € 2y pi  2Mey
<P p— __2'5_ 1ENUM o — (2 2
< Pr(p p|>|5| PiTTNYTME TN+ M Qa+e) Gz —a)
€ 2
< 2e:><p(—2|K(t)|(FI —2eAX)?) = et (4.37)
where Z
Di
: Me (2a + €9) M?
9 ) iENUM 2 > > 9.
Pt Nrape Y N T ey tazaz

From (4.33), we have that, for Term 2,

Term 2 < Pr(|p; — pi| > B1)

21K (t)]e3 2|K(t)]€3
<1 (1 _2AK M6, _2E0)le 438
<1—(1—2exp( AD? ) — 2exp ( AXQADQ)) (4.38)
2| K (t)|e? 2|K(t)|e2 4
<2ep (2R ) + 200 (LA <

where ||—;| — 2eAX| < min{eg, €2 }. From (4.34), we have that, for Term3,

20K (t)]et
AX?

2
- (4.39)

Term 3 < 2exp (— ) <

<~

Thus, from (4.37), (4.38), and (4.39), we have that, for a normal worker,

~ v € 8
Pr(|p; — E(p;)] > =) < 2

Next we study the bound of each term in (4.12) for a malicious worker. Similarly, we first

give the following inequality: from (4.30), we have

2M n > ieNum Pi

A
NP T NymeE O (4.40)

P —pl <

_ 2K ()€
AX?

(4.12) can be bounded similarly as in (4.35). Thus, similar to (4.37), (4.38), and (4.39), we

with a probability greater than 1 — 2exp ( ). For a malicious worker, each term in
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bound the three terms. From (4.20), (4.33), and (4.40), we have

~x/ ~ % ~% A% 2
Term 1 Pr(|p" — p*| < B1, [p* — p*| < 70) < 2
A 4
Term 2 < Pr(|p" — p*| > 1) < L
2[K(t)]ez, _ 2
Term 3 S 2€Xp <—W) S 2',‘_2
Thus, from (4.41), (4.42), and (4.43), we have
~x! k! € 8
Pr(|p” — E(p")| > E> ST
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Chapter 5

Quality-Aware Adaptive Computation and Device Selection for Cost-Effective Wireless
Federated Learning.

5.1 Introduction

Federated learning (FL) [80] is an emerging and promising ML paradigm, which performs the
training of ML models in a distributed manner. Instead of transmitting data from a potentially
large number of devices to a central server in the cloud for training, FL allows the data to remain
at devices (such as smartphone), and trains a global ML model on the server by collecting and
aggregating model updates locally computed on each device based on her local data. One sig-
nificant advantage of using FL is to preserve the privacy of individual devices’ data. Moreover,
since only local ML model updates instead of local data are sent to the server, the commu-
nication costs can be greatly reduced. Furthermore, FL can exploit substantial computation
capabilities of ubiquitous smart devices, which are often under-utilized. In particular, when FL
is used in a wireless edge network, data samples generated at individual wireless devices can
be exploited via local computation and global aggregation based on distributed ML. As a re-
sult, wireless federated learning (WFL) can achieve collaborative intelligence in wireless edge
networks. A general consensus is that WFL can support intelligent control and management
of wireless communications and networks (such as in [7, 8, 9, 10, 11]), and can enable many
Al applications based on wireless networked systems, including connected and autonomous
vehicles, collaborative robots, multi-user virtual/mixed reality.

As 1s standard, learning accuracy is a key performance metric for FL. The accuracy of the
trained ML model in FL depends heavily on which devices participate in the training process

and the quality of their local model updates. Specifically, stochastic gradient descent (SGD) is a
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popular method for ML training that is widely studied in the literature (e.g., in [12, 14]). When
SGD is used for FL, the quality of a local model update in each iteration can be measured by the
variance of the gradient, which depends on the mini-batch size used to compute the gradient.
A key observation is that the quality of local updates (determined by the mini-batch size) can
be treated as a design parameter and used as a control knob to be adapted across devices and
over time. Such quality-aware computation can substantially improve the learning accuracy of
WEFL.

In this chapter, we study quality-aware computation for WFL, aiming to maximize the
learning accuracy, while taking into account the costs and constraints of devices’ computation
and communication resources. In particular, we investigate how to adaptively select participat-
ing devices and determine their mini-batch sizes over the training process. To this end, several
significant challenges need to be addressed: 1) The quality (determined by the mini-batch size)
of local stochastic gradient updates can be heterogeneous across devices and varying over the
training process, which has non-trivial impacts on the accuracy of the final learnt model and
also devices’ computation costs. 2) The unique features of wireless edge networks, including
time-varying wireless channels and computation costs of devices, should be taken into account.
To achieve a desired tradeoff between learning accuracy and communication and computa-
tion costs, participating devices of FL in each round and their local updates’ quality should be
determined based on their impacts on the eventual training loss, as well as devices’ channel
conditions and computation costs.

The main contributions of this chapter are summarized as follows:

* We propose quality-aware computation for FL in wireless edge networks, which con-
trols the quality of devices’ local model updates via the mini-batch sizes. Our goal is
to improve the learning accuracy of FL while taking into account the computation and

communication costs of participating devices.

* We characterize performance bounds on the training loss as a function of devices’ lo-
cal updates’ quality (quantified by the variances of local stochastic gradients) over the

training process, for both cases when devices have IID data and have non-IID data. Our
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findings rigorously show that a more recent local update has a larger impact on the train-
ing loss, which implies that it is beneficial to use larger mini-batch sizes in a later round

(given the total mini-batch size of devices over all rounds).

With the obtained insights, we develop channel-aware adaptive algorithms that select
participating devices and determine their mini-batch sizes for each round of the FL al-
gorithm, based on their impacts on the training loss as well as their wireless channel
conditions and computation costs. We characterize the optimal device selection (for the
case of homogeneous computation capabilities) and the optimal mini-batch sizes. Our
results show that it is more beneficial to select more participating devices (for the case
of IID data) and use larger mini-batch sizes in a later round. For the case of 1ID data
and single local iteration per round, we show that the proposed greedy device selection
algorithm can achieve a guaranteed approximation ratio, by exploiting the non-monotone

submodular property of the problem.

We evaluate the proposed quality-aware adaptive algorithms using both simulations and
testbed-based experiments for the popular MNIST-based hand-written digit recognition.
The results demonstrate that these algorithms outperform existing methods in terms of

learning accuracy and cost-effectiveness.

The remainder of this chapter is organized as follows. Section 5.2 reviews related work.

In Section 5.3, we present a framework of quality-aware computation for WFL. Under this

framework, we characterize performance bounds for the training loss in Section 5.4. Based on

the training loss bounds, in Section 5.5, we investigate adaptive device selection and mini-batch

size design. Simulation results are provided in Section 5.6. Conclusion is discussed in Section

5.2 Related Work

Distributed Machine Learning. With rapid advances in ML and Al technologies, distributed

ML has also received substantial research activities in the past decade [81, 82, 83, 84, 14,

15]. In many of the existing studies, participating devices are owned and operated by a single
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organization (e.g., used by Google or Facebook on computer clusters in their data centers),
and are powerful computers interconnected by high-speed networks (often wired networks).
There have recently been some works on algorithm design for distributed ML while taking
into account computation and/or communication costs (in terms of delay, energy consumption,
bandwidth use, etc) of carrying out distributed learning. In particular, communication-efficient
distributed learning has garnered a lot of attention [85, 86, 87, 88, 89, 90, 91, 92]. Many of these
works used data compression to reduce the size of local models and thus the communication
workloads [86, 89, 91, 93]. Some other works [84, 94] studied the optimal communication
frequency of local model updates. However, most of the studies above do not consider the
setting of wireless edge networks.

Wireless Federated Learning. FL has emerged as a disruptive computing paradigm for ML
by democratizing the learning process to potentially many individual devices. For WFL, wire-
less edge networks have salient features, including heterogeneous and time-varying computing
and communication resources that need to be accounted for. Recent studies on FL. made effort
to take into account these issues [95, 96, 97, 98, 99, 100, 101, 102]. For example, Tran et
al [95] studied FL in wireless networks for devices with heterogeneous computation and com-
munication capabilities. In [103], Tu et al studied computation offloading based distributed
learning where devices have diverse computing and communication resources. Xu et al [98]
used numerical experiments to show that devices participating in a later round in the training
process of FLL would have more effect on learning accuracy than in an earlier round. Besides,
[104] showed that geometrically increasing mini-batch size in the training process can achieve
better convergence performance in centralized ML. However, all these existing works do not
explore mini-batch size to control the quality of local model updates in the context of WFL.
Note that the analysis of mini-batch sizes’ impacts on the training loss for FL is significantly
different from the case of centralized ML (e.g., in [104]), due to devices’ non-IID data, hetero-
geneous and time-varying mini-batch sizes, and multiple local iterations in the FL setting. In

this paper, we characterize training loss bounds as a function of mini-batch sizes for the general
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case of multiple local iterations per round for both IID and non-IID cases. Moreover, we de-
vise adaptive device selection and mini-batch design algorithms that can achieve a performance

guarantee compared to the optimal solution.

5.3 Quality-Aware Computation for Wireless Federated Learning

In this section, we present the system model of quality-aware computation for FL in wireless
edge networks.

Consider the setting where the distributed learning process of FL is carried out by a set of
wireless devices. The server of FL can reside in the cloud or at the edge (e.g., access point or
base station of a wireless network), and the devices are connected to the FL server via wireless
links. A device incurs a computation cost (measured by the computation time, energy consump-
tion, etc) for computing a local model update, which depends on the computation capability of
the device and the mini-batch size used to compute the update. Let c;t be device i’s cost of
computing her local update using one data sample in round ¢. Besides the computation cost,
a device also incurs communication cost for communicating local updates to the server (mea-
sured by the communication time, energy consumption, etc), which depends on the device’s

wireless channel condition. Let ¢!, , be device i’s communication cost in round .

Consider the following FL problem:

>

N
mln F(w é Z ﬁF,
=1

where F;(w) is defined by

1 & .
Fi(w) & 5> filwi &),

fi(-) is the per-sample loss function of device 7, N is the number of devices, D; = {£},&5,...,&p. }
is device i’s local dataset for updating the model parameter, and D £ Zf\il D,

In each round of FL, K out of N devices are selected from the device set N to compute
local updates, communicate their local updates to the server, and receive the updated global

model from the server.
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In round ¢,! each selected device 7 receives the global model w,_; from the server, sets
W;O = W;_1, and then performs H local iterations of SGD. In the Ath local iteration, device i
computes the average gradient g}:, .1 of the loss function using a mini-batch of D! data samples
randomly drawn from her local dataset D;. Then device 7 updates her local model as

i i i
Wih = Wen1 = N9 h—1>

where _
Di

i 1 1,J
9t.h—1 = ﬁ Z Vf(W, 51&,%)7

7 is the step size, and fgh is the jth data sample randomly drawn from device #’s local dataset
D;. After H local iterations, device 7 sends her local update Wi’ y for round ¢ to the server. For
ease of exposition, we assume that devices’ number of local iterations H does not change over
rounds, and the mini-batch size D§ for a local iteration of device ¢ in round ¢ does not change
over the H local iterations in round ¢ (but can change over rounds). Our results in this chapter
can be extended to the case where these assumptions are relaxed.

At the end of round ¢, the server aggregates K devices’ local models and updates the

global model as

where D, 2 YK D,

Due to the randomness of data sampling for computing the update in SGD, the computed
gradient of a device g; ;, deviates from the expected gradient E[g§ »), and thus slows down the
convergence of the global model. The guality of a device’s local update is captured by the

variance of the update, given by

¢=FE [Hgf&h - gi,h‘ﬂ ;

n this chapter, we use ¢ as the index of communication rounds and h as the index of local iterations. The
subscript {¢, h} denotes the hth local iteration in round ¢.
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where gi , = E[g; ,]. Assume that the loss function f satisfies E ||V f; (wy, €.) — VF; (w))|* <
o2, Vt. It can be shown that [105]
o2

E [ngh _gi,hHQ} < D

Note that a local update’s quality is determined by the mini-batch size D} used to compute the
local update, such that a local update computed with larger mini-batch sizes has higher quality.
In this chapter, we focus on the SGD method where a mini-batch of data samples are randomly
drawn with replacement from a device’s local dataset, for the sake of technical tractability.
Such SGD based on sampling with replacement has been widely studied as a popular method
in the literature (e.g., in [14, 105, 13, 15]), as it allows for tractable theoretical analysis and
thus provides performance guarantees for ML algorithms. On the other hand, this method
is different from the version of SGD that is often used in practice, where a mini-batch of data
samples are randomly drawn without replacement from the local dataset (a.k.a. the epoch-based
SGD). This without-replacement based SGD method has been much less studied [106, 107]),

although it can achieve better empirical performance than with replacement.

5.4 Training Loss Bound

In this section, under the framework presented in the previous section, we study the learning
accuracy of FL, measured in terms of the training loss. We will first characterize performance
bounds on the training loss as a function of devices’ mini-batch sizes. Based on this result, we

then discuss the impacts of mini-batch sizes and other system parameters on the training loss.

5.4.1 The Case of IID Data

We first analyze the training loss for the case when devices have IID local data.
Before we discuss the training loss bound, we define a virtual sequence w, , that is given

by
Win =Y —twi .Vt h, (5.1)
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where S, is the set of devices selected to participate in round ¢, and D; = >_._ D is the total

1€St
mini-batch size of the selected devices in one local iteration. Note that W, j, is not accessible
when the participating devices have not completed H local iterations (i.e., h < H), and w; =

Wi H.

Theorem 5.1 Suppose F is L-smooth and p-strongly convex, and |V E, (w,)||> < B2 and
E||Vfi(w, &) = VF; (w,)||° < 02 Vi,t. Suppose that the step size n < 5. Then the

training loss for the case of IID data is bounded above by:
* L TH * (|2
E[F(wr) = F(w?)] < S (L= pn) " wo — w|["+

I T H - 252 72lS (5.2)
EZZ ((1 — ) T =R (nDt + ALy (H — 1)2(—l|)tt| + B2))> .
t=1 h=1

Note that the assumption of bounded gradient E |V F} (w,)||> < B? is common in con-

vergence analyses for FL [14, 15]. The detailed proofs for theorems are given in the Appendix.

Remark 5.1 Theorem 5.1 shows that the training loss bound consists of two terms. The first
term decreases geometrically with the total number of local iterations 7'H, and is due to that
SGD in expectation makes progress towards the optimal solution. The second term of the bound
is caused by the randomness of data sampling in SGD for computing local updates, which
depends on the total mini-batch size D, of participating devices in each round ¢. Observe that
a larger total mini-batch size D; reduces the training loss. Also note that as there are multiple
local iterations and only one update aggregation in a round, the randomness of data sampling
accumulates over the local iterations. This implies that reducing the local iteration number

(which is equivalent to increasing the communication frequency) can improve the training loss.

Remark 5.2 In the second term in (5.2), "—i is the upper bound of the variance of the (virtual)
global model update w; ;, which is determined by the variances of participating devices’ local

t—1)H—h, 2

model updates. Thus the coefficient (1 — pn)?H—( n* of the variance bound g—i of the

global update quantifies the impact of mini-batch sizes on the training loss. Note that this
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coefficient increases with the round index ¢ as 1 — un < 1. Therefore, the mini-batch sizes in a
later round have a larger impact on the training loss (the second term in (5.2)) than in an earlier
round. This observation has an important implication: Given a total number of mini-batch sizes
of all participating devices over all rounds Zthl Dy, an increasing total mini-batch size D, over

rounds results in a lower training loss than a constant or decreasing total mini-batch size.

Remark 5.3 Compared to the case where devices perform a single local iteration in each
round [108], the result given in Theorem 5.1 includes an additional term which is the accu-
mulative error due to multiple local iterations. First note that when devices perform a single
local iteration per round (i.e., H = 1), the training loss bound given in Theorem 5.1 is the same
as in Theorem 1 in [108]. When devices perform multiple local iterations per round, the ad-
ditional error compared to the previous case (the last term in (5.2)) increases with the number
of rounds 7. This is because, in the single iteration case, a device ¢ updates its local model
in each round based on the global model obtained from aggregating all participating devices’
local models in the previous round (whose variance is determined by the total mini-batch size
D;). However, when a device performs H number of local iterations, there are H — 1 times
when it updates its local model based on its local model only (whose variance is determined
by the mini-batch size Di which is less than D;). Thus, with less communications, FLL with

multiple local iterations suffers a larger training loss due to more randomness of local updates.

5.4.2 The Case of Non-1ID Data

In many practical situations, devices’ local data is non-1ID due to various reasons (e.g., location,
device, user behavior, etc). Note that in the case when devices have non-IID data, we have
E[F;(w*)] # E[Fi(w})], Vi € N, where w* and w; are the models that minimize the loss
function when using all devices’ data and only device ¢’s data, respectively. Furthermore, it
has been proved that when devices perform different total numbers of local iterations, the final
global model is inconsistent with the solution to the FL problem, i.e., the aggregated model
is biased. One way to solve this problem is selecting devices randomly and re-weight devices

according to their participating probabilities. In this subsection, we study the training loss
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bounds for the non-1ID data case when each device participates with a probability a! (0 < ai <
1) in each round ¢.

First, we give the adjusted aggregation weight that ensures unbiased model aggregation.

Lemma 5.1 When each device participates with a probability a!, the aggregated model is un-

biased, i.e., E's,[w;] = Wy, if the server updates the global model as
pz i
W, = Wy + Z - Wi1), (5.3)
zGSt

where p;, Vi € N, is the original aggregation weight, and w; is the global model with full

device participation in round t.
The next result presents training loss bounds for the non-1ID data case.

Theorem 5.2 Suppose F'is L-smooth and yu-strongly convex, and E ||V f; (Wt, €)= VF; (wy)|° <
2 and E |V f; (wy,&)||> < €2, Vi, t. Suppose that the step size 77 < --. Then the training

loss for the case of non-IID data is bounded above by

E[F(wr) — F(w)]

L L T H
(1 — TH _ 1 . TH—(t—l)H—h
<5 (1= pm) [wo — w*||* + 5 ;; () (5.4)
2 ol — at 2
sz—+pz6Ldi+2( 1)2C?) + pt——-tC
ieN ay

where D! is device i’s mini-batch size if she is selected to participate in round ¢, and d; =

E[F;(w*)] — E[F;(w7)] quantifies the heterogeneity degree of the data held by device i [15].

Remark 5.4 Theorem 5.2 shows that, similar to the case of IID data, the training loss for the
case of non-1IID data is also affected by mini-batch sizes (as shown in the second term in (5.4)),
and the training loss reduces when the mini-batch sizes increase (due to that the variances of

)THf(tfl)Hfh of a

local stochastic gradients decrease). Also note that as the coefficient (1 — un

2
local model’s variance Z increases with the round index ¢, the mini-batch size in a later round

DZ
has a larger impact on the training loss than in an earlier round, similar to the observation in

the IID data case.

116



Compared to the IID data case, one key difference of the result here is that it depends not
merely on the total mini-batch size of devices in a round, but on each device’s individual mini-
batch size in the round, as well as devices’ local datasets’ weights {p; }, participation probability
{ai}, and the degrees of heterogeneity {d;}. We observe that, to ensure the convergence of un-
biased FL model, each device should have a participation probability larger than 0. Otherwise,
the training loss bound tends to infinity even with large number of rounds 7'. Furthermore,

YPH=(=DH=h jncreases

similar to the observation on mini-batch sizes, as the coefficient (1 — un
with the round index ¢, the participation probabilities in a later round has a larger impact on the
training loss. This observation has an important implication: Given a devices expected total
participating rounds Zthl al, Vi € N, an increasing participation probability a! over rounds
results in a lower training loss than a constant or decreasing participation probability.

From the definition of d;, we can see that for the case of IID data, the degree of hetero-
geneity of each device’s data is 0. In the case of non-1ID data, as devices’ data are not drawn
from the same distribution, we have E[F;(w*)] # E[F;(w})], Vi € N, and d; # 0. Due to the
non-zero d;, the second term in (5.4) does not converge to 0 as the mini-batch sizes increase.

2
Moreover, as the coefficients of a local model’s variance Z— is p;, the mini-batch size of a device
t

with a higher weight p; has a larger impact on the training loss than with a lower weight p,.

5.5 Cost-Effective Channel-Aware Adaptive device Selection and Mini-Batch Size Design

In the previous section, we study the impacts of devices’ mini-batch sizes used to compute local
model updates on the training loss in various settings, by characterizing training loss bounds
as a function of mini-batch sizes. In this section, we study how to select participating devices
and their mini-batch sizes in each round to minimize the training loss bound, while taking into
account devices’ communication and computation costs. Note that we consider continuous-
valued mini-batch sizes D§ in our theoretical analysis, which can be converted back to the

nearest integer values when used in practice.
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We aim to minimize the system cost which consists of the FL training loss and devices’

total communication and computation cost. The optimization problem can be formulated as

T
wmin Y E[F(wr) = F(w")] + (1 =) Y > (He, Di +¢,),
’ t=1 i€S; (5.5)

s.t. D! < D% Vi, t,

where S = {S1, -+, 57} consists of the sets of participating devices in all rounds, D =
{Di|Vi € S;,Vt} is the set of mini-batch sizes of participating devices in all rounds, ¢}, is
device 7’s unit computation cost in round ¢, cin’t 1s the communication cost of device 7 in round ¢,
D! is the mini-batch size for one local iteration that is assigned to device 7 in round 2, v € (0, 1]
is the weight that balances the training loss and the cost, and D% is the maximum mini-batch
size that device ¢ can compute in one local iteration. Note that problem (5.5) involves multi-
objective optimization of learning accuracy and learning cost: By controlling the weight ~,
any Pareto-optimal solution of these two objectives can be reached by solving problem (5.5). A
variant formulation of problem (5.5) is a constrained optimization problem, where the objective
function is the training loss bound while devices’ total communication and computation cost is
subject to a constraint (or vice versa). The solution of this variant problem can be derived from

that of problem (5.5).

5.5.1 The Case of IID Data

We first focus on problem (5.5) for the case of IID data, aiming to minimize the training loss
upper bound given by (5.2), plus the communication and computation costs in (5.5). Since
the first term of the bound is not related to devices’ mini-batch sizes Dz, it suffices to find the

mini-batch sizes that minimize the second term. Thus, we can rewrite (5.5) as

ZRecall that we assume that the mini-batch size D for a local iteration of device i in round ¢ does not change
over the H local iterations, but can change over communication rounds.
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s.t. D} < D%, Vi, t.
(5.6)

We can see that the problem can be decomposed into the minimization problems in each
round. Thus, we aim to find the optimal S; and D, for a single round ¢. Moreover, since each
minimization problem in a round is a mixed integer programming problem, we decompose it
using the concept of generalized Benders decomposition. The problem is decomposed into
two subproblems, namely mini-batch size design and device selection. First, given the selected
device set in round ¢, the mini-batch size design problem is solved. Further, based on the
optimal mini-batch size design, we solve the device selection problem.

The Case of Single Local Iteration (H = 1).

To obtain some useful insights, we first study the case where devices perform a single
local iteration in each round. In this case, the error caused by multiple local iterations does not
exist. The results for this setting will serve as the basis for the case of multiple local iterations.

Optimal Mini-Batch Size. Given the selected device set, the optimal mini-batch sizes can
be obtained as follows. Given the selected device set, the total communication cost is the sum
of the communication costs of selected devices, and can be seen as a constant. With the same
mini-batch size, a device with a lower computation cost contributes more than with a higher
computation cost. Hence, the optimal mini-batch sizes are determined in the ascending order
of devices’ computation costs until the minimum value of 7; is reached. It can be shown that
Jh is a convex function of D! when other devices’ mini-batch sizes are given. The following

result characterizes devices’ optimal mini-batch sizes.

Proposition 5.1 Let devices in S; be ordered as ¢, < ¢, < -+ < 5]

, < < Cpy - Then the opti-

mal mini-batch sizes of devices are determined iteratively in this order, where the 7th device’s
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optimal mini-batch size is given by

i—1
" 4 I "
DI*(S,) = min{ D, max{no ke S Di% 03, (5.7)
j=1

2(1 - 7)0;),15 - :

where w; = (1 — pn)T 1.

Note that the optimal mini-batch size is a function of the Lipschitz constant L of the loss
function, which can be estimated given the specific loss function. Proposition 5.1 shows that
a device’s optimal mini-batch size is larger in a later round. This is because the coefficient
w; in the training loss bound increases with the round index ¢. As a result, the optimal total
mini-batch size in a round also increases with the round index.

Device Selection. With the optimal mini-batch size design, the device selection problem

in round ¢ can be rewritten as

) . L 2 2
min (50 Di(5) = (5 )

2 ZiESt Dy (54) -7 Z(C;vtDz (5t) + C:n,t)' (5.8)

1€ St

To obtain some useful insights, we first study the optimal device selection when devices
have homogeneous computation capabilities (i.e., the same computation unit cost ¢, and max-
imum mini-batch size Dp). In this case, it follows from Proposition 5.1 that the optimal mini-
batch sizes are given by D:"(S;) = min{Dp, max{no, / Q(fjﬁ:;cp —(i—1)Dp,0}},Vi. We can

see that device selection does not affect the training loss and the total computation cost but only

the total communication cost. Thus, the optimal device selection in round ¢ is given as follows.

Proposition 5.2 For the case of homogeneous computation capabilities, the optimal device

selection algorithm selects devices in the increasing order of their communication costs (i.e.,

1

Cm,t

< an,t < ---cfX,t), with each selected device’s mini-batch size set to be as much as

possible (up to the maximum mini-batch size Dpg), until the total mini-batch size of selected

devices reaches the optimal level no, / 2(1Lj—°;§cp

Based on the result above, we can see that the optimal set of selected devices for problem
(5.8) increases with the round number ¢. Therefore, in a later round of the FL algorithm, it is

optimal to not only use larger mini-batch sizes, but also to select more devices.
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Next we consider the general case where devices have heterogeneous computation unit
costs and maximum mini-batch sizes. First note that problem (5.8) can be cast as the maxi-
mization problem of —7,(S;, Df(S;)). Then we have the following property of the problem,

of which the proof is given in the appendix.
Lemma 5.2 —7,(S;, D;(S;)) is a negative non-monotone submodular function.

Note that it is difficult to solve a negative non-monotone submodular maximization prob-
lem with performance guarantee (e.g., with an approximation ratio). To overcome this chal-
lenge, we transform the above problem into a non-negative non-monotone submodular maxi-
mization problem.

First, we find the maximum value of 7, (S, D;(S;)). From the optimal mini-batch size
design, we can see that there exists some device j, such that for any device j' € S; that has

Cj/

p7t

> c

51> We have D{l*(St) = 0. The objective function J; decreases as devices’ optimal

mini-batch sizes are determined iteratively according to Proposition 5.1 until device j, and does
not change when the optimal mini-batch sizes of devices after j are determined. Therefore,
given a selected device set S;, J; is maximized when only one device’s mini-batch size is
non-zero. Thus, for any S C N, the maximum value of 7, is given by

,yLn20_2

jl,max = 9

+ (1 - /Y) (Cp,maxDB,max + Ncm,max)a

where ¢ max = max{c} |V, t}, Dpmax = max{Dp|Vi}, and cpmax = max{c}, ,|Vi, t}.
Based on the maximum value of 7,(S;, D;(S;)), we define a new function G(S;) and

rewrite the device selection problem in round ¢ as

—J1(St, Dy (St)) + Timax, ifSe #0

max G(S;) £
S 0, if S, = 0.

Note that in each round ¢ of the FL algorithm, at least one device is selected (i.e., |.S;| > 0)
with a positive mini-batch size (i.e., D; > 0). This is because when S; = (), the global model
is not updated so that round ¢ should not be counted as a round of the FL algorithm. Thus, we

can define that G(0) £ (). We can see that the above two problems are equivalent since Ji max
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Algorithm 7: Device selection for the case of IID data and single local iteration per
round

1 Xo <« 0,Yy < N;
2 fori=1,2,--- ,Ndo
ai < G (Xiot U{i}) — G (Xi);
bi = G (Yiea \ {i}) = G (Yi1)s
ifai > bz then
Xi = X Ui}, Y < Yy
else
L X X1, Y, < Y, 1\ {i};

®w N A W

9 St <— XN;
10 return S;.

is a constant. Next, we focus on finding the solution that maximizes G(.S;). From Lemma 5.2,
it follows directly that G(S;) is a non-negative non-monotone submodular function.

Next, we can apply the DeterministicUSM Algorithm [109] to solve the device selection
problem, which is given in Algorithm 7. The approximation ratio of DeterministicUSM is

given by the following lemma.

Lemma 5.3 [109] Algorithm DeterministicUSM is a %-approximation algorithm for maximiz-

ing function G(S;).

Given the result above, we then show the approximation ratio of Algorithm 7 for our
problem, under the optimal mini-batch size design given in Proposition 5.1. The proof of the

following result is given in the appendix.

Theorem 5.3 Under the optimal mini-batch size design, with the device selection given by

Algorithm 1, the system loss is bounded above by

T
S (S Di(5(1) < SOPT +0(T) 59
t=1

where OPT is the system loss of the optimal device and mini-batch size selection.

The Case of Multiple Local Iteration (H > 1).
Following the results for the case of single local iteration per round, we first study devices’

optimal mini-batch size in each round. It can be shown that .7; is a convex function of Di when
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Algorithm 8: Device selection for the case of IID data and multiple local iterations
per round

1 u < arg, min 1 ({6}, D; ({i});
2 k< 1,Xy «+ {ulYy < N;
3 for k < N do
i' < arg, min My (Xx_1,17);
if M1<Xk,1,i,) < 0 then
Xk — Xk,1 U {Z/},Yk — Yk,1 \ {i,};
k+ k+1;
else
L Break for;

o X N & U e

10 S, + Xi_1;
11 return S,.

other devices’ mini-batch size are given. Devices’ optimal mini-batch size for the case of

multiple local iterations can be given as follows.

Proposition 5.3 Let devices in S; be ordered as c , < c <o < c'Stl. Then the devices’
optimal mini-batch sizes are determined iteratively in this order, where the ¢th device’s optimal

mini-batch size for one local iteration is given by

% . L 1 AL _1 i1
Dy (St):min{D’B,max{()?ng\/ voy (14 4Ln(H — 1)2|S;]) ZDJ }

2(1 =7)q,

where ¢, = 30 (1 — ) DA
h=1

Similar to Proposition 5.1, Proposition 5.3 implies that a device’s optimal mini-batch size is
larger in a later round. We can also show that a device’s optimal mini-batch size increases
as the number of local iterations [ increases. This is because a local update’s quality can be
improved by using a larger mini-batch size, and thus reduce the error caused by performing
multiple local iterations.

Since we aim to find the selected device set S; for a single round ¢, for ease of expression,

we omit the subscript ¢ in the device selection algorithm. Given the optimal mini-batch size

design in Proposition 5.3, we select devices greedily according to their marginal contribution
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which is defined by
My(S,1) = Ju(S U{i}, DE(S U{i})) — Ji(S, Di(S)), (5.10)

where S is the selected device set. The detailed device selection algorithm in each round is
given in Algorithm 8. It can be shown that the objective function given the optimal mini-batch
size is not a submodular function. Therefore, it is in general difficult to find an approximation

ratio for Algorithm 8.

5.5.2 The Case of Non-IID Data

Next we study the optimal device selection and mini-batch size design when devices’ data
are non-IID. Since devices are selected randomly in non-IID case, we aim to find the optimal
participation probability {a’}, Vi, t, instead of the deterministic device selection, and minimize
the expected system cost. According to the training loss upper bound given in (5.4), the problem

can be formulated as

mm ZE [J2(St, Dy)]

_Z (L’W (Z (1 — puy) T t+DH=h
h=1

2 51—
Z(pfg—’-Jerz( —1)?C* + 6Lpid; + p; atC2)> -11)
. D
1EN
(1 -2 S di(He, D) +c;,t>) |
iEN

s.t. D! < D% Vi, t,

where a = {a|Vi, t}.

We first solve the optimal mini-batch size D given devices’ participation probability a,
then determine the devices’ optimal participation probability a. It can be shown that the ob-
jective function above is a convex function of D} given devices’ participation probability. By
utilizing the first order condition, the following result characterizes a device’s optimal mini-

batch size in a round.

124



Proposition 5.4 Given devices’ participation probability a, the optimal mini-batch size for

device ¢ in round ¢ is given by

Di*(a) = min{Di,, Umpi\/ i 77;22 T (5.12)
t Dt

Remark 5.5 Proposition 5.4 shows that, similar to the case of IID data, a device’s optimal
mini-batch size increases with the round index ¢. Furthermore, the optimal mini-batch size
increases as the device’s participation probability a! in the round decreases. This means that,
when a device participates with a small probability a!, she should be allocated a larger mini-
batch size to remedy for the bias caused when she does not participate, so as to ensure that the

final global model is unbiased.

Given the optimal mini-batch size design in Proposition 5.4, we substitute D! (a) into the

object function E[J>(S:, D;)]. Then, we can rewrite the problem as

main Z E[J>(Sy, {Di*(a)})]

t=1
1 i i
= Z Z 5]91'7701' \/Qat[fﬁbt”y(l - ’Y)Hcp,t
t=1 ieN
11-a -
+Lyn’ ¢y <§7atp?02 +2pi(H — 1)°C* + 3Lpidi> +(1- ’Y)afecin,t) :
¢

We can show that the above problem is convex in a!, Vi, t. Thus, the optimal participating

probability a!” is unique and can be obtained based on the first order condition.

Proposition 5.5 The optimal participating probability a¢" of device 7 in round ¢ satisfies

%2 i i*é i
2a; (1 —75)cp,, +ap *pmno; \/2Lq§t7(1 —)Hc,,, — Lyn*¢,piC* = 0.

Although the optimal participating probability’s closed form is complicated, we can get

some useful insights from the above equation.
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Figure 5.1: Experimental testbed of wireless federated learning consisting of a laptop as the
server connected with two smartphones as devices via a WiFi router.
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Figure 5.2: Impact of the mini-batch size on the training loss.(Simulation)

Remark 5.6 From Proposition 5.5 and 5.4, we can see that when a device has larger com-
putation or communication costs, her optimal participating probability a!” is smaller, and her
optimal mini-batch size D" is larger. This result is intuitive, since a smaller ai" can reduce the
computation and communication costs, and a larger D?" can reduce the training loss. We also

observe that ai* # 0, Vi, t, which ensures that the FL. model is unbiased.

5.6 Performance Evaluation

In this section, we conduct both simulations and testbed-based experiments to validate the theo-
retical findings and evaluate the proposed quality-aware adaptive algorithms. We first describe
the simulation and experiment setups, and then we present the evaluation results and their anal-

yses.
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Figure 5.3: Impact of the mini-batch size on the training loss.(Experiment)

o
®

o
o

1
EN

—D(t)=0.09¢f

Test Accuracy

0.2

20 40 60 80 100
Number of rounds

Figure 5.4: Impact of the mini-batch size on the test accuracy.(Experiment)
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Figure 5.5: Impact of the number of local iterations on the training loss.(Simulation)
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Figure 5.6: Impact of the number of local iterations on the training loss.(Experiment)
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Figure 5.7: Impact of the number of local iterations on the test accuracy.(Experiment)
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Figure 5.8: Impact of the degree of non-IID of data on the training loss.(Simulation)
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Figure 5.9: Impact of non-IID data on the training loss.(Experiment)
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Figure 5.10: Impact of non-1ID data on the test accuracy.(Experiment)
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Figure 5.11: Channel-aware adaptive algorithm. (Homogeneous c,)
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Figure 5.12: Channel-aware adaptive algorithm. (Heterogeneous c, and single local iteration
H=1)
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Figure 5.13: Channel-aware adaptive algorithm. (Heterogeneous c, and multiple local itera-
tions H = 2)
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5.6.1 Evaluation Setup

Platforms. We build a testbed of wireless FL in edge networks consisting of a laptop as as the
FL server connected with two smartphones as devices (as illustrated in Fig. 5.1). The server
and devices are connected via a wireless router based on WiFi. During the experiments, the
wireless router is placed 4.2 meters away from all devices. For simulations, we also implement
a simulated system consisting of a virtual server and a number of virtual devices.

Datasets and Models. We use a real dataset for experiments on the wireless FL testbed
and synthetic datasets for simulations on Matlab. For real data experiments, we use the widely
used MNIST dataset [110] which contains 60000 pictures as training data, and 10000 pictures
as test data. Each training element is a 28%28 pixel handwritten digit picture which represents
numbers from 0 to 9. For synthetic data simulations, we generate 10000 data samples according

T

to the linear model, i.e., y = w" x, and use the mean square error function as the loss function,

ie., f(w,&) = 3lly — w'x||?, where £ = (x, y) is a data sample.

5.6.2 Evaluation Results

Impact of Mini-Batch Size Distribution. We compare the training loss while using time-
invariant, descending and ascending mini-batch sizes to update the global model over rounds
when devices perform single local iteration. The average mini-batch size over all rounds are
the same for above three distributions to achieve fair comparison. We conduct simulations for
50 global rounds, with the mean of mini-batch size over all rounds as 25. For the experiment,
we divide 2000 data samples (randomly sampled from 60000 data samples) among 2 smart
phones in a non-1ID fashion with each device containing a balanced number of 1000 samples
of 2 digits labels. We use time-invariant, descending and ascending mini-batch sizes to update
the global model over rounds with the mean of the mini-batch size over all rounds as 300.

Fig. 5.2 and Fig. 5.3 show that although the average mini-batch sizes over time of three
distributions are the same, different distributions of the mini-batch size result in different train-
ing loss at the end of training for both cases of IID data and non-IID data. The case of ascend-

ing mini-batch size has the worst learning accuracy in beginning rounds and results in the best
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learning accuracy in ending rounds. We can see that in Fig. 5.2, the training loss while using
time-invariant and descending mini-batch sizes are similar to each other. This is because that
the training model used in the simulation is simple, and the training performance can be good
by using just a few data samples to update the model in one round. From Fig. 5.4, we observe
that the model accuracies for three distributions also show the expected result. With the same
mean of mini-batch size, the setting of ascending mini-batch size achieves the highest model
accuracy in ending rounds. This conforms the result from Theorem 5.1 that the update in a later
round has a larger impact on the learning accuracy. The results in the experiment also show
that, for real applications, the ascending mini-batch size should be used to improve the learning
accuracy.

Impact of the Number of Local Iterations. We compare the training loss while devices
perform uniform numbers of multiple local iterations (H € {1,2,3,4}). For the simulation,
we simulate for 50 local iterations in total, with the mini-batch size in each local iteration set
as 25. For the experiment, we divide 2000 data samples (randomly sampled from 60000 data
samples) among 2 smartphones in a non-IID fashion with each device holds 1000 samples of 2
digits labels.

From Fig. 5.5 and Fig. 5.6, we can see that when devices perform single local iteration
(H = 1), the system suffers the lowest training loss. The training loss increases as the number
of local iterations increases. Fig. 5.7 shows the test accuracy for different number of local
iterations. The result shows that the test accuracy when devices perform single local iteration
is always the highest. From the figures we can see that the experiment results are consistent
with the result given in Theorem 5.1. FL suffers a larger error caused by the randomness of
data with less communication rounds.

Impact of Non-IID Datasets. We evaluate the impact of the degree of non-1ID data on
the training loss while devices perform single local iteration. For the simulation, we use three
kinds of set ups for devices’ datasets. The first set up is that devices’ data follows IID (i.e.,
d; = 0). The second set up is that devices’ data is unbalanced (non-IID), which contains two

kinds of datasets and their heterogeneity degrees are set as d; = dy = 1. The third set up is
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also unbalanced, which contains two kinds of datasets with higher heterogeneity degrees that
are setas d; = dy = 4.

For the experiment, we use four kinds of set ups for devices’ datasets which are set as
follows: 1) we divide 3000 data samples in an IID fashion where each device holds a balanced
number of 1500 data samples of 10 digits labels (which means either smart phone holds 150
data samples for each label); 2) we divide 3000 data samples (randomly sampled from 60000
data samples) among 2 smart phones in a non-IID fashion with each device holding 1500 data
samples of 5 digits labels (which means for each label, either smart phone holds 300 data
samples); 3) we set two edge devices hold the same amount of data samples in a non-1ID fashion
with one device holds data samples of 5 digit labels and another device holds data samples of
4 digit labels, respectively; 4) we set one device holds 2000 data samples and another device
holds 200 data samples, respectively, in a non-IID fashion with each device holds data samples
of 5 digit labels.

From Fig. 5.8, we can see that the case of IID data always has the lowest training loss,
and for the two settings with non-IID datasets, the greater the degree of non-IID, the higher
the training loss that FL suffers, which conforms to the result given in Theorem 5.2. From
Fig. 5.9 and Fig 5.10, we can see that the case of IID data always has the lowest training loss
and the highest test accuracy. In the cases of non-IID data, the case that devices’ data samples
and labels are balanced has the best training loss and test accuracy, and the case that devices’
data samples are unbalanced has the worst training loss and test accuracy. This implies that the
degree of heterogeneous is higher when both devices’ data and labels are unbalanced compared
to that when only devices’ labels are unbalanced.

Cost-Effective Channel-Aware Adaptive Algorithm. We also evaluate the cost-effective
channel-aware adaptive device selection and mini-batch size design algorithms proposed in
Section 5.5 for the case of 1ID data.

We first evaluate the case where devices perform single local iteration and have homoge-
neous computation capabilities. We compare the system loss of 4 device selection and mini-

batch size designs with the same average mini-batch sizes over time: 1) the optimal device
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selection (Proposition 5.2) and mini-batch size design (Proposition 6.4); 2) random device se-
lection and the optimal mini-batch size design (Proposition 6.4); 3) the optimal device selection
(Proposition 5.2) and linearly increasing mini-batch size; 4) random device selection and lin-
early increasing mini-batch size. We observe from Fig. 5.11 that the proposed channel-aware
adaptive algorithm results in the lowest system loss, which confirms the effectiveness of the
proposed algorithm.

Then, we evaluate the case where devices perform single local iteration and have het-
erogeneous computation capabilities. We compare the system loss of 4 device selection and
mini-batch size designs with the same average mini-batch sizes over time: 1) the device se-
lection given by Algorithm 1 and optimal mini-batch size design (Proposition 6.4); 2) random
device selection and the optimal mini-batch size design (Proposition 6.4); 3) the heuristic de-
vice selection where devices are selected according to their marginal contribution (Algorithm
2 with H = 1) to the system loss and the optimal mini-batch size design (Proposition 6.4); 4)
greedy device selection where devices with the lowest communication cost are selected and lin-
early increasing mini-batch size. From Fig. 5.12, we observe that the proposed channel-aware
adaptive algorithm and the heuristic device selection algorithm result in the lowest system loss.
The result confirms the effectiveness of the proposed algorithm. Besides, we can see that al-
though the approximation ratio of the heuristic algorithm is hard to find, it can achieve the same
performance as the proposed channel-aware adaptive algorithm under some conditions.

Last, we evaluate the case where devices perform multiple local iterations (H = 2) and
have heterogeneous computation capabilities. We compare the system loss of the last 3 device
selection and mini-batch size designs for the case where devices perform single local iterations.
From Fig. 5.13, we can see that the proposed channel-aware adaptive algorithm results in the

lowest system loss, which confirms the effectiveness of the proposed algorithm.

5.7 Conclusion

In this chapter, we study performance bounds on the learning accuracy of FL as a function of
devices’ mini-batch sizes in each local iteration. The results show that the impact of devices’

quality increases with the learning process. We also develop cost-effective dynamic distributed
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learning algorithms which optimize the learning accuracy by adaptively selecting devices and
their mini-batch sizes. Simulations based on both synthetic data and real data are demonstrated

to evaluate the proposed algorithms.

5.8 Appendix

5.8.1 Proof of Theorem 5.1

From (5.1), We have

Wi — w*® (5.13)
= | Werr—1 — W = nger—1 — NGea-1 + nGe1’ (5.14)
= [Wem1 = nGea—1 = W+ InGem 1 = ngeu |’ (5.15)
A As
+ 2(Weg—1 — W = NGeH-1, NGt H-1 — ngt,Hflz- (5.16)
As

Note that E[A3] = 0. We next focus on bounding A;. Since F' is L-smooth and p-strongly

convex, we have

Ay = |[Wig — W+ 772‘(7152,1&171 — 2 (W1 — W, Gr—1)

_ _ DiH _ i
= lWim1— W*HQ + 772921{71 - 2772 DiH <Wt,H71 — w*,gi,m&
€St ’

< Wit = w|* + 20°L (F (Wi 1) — F (W)

D: , , 4

N 27725 DZZ <V_Vt7H*1 - W;H—l + W;,H—1 - w, F_];,H—1>v

1€S5t ’

= * (12 D;H _ i 2
< o1 =+ 208 3 D s =

iESE ’
+ ”ZS D; i =3 ( (Wt,H—l) — F(w )) D) HWI‘/,H,1 - W .
1€St ’
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Next, we bound

; 2
. 2
E Wi = W]
—F { = 2
= Hwt,H—l — w1 — (W1 — Wt,l)H

; 2
SE|[Whn-1 = wia

H-1
=’E| Y ginl’
h=1

H-1
£l Z(gi,h —g) >+ Bl Y genll®

h=1 h=1
H-1 H-1
zEn<gz,h—gt,h>uz+zEngmuz]
h=1 h=1

o?
<2(H - 1)"n*(+;
D;

(5.17)

<2n?

- 1)n?

+ B?),

where the last inequality follows from the definition of a user’s quality.
For < ;7 and by the convexity of a (F(w) — F(w*)) + b||w — w*||* for a,b > 0, we

have

B ||[Wr g —w*|

< (1= ) [Wrr1 = w|* = L (F (Wru 1) = F (w*))

2
2 .2 %
o Dy i 2
+ — +2nL 1= Wy
Dy n zGZST Dy T.H 1H
3 o’ Dy
1-— w - W + +4L + —0B
<( 1) ([ Wr,p—1 || Ui Z DTH Drnt )
1€ST
T H
e R e e N S (€ )
t=1 h=1

( 32 U ngQ))>
1€St t
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Thus we have

H
L L
< 5(1 _Iun)THHWO _W*H2 2 § :2 : THf(tfl)Hfh
t=1 h=1
2 2 2
o 3 2,015 2
ALn>(H = 1)(——+ B .
( -+ AL (H - 120+ B

5.8.2 Proof of Lemma 5.1

By taking expectation over the selected device set S;, we have

ESt [Wt] =Wi_1 + ESt

Z 1{i € St} (WtH Wt_l)]

ieN ay
ipl i
=Wi1 + E ay—(Wy g — Wi1)
ieN ot

where 1{-} is a indicator function.

5.8.3 Proof of Theorem 5.2

First, we bound ||w;, — w* H2 as in (5.16), then we bound the terms A;, As, and A therein. For

A;, we have

Ay = W1 — w| +Z72H§t,H_1||i—?” (Wirr—1 = W', gorr—1) . (5.18)
B, Ba

By the convexity of ||-||* and the L-smoothness of F}, we have

By = 772||§t,H—1||2 < Zpi ng,H—IHQ
ieN

< 2Ln? sz WtH 1) — Fi(wy)).
ieEN

(5.19)
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Next we bound B,, we have

By = —2n(Wy g1 —W", Gy m1)
= -2 Zpi(wt,H—l —-w, gti,H—1>
ieN

= —2n ZPKWt,Hfl - Wi,pr gZ,H71>
ieN

—2n Zpi<W§,H—1 w, ng 1)
ieN

We use Cauchy-Schwarz inequality and AM-GM inequality to bound the first term:

) . 1 ) )
— (et = Wi, Qo) < [t — wi g ||+ 0] (5.20)

Then we use the p-strong convexity of F; to bound the second term:

— (Wi =W Gia) € = (B (Wig) = B(w9) = S wip —w|*. 62D
Substituting (5.19), (5.20), and (5.21) into (7.13), we have
Ay < [Wego1 — WP + 200 Y pi(Fi(wi_y) — Fi(w)))
ieN
+ Zpi <HV_Vt,H71 — Wi,HleQ +7° ||gt',H71H2>
1EN
— 2 sz ( (Wi 1) — Fi(w™) + g [Wipy —w" 2)
1eEN
< (1 - un) ||Wt7H—1 - W*H2 + sz' HV_Vt,H—l - Wi,H—lHQ
ieN
AL pi Fi(w) o) D) =20 pi (Fi(wigy) — F(w)),
ieN ieN
1
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in which C can be bounded as

Cy =4L? Y pi(Fi(w*) — Fi(w})) = 2n(1 = 2Ln) Y pi(Fi(W yr_y) — Fi(w"))

iEN 1EN
<AL Y " pidi = 2n(1 = 2Ln) > pi(Fi(w} 4 _,) — Fi(w")).
ieN 3€N J
D

Next, we bound D.

D =Y pi(Fi(Wig ) — F(Wen) + Fi(Weno1) — F(w"))
'LGN

>ZNpl (VE(Wim-1), W gy — Wi +Zsz W(Wemo1) — Fi(w"))
1€, 1€

z——zpz(nnvmw 1>||+—\\th1 thlu)+zpz (W) — Fi(w?)

ieN ieN

1 .
> — sz (UL i(Wer—1 — Fi(w))) + % szlf,H—l - V_Vt,H—1H2)
iEN

+sz WtH 1 FZ(W*))
iEN

Then we can bound C] as

Cy <4Ln® Y pidi — 2n(1 — 2Ln) ( > pi

iEN ieEN

1 .
(WL (Fy(Weg—1 — Fy(w])) + % HWZ,HA — V_Vt,H1H2) sz i(Wi 1) FZ(W*)))

ieN

<4Lp® Y pid; — 2n(1 — 2Ln) < > pi((L = 1) (Fi(We 1) — Fi(w"))
ieN ieN

1 )
_77[/dZ + % ||W115,H—1 — Wt,H—1||2>)

=2n(1 —2Ln)(nL — 1) sz (W g1 — Fi(wy))
ieN

+ (AL + 2L (1 = 2Ln)) > pidi + (1= 2Ln) > pi | Wiy — W |
ieEN ieN

<6Ln* Zpidi + Zpi ||W§,H—1 - V_Vt,Hfln2 .
1EN iEN
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Thus we can further bound A4; as

E[A]
‘ (5.22)
_ . ; _ 2
<(1 —un) |Weg—1 —w*||* + 6L’ sz‘dz’ + sz' Hwt,H—l - Wt,H—lH
ieN ieN
Next we bound A,. Let g, , denote ), \ (W}, — W}, ;). We have
Ao =0 |Gerr—1 — Guir—1 + Gr—1 — gt,H71||2
(5.23)
=0 NGei1 = Geral” + 07 NGrm1 — gl
where the second equality comes from Lemma 5.1.
From the definition of the quality of a device, we have
2 . 2 2 207
PE Ges-r = Gl <0° Y _pi . (5.24)
; t
1EN
We also have
2
Di
Es, |Ge.a-1— 9o 1H = Ls, szgtH 1 Z 9t H-1
iEN i€St t
2
Pi ; i bi i
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Note that E[A3] = 0. Combining (5.16), (7.19), (7.14), and (7.20), we have

E |[Wr,n — w|*
2

D’L

< (1= pn)E |[Wrp—y —w*|* +1n sz
ieN

1—d
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iEN !

T H
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Thus we have

. L
ElF(wr) — F(w")] < 5(1—un)THE||wO—w I+
77 ZZ TH (t—-1)H— hz 2 z 1 6Lpyd; + 2 ( _1>202+ 21_at02>
o — um) ~ "D Pi Pi pi—ai
t=1 h=1 1€

5.8.4 Proof of Lemma 5.2

First, we have that — 7, (S, D; (S;)) is a non-monotone function, since its first term increases
with |S;| and its second term decreases with |.Sy|.

Next, we prove that —7,(S;, D;(S;)) is a submodular function. For ease of expression,
we write —71 (S, Df(S:)) as —J1(.S;) in the following proof.

We can see that a user’s optimal data sampling size has three possible values which are 0,

no4\/ a0 LW’ ZZ ! DZ* and DY%. From Theorem 6.4, we know that for any selected user

set S; C 52,

D> D(S1) <> Dy(Ss). (5.26)

1€851 1€S2
We also know that after reordering users, the optimal data sampling size of user j' is
always no greater than that of user j for any j/ > j. Thus we have, for any selected user set

S1 C Sy and any user x € S,, there are four possible combinations of Dy*(S; U {z}) and

Dy (S U{x}):
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1) Di*(S1U{z}) = Dy (S; U {x});
2) D#*(S, U{z}) = D% and D#*(S, U {r}) _m\/T S D ():

3) D¥*(S, U {a}) = D% and D¥*(S, U {z}) = 0

4) D (S, U{a}) = no/552%— — 327 Di*(S,) and D¥* (S, U {z}) = 0.

17)ct

We also give the definition of submodular functions.

Definition 5.1 A set function f on .S is submodular if and only if
fOS1U{r}) = f(S1) = f(S2U{z}) — f(S2)

foreach S; C S, C Sandx € S\ S,.

For any round ¢, selected user set S; and user x ¢ S;, we have

J (S U{a}) = (=T (5))

B Laym‘o Lam“o
" prsoy | T s or sy

iESE U{LE} 1€St

—(1=7) Z (C;,tDi*(St U{z}) + Cin,t) +(1=7) Z(C;,tDi*(St) + Cin,t)

1€SU{x} 1€St
vLam?o® D" (S U {z}) .
= A , —(1— > DY (S U -
> | T orE) x ety | T GPTE 0D )
€St iEStU{CC}
(5.27)
Then, for each combination of Df*(S; U{z}) and Df*(SyU{z}), we prove that — 7 (S; U

{z}) + T(S1) > =T (S U{z}) + T (52).

) DiF(S1U{e}) = Di*(S: U {e}):
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From (5.26) and (5.27), we have

— IS U{a}) + T (51) = (=T (S2 U{x}) + T (52))

_ rLam?o? Di*(51U{x})
2 2. Dir(S) > Dy(Siufx})
1€51 1€S1U{x}
_ yLagm?o? D (S, U {z})
2 2. Dir(S:) > Dy(Su{x})
1€82 1€SoU{x}
>0

2) DF*(S, U {z}) = D% and D*(So U {z}) = no (LW — s, DI

We have
L
Dy <no Wat Z DI (S))

JESL

| L
D% > no Pmt Z DY (Sy).
( JES2

yLagpe®/(L—v) _ . _ _~lam’e/(1—7)

and

Thus we have

: . ) 5.28
205+ 5 DS = P = 3(Dg + 3 D (5,))° 628
IS 1€ES2
From (5.27) and (5.28), we have
—J(S1U{z}) + T(S1) — (=T (S U{z}) + T (S52))
vLayn’o® D%, B no 2(1L77at — > ies, DI (S2)
-2 > DF(S)(Dg+ > DiE(S1) > D%*(SQ)(D% + 3 Di(Sy))
1€S] €S 1€So 1€Sy
L~vat 7
D o\ s, ~ ZGZS:ZD (52)
. +
(Dg + > DiF(51))? (DE + > Di*(Ss))?
€S 1€Sy
D%2 (no 2(1Lyat ZZESQ DZ (S2))? -
Y DE(S)(DE+ Y DiE(S))E Y Di*(Sz)(D% + >0 DiF(S2))? —
1€S] €S i€S2 i€S2
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3) Dy*(S1U{z}) = D% and D" (S, U{z}) =0:

Since Df*(Ss U{z}) = 0, we have —J (52 U {r}) + T (S2) = —(1 — 7)c;, ;- Thus, we

have

—J(S1U{x}) + T(S1) = (=T (S2 U{x}) + T(S2))

vLayn’o? D%
= ; - _ 1 _ C:D Dm
2 ST DSy Y. DiF(S u{z}) (1 =) (¢D5))
_iGSt ’iEStU{$} ]
[ Lryat i*
g _ D S
. vLago? N9/ 2a=y)et , iéle i (51)
= 2 Z Dz*(5t> Z Dz*(St U {SL’})
_ieSt €S U{z}
T Lfyat i+
_ (1 — ”}/) Cp,t(770 Z D Sl _
1€51

4) Dy (S1U{a}) = 1o /5525 — Lies, Di (S1) and D (S, U {z}) = 0:

2(1-9)cl, ,

We omit the proof of this combination since it is similar with that of combination 2).

5.8.5 Proof of Theorem 5.3

We have for any round ¢,

G(OPT),

Wl =

G(S:) >

where OPT, is the optimal user set in round t.

Then, we have for any round ¢,
1
J1(St, Dy (St)) + Jhmax > g(jl(OPTm D;(OPTy)) + J1max)-

Thus, the system loss over 7' rounds is bounded by

T T
1 2
Z J(S:, D 2 (37U(OPT, D (OPT)) + 3 Jimax)
%OPT + o).
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Chapter 6

Quality-Aware Distributed Computation for Cost-Effective Non-Convex and Asynchronous
Wireless Federated Learning.

6.1 Introduction

One significant advantage of using FL is to preserve the privacy of individual users’ data. More-
over, since only the local ML model parameters, instead of the local data, are sent to the server,
the communication costs can be greatly reduced. Furthermore, FL can exploit ubiquitous smart
devices with substantial computing capabilities, which are often under-utilized. In particular,
when FL is used in a wireless edge network, the data samples generated at individual wireless
devices can be exploited via local computation and global aggregation based on distributed
ML. As a result, wireless federated learning (WFL) can achieve collaborative intelligence in
wireless edge networks. A general consensus is that WFL can support intelligent control and
management of wireless communications and networks (such as in [7, 8, 9]), and can enable
many Al applications based on wireless networked systems.

As is standard, learning accuracy is a key performance metric for FL. The accuracy of
the trained machine learning model in FL depends heavily on which users participate in the
learning process and the quality of their local model updates. Specifically, when distributed
stochastic gradient descent (SGD) is used for FL, the quality of a local stochastic gradient in
each iteration can be measured by the variance of the gradient, which depends on the mini-
batch size used to compute the gradient. It is important to observe that the quality of local
updates can be treated as a design parameter and used as a control “knob” (via the mini-batch
size) to be adapted across users and over time. Such quality-aware distributed computation can

substantially improve the learning accuracy of WFL.
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In this chapter, we study quality-aware distributed computation for WFL, with the fo-
cuses on non-convex problems and asynchronous algorithms. The training problem of many
practical ML models (e.g., deep neural networks) involves a non-convex loss function. Such
a non-convex optimization problem is more difficult to solve than the convex version, due to
suboptimal local minima. In addition, asynchronous learning algorithms are usually more effi-
cient than their synchronous counterparts in utilizing users’ computing capabilities, as it allows
devices to keep computing without waiting for the global update received from the server as in
the synchronous algorithms. This benefit of asynchronous learning is more so in a wireless set-
ting, as there can be strong communication stragglers due to heterogeneous and time-varying
wireless channels.

Our goal is to minimize the training loss while taking into account costs and constraints
of computation and communication resources. In particular, we investigate how to adaptively
determine participating users’ mini-batch sizes over the learning process. To this end, several
significant challenges need to be addressed: 1) The quality (determined by the mini-batch size)
of local stochastic gradient updates can be heterogeneous across users and time-varying, and
it is non-trivial to quantify the impacts of local updates’ quality on the accuracy of the final
learnt model over the learning process. 2) The non-convex and asynchronous settings of FL.
require new analysis different from their convex and synchronous counterparts. 3) The unique
features of wireless edge networks, including time-varying wireless channels, should be taken
into account. To achieve a desired tradeoff between the training loss and the training cost, local
updates’ quality should be determined based on the impacts of local updates on the training
loss as well as users’ wireless channel conditions and computation costs.

The main contributions are summarized as follows:

* We propose quality-aware distribute computation for FL in wireless edge networks, which
controls the guality of users’ local model updates via the mini-batch sizes used to com-
pute the updates, for non-convex problems and asynchronous algorithms. Our goal is to
minimize the training loss as well as users’ computation and communication costs in the

training process.
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* We characterize performance bounds on the training loss as a function of users’ local
updates’ quality (and thus the mini-batch sizes) over the training process, for both non-
convex and asynchronous settings. Our findings reveal that the impact of a user’s local
update’s quality on the training loss 1) increases with the stepsize used that local update
for non-convex learning, and 2) increases when there are more other users’ local updates
which are coupled with that local update for asynchronous learning, depending on the

update delays.

* Based on the obtained insights above, we develop channel-aware adaptive algorithms
that determine users mini-batch sizes over the training process for both non-convex and
asynchronous learning, based on the impacts of local updates’ quality on the training
loss as well as users’ wireless channel conditions (which determine the update delays)
and computation costs. We characterize the optimal mini-batch sizes, which shows that
it is optimal to use larger mini-batch sizes when the local updates’ impacts are larger.
For the non-convex setting, we also develop a greedy algorithm that selects participating
users, which achieve an approximation ratio by exploiting the non-monotone submodular

property of the problem.

* We evaluate the proposed quality-aware adaptive algorithms using simulations. The re-
sults demonstrate that these algorithms outperform existing schemes in terms of the train-

ing loss.

The remainder of this chapter is organized as follows. Section 6.2 reviews related work.
In Section 6.3, we describe quality-aware distributed computation for federated learning. In
Section 6.4 and Section 6.5, we study learning accuracy bounds, and dynamic user selection
and mini-batch size design based on the training loss bounds, respectively. Simulation results

are provided in Section 6.6.

6.2 Related Work

Wireless Federated Learning. FL has emerged as a disruptive computing paradigm for ML

by democratizing the learning process to potentially many individual users using their end
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devices. For WFL, the computing and networking environments have salient features, in-
cluding heterogeneous and time-varying computing and communication resources that need
to be accounted for. Recent studies on FL have made effort to take into account these is-
sues [95, 97, 100, 111, 98, 99, 101, 102]. For example, Tran et al [95] studied FL in wireless
networks for devices with different computing and communication capabilities. In [103], Tu
et al studied computation offloading based distributed learning where devices have different
computing and communication resources. However, all these works have not exploited mini-
batch sizes to control the quality of users’ local model updates, and have not considered the
impacts of diverse and dynamic local updates’ quality on learning accuracy. A very recent
work [112] has studied quality-aware distributed computation for WFL with convex problems
and synchronous algorithms. However, it has not considered the non-convex and asynchronous
settings which are very different and is the focus of this chapter.

Non-Convex and Asynchronous Distributed Learning. With rapid recent advances in ML/ALI,
distributed ML has also seen substantial research activities in the past decade [81, 83, 14]. Many
prior works have studied various settings of distributed ML [113, 114, 115, 116, 117, 118], in-
cluding for non-convex problems and asynchronous algorithms. As many ML optimization
problems are non-convex, the convergence of non-convex distributed learning has been studied
[114, 115, 116]. Along a different avenue, asynchronous distributed learning [117, 118, 119,
120, 121] has received more attention due to its high efficiency for large-scale distributed learn-
ing. However, most existing works on non-convex and asynchronous distributed learning have
focused on the impacts of learning rate and delay on the convergence of the learning algorithm.
In this chapter, we theoretically study the impacts of local updates’ quality (quantified by the
variance and determined by the mini-batch size) on learning accuracy, and the mini-batch size

design, which is very different from the prior works.

6.3  Quality-Aware Distributed Computation for Wireless Federated Learning

In this section, we present the system model of quality-aware distributed computation for FL.

in a wireless edge network.
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Quality-Aware Distributed Computation for FL. Consider the setting where the dis-
tributed learning process of FL is carried out by a set of wireless users. The server of FLL can
reside in the cloud or at the edge (e.g., access point or base station of a wireless network), and
the users are connected to the FL server via wireless links.

We consider the following FL problem:

>

N
wmin F(w) £ Z E’F, 6.1)
=1

where F;(w) is the prediction loss of the model parameter w based on user i’s local dataset, N
is the number of users, D; = {£},&,...,&p, } is user i’s local dataset for updating the model

parameter, and D £ 3"~ D;. User i’s local loss function F}(w) is defined by

1 & ,
Fi(w) = D. Z filw; &),
Y m=1

where f(-) is the per-sample loss function. In each round of FL, K out of N users are selected
from the user set A/ to compute local updates, communicate their local updates to the server,
and receive the updated global model from the server. At round ¢, a selected user ¢« computes
the average gradient g, of the loss function using a set of D! data samples randomly drawn
from her local dataset D;, based on the global model w;_; received from the previous round

t — 1, and update her local model as
Wi = w1 — g,

where

1é—ZVf &),

7 is the stepsize, and §Z’j is the jth data sample randomly drawn from user 7’s local dataset

D;. At the end of round %, the server aggregates K users’ local models and updates the global
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model as
D .
W, = § Ftw;, (6.2)

where D, 2 % D,
The quality of a user’s local update is captured by the variance of the local stochastic
gradient, given by

2 E||gi - all] (6.3)

where g, £ E[gi]. Assume that the loss function f satisfies E |V f; (wy, €.) — E[V f; (w)]||” <
o2, Vt. It can be shown that [105]
52

B lloi - al’) < 5

Note that a user’s quality is determined by the mini-batch size D! used to update her local
model. Thus, a local update computed with a larger mini-batch size has higher quality.

In this chapter, we assume that users’ local data are IID. Our results in the following
sections (including the training loss bounds, adaptive mini-batch size design and user selection)
can be extended to the case of non-IID data, and will be studied in our future work.

Asynchronous FL. The Fl algorithm can be carried out in an asynchronous manner de-
scribed as follows. In this case, the learning process consists of rounds, each lasting for a time
period of the same length. At the beginning of each round, the server broadcasts the global
model. At the end of each round, the server updates the global model using the local models
received in the round as (6.2) (as illustrated in Fig. 6.1). Note that a user’s local update can
be received by the server in a round different from the round when the user receives the global
model from the server for computing that local update. The update delay 7; quantifies the dif-
ference between the round when user 7 receives the global model from the server and the round
when user 7’s local update computed from that global model is received by the server. Note
that 7; is an integer, where 7; = 1 means there is no update delay, and 7; > 1 means there is an
update delay. The computation time (C'?) is the time it takes for user ¢ to compute (update) her

local model, and the communication time (M?) is the time it takes for user ¢ to communicate
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Figure 6.1: Schedule of the server’s updates and users’ computations (C) and communications
(M) in asynchronous FL.

(upload) her updated local model to the server. For example, in Fig. 6.1, user 2 receives the
global model and starts to update her local model at the beginning of round ¢. After computing
the local model, user 2 starts to uploads her local model to the server. Then the server receives
user 2’s local model w7, ; in round ¢ + 1 and updates the global model as w;; = w7, ; at the
end of round ¢ + 1.

FL in Wireless Edge Network. A user incurs a computation cost (measured by the com-
putation delay, energy consumption, etc) for computing a local update, which depends on the
computation capability of the user’s device and the mini-batch size used to compute the update.
Let c;t be user ’s cost of computing her local update using one data sample in round ¢. Besides
the computation cost, a user also incurs communication cost for communicating local updates
to the server (measured by the communication delay, energy consumption, etc), which depends
on the user’s wireless channel condition. Let cimt be user ¢’s communication cost in round ?.
Note that the computation cost c;t and the computation cost cﬁmt generally vary across users

and over rounds of the FL algorithm.

6.4 Learning Accuracy Bound Analysis

In this section, under the quality-aware FL framework of the previous section, we study the
training loss bounds for three settings: 1) non-convex problems; 2) asynchronous algorithms; 3)
non-convex problems and asynchronous algorithms. We will first characterize the performance

bounds as functions of users’ mini-batch sizes over the training process. Based on the obtained
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results, we then discuss the impacts of mini-batch sizes and other system parameters (including

stepsize) on the training loss.

6.4.1 Case of Non-Convex Learning

We first analyze the training loss bound for non-convex problems with synchronous algorithms.
For non-convex optimization, the metrics for convex optimization (e.g., F'(wr) — F'(w*)) are
not suitable, since it is hard to find the global optimum for non-convex optimization problems.
Thus, we analyze the ergodic convergence [115], where we randomly select an index ¢ from
{1,2,...,T} with probability {7,/ Zthl n:}, and use w; as the final model of the training
I

process. The expected squared gradient norm ||g;||* of w; can be upper bounded as follows.

Theorem 6.1 Suppose F'is L-smooth, and E ||V f; (wy, &) — E[V f; (w,)]||> < 02, Vi, t, take

the stepsize 7; < %, Vt, the ergodic convergence is given by

1 e 2E(F(wo) = F(w*)) + 0, Lnf s,
T nellgel|” < T : 6.4)
D1 T D=1 e
where D; £ 3, ¢ Dj, and Dj is the mini-batch size of user i in round ¢.

Remark 6.1 In (6.4), ‘l’)—i is the upper bound of the variance of the global model update wy,
which is determined by the variances of participating users’ local model updates. Thus the
weight Ln?/ 2th1 n; of the variance %—i of the global update captures the impact of the quality
of local updates on the training loss. We also know that a larger stepsize results in a larger
change of the model. Thus, given the total number of rounds 7' and the sum of stepsizes
Zthl 7:, the larger the stepsize of the round, the larger the impact of local updates’ quality on
the training loss. Also observe that with any sequence of {7;} such that Z;‘le 1 diverge and
Zle n? converge (e.g., n; = 1/t), and with any non-decreasing mini-batch size, the bound

converges to 0 as 7" — oo.

Taking a closer look at Theorem 6.1, we can properly choose the stepsize and total mini-

batch size in each round and obtain the following convergence rate:
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Proposition 6.1 Suppose F is L-smooth, E ||V f; (wy, &) — E[V f; (w,)]||> < 02, and E |V, (w,)||*> <

B?, Vi, t, take any mini-batch size {D;} and a constant stepsize n = VL?/mTi“, where D,,;, =
min{ D, }, the ergodic convergence is given by
T
1 o _ 2LE(F(wo) — F(w*)) + o?
— < . 6.5
2>l < — 65

Proposition 6.1 shows that when the stepsize is small enough, the convergence rate achieves

O(1/v/DuinT), which is consistent with the result obtained in [114], Corollary 1.

6.4.2 Case of Asynchronous Learning

We then analyze the training loss bound when asynchronous algorithms are used for convex
problems. In this subsection, for ease of exposition, we focus on using a constant stepsize. Our

results can be extended to using a time-varying stepsize.

Theorem 6.2 Suppose F is L-smooth and pi-strongly convex, E ||V f; (wy, &) — E[V f; (wy)]]|> <
0%, and E |VF; (wy)|*> < B2, Vi, t, take the stepsize 1 < 7, then the training loss is bounded
by
E[F(wr) — F(w)] < (1= pn)" (F(wo) — F(w"))
T S
2, 3
DD W e o
t=1 ZEMt byt

+T (7 — 1)B%) + g%t)}

where M, is the set of users who update at time ¢, I' is the maximum update delay.

Remark 6.2 Theorem 6.2 shows that the training loss bound consists of two terms. The first
term decreases geometrically with the number of rounds 7’, and is due to that SGD in expecta-
tion makes progress towards the optimal solution. The second term of the bound is caused by
the randomness of data sampling for computing the update in SGD. Compared to the training
loss in the case of synchronous learning [112], each term in the second term not only depends on

the total mini-batch size D; of users who finish uploading their local models in the current round
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t, but also the total mini-batch size Dy of each past round ¢’ such thatt’ € {t—7;,+1,...,t—1},
where ¢ € M,. For example, in Fig. 6.1, the training loss in round ¢ + 1 not only depends on
user 2’s mini-batch size, but also on user 1’s mini-batch size. This implies that in each round,

the larger update delays of users, the worse the training loss.

Remark 6.3 According to (6.6), the training loss due to users’ update delays in each round is
> ien, g—f( z,;lt_n_“ g—j’ +T'(1; — 1) B%). When there is no update delay, i.e., 7; = 1,Vi € M,
this term is 0, and the training loss bound degenerates to the case of synchronous learning in

[112]. When update delays exist, this term decreases as the mini-batch sizes of users who

upload their local models in the past rounds increase.

To obtain some useful insights, we next focus on the special case where only one user
uploads her local model in a round. Let user ¢ be the user who uploads her local model in round

t. Then, using Theorem 6.2, the training loss bound is given by

E[F(wr) = F(W")] < (1= pn)" (F(wo) — F(w"))+

T t—1 9 2 (6.7)
T—t| 72,3 o 9 no
Z[(l—un) (L e D, +I'(n—1)B )+§E)] :

t=1 t=t—r+1

To analyze the impact of user ¢ on the training loss, we find the terms determined by D; and 7,

in (6.7) as follows.

t—1 9

Iy =(1— pm)™" (LG?’( >

t'=t—m+1

o (n 2.3 - '
o, \ 2 T DR BRI ) i B
T'=1

+ F(Tt - 1)B2>
t/

(6.8)

where 1 is an indicator function such that 1 = 1 when the user who uploads her local model in

round t + 7’ receives the global model from the server before round ¢, and 1 = 0 otherwise.

Remark 6.4 From (6.8), we can see that when user ¢’s update delay 7, is independent of her
mini-batch size D,, I; decreases as D), increases and/or 7; decreases. This implies that in a

given round, a user with a larger mini-batch size or a smaller update delay reduces the training
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loss. Also observe that user ¢’s mini-batch size affects some later rounds such that users who

uploads their local models in those rounds receive the global models before round ¢.

Remark 6.5 In (6.8), the weight of user ¢’s impact on the training loss is (1 — un)? ~t. Note that
this weight increases with the round number ¢ as 1 — un < 1. Therefore, the update delay and
mini-batch size in a later round have larger impacts on the training loss than in an earlier round.
This observation has important implications: it is better for a user to have a larger mini-batch
size or a smaller update delay in a later round rather than an earlier round to reduce the training

loss.

6.4.3 Case of Non-Convex and Asynchronous Learning

Next, we analyze the training loss bound for non-convex problems and asynchronous algo-

rithms.

Theorem 6.3 Suppose F is L-smooth and E |V f; (wy, 1) — E[V f; (w))]||* < 02, Vi, t, take

the stepsize 1, < %, Vt, the ergodic convergence is given by

1 r E(F(wg) — F(w*))

T T
Zt:1 L Zt:1 g
T ) D t—1 o2
n Zt:I(LntQD_t +2L%n, Ez'eMt ﬁ t'=t—m;+1 77::2'/3_,5,)

T
thl nt

2
mllgell” <
(6.9)

Y

where the stepsize satisfies L, + L*T'n, Z;: N < 1, VL.

Remark 6.6 From (6.9), we can see that the convergence rate for the combined non-convex
and asynchronous setting shows similar properties as that for each of the two settings. First, the
convergence rate not only depends on the total mini-batch size D, used in the current round ¢,
but also on the mini-batch sizes used in several past rounds. Second, given the total number of
rounds 7" and the sum of stepsizes Zthl ¢, the larger the stepsize of the round, the larger the
impact of local updates’ quality on the training loss. Also observe that the impact of the quality
%Qt of the local updates in round ¢ is captured not only by the stepsize 7, in round ¢ but also by

the stepsizes in several later rounds.
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6.5 Dynamic Cost-Effective User and Sampling Size Selection

In this section, we study how to design users’ mini-batch sizes over the training process to
minimize the training loss bound for non-convex and asynchronous FL, respectively. For the
non-convex setting, we also investigate how to select participating users. In the meanwhile,
we take into account users’ computation and communication costs. Note that we consider
continuous-valued mini-batch size D; in our theoretical analysis, which can be converted back

to the nearest integer values when used in practice.

6.5.1 Case of Non-Convex Learning

First we study the optimal user selection and mini-batch size design for non-convex problems
with synchronous algorithms. We aim to minimize the sum of the training loss and users’ total

communication and computation cost. The optimization problem can be formulated as

T
min (1- ¢ Divd )
{Se}.{D:} Zt ) ZmHgtH WZ ( ptt m,t)

Mt =1 t=1 i€S;

s.t. DI < D% Vi, t,

where {S;} is the set of selected users in all rounds, {D;} is the set of assigned mini-batch
sizes of users in all rounds, D; is the mini-batch size of the user who updates her local model
in round ¢, v € (0, 1] is the weight that balances the training loss and the cost, which can be
determined according to the server’s concern, and D' is user i’s maximum possible mini-batch
size.

From (6.4), we rewrite the problem as follows:

T
n t % 7
b 2‘71 St Di) = VZ ZttlDT/t = gz D+ )y

€Sy

s.t. D! < DY Vi, t,

Since Zthl 7 1s given, we can see that the problem above can be decomposed into 7T

independent problems, each for one of the 7' rounds. Thus, we focus on finding the optimal
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Sy and D, for a single round ¢. Moreover, we decompose the problem in round ¢ into two
subproblems: 1) we first study the optimal mini-batch size design given any user selection; 2)
then we study the optimal user selection given the optimal mini-batch size design.

Optimal Mini-Batch Size Design. Given any set of selected users, since the total commu-
nication cost is fixed, a user with a lower computation cost is preferred over one with a higher
computation cost. Hence, the optimal mini-batch sizes are determined in the ascending order
of users’ computation costs until the minimum value of 7; is reached. It can be shown that 7,
is a convex function of D} when other users’ mini-batch sizes are given. The following result

characterizes users’ optimal mini-batch sizes.

Theorem 6.4 Let users in S be ordered as ¢, < 3, < --- < oI5t

»t - LThen the users’ optimal

mini-batch sizes are determined iteratively in this order, where the ith user’s optimal mini-batch

size is given by

. . LAn2o2 =
D}*(8) = min{ Dj, max{\/ T — = > D0},
(I =) > j=1

User Selection Algorithm With the optimal mini-batch size design, the user selection problem

in round ¢ can be rewritten as

‘ Lf/]t20'2 o .
min J1(Se, D (Sy)) = ( , + (=) ) (e, Di"(S) + ¢ ).
St ! Ziest Di*(Sf) Z?zl ui zEZSt e t(6 10)

First note that problem (6.10) can be cast as the maximization problem of — 7, (S, D; (S;)).

Then we have the following property of the problem.
Lemma 6.1 —7,(S;, D;(S;)) is a negative non-monotone submodular function.

Note that it is difficult to solve a negative non-monotone submodular maximization prob-
lem with performance guarantee (e.g., with an approximation ratio). To overcome this chal-
lenge, we transform the above problem into a non-negative non-monotone submodular maxi-

mization problem.
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First, we find the maximum value of J;(S:, D;(S;)). From the optimal mini-batch size

design, we can see that there exists some user j, such that for any user j° € S; that has cf;t >

c

1> We have D{ ,*(St) = 0. The objective function [J; decreases as users’ optimal mini-batch

sizes are determined iteratively according to Proposition 6.4 until user j, and does not change
when the optimal mini-batch sizes of users after j are determined. Therefore, given a selected
user set S;, J; is maximized when only one user’s mini-batch size is non-zero. Thus, for any

S C N, the maximum value of 7; is given by

Ln? o?
jl,max = T2

- T—T + (1 - 7) (Cp,maxDB,max + Ncm,max);
D i1 M

where Nymax = max{m|Vt}, cpmax = max{c;,tWi,t}, Dp max = max{D%|Vi}, and ¢, max =
max{c}, ,|Vi,t}.
Based on the maximum value of [J;(S;, D;(S;)), we define a new function G(S;) and

rewrite the user selection problem in round ¢ as

—TJ1(St, Dy (St)) + Timax, if Se # 0

max G(S;) £
S 0, if S, =0

Note that in each round ¢ of the FL algorithm, at least one user is selected (i.e., |S;| > 0)
with a positive mini-batch size (i.e., D; > 0). This is because when S; = (), the global model
is not updated so that round ¢ should not be counted as a round of the FL algorithm. Thus, we
can define that G(0) £ (). We can see that the above two problems are equivalent since Ji max
is a constant. Next, we focus on finding the solution that maximizes G(.S;). From Lemma 6.1,
it follows directly that G(S;) is a non-negative non-monotone submodular function.

Next, we can apply the DeterministicUSM Algorithm [109] to solve the user selection
problem, which is given in Algorithm 9. The approximation ratio of DeterministicUSM is

given by the following lemma.

Lemma 6.2 [109] Algorithm DeterministicUSM is a %—approximation algorithm for maximiz-

ing function G(S;).
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Algorithm 9: Approximate optimal user selection
1 Xog < 0,Yy < N;
2 fori=1,2,--- ,Ndo
ai < G (Xioi U{i}) — G (Xi);
bi < G (Yiea \ {i}) = G (Yi1)s
if a; > b; then

X+ X U{i} Y < Yiq;

else

L X X1, Y, < Y, 1\ {i};

® N A W

9 St < XN;
10 return S;.

Given the result above, we then show the approximation ratio of Algorithm 9 for our
problem, under the optimal mini-batch size design given in Proposition 6.4. The proof of the

following result is given in the appendix.

Theorem 6.5 Under the optimal mini-batch size design, with the user selection given by Al-

gorithm 9, the system loss is upper bounded by

DS Di(S () < LOPT +O(T),

where OPT is the system loss of the optimal user and mini-batch size selection.

6.5.2 Case of Asynchronous Learning

We next study the case of asynchronous algorithms for convex problems. In this chapter, we
assume that the update delays' of users are fixed, regardless of the mini-batch sizes used to
compute the local updates. This is a reasonable assumption when the communication times of
local updates are relatively large compared to their computation times. The case where update
delays depend on the mini-batch sizes is a very challenging problem, and will be studied in
our future work. For ease of exposition, in this subsection, we also assume that only one user

uploads her local model in one round.

Note that the update delay is an integer and is not the total computation and communication time of the local
update.
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As discussed earlier, the impact of each user ¢’s mini-batch size on the training loss de-
pends on the set of other users’ computation and communication periods during which user
t uploads her local model. We need to take into account this coupling of users’ updates in
terms of their impacts on the training loss, based on the update delays over the training process.
Thus, we develop an adaptive algorithm that determines the mini-batch size for each user’s
each update, based on the delay information of only I' number of updates in the future.

When users’ update schedules are given?, the total communication cost is fixed. Thus it

suffices to minimize the sum of the training loss bound and users’ total computation cost:

T
min vE[F(wr) — F(W*)] 4+ (1=7) Y ¢. D,
(Di} = 6.11)

s.t. Dt S DtB,Vt,

where DY is user t’s maximum possible mini-batch size. Since the first term of the training loss
bound given in (6.7) does not depend on users’ mini-batch sizes { D, }, it suffices to minimize
the second term. Furthermore, we rewrite the second term of (6.6) as the sum of terms that are

determined by user ¢’s update delay and mini-batch size. Thus, from (6.7), we rewrite (6.11) as

Ma

mln ZJQ (D) =

min — )" (L*9°D (7, — 1) B?

t=1

N’ L a? _
+ 2D +L Z]‘Tt+r’>7 (1 “77) ) (612)

T'=1
+(1 - PY)Cp:tDt) ’

s.it. Dy < Dl Vt.

where 7./, V7' € {1,...,I'} are known. Thus, for user ¢ who uploads her local model in
round ¢, the server can find the value of ZE/:1 | 1)~ based on the update delays

of users who upload their local models in next I" rounds.

“Note that the training loss depends heavily on users’ update schedules. We focus on the design of users’
mini-batch size given users’ update schedules here and will study the joint design of user selection and mini-batch
size in future work.
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Note that problem (6.12) can be decomposed into 7" independent problems, each for one
of the T" users. Thus, we focus on finding the optimal D, that minimizes J>(D,) for a single
user . It can be shown that J,(D;) is a convex function of D,. Thus the optimal mini-batch

size D can be found as the local minimum of J5(D;), given as below.

Theorem 6.6 Given users’ update schedules and their update delays, the optimal mini-batch

size for each user ¢ who uploads her local model in round ¢ is given by

% . f Yvo? t
D; = — D
t mln{ (1 _ V)Cnt’ B}7

where v, = (1 — un)" (2 + L*n® ZE/:l 1, >r(1— pn)~7).

Theorem 6.6 shows that the optimal mini-batch size D; is larger in a later round. This
is because the weight (1 — un)T~* of an update on the training loss bound increases with the
round number ¢, so that D; also increases with the round number. Also note that D} increases
as the number of users who receive the global models before round ¢ and finish uploading their
local models after round ¢ increases. This is because the impact of the mini-batch size of user

t on the training loss increases when there are more of those users.

6.6 Simulation Results

In this section, we conduct synthetic data simulations to validate the theoretical findings. We
implement a simulated system consisting of a virtual server and a number of virtual users. For
convex optimization problem, we generate 10000 data samples according to the linear model,
i.e., y = w’x, and use the mean square error function as the loss function, i.e., f(w,¢) =

iy - w'x

|2, where £ = (x,y) is a data sample. Each data point consists of 10 features and
1 label. For non-convex optimization problems, we generate 10000 data samples for a binary
linear classification model of which the data is generated according to Pr(y = 1|x = z) =
A((w, x)) [122], where A((w,z)) = (1 + e~*)~1. Each data point consists of 10 features and

1 label. The stepsize 7 is set as a constant for all settings.
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Figure 6.2: Impact of mini-batch size on the training loss of synchronous FL for non-convex
optimization.
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Figure 6.3: Impact of mini-batch size on the training loss of asynchronous FL for convex
optimization.
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Figure 6.4: Impact of maximum update delay on the training loss of asynchronous FL for
convex optimization.
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Figure 6.5: Impact of mini-batch size on the training loss of asynchronous FL for non-convex
optimization.

We first evaluate the performance of the case of non-convex loss function with synchronous
learning. We compare the training loss using time-invariant, descending and ascending mini-
batch sizes to update the global model over rounds. The average mini-batch size over all rounds
are the same for above three distributions to achieve fair comparison. Fig. 6.2 shows that al-
though the mini-batch sizes over time of three distributions are different, they result in the same
training loss at the end of training. The case of ascending mini-batch size has the worst learning
accuracy in beginning rounds, and the case of descending mini-batch size has the best learn-
ing accuracy in beginning rounds. This is because, in beginning rounds, the case of descending
mini-batch size uses more data to update the FLL. model. In our theoretical result, we have shown
that using larger mini-batch to update implies better quality and leads to a lower training loss.
Moreover, since the weight of local updates’ quality (stepsize 7)) is the same in all rounds, the
impact of local updates’ quality on the training loss is the same. In ending rounds, as the total
mini-batch size over rounds converges to the same for three cases, the training loss converges
to the same value.

We next evaluate the performance of the case of convex loss function with asynchronous
learning. We first compare the training loss using time-invariant, descending and ascending
mini-batch sizes to update the global model. Different from the case of non-convex loss func-
tion with synchronous learning, Fig. 6.3 shows that although the average mini-batch sizes over

time of three distributions are the same, different distributions of the mini-batch size result in
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Figure 6.6: Impact of maximum update delay on the training loss of asynchronous FL for non-
convex optimization.

different training loss at the end of training. The case of ascending mini-batch size has the
worst learning accuracy in beginning rounds and results in the best learning accuracy in ending
rounds. This conforms the result from Theorem 6.2 that the update in a later round has a larger
impact on the learning accuracy. We also compare the training loss while users’ maximum
update delays are different (I' € {1,4,8}). We simulate for 50 local iterations in total, with
the mini-batch size in each local iteration set as 25. From Fig. 6.4, we can see that when users
update without delay (I' = 1), the system suffers the lowest training loss. The training loss
increases as the maximum update delay I" increases. we can see that the simulation result is
consistent with the result given in Theorem 6.2. FL suffers a larger error caused by the delay
of users’ updates.

Lastly, we evaluate the training loss of the case of non-convex loss function with asyn-
chronous learning. Same as the other two cases, we first compare the training loss using
time-invariant, descending and ascending mini-batch sizes to update the global model when
the maximum update delay I' = 4. Fig. 6.5 shows that even with the update delay, the three
distributions result in the same training loss at the end of training which is the same as the case
of non-convex loss function with synchronous learning. We then compare the training loss
while users’ maximum update delays are different (I' € {1,4, 8}). In Fig. 6.6, we can see that

the result is similar to that of the case of convex loss function with asynchronous learning.
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6.7 Conclusion

In this chapter, we have studied quality-aware distributed computation for WFL with non-
convex problems and asynchronous algorithms. We have characterized the performance bounds
on the training loss as a function of users’ local updates’ quality over the training process,
for both non-convex and asynchronous settings. The results show that the impact of a local
update’s quality 1) increases with the stepsize used in the round for non-convex learning, and
2) increases when there are more other users’ local updates (depending on the update delays)
which are coupled with that local update for asynchronous learning. We have also developed
channel-aware adaptive algorithms that select participating users and determine their mini-

batch sizes. Simulations have been used to evaluate the proposed algorithms.

6.8 Appendix

6.8.1 Proof of Theorem 6.1

First, we have

Di .
K Zﬁt(gt_gt)

1ESt t

2
Di2 . Di2 g2 2
:ZD_I;EH%_%”QSZD_%F%:E’ (6.13)

1€ESt t 1ESE

where the inequality follows from (6.3).
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Suppose that S; is the selected user set in round ¢, we have

E(F(wi) = F(wi-1))

D L
< B <VF (Wi1) | Z = > + %E
t

2

th
25,9

€S, i€ES
Ln? Dt . Ln
t —1 t t 7 — t
< <VF th E D >+T E E(gt_gt —F E D
1€St i€ St 1€St
2 Dz 2 Dz 2 L 2 L 2 Dz 2
Ur _ 2 t i _ t i m Ur t i
<-4 Yy - gy
5 | N9l + 2,5 6= 2 p 0 = b, T Pl
1€SE 1ES8¢t 1€St
2
2 2 i 2 2 2
e =12 Ly Uz Dy Ln; o =112 L77t
= R —t ZhZ ot
Fla+ (5 =5 ) | B + 5 <l
7 t

Thus we have

2
_ g
mlgl < =2(E (F (w) = F (wi1)) + L 7
t

Summing over ¢t € {1,...,T} and dividing both sides by Zthl 7, yields (6.4).

6.8.2 Proof of Theorem 6.2

First, we have

’LGMt 1€My
2
<F(wio1) = F (W) 4+ 2 E||VF (wi1) — ) DtVF (Wi_r,) E|VF (w,_1)|?,
1€ My t
A

where M; is the set of users who update their local model in round ¢.
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Next we focus on bounding A.

A
—E||VF (w )—ZD%E(VFW +Z tEVFw ))—Z&vp(w )
t—1 A Dt t— 7'1 t—T; A D 7 t—T7;
SN zEMt 1€ My
Di i
t
<E||VF (w,_1) — Z DtE(VF (Wi_r,))
i€ My
D 2
t t
+FE Z DtE(VF (Wi_r,)) — Z DtVF (Wy_r,)
1€My 1€ My
VP (W)~ 3 2 B(VE (wi )| +
— Dy
i€ My ZEMt
Dy ‘72
< Z D —L HWt 1 — Wi—rpy E

i€ My

Then we bound each term

2

< Z > 2w )

=t—7;+1 zeMt/

2

”Wtfl — Wi—ry

:2772 Z Z t/ VF Wt/ 7—/) - E(VFl (Wt/,

t'=t—r;+14' eMt,
2

Wt’—Ti/ ))

2

+ 2n
t'=t—7;+114 EMf/

t—1

Dj,
<2 Z Z Dz/ (VE; (Wt/ T,) — E(VE; (Wt/_

t'=t—7;+1 i/EMt/
2

‘l

t—1
Dy,
+oT > 1> D, E(VF; (Wy_r,))

t'=t—7;+1 i/EMt/

t—1 9
<27 Y ; + 2D (r; — 1) B2
t'=t—7;+1 ¢
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i (Wir)) =

7

t

Tz‘/)))

Ti’)))

VE (Wt—ﬂ')

2

(6.14)

(6.15)
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Thus we have

B (F (wr) — F (") < F (wr_y) — F (w")

T—1
D&, o? i n o?
2,3 2
+ L Z ( > o, THn-1)B ) — 5 EIVE (wr_1)|” 30,

!
zEMT t'=T—7;+1 t

<(1 — pn)(F (wp_1) — F (w"))

+L23Z (Z Dt/+r —1)B)+gg—T

ZEMT T—7;+1

<(1 = pn)" (F(wo) — F(w"))

S 2,3 - N
(1= p)"™ (L Z Z D_t’ +0(r; —1)B >+§E)}

ZEMt t'=t—7;+1

t=1
6.8.3 Proof of Theorem 6.3

First, we have

E(F (wi) = F(wi-1))

L
<VF Wi_ 1 ZD gt> ntE

1€St

> p

€St

2

— — L B(VE (wi)? +

> DBV (W)

2
i€ My
D ’ Ln? Dy ’
Z /r’t ’L
F; — —LE(VF, - —F ’
BVE (we) = 32 G BVE ()| |+ 5 E |5 7
A Az

From (6.14) and (6.15), A; can be bounded as

A1<Z tL2||Wt1 Wiy ||”

’LEMt
2

oy D ( 5 g+t S | Y 2pwn )

iGMt =t—1;+1 =t—7;+1 ZEMt/
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Next, we bound A,.

Ay

B\ LV, (Wis) — E(VE, (wy_r)) + E(VE (wi_)))

1€St ¢

2

-y ZDt (VE; (Wi_r,) — E(VF; (Wy_, +E ZD F; (W)
1€St 1€S:
2 Dé 2
<Z +E ZLE(VE, (Wi, ,
=D, +E(> D, (VE; (Wi—r,))

1€ESy

where the inequality follows (6.13).

Thus, we have

E(F(w) — F(w;1))

2 - t—1
D; o?
g—% IE(VE (w1 + || D DtE (VF; (w,_y,)) +2L225t< S 3
i€ My iE€My t t'=t—7;+1 t
2 2
Dy, Lny? [ o? D:
+ T Z o 'Z DL E(VE (We—r,)) +5 |5t Z D BV (Wier))
=t—7;+1 S i€St
Summing over ¢t € {1,...,T} we have
E(F (W) = F(wy)) <
T 0 T L 2
b 2 ¢ 2 D
SRR oI [ C e i | oy L)

i€ My tt/ t—7;+1

T i Ln? o2
Z__ Al +Z (UtL2 Z Z t/Dt/ Tta> ;

— ZEMt t/ t— 7'1+1

where the last inequality follows Ln; + LT, ztr,;ll Ny < 1.
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Then we have
T
> mllgll® <2E (F (wo) — F (w"))
t=1

D: 2
+ Z (277tL2 Z Z 77t' + Lm Dt)

ZEMf t/ t—1i+1

Dividing both sides by 3/, 7, yields (6.9).

6.8.4 Proof of Lemma 6.1

First, we have that —7; (S, D; (S;)) is a non-monotone function, since its first term increases
with |S;| and its second term decreases with |.Sy|.

Next, we prove that —7,(S;, D;(S;)) is a submodular function. For ease of expression,
we write — 7, (S, Dy (S:)) as —J1(S:) in the following proof.

From (6.4), we can see that a user’s optimal data sampling size has three possible values

which are 0, n;0 ZZ ! D] *, and Dz From Theorem 6.4, we know that for

(1 '7) ptZt 1Mt

any selected user set S; C S,

> D (S1) <) D(S). (6.16)

€S 1€S2

We also know that after reordering users, the optimal data sampling size of user j’ is
always no greater than that of user j for any j/ > j. Thus we have, for any selected user set

S1 C Sy and any user x € S5, there are four possible combinations of Dy*(S; U {z}) and

Dz*(S, U {x}):
D Dy*(S1U{z}) = Dy*(S2 U{z});
2) Di*(Si Ufa}) = Dy and D*(S; U{a}) = mo, [ — Xim ' D} (S5);
3) D#*(S, U {z}) = D% and D*(S, U {x}) = 0

4) D¥ (S, U {z}) =m0 — S Di*(Sy) and Di*(Sy U {z}) = 0.

(1 ’Y) ptzt 1M

We also give the definition of submodular functions.
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Definition 6.1 A set function f on S is submodular if and only if
f(S1U{z}) — f(S1) > f(SaU{z}) — f(S2)

foreach S C Sy C Sandx € S\ S,.

For any round ¢, selected user set S; and user = ¢ S;, we have

—J(SU{r}) = (=T(5))

_ Lnio? D#*(S, U {z}) o )

ST | X2 DSy X Dir(Siud{x}) (1 =) (. D77 (Se U {}) + €)
1€St i€SiU{z}

(6.17)

Then, for each combination of Dy*(S;U{z}) and Dy*(SaU{x}), we prove that — 7 (S; U

{z}) + T (51) =2 =T (S U {x}) + T (52).
D) D*(S1U{x}) = Di(S; U{x}):

From (6.16) and (6.17), we have

= J(S1U{x}) + T (S1) = (=T (S U{z}) + T (S2))

_ yLnio? _ D(51U{a})
25:1 n \ 2 Dr(S1) > D (Siu{x})
1€S] i€S1U{x}
_ Lnio? D (S Ufe})
SEome | 2 Di(S2) >0 Dy (S U{x})
i€S2 iESQU{:E}
> 0.

2) Df*(Sl U {I}) = D% and Dtx*(SQ U {ZE}) = nNo M)C;iﬁl)z*

From (6.4), we have

2 Ly
D%, <77ta\/(1_7> — > Di(Sy)

] T
)
Cp,t Zt—l Tt jEST
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and

L~y ,
D% > no : - Dy*(S2).
\/(1 RICAD I 2

JESa

Thus we have

Wp? /(L= NSy AL /(L) S
(D + > DF(S))? — 77 (D + 3 DiF(S))?

1€S1 €S2

(6.18)

From (6.17) and (6.18), we have

—J(S1U{x}) + T(S1) = (=T (S2 U{x}) + T (S2))

yLnjo? D
— ST o | 2 DiF(S)(DE + 3 Di(Sh))

€S 1€51

L e
WO T ST~ 2uies, Di(52)

2. Dir(S2)(Dp+ > Di(52))

1€S 1€S52

mo [ s — 2 Dit(Se)

P T
D% (A=7)ep e 21 Mt i€9,

(D} + > DF(S)E D} + 3. D (5:))?

€51 1€852

Ly o i 2
Dy? (o g, 5w~ 2uies, D17 (52))

Y DFS)(Dy+ Y DF(S))? % DiF(Se)(Dg + Y Di(Ss))?

1€851 1€S] €S2 €S2

> 0.

3) Df*(S; U{z}) = D% and DF*(Sy U {z}) = 0:
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Since Df*(Sy U {z}) = 0, we have —J (52 U {x}) + J(S2) = —(1 — )¢5, ;. Thus, we

have
— T (S U{a}) + T(S1) — (=T (S2U{z}) + T(S2))
yLnio? D v e
— : : — (1=~ (c,D
s o | S orE) > orugy| 7 @B
| 1€5¢ i€Siu{x}
B Ly _ 7%
S ’}/LT]?O'Q " (1*7)C;,t ZtT—l it iEZS1 Dt (Sl>
e | X DE(S) > Dy(Siu{r})
| i€S: ieSiu{x}
(1) [ (o i — 37 D (S)
it i t
: (1 - ’Y)Cp,t ZtT—l Mt ses,
=0.
4) Df*(sl U {ZE}) = o m — ZiESl Dz*(S&) and Dtm*(SQ U {$}) =0:

We omit the proof of this combination since it is similar with that of combination 2).

6.8.5 Proof of Theorem 6.5

From Lemma 6.2, we have for any round ¢,

G(St) = -G(OPTy),

Wl =

where OPT, is the optimal user set in round ¢.

Then, we have for any round ¢,

1
J1(Se, Di(SY)) + T1max > §<‘71(O7)Tt’ D;(OPT:)) + J1max)-
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Thus, the system loss over 7' rounds is bounded by

1 2
(gjl(OPTta D:(OPTt)) + gjl,max)

[M] =

S TS Di(S)) >

-+
I

1

> —OPT + O(T).

LWl —

6.8.6 Other Omitted Proofs

Proposition 6.1 directly follows from Theorem 6.1 by replacing the time-varying stepsize with
the constant stepsize.

Theorem 6.4 can be obtained by solving J/(D;) = 0, where [J(D;) is the first derivative of
J1(Dy).

Theorem 6.6 can be obtained by solving J;(D;) = 0, where J;(D;) is the first derivative of
T (Dy).
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Chapter 7

Truthful Incentive Mechanism for Federated Learning with Crowdsourced Data Labeling.

7.1 Introduction

Federated learning (FL) [80] is an emerging and promising ML paradigm, which performs the
training of ML models in a distributed manner. Instead of transmitting data from a potentially
large number of devices to a central server in the edge or cloud for training, FL allows the
data to remain at devices (such as smartphone), and trains a global ML model on the server by
collecting and aggregating model updates locally computed on each device based on her local
data. One significant advantage of using FL is to preserve the privacy of individual device’s
data. Moreover, since only local ML model updates, instead of local data, are sent to the server,
the communication costs can be greatly reduced. Furthermore, FL can exploit the substantial
computation capabilities of ubiquitous smart devices, which are often under-utilized. As a
result, FL can achieve collaborative intelligence, which can enable many Al applications based
on networked systems, such as connected and autonomous vehicles, collaborative robots, multi-
user virtual/mixed reality.

Recent studies on FL typically focus on supervised learning, which requires a large amount
of training data with data labels in the learning process. In many applications of ML, data
labels have to be generated manually by human users. For example, for image classification,
the object in an image should be recognized and annotated by a human user as the label of the
image data. Therefore, as FL does not allow a client to share her local data with the server or
other clients, to participate in FL, a client needs to manually label her local data (e.g., images),

before she can compute local model updates from her locally labeled data.
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However, data labels generated by human clients of FL are subject to errors. For example,
a client may misclassify a dog as a cat. As a result, this incorrect data label will lead to error
in the local model, and thus error in the global model obtained by the FL server. Moreover,
the labeling error rate of a client generally varies for different clients, depending on the client’s
knowledge level of the data labeling task. For example, a client who is familiar with dogs will
have a lower labeling error rate than another client who is not. Furthermore, the accuracy of
data labels is also affected by a client’s effort made in the data labeling task. The data label
error rate will be low when the client makes much effort in labeling the data, and otherwise
is high when the client makes little or no effort. For example, a client may make no effort in
image classification by randomly guessing the object in an image without actually recognizing
the object.

While a client’s effort impacts the accuracy of her data labels, the effort can be her hidden
action that is only known by the client herself and cannot be observed by the FL server. Due
to the inaccurate nature of data labels, a strategic client may label her local data arbitrarily
without making effort in data labeling, while the server will not be able to verify whether effort
is actually made or not. Moreover, the effort made by a client in computing her local model
update, which can be quantified by the mini-batch size used by the client in stochastic gradient
descent, can also be the client’s hidden action that cannot be verified by the server. As a result,
a client may have incentive to compute her local update with a small mini-batch size so as to
reduce her resources used in local computation. Furthermore, the local model computed by a
client from her local data can also be her private information that she can manipulate in favor
of herself, e.g., a client may increase or decrease her true local model and report it to the server.

In the presence of such strategic clients with hidden data labeling and local computation
efforts and private local models, our goal is to incentivize the clients to make truthful efforts as
desired by the FL server and reveal their true local models. Such a truthful incentive mechanism
is desirable as it eliminates the possibility of manipulation, which would encourage clients to
participate in FL. More importantly, the truthful elicitation of clients’ efforts and local models
ensures that the FL server can obtain a global model with high and guaranteed accuracy from

the learning process, which is a key performance metric of FL.
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The joint elicitation of data labeling effort, local computation effort, and local models for
FL calls for new design that is very different from existing truthful mechanisms. First, the
training loss of the global model obtained from FL has a non-trivial dependence on clients’
exerted efforts and reported models. As a result, existing incentive mechanisms for effort and
data elicitation do not work for the problem here. Second, due to the complex relation between
the impacts of labeling effort, computation effort, and local models on the training loss, the
joint elicitation of effort and models needs to overcome the coupling therein. Third, given the
truthful incentive mechanism for effort and model elicitation, the FL server needs to determine
how much effort should be made by each client, in order to maximize the server’s payoff.

The main contributions of this chapter can be summarized as follows.

* We propose an FL framework with crowdsourced data labeling based on a truthful in-
centive mechanism, where the labels of a client’s local training data for FL are manually
generated by the human client and are subject to errors. We consider strategic clients
whose actual efforts in data labeling and local model computation as well as actual local

models cannot be verified by the FL server.

* We first characterize the performance bounds on the training loss as a function of clients’
data labeling effort, local computation effort (quantified by the mini-batch size), and re-
ported local models. It shows that the labeling and computation efforts as well as the
reported models have non-trivial impacts on the training loss. Based on the obtained
insights, we develop the Labeling and Computation Effort and Local model Elicitation
(LCEME) mechanism which incentivize clients to truthfully make efforts in data labeling
and local computation, and report local models. The truthful design of the LCEME mech-
anism overcomes the intricate coupling in the joint elicitation of labeling effort, compu-
tation effort, and local models. Based on the LCEME mechanism, we then characterize

the optimal computation effort assignment for maximizing the FL server’s payoff.

* We evaluate the proposed FL with crowdsourced data labeling using the popular MNIST-

based hand-written digit recognition problem. The results demonstrate that the proposed
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Figure 7.1: Schedule of FL with crowdsourced data labeling based on a truthful incentive
mechanism.
algorithms outperform the methods that do not consider data labeling errors or do not use

an incentive mechanism.

The remainder of this chapter is organized as follows. Section 7.2 reviews the related
work. In Section 7.3, we describe the system model and formulate the problem of incentive
mechanism design. In Section 7.4, we study the performance bound on the training loss. In
Section 7.5, we devise the LCEME mechanism and the server’s optimal effort allocation. Sim-

ulation results are presented in Section 7.6. Section 7.7 concludes this chapter.

7.2 Related Work

Incentive Mechanism for Federated Learning. FL has emerged as a disruptive computing
paradigm for ML by democratizing the learning process to potentially many individual devices.
Most existing studies on FL have focused on algorithm design for FL, such as for reducing the
local model drifts across non-1ID clients and participating clients selection. Meanwhile, there
have been several recent works on computation and communication resource allocation for
FL [95, 96, 97, 98, 99, 100, 101, 102]. On the other hand, a few recent work studied incen-
tive mechanisms [123, 124, 125, 126, 127, 128, 129, 130, 131, 132, 133] for FL that take into
account participating clients’ strategic behavior. In particular, most of these work considered
compensating clients’ communication and computation costs with an economic approach, such
as Stackelberg game [127], auction theory [128], cooperative game [129, 130], and contract
theory [131, 132]. However, all these prior works have focused on either incentivizing clients’

participation via cost compensation, or truthfully eliciting clients’ participation costs. [133]
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proposed VCG-based mechanisms that incentivize clients to truthfully report their local mod-
els. In contrast, this paper studies incentive mechanisms for truthful elicitation of clients’ local
models as well as their efforts in data labeling and local computation.

Truthful Incentive Mechanism for Effort and Data Elicitation. There have been a lot of
research on incentive mechanisms for various applications of data collection and processing,
particularly for data crowdsourcing [76, 22, 23, 134, 135, 136, 25, 45, 54, 55]. Many incentive
mechanisms incentivize agents to truthfully reveal their participating cost, where the cost is
considered to be private for a agent that may not be revealed truthfully without appropriate
incentive. There have been recent studies on truthful mechanism design for hidden efforts in
the economics literature [137], which is concerned with strategic agents that can make hidden
efforts not desired by a principal who recruits the agents to work on a task. A few recent works
have studied this problem in the context of crowdsourcing [138, 26, 25, 57, 139]. Mechanism
design for truthful elicitation of strategic agents’ data (e.g., opinions) has been extensively
studied in various applications (e.g., [140]), more recently for crowdsourcing [138, 25, 58, 57,
139]. The data of an agent can be its private information that the agent can manipulate in
favor of her benefit. Different from existing works, in this paper, we focus on FL and aim to
design truthful mechanisms that jointly elicit clients’ hidden efforts in data labeling and local
computation and their private local models. The truthful mechanism design here is non-trivially
different from existing works, due to 1) complex dependence of the training loss on clients’ data
labeling and local computation efforts and local models; 2) intricate coupling in joint elicitation

of the clients’ efforts and models.

7.3  System Model and Problem Formulation

In this section, we first describe a FL system with crowdsourced data labeling based on a
truthful incentive mechanism (as illustrated in Fig. 7.1), and then present the design objectives

for truthful incentive mechanisms.

7.3.1 FL with Crowdsourced Data Labeling

Consider the following FL problem:
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min F(w) = ZpiFi(w), (7.1)

where F;(w) is defined by ~

f(+) is the per-sample loss function of client 3, N = |A/| is the number of clients, p; is the
weight of client 4, Y, p; = 1, D; = {€},&5, ... 75%1'} is client i’s local dataset for updating
the model parameter, and D £ Zfil D;. Without loss of generality, for ease of exposition, we
assume that all clients have the same per-sample loss function f(-).

Data Labeling. To participate in FL tasks, each client needs to maintain a local dataset D,;.
In this chapter, we assume that the FL clients collaboratively train for classification ML tasks,
and each client needs to observe class labels corresponding to the feature information that she
holds. After observing the labels, each client ¢ in the client set A/ obtains a dataset D;.

The labeling effort e; € {0, 1} represents whether client i makes effort in labeling her data,
where e; = 1 and e; = 0 indicate making and not making effort, respectively. If client : makes
effort, then the labels in her dataset are correct; otherwise, the labels are randomly selected
from all possible classes without considering the corresponding features. We know that an
ML model trained on a correctly labeled dataset is more likely to make useful predictions than
a model trained on incorrectly labeled data. Therefore, making effort e;, = 1 means higher
accuracy of the trained model than not making effort (We prove this intuition in Section 7.3.).
We assume that every client can fully control the amount of effort they make, and the server
does not have such information.

Local Model Computation. In each round of FL, clients communicate their local updates to
the server, and receive the updated global model from the server. In round t,! each client i
receives the global model w;_; from the server, sets Wio = W;_1, and then performs H local
iterations of SGD. In the hth local iteration, client 7 computes the average gradient gti, nq of the
loss function using a mini-batch of D; data samples randomly drawn from her local dataset D;.

Then client ¢ updates her local model as

"We use t and h as the index of communication rounds and local iterations, respectively. The subscript (¢, h)
denotes the hth local iteration in round ¢.
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i i i
Wih = Win1 = N9 h—1>

where D

7 is the step size, and ftzh is the jth data sample randomly drawn from client ¢’s local dataset
D;. After H local iterations, client ¢ sends her local update W; y for round ¢ to the server.

The computation effort D; represents the mini-batch size client ¢ uses to update her local
model in each round. Due to the randomness of data sampling for computing the update in
SGD, the computed gradient of a client could deviate from the expected gradient, and thus
slow down the convergence of the FL global model. It has been proved that the larger the mini-
batch size D;, the lower the variance of her local update [105]. Thus, a local update computed
with a larger mini-batch size benefits the FL training.

At the end of round ¢, the server aggregates clients’ local models and updates the global
model as N

Wy = Z piw; -
i=1

Effort Assignment. Before data labeling and local computation, the server assigns the labeling
effort €] and computation effort D] to each client ¢ and notifies client ¢ of e, and D;. The la-
beling effort €] € {0, 1} indicates whether the server desires client 7 to make effort in labeling,
and the computation effort D; indicates the mini-batch size that the server desires client i to use
to update her local model in each round. Clients’ effort assignments generally vary for differ-
ent clients due to their diverse characteristics (e.g., weight in model aggregation, computation
capability).

After being assigned effort e/, each client ¢ generates labels for the local dataset by making
actual effort e;. Since e; is a hidden action of client i, it is possible that client - manipulates e;
against the assignment e, to her own advantage such that e; # €.

Furthermore, a client incurs a computation cost (measured by the computation time, en-
ergy consumption, etc.) for computing a local model update, which depends on the computation

capability of the client and the mini-batch size used to compute the update. Thus, client 7 may
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also have incentive to manipulate D; against the assignment D! to her own advantage such that
D, # Di.
Local Model Reporting. When reporting the local model to the server, a client ¢ may have

incentive to misreport her local model to her own advantage, i.e.,

i )
W, = Wi_1 — YiNGi_1,

where v; > 0, Vi € N is the model reporting coefficient, which is the multiple of gradient that
client i uses to update her local model®>. When ~; = 1, client 7 reports the actual local model to
the server, which is desired by the FL server. When ~; # 1, the gradient is reduced or increased.

In this case, the trained model of FL will be affected, and thus the training loss F'(w).

7.3.2 Truthful Incentive Mechanism for FL

After the training process, the FL server tests the trained global model of FL to a data sample
¢ randomly drawn from a testing dataset Dy. It is commonly assumed in existing studies that
the FL server can test the trained FL. model (e.g., [131]). Then the server can determine each
client’s reward based on the testing loss f(wr, &) observed for the testing data sample £. Note
that the server only needs to test the trained model to a single random data sample from Dy. For
example, the testing can be performed when the server applies the trained model to an unseen
data sample for inference/prediction and observes its true label later.

Based on the testing loss f(wr, £), the server pays a reward r; to each client ¢, according

to a certain reward function:

ri(6;7e,—z’7D£7 /—i7/yz{a7/—iaf(wT7§))v (72)

where €’ ;, D’ ,, and 4/, are other clients’ assigned data labeling and computation effort, and
model reporting coefficient, respectively. The reward function is pre-defined by the server, and

announced to all clients before they participate in FL. We can see that the reward depends on

’In this chapter, we assume that clients’ strategies do not change in FL training. We will study the case of
time-varying strategies in future work.
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not only the assigned efforts and model reporting coefficient, but also the testing loss of the
final global model.
Each client 7’s payoff is the difference between the reward paid by the server and her cost

in data labeling and computing her local model, given by

AL

ui(e;, €, Di, D', 7y;,%')
T 7.3
(€€ DL D oo f w02 6) — cles — S D 7
t=1
where e/, D', and ~' are all clients’ assigned data labeling effort, computation effort, and model
reporting coefficient, respectively. The data labeling cost coefficient ¢} captures the resources
consumed by client 7 if she makes an effort, i.e., e; = 1, in data labeling, and the computation
cost coefficient c; is client ¢’s cost of computing her local update using one data sample. If
client ¢ makes no effort, i.e., e; = 0, there incurs no cost. Here we assume that clients have the
same data labeling cost coefficient (i.e., ¢; = i, Vi € N), and the labeling and computation cost
coefficients are known to the server. This assumption is reasonable when the costs of labeling
a client’s dataset and computing using a data sample are determined by uniform market prices
(e.g., in Amazon Mechanical Turk, a usual reward for labeling an image is $0.1). We can
also relax the restriction of the uniform labeling cost coefficient. Since a client ¢ can only
affect the training loss through her actual e;, D;, and ~;, we omit the loss function f(wr, &)
in the expression of client ¢’s utility u;. The detailed reward function design will be given in
Section 7.5.
The server’s payoff wu is the negative training loss minus the total reward paid to the

clients, i.e.,

u0(6/7D/a’7/af(wT7€)) £ _f(WT7§) - Zri' (74)
ieN
Since clients may manipulate their actual efforts and report untruthful local models, the

global model may be different from that when clients do not behave truthfully, i.e.,

WT|e/,D/,'y/ 7é WT|e,D,'y‘
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This means that the final global model obtained with efforts and reported local model manipu-
lation cannot solve the FL problem given in (7.1). Nevertheless, the training loss of FL is also

affected, 1.e.,
F(Wr)lep'~n 7 F(W1)|e,D -

Furthermore, some clients’ manipulation would discourage other clients to participate in
FL. For the reasons we discussed above, here we aim to design a mechanism that can incentivize
clients to make data labeling and computation efforts as the server desired and upload their
actual local models. This can be achieved by properly defining the reward function r;. The

truthful mechanism should have the following features:

Definition 7.1 A mechanism achieves truthful strategies of all clients as a Nash equilibrium
(NE) if, given that all other clients truthfully make data labeling and computation effort as the
server desired and upload their actual local models, the best strategy for client ¢ to maximize
her payoff is to behave truthfully, i.e.,

E[ul< —z’DI D/ 27717’7 )] Z

(7.5)

E[ui(eza D17D/177za )] vezaDi/}/i-

_1/7

Another aspect we should notice is that the payoff of each client ¢ should be non-negative,
so that the client will have the incentive to participate in the FL. This property is formally

known as individual rationality as stated below.

Definition 7.2 A mechanism is individually rational (IR) if for each client 7, its expected pay-

off is non-negative if she behaves truthfully, i.e.,

E[ul( D/ D/ 17717 )] > 0 vewDieri- (76)

7.4  Training Loss Analysis

In this section, we characterize the performance bounds on the training loss as a function of
clients’ data labeling effort, local computation effort, and reported local models, which reveal

the impacts of these factors on the training loss.
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We first make the following general assumptions on the loss functions F1i, ..., Fiy, Vi €

N.
Assumption 7.1 F, ..., F\y are L-smooth.
Assumption 7.2 Fy, ..., Fy are pu-strongly convex.

Assumption 7.3 The variance of the stochastic gradient of a data sample in a device is bounded:

E|Vf (w, &) = VF (w,)|° < 02 Vi€ N, Vt.

Assumption 7.4 The variance of the stochastic gradient of a data sample when the client
makes no effort on labeling is bounded: F HVf (Wi, &) — V f (wy, ffnl) ||2 < B, Vi € N,
Vt.

Assumption 7.5 The expected squared norm of stochastic gradients is bounded: E |V F; (w,)||” <

G? Vi € N, Vt.

In Assumption 4, we assume that the variance of the stochastic gradient of a data sample
when the client makes no labeling effort is upper bounded, and the bound f is known by the
server. The server can calculate the bound using the loss function and the range of the value of
data samples. Next, we use a simple example to demonstrate how to obtain the bound 5. We
use a simple linear regression model to illustrate the convergence problem. Assume that the
loss function is given by

i L P2 .
f(w.&,) = §mefw -y ll?, VieWN.
A data sample with correct label is denoted as &' = (! ,y' ). A data sample with incorrect
label is denoted as &/ = (z ,4").

The variance of the stochastic gradient of a data sample is

‘2

B|Vf(w.g) -V (w.g))

7 7 % 7 AP
i/ i 7
=1k — vh)xh,|I* < 2Y X,
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where 4 > <Y and ||z} ||> < X. Then we have 8 = 2V X.

Theorem 7.1 Suppose Assumptions 1 to 5 hold, and the step size n < % Then the FL training

loss is bounded above by:

E[F(wr) — F(w")] < L(1 — un) ™ E |[wo — w*||"

M=
NE

+ 2Ln? (1 — pu)TH— (=) H—h
t; h=t (7.7)
: D;
ieEN
2
Fa (= 1P (= 1) (624 5+ (1= ) ).

where d; = E[F;(w*)] — E[F;(w?})] quantifies the heterogeneity degree of the data held by

client ¢ [15].

The first term of the training loss bound decreases geometrically with the total number of
local iterations 7'H, and is due to that SGD in expectation makes progress towards the optimal
solution. The bound is also affected by other factors, i.e., the randomness of data sampling in
SGD for computing local updates p?%ii, the data heterogeneity of clients’ data p;d;, the data
labeling effort level of each client p;(1 — e;)/3, the local model misreporting -y;, and the number
of local iterations per round H. We can see that any v; # 1 increases the training loss bound.
Thus, it is desired that all clients report their actual local model (i.e., v, = 1, Vi € N) to
minimize the training loss. Moreover, as the coefficients in the training loss bound depend on
the aggregation weight p;, a client with a higher weight p; has a larger impact on the training
loss than that with a lower weight p;.

The randomness of data sampling in SGD for computing local updates affects the training
loss, which depends on each clients’ mini-batch size D; in each iteration (i.e., computation
effort). We can observe that a larger mini-batch size D; reduces the training loss. The terms
involving e; depend on by the data labeling effort of each client. If client < makes effort in data

labeling, these terms equal to O; otherwise, if client 7 makes no effort in data labeling, these
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terms equal to p;3. Thus, it is desirable that all clients make data labeling effort (i.e., e; = 1,

Vi € N) to minimize the training loss.

7.5  Truthful Incentive Mechanisms for Data Labeling Effort, Local Computation Effort, and

Local Model Elicitation

In this section, we first propose the LCEME mechanism that satisfy the truthful and IR prop-
erties to incentivize clients to make efforts as the server desired and report actual local models.
Then, we find the optimal computation effort assignment under the LCEME mechanism that

maximizes the server’s payoff.

7.5.1 LCEME Mechanism Design

We first present the design of LCEME mechanism.

Definition 7.3 Given the data labeling effort assignment e, = 1, the model reporting coeffi-
cient assignment 7, = 1, and any computation effort assignment D, the LCEME mechanism’s

(2

reward function for client ¢, Vi € N, is given by

Ti(e;7eii7D£7 LZ”yi,j/Lz,f(WT7f))

= QD) - (D)) f(wr, &) +

(7.8)

where
QUD') = (D)) (L(1 — )™ E |jwo — w*||* +

o} o} i
AZ(6Lpidl- + piQﬁ +2p(H — 1)*(G* + ﬁ») + T, D,
ieN t t

D,/L-2C7.’T 1—(1— TH .
T A = 2Ln%, and the assigned

api(pi+2(H-1)?)
Bei T(1+2(H—1)2) "

e/ — 11><N’ ,7/ — 11><N’ @(D;) —

computation effort D satisfies D, > o;

Note that the reward function depends on the testing loss which is observed by the server.
In this paper, for ease of exposition, we assume that the expected testing loss is equal to the
training loss. This assumption is reasonable: in practice, the entire training dataset of FL (i.e.,

UN D, is often a good representation of the testing dataset Dy, so that the expected testing
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loss is well approximated by the training loss. Based on this assumption, the expected payoff

of client ¢ is given by:

Eﬁ[ui<€i; e/,i, -Di7 DLN Vi 7Lz>]

- EE[Ti(egﬂ eLiJ D;7 Lia ’71/7 7Lz7 f(WTa g))] —Ge¢; — TC;DZ (79)

=Q(D") — ®(D))F(wr) + ¢ — qe; — T, D;

where £ is a random data sample drawn from the testing dataset D,.

Next, based on Theorem 7.1, we approximate the expected training loss F'(wr) in terms of
the optimal training loss F'(w*) plus the upper bound on the training loss gap given in the right-
hand-side of (7.7). Then we assume that each client uses #; as her expected payoff function,
where 4; is defined as (7.9) with F'(wy) replaced by the right-hand-side of (7.7) (the optimal
training loss term F'(w*) is omitted as it does not affect the truthful mechanism design). This
is a reasonable assumption since 1) a client cannot find the expected training loss F'(wy), but
can find the upper bound in (7.7); 2) using the upper bound on the training loss gap can capture
the worst case of the client’s expected payoff. Therefore, in the rest of this paper, each client
determines her strategic behavior for maximizing the payoff function ;.

In the following, we use two theorems to prove that the LCEME mechanism satisfies the
truthful and IR properties defined in Definition 7.1 and 7.2, with respect to the clients’ payoff

functions ;.
Theorem 7.2 The LCEME mechanism is truthful.

We show how the LCEME mechanism achieves the truthful property using three lemmas.

Lemma 7.1 Under the LCEME mechanism, given that client + makes any data labeling effort

e; and computation effort D;, her optimal reported local model is her true local model, i.e.,
v = L
It can be shown that the expected payoff of client ¢ is a convex function of ;. We can

obtain the result of Lemma 7.1 by calculating the partial derivative of the expected payoff of

client ¢ with respect to 7; and letting the derivative equal to O.
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Using Lemma 7.1, we can express client ¢’s approximated expected payoff u; as

2

Y
D’ + T'c, D,

o2
5)
2

— ®(D;)A ( 22% +pi(1 —e)p

2
F (= D+ (1= e)8)) +a— e~ 6D,

7

Lemma 7.2 Under the LCEME mechanism, given that clients report their optimal local models
v = 1, Vi € N, and client ¢ makes any computation effort, client 7’s optimal actual effort is

the desired effort, i.e., ¢; = 1.

Then, we show that, when client  makes any labeling effort, her expected payoff is always

lower than that when she makes effort:

_DPe,T(1+2(H —1)%)
o7v; (pi + 2(H — 1)?)

:(DgQC;T(l +2(H —1)%)8
orpi(pi +2(H — 1))

>(c—c)(1—e;) >0,

pi(l—e)B —ca+ce;

—o)(1 —¢€)

where the inequality follows from the constraint on D..

Using Lemma 7.1 and Lemma 7.2, we can express client ¢’s approximated expected payoff

u; as
o2 o2
;(D;, Dj) =—<I>(D;)A(pZD +2p;(H — 1) D) Té D,
2 o2
+ ®(D)A(pi” ﬁ +2p;(H — 1>25/) +Tc D]

Lemma 7.3 Given that clients report their optimal local models +; = 1 and make effort in data

labeling ¢; = 1, Vi € N, client i’s optimal actual computation effort is the desired computation

effort, i.e., D; = D..

Now that the expected payoff is a convex function of client #’s actual computation effort

D;, we can obtain client ¢’s optimal actual computation effort D; by calculating the partial
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derivative of the expected payoff of client ¢ with respect to D; and letting the derivative equal
to 0, which is the desired computation effort D).
Given the definition of truthful mechanisms (Definition 7.1), the LCEME mechanism is

truthful. O
Theorem 7.3 The LCEME mechanism is IR.

Here we discuss the rationale of the LCEME mechanism. The server’s goal is to incen-
tivize clients to make actual data labeling and computation effort as desired by the server and
report their true local models. Thus, client ¢’s reward function 7; should be a function of her
actual efforts (e; and D;) and model report coefficient (vy;). Otherwise, clients can deceive the
server to gain more rewards. Thus, we design the reward function as a function of the training
loss, which has been proved to be determined by clients’ actual efforts and model reporting
strategies in Theorem 7.1. In the refined reward function, client ¢’s optimal strategy to max-
imize her expected payoff is to make data labeling and computation efforts as desired by the

server and report her actual local model.

7.5.2  Optimal Computation Effort Assignment

A desirable objective for the server is to find the optimal assignment that maximizes her ex-

pected payoff.

Definition 7.4 The server’s optimal assignment D* for LCEME mechanism is the assignment
function D’ that maximizes the server’s payoff, i.e.,
D~ £ arg maXE[Uo(D/7 f(WT7 5))]
Dl

2
« cla»pi(pi—i—Q(H— 1)2) .
t D> i .
st iz \/ BeiT(1+ 2(H — 1)?) VieN

(7.10)

The constraint in (7.10) is to make sure that the LCEME mechanism is truthful.
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The problem given in (7.10) is equivalent to the problem:

2 2
. aoipi(pi+2(H —1)%) .
t Dr> 9% v
o —\/5C;T(1+2(H—1)2) ViEN,

(7.11)

where F'(w*) can be seen as a constant.

From the above problem formulation, we observe that there exists a tradeoff between the
FL training loss and the server’s payment to clients. We know that the training loss reduces
when clients use larger mini-batch sizes to compute their local updates from Theorem 7.1.
However, using larger mini-batch sizes increases the server’s payment. Therefore, we aim to
find the optimal computation effort (in the form of mini-batch size) assignment for each client

to maximize the server’s payoff.

Theorem 7.4 The server’s optimal computation effort allocation is given by
A(p?0? + 2p;(H — 1)2
D :m{\/ (pRo? + 2pi(H —1)%)
T

ao?pi(p; +2(H — 1)?) ,
\/ B T(1+ 2(H — 1)%) } VIEN.

From Theorem 7.4, we can see that the server’s optimal computation effort for a client ¢
increases with her weight p; and gradient variance o2. This is because when client ¢ has a larger
p; and/or o, the effect of the randomness of her SGD computation per data sample on the global
model will be larger. From Theorem 7.1, we know that a larger mini-batch size D, reduces the
randomness of data sampling in SGD. Thus, assigning a larger computation effort for client ¢
can reduce the training loss. We also see that D decreases as client 7’s computation cost c;
increases. This is because a larger computation cost increases the reward paid by the server.
When a client’s computation cost is large, the server prefers to allocate a smaller mini-batch
size to the client to reduce the payment. We can also show that a client’s optimal mini-batch

size increases as the number of local iterations H increases. This is because a local update’s
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Figure 7.3: Impact of effort level on the model accuracy.

quality can be improved by using a larger mini-batch size, and thus reduce the error caused by

performing multiple local iterations.

7.6  Simulation Results

In this section, we conduct real data based simulations to validate the theoretical findings and
evaluate the LCEME mechanism. We first describe the simulation setups, and then we present
the evaluation results and analyses.

We implement a simulated system consisting of a server and 10 clients. We use the widely
used MNIST dataset [141] for simulations in Matlab. Each training element is a handwritten
digit picture that represents numbers from O to 9. Each client conducts one layer of CNN for
one local iteration in each round (/{ = 1). We denote the heterogeneity degree of a client’s

dataset as the percentage of data with labels the same as the last digit of the client’s index.
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For the remaining data of the client, we uniformly draw the training data samples from the
entire training set. Unless otherwise specified, client ¢’s heterogeneity degree is 0.4, and the

mini-batch size is D; = 50.

7.6.1 Impact of Clients’ Strategies on Training Loss

We first compare the training loss while clients’ data labeling and computation efforts changes.
From Figs. 7.2 and 7.3, we can see that the training loss decreases and the model accuracy
increases as D); increases. We also observe that when there exist clients make no effort in data
labeling, the training loss increases and the model accuracy decreases. The observations con-
form to our theoretical result in Theorem 7.1. We also compare the training loss while clients
report local models with different model reporting coefficients and truthfully make efforts. We
observe from Figs. 7.4 and 7.5 that the training loss is minimized when all clients report their
actual local model. When there exist clients report local model untruthfully, the training loss
increases and the model accuracy decreases. This conforms to the result in Theorem 7.1 that
the more clients truthfully report local models, the lower the training loss. We also observe
that, although the training loss bounds are the same when v; = 0 and ; = 1, the training loss
is lower when v = 0. Figs. 7.2, 7.3, 7.4, and 7.5 demonstrates that, when clients truthfully
make efforts and report local models, the training loss is minimized and the model accuracy is

maximized.

194



7.6.2 Impact of Truthfulness on Clients’ Payoff

We compare a client’s payoff while making the desired data labeling effort e; = 1 or not
e; = 0, and reporting the actual local model v; = 1 or not ; # 1, as the computation effort
D, changes. The assigned computation effort D] = 60. We let other clients behave truthfully.
We observe from Fig. 7.6 that a client’s payoff, when she makes data labeling and computation
effort as the server desired and reports actual local model, is always higher than that when
her behavior is untruthful. Furthermore, we also observe that the client’s payoff is positive
when she behave truthfully. The simulation results demonstrate that the LCEME mechanism is

truthful and achieves the IR property.

7.6.3 Server’s Payoff

We compare the server’s payoff while clients make different computation efforts. From Fig.
7.7, we can see that the server’s payoff is maximized when clients make the server’s optimal
computation effort. When clients do not make the optimal computation effort, the server’s pay-
off is lower even if the total computation effort of clients is the same as the optimal computation
effort allocation. This is because, in the former case, the computation effort allocation does not
care about clients’ heterogeneous computation cost and thus causes higher computation costs.
We also simulate the case where clients’ computation effort D; = 100 is always higher than
the optimal computation effort. We observe that among three cases, this case results in the
lowest server’s payoff. This is because clients’ computation costs are ignored when assigning

D;, resulting in an increase in the server cost.

7.7 Conclusion

In this paper, we studied FL with crowdsourced data labels, where the local data of each par-
ticipating client are labeled manually by the client. We characterized the performance bounds
on the training loss as a function of clients’ data labeling effort, local computation effort, and

reported local models. We then devised truthful incentive mechanisms which motivate strategic
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clients to make truthful efforts as desired by the server in data labeling and local model compu-
tation, and also report true local models to the server based on the derived performance bound.

Simulations based on real data are demonstrated the efficacy of the proposed algorithms.

7.8  Appendix

7.8.1 Proof of Theorem 7.1

We define a virtual sequence W, ;, given by w;, = > N piwgh, Vt, h. Note that w; ;, is not

accessible when clients have not completed H local iterations (i.e., h < H), and w; = W, .

2

|Wem — W*HQ = HWt,Hl —w" = nZ%pig;H_ll <
iEN
, ‘ , 2 (7.12)

QUWt,H—l — NGt,H-1 — W*||,+2 NGt ,H-1 =1 Z%pigZ,H_l

;1’ ieN

1 N - J/
Az

where gtiy .| is the gradient when client i makes any data labeling effort, Gin = Y oien Pi g;" L=

> ien PiElg; 4], and g7 ;, is the gradient when client i makes data labeling effort.

Ay = |[Wygo1 — w +Z72H§t,H_1||i—?” (WeH—1 = W, grni1). (7.13)

B1 Bs

For B,, we have

By = —2n sz‘<wt,H—1 - Wz,pr §§,H71> —2n ZPNW?HA - W, §§,H71>-
ieN ieN

We use the convexity of ||-||* and the L-smoothness of F} to bound B;, the Cauchy-Schwarz

inequality and AM-GM inequality to bound the first term of B5, and the p-strong convexity of
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F’; to bound the second term of By. We have

AL W = WP+ 2L0° Y pi(E(wh ) — Fi(W)))

ieN
+ sz' (HWt,H—l — Wi,H—lHQ +7° ‘}§£,H—1||2>
ieEN
203" s (Fwi ) = Fi(w) + Sy — v )
ieN
< (1 —pn) |weg_1 — w|* + Zpi | Wem-1 — Wi,H—l”Q
iEN
—{—4L7722p2 WtH 1) — Fi(w}))
iEN
=20 pi (Fi(w, 1) — Fi(w")),
ieN
in which we denote the last two lines as C}.
Cy =4Ln” Y pi(Fi(w*) — Fi(w)))
ieN
—2n(1—2Ln) > pi(Fi(Wi ) — Fi(w"))
ieN
<4Ln? sz’di —2n(1 —2Ln) <— Zpi
iEN ieN

7

1.
(L (Fy(We g1 — Fi(w})) + o |Wig 1 — V_Vt,H—lH2 + Fi(We 1) — Fz’(W*))> :

<2n(1—2Ln)(nL —1 sz (Wi g1 — Fi(w)))

ieN
+ (AL0? + 2L (1= 2Ln) > pidi + (1= 2L0) > p; | Wiy — W]’
ieN ieN
<6Ln? sz'di + Zpi HW;HA — V_Vt,HqHQ :

ieN ieEN

Thus we can further bound A4, as

B[A) < (1 — ) [Wem—r — W

+ 6Ln? Zpidi + 2 Zpi Hwin1 — V_Vt,H—1H2 .
ieN ieN

(7.14)
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Next, we bound

ST piB [ — wil? < S pi Wi — waf

1EN 1EN
H-1 H_1 (7.15)
i ! i/
<P Y BB gih 1P <n (H -1 pi > Ellgi, |I*
ieEN h=1 EN k=1
Using Assumption 7.4, we have
i i ! 1 0. 05
Ellgis = gi II" = Ell 5 D (Vfilwin &%) = V filwin, &)1
b
1 » .
< D, Z Eeijygid IV fi(Wen, &7) =V fi(win, &)1 (7.16)
J
From [105], we have
2
. . 2 o
E\lg ., — g < = 7.17
100 = giall” < 5 (7.17)
From (7.16), (7.17), and Assumption 5, we have
ik i ! i i i i |12
E 9t.h =F 9eh — Gen T Gen — Gen + Gep ‘
i ! ik i ~i |2 ~i |2
<2F ’ 9en — Gtn ‘ + 28 Hgt,h — 9th ‘ +2F Hgt,hH (7.18)
202
<2(1 — €)B+ —& +2G2.
D;
Thus we can bound (7.15) as
_ i 2
> B || Wen — Wi
e ) (7.19)
(o
<2’ (H—1*) pi((1—e)B+ = +G°).

iEN Di
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Next, we bound A,. From (7.17) and (7.18), we have

— i /
ElAs] = |ngeu-—1—n Z ViPi9t, H-1

ieN

— ‘ !/
=1°E |\ G — goa—1 + g1+ Z ViPigt -1

1eEN

<2’E | Gum-1 — g1 | + 20°E gt — gt,H—1H2

2
+ 21 sz-(% —~ 1)2E‘
EN

U +pz (1-e)B
ieEN

+ 2pi(yi — 1)*(G* +

(7.20)

i
9t H-1

2
EZ + (1 —€:)B)).
Combining (7.12), (7.14), (7.19), and (7.20), we have

E||lwr g —w*|

<21 — ) w1 — w*|* + 12L° Y pidi
ieN
+4? > (p - L (1))

ieEN D
2

AP pil(3 = 1P+ 2(H = DG + 7+ (1 - )).
ieN ¢

Using induction and the smoothness of F', we have (7.7).

7.8.2 Proof of Theorem 7.3

Given that all users behave truthfully, the expected payoff of user ¢, V7 is given by

Elu;] = QD) — ®(D))F(wr) + ¢ — ¢e; — T¢, Dy,
>®(D})(F(wr) — F(w*)) + Tc,D;

1

— ®(D))(F(wr) — F(w*)) + ¢, — a¢;, — Tc,D; = 0.

(2
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7.8.3 Proof of Theorem 7.4

The total expected reward paid by the server is bounded by >, 7 > >,y (a4 T¢,D;).

Using (7.7), we have

F(wr) = F(w")+ Y 1 < L1 — i)™ E |wo — w*|?
iEN
2

+ZN pz—+6Lpzd+2pz(H 1)? Dt)+cl+TcD)
1€

It can be shown that the above upper bound is a convex function of D;. The optimal mini-
batch size D;* can be obtained by calculating the partial derivative of the bound with respect to

D; and letting the derivative equals to 0.
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Chapter 8

Summary and Future Works.

8.1 Summary

In this dissertation, we have studied quality-aware data crowdsourcing and federated learning
in wireless networks. For quality-aware data crowdsourcing, we study truthful incentive mech-
anisms that elicit workers’ private information with privacy-preserving property, and data poi-
soning attacks on dynamic crowdsourcing. For WFL, we first study quality-aware distributed
computation for FL, which controls the quality of users’ local updates via the sampling sizes.
We study the performance bounds on the training loss as a function of local updates’ quality
over the training process for different FL setting, and develop cost-effective dynamic distributed
learning algorithms that adaptively select participating users and their mini-batch sizes, based
on users’ costs in wireless networks. We first study IID and non-IID cases for convex setting.
Then, we investigate non-convex setting and asynchronous setting with IID data. Given the
commonality of data crowdsourcing and labeling quality of the training data of FL, we study
the impact of the strategic behavior of FL clients and develop incentive mechanisms that incen-
tivize strategic clients to make truthful efforts as desired by the server in local data labeling and

local model computation, and also report true local models to the server.

8.2 Future Works

In this Section, we discuss some possible future work directions following the works in previous

chapters.
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8.2.1 Non-Convex and Asynchronous FL with Non-IID Data

One direction is to consider non-convex and asynchronous FL. where users have non-IID local
data. In many practical situations, users’ local datasets are non-IID due to various reasons (eg,
location, device, user behavior, etc). From the training loss analysis of convex synchronous
FL with non-IID data, we observer that users’ data heterogeneity slows down the convergence
of the global model of FL and can not be eliminated by increasing the mini-batch sizes or
decreasing the learning rates. It is worthwhile to study how the training loss of non-convex and
asynchronous FL is affected by the data heterogeneity. Furthermore, based on the new training
loss bound, the optimal mini-batch size and user selection design for channel-aware adaptive

algorithms can be very different from in the IID data set.

8.2.2 Heterogeneous Number of Local Iterations

Another direction is to study the case when users perform multiple numbers of local iterations.
Different from the setting where users perform a single iteration of local SGD and send their
local updates to the server for global aggregation in each round ¢, users can perform multiple
local iterations of SGD before global aggregation at the server. In this case, the server updates
the global model only in the rounds when users send in their local updates. When users perform
multiple numbers of local iterations, the training loss is affected by the additional randomness
of multiple local updates.

Furthermore, when users perform heterogeneous numbers of local iterations and have non-
IID local data, the learned global model may not be consistent with the objective of FL. Due to
the heterogeneity in the local learning process at each client, the actual learned FL. model may
deviate from some users’ local optimal model, which is not the purpose of FL. In this situation,
it is important to know the difference between the actual learned FL. model and the initial FL.

objective and study how to make use of the bias to achieve better performance.
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