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Abstract 

Cloud computing stops short in its offerings towards deployment of latency-critical and 

bandwidth-intensive applications. Fog computing is emerging as complementary to cloud 

computing in realizing the deployment of large-scale Internet of Things (IoT) environments for 

such applications. It supports geographically dispersed IoT devices and users leveraging compute 

nodes of varied resource capacities in vicinity of the devices/users. Researchers have 

demonstrated the necessity of fog computing towards deployment of latency-critical and 

bandwidth-intensive applications.  Fog computing infrastructure is recommended for hosting the 

new generation application environments such as autonomous vehicles, emergency services and 

personalized healthcare.  The Fog Infrastructure as a Service (FIaaS) model facilitates leasing of 

shared infrastructure resources such as compute, network, and storage on fog nodes which are 

deployed by Fog Service Providers.  

Several research problems must to be solved prior to the real-world deployment of large-

scale fog computing environments. This research identified and attempted to solve some of them 

in the FIaaS model. It has developed an event-driven simulator, PFogSim, to facilitate the 

simulation of large-scale, dynamic, and mobile fog computing environments comprising 

thousands of devices with defined multi-layered hierarchical structure representing smart city 

deployments using IoTs. Towards efficient management of fog, this research proposes a 

Hierarchical and Autonomous Fog Architecture (HAFA) to organize heterogeneous fog nodes 

into multi-layered connected hierarchy based on several parameters such as location, distance 
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from IoT devices and/or users, resource configuration, privacy and security.  It groups fog nodes 

to facilitate resource pooling and local control, and logically links such groups to facilitate 

disaster readiness and autonomy. Leveraging HAFA, this research proposes and tests a 

distributed approach to select a cost-efficient fog node to host any given application service 

among prospective fog nodes with available infrastructure resources considering both 

computation and communication costs. To cater to the unique needs of the fog environment, it 

also develops a novel location and network-aware approach for service pricing in FIaaS 

environments. 
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Terminology 

 

Table 2: Terminology 

Term Explanation 

Application A collection of interdependent application services which 

collectively perform a complex task. 

Fog Broker The entity which executes the functionality as defined by 

orchestrator policy to identify the fog node.  

Host A physical or virtual machine with sufficient compute, 

memory, disk, and network resources to store a copy of 

application service locally or has access to it over a local 

network and execute the application service instance for 

provided input. 

Orchestrator Orchestrator defines the policy to select a specific node from 

the set of fog nodes with available resources. 

Resource Infrastructure resource(s) refer to compute, memory, 

storage, and/or network resources. 

Service An autonomous application component which can perform 

specific operation on given input and generate required 

output. 
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1. Introduction 

Internet of Things (IoT), a term coined by Kevin Ashton in 1999, refers to 

interconnection of physical objects such as vehicles, household devices, buildings, machinery, 

etc. which are embedded with sensors, software and have the capability to connect to other such 

objects or standard computing / networking elements. IoT paradigm allows communication with 

physical objects and among the objects themselves and facilitates the development of innovative 

applications to help improve the quality of our lives. 

By 2020, the number of connected IoT devices worldwide is expected to be more than 50 

billion. These IoT devices continually sense their surroundings and generate data either at regular 

intervals or upon occurrence of an event of interest to the subscriber. These data items need to be 

processed to extract information and thereby knowledge, prior to making it available to the 

application users. 
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1.1. New generation applications 
In this section, we introduce some of the emerging new generation applications, along 

with their data characteristics and resource requirements.  

1.1.1. Connected home 

Lately, several devices at home are beginning to be connected to internet e.g. phone, 

kids’ watches, multiple video cameras monitoring all rooms in house, connected appliances such 

as washing machines, light switches, kitchen appliances, A/C thermostat, television for Netflix 

pre-downloads, baby/pet care and monitoring devices, robotic vacuum cleaners, automatic chef 

cooking devices, and many more.  

Varied nature of devices generate different types of data and their corresponding 

applications have different resource requirements. Continuous monitoring results in lot of raw 

data generated at high velocity. The data generated by these devices is usually of personal 

interest and need to be processed and managed in an efficient manner as the number of devices 

will only grow in future.  

To ensure safety, and security, timely processing of sensed data and generated events as 

well as quick response is critical. The devices are usually connected over home Wi-Fi network, 

thus relieving bandwidth constraints in system, provided the application services are hosted by 

devices within the same network. Appropriate supporting infrastructure to host IoT applications 

and data can be made available in the form of IoT gateways, Wi-Fi routers, home storage, etc.  

Integration with other smart systems is required e.g. voice recognition systems, face 

recognition systems, surveillance system, smart cities, etc. Cloud integration is recommended for 

disaster scenarios, backup etc. 
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Connected home environments are individual, less dynamic, and comparatively small 

scale deployments. Additionally, lack of relevant technical expertise at home makes it more cost-

efficient to leverage third party services towards their maintenance, as well as SaaS based 

application services to manage and access the application data. 

1.1.2. Smart city 

These are large scale city wide IoT environments supporting various application domains 

for large number of users as well as massive number of IoT devices. Applications supported 

include local traffic monitoring, local weather monitoring, timely updates on disaster events such 

as tornadoes, etc., accident or rerouting traffic events, vehicle tracking, culprit tracking, city wide 

surveillance, roadside assistance, lane change assistance, energy management, traffic control at 

signals, etc. Infrastructure needs to be provided to offer application services with required QoS 

characteristics.  

The system is highly dynamic as the users and devices may be mobile, and may 

join/leave the system at will, especially during events such as game days, concerts, disaster 

scenarios, etc. Cloud integration is required to support overload scenarios as well as long term 

archival services. 

Owing to the scale of infrastructure required to support the large system, smart city 

deployments can have exclusive technical personnel to maintain the local system components.  

1.1.3. Smart healthcare 

Smart healthcare environments include Body Area Networks (BAN), Internet of Nano 

Things (IoNT), assisted living, on-body devices such as pacemakers, insulin injectors, etc. These 

devices generate huge amount of data due to continuous polling of a lot of environmental and 

patient parameters from several devices.  
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The corresponding applications usually have strict latency requirements and any non-

compliance may result in loss of life at times. Thus timely processing of raw data and application 

response are critical for smart healthcare applications, which should be ensured by infrastructure 

hosting the applications and data.  

As the sensing devices move with the person being monitored, mobility support is 

required for applications and corresponding data is expected to be available for applications to 

make knowledgeable decisions.  

For advanced monitoring, intelligent decision making and appropriate timely action, 

integration with other smart environments is usually required. Integration with cloud is 

mandatory for data / applications to be accessed from different geographically distant locations.  

Smart healthcare applications are usually accessed by/for individuals and their associated 

institutions and care takers, who are likely not tech-savvy. Additionally, as applications are 

usually standard ones, they can be accessed in the form of SaaS based services, which avoids the 

need for deployment and management of any personal hardware and applications. 

Scale of the deployment depends on demand for a given application, which is variable at 

a given location due to mobility of users. Several other factors such as access control and 

security are also critical due to HIPAA etc. regulations. 

1.2. New generation applications characteristics 
Based on the type of application, data generated by IoT environments has specific 

characteristics such as: 
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 Volume: Large volume of data, from large number of sensors. Cloud storage 

systems may not be able to process the large volume of small data write 

operations in an efficient manner. 

 Small data: Large numbers of small sized data, e.g. environmental sensor data. 

Very small data, as generated by small size, low power sensors. From the 

perspective of network, it is inefficient to transfer small data generated by 

individual sensors to be transferred directly to the cloud. 

 Variety: Multiple data types due to various types of sensors. 

 Data sources: Massive number of data sources. 

 Velocity: Data generated at high velocity. 

 Structure: Mostly unstructured data such as pictures, videos. etc. 

 Variability: Continual data generation at ad hoc or regular intervals. 

 Value: Transient data, or of long term value. 

 QoS needs: Real time processing requirements. For latency-sensitive data 

generated by sensors, IoT applications are expected to process the data and send 

controls to actuators in real-time e.g. Smart Traffic Light Systems, Vehicular 

networks, Wireless Sensor and Actuator Networks, etc. 

 Geo-distribution: Massively dispersed data sources at the edge. 

 Veracity: Redundant data, as sensors are deployed such that the events are 

captured in a redundant manner to ensure reliability and robustness of system and 

to account for any sensor failures. Cloud compute, network and storage resources 

can be leveraged in an optimal manner by removing the redundant data generated 

by the sensors near to the source, rather than in cloud. 
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 Location-awareness: Location-dependent data. 

Authors in [1] listed various characteristics of IoT data such as polymorphism, 

heterogeneity, largeness in quantity, latency sensitivity. Dey et. al. [2] discussed workload types 

of various IoT applications and compared in terms of the data sizes involved, arrival rate of the 

jobs and computation needs. Ali and Elkheir [3] discussed IoT data life cycle, energy bottlenecks 

in IoT data management and various storage-centric and communication-centric approaches for 

green data management for IoT. Ma, Wang, and Chu [4] listed characteristics of IoT data, 

proposed a layered reference model for management of IoT data and discussed open research 

challenges, along with a survey of middleware systems for IoT data management. 

Bandyopadhyay and Sen [5] proposed a layered architecture for IoT and discussed key 

technologies and application domains for IoT. Miorandi et. al. [6] discussed IoT system features, 

research challenges and applications. Stankovic [7] presented a vision of future world with IoT 

devices and services and discussed various research challenges towards realization of IoT. 

Atzori, Iera, and Morabito [8] described IoT paradigm as things oriented vision, internet oriented 

vision, and semantic oriented vision and discussed enabling technologies. 

Wu et. al. [9] proposed a new network paradigm, Cognitive Internet of Things (CIoT), 

which extends IoT with cognitive capabilities i.e. the objects learn, think and understand the 

physical and social worlds by themselves. Ortiz et. al. [10] proposed a generic architecture for 

Social Internet of Things (SIoT), which is defined as the cluster between Internet of Things and 

social networks. Yue et. al. [11] proposed an architecture for future Internet based on ICN, 

referred as DataClouds, to support data-centric services of IoT. Gubbi et. al. [12] presented a 

cloud centric vision for a large scale and worldwide implementation of IoT. 
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1.3. Insufficiency of Cloud Computing 
In current world of IT, users are accessing their data and applications deployed on cloud 

from their mobile devices. The performance of applications and data access depends on the 

bandwidth and QoS characteristics of network providing the access to cloud. The problem of low 

performance is felt more during overload scenarios such as public events, large gatherings, etc. 

This problem is aggravated by the introduction of Internet of Things paradigm and deployment 

of IoT supporting applications in real world. The number of devices connect to the internet are 

expected to reach 50 billion by the year 2020. The sheer volume of data generated by these 

communicating devices will impact the cloud-hosted application performance.  

The data generated by IoT environment needs to be made available to cloud-based 

applications. But the characteristics of IoT data listed earlier restrain the transfer of sensor data in 

its entirety to a centralized cloud in a timely manner due to network bandwidth limitations and 

the six Vs of IoT data – Volume, Velocity, Variety, Veracity, Variability, and Value. In addition, 

for most of the IoT applications, it might be unnecessary to transfer all the sensor data to cloud. 

The long distances between IoT devices and centralized cloud may result in variable end-to-end 

network delay, thus rendering it infeasible to deliver real-time and latency sensitive IoT 

applications such as those in healthcare, actuation, etc. 

Irrespective of the futuristic increase in network bandwidth, it will always fall short for 

the application needs as, with IoT, data is being generated at the rates faster than it can be 

consumed by the cloud or even transferred over the core network to the cloud. Hence to support 

the application SLAs, it is preferable to move application instances to the edge of network rather 

than moving all the generated data to the central cloud to be processed. Instead, edge nodes can 

process the data and only the output / results can be uploaded to cloud for long term storage. In 
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addition, raw data can be uploaded to cloud for further global big data processing. But this data 

transfer can accommodate higher data transfer latencies and processing on cloud can be done in 

background without impact to user applications. 
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2. Fog Computing 

In this chapter, we introduce the concept of fog computing, and provide a brief 

comparison of the same with other distributed computing approaches.  

2.1. Introduction 
Cisco proposed [13] the concept of fog computing to realize deployment of large scale 

IoT environments and low latency real-time services, leveraging large number of resource-

constrained, heterogeneous fog nodes which are distributed across vast geographical areas and 

located closer to the users and data sources, as compared to core cloud which is usually located 

at centralized data centers, far away from users and data sources. Sometimes, IoT devices, such 

as cameras, themselves may have sufficient free resources available and hence can serve as 

lower level fog nodes to offer IoT services with very low latency, and might relieve network 

bandwidth requirements along with compute and storage resource needs in core cloud. 

Fog is a cloud-to-thing continuum where WSN, IoT devices, edge nodes of different 

sizes, distributed grids and MEC (Mobile Edge Cloud), centralized clouds, etc. may all be 

considered as fog nodes, among others. Thus, application services float around while user 

application state is dynamically deployed / migrated as needed based on several pre-defined 

criteria with no user-intervention or knowledge. Applications and data are expected to be always 

available irrespective of user location, network connectivity, and availability of other fog 

resources. 
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2.1.1. Definition 

Several definitions are available for fog computing in literature, some of which are 

presented below. 

Yi et. al. [14] have defined fog computing as follows: “Fog computing is a 

geographically distributed computing architecture with a resource pool consists of one or more 

ubiquitously connected heterogeneous devices (including edge devices) at the edge of network 

and not exclusively seamlessly backed by cloud services, to collaboratively provide elastic 

computation, storage and communication (and many other new services and tasks) in isolated 

environments to a large scale of clients in proximity.” 

Vaquero and Merino [15] have defined fog computing as follows: “Fog computing is a 

scenario where a huge number of heterogeneous (wireless and sometimes autonomous) 

ubiquitous and decentralized devices communicate and potentially cooperate among them and 

with the network to perform storage and processing tasks without the intervention of third-

parties. These tasks can be for supporting basic network functions or new services and 

applications that run in a sandboxed environment. Users leasing part of their devices to host 

these services get incentives for doing so.” 

NIST [16] [17] [18] defined it as “Fog computing is a horizontal, physical or virtual 

resource paradigm that resides between smart end-devices and traditional cloud or data centers. 

This paradigm supports vertically-isolated, latency-sensitive applications by providing 

ubiquitous, scalable, layered, federated, and distributed computing, storage, and network 

connectivity.” 

OpenFog Consortium Architecture Working Group [19] defined it in reference 

architecture for fog computing as “A horizontal, system-level architecture that distributes 
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computing, storage, control and networking functions closer to the users along a cloud-to-thing 

continuum.” 

2.1.2. Characteristics 

Fog computing extends the cloud computing paradigm to the edge of networks especially 

wireless networks. Unique characteristics of fog computing environments are as listed below: 

 Fog nodes are located away from main cloud data centers. 

 Fog nodes are widespread and geographically available in large numbers. 

 Completely distributed system. 

 Multi-layered hierarchy. 

 Fog applications are fully distributed over fog nodes. 

 Offers low and predictable latency to applications. 

 Applications are provided with awareness of device geographical location and 

device context. 

 Fog nodes cope with mobility of devices. 

 Fog nodes offer special services that may only be required in IoT context e.g. 

translation between IP- and non-IP transport. 

 Typically accessed by devices over wireless networks. 

 Lots of data processed locally to avoid data transfer to cloud. 

 Processing latency sensitive data and actuation. 

 Interoperation with cloud. 

 Overflow to cloud or at times of fog unavailability. 
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2.1.3. Fog node 

Queries from devices with response time > 100 millisecond are best served by cloud. 

Those with < 100 millisecond are best served by fog. Small fog nodes usually are embedded 

devices with resource configurations: 

 Memory, usually hundreds of MBs of RAM 

 Storage, usually a few GBs 

 Compute, 1 or 2 different cores 

Fog nodes vary in several ways as listed below: 

 Physically, fog nodes may have variable type and configuration of resources such 

as compute (number of cores, speed), memory (speed, capacity), storage (type, 

capacity, speed), network (protocol, latency, bandwidth), etc. 

 Have device-specific features such as cameras, user interfaces, scientific / 

application-specific features, etc. 

 Static or mobile, w.r.t. data sources and service consumers. 

 Geographically widely dispersed with determinable physical location. 

 Nodes with standard resource configurations deployed by organizations / service 

providers, or voluntary nodes with non-standard resource configurations. 

 Resource-constrained and usually with lesser resources as compared to cloud 

servers. 

 Predominantly wireless access and intermittent network connectivity. 

 Ad hoc, dynamically formed network, due to mobility. 

 Less reliable nodes due to mobility, and presence of voluntary nodes. 



13 
 

 Dynamic environments as fog nodes join and leave arbitrarily attributing to 

mobility or limited power. 

Fog nodes can be stationary or mobile relative to the IoT devices (or data sources), listed 

below are some such environments: 

 Stationary fog nodes and devices 

o e.g. physical monitoring of buildings, etc., face recognition. 

 Stationary fog nodes and mobile devices 

o E.g. street lights as fog nodes 

o E.g. cars as devices 

 Mobile fog nodes and stationary devices (relative to fog node) 

o E.g. train as fog nodes 

o E.g. commuters as data sources 

 Mobile fog nodes and mobile devices 

o E.g. VCC leveraging vehicles as fog nodes 

o E.g. vehicles as sensors 

o E.g. application - dissemination of road blockage info 

Examples of fog node are IoT device, mobile device, IoT gateway, home Wi-Fi router, 

small node at bus stop, street light, vehicle on the move, parked car, RSU, cellular base station, 

surveillance camera, wireless access point, network router, server machine, etc. 

2.2. Comparison of various computing approaches 
Table 3 provides a comparison of various computing approaches with fog computing in 

terms of resource and application characteristics.   
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Table 3: Comparison of various computing approaches 

Feature Cluster 

Computing 

Grid 

Computing 

Cloud 

Computing 

Ad-Hoc 

Networks 

Wireless 

Sensor 

Networks 

Fog 

Computing 

Application characteristics 

Deployment 

purpose / 

Killer 

Application 

High 

Availability 

and Load 

balancing of 

services 

Scientific 

applications 

Web based 

applications 

Ad-hoc 

connectivity 

Sensing 

environment 

Internet of 

Things 

Compute 

power 

Compute 

intensive 

Compute 

intensive 

Compute 

intensive 

N/A Very small 

compute 

resources 

required 

Low / Medium 

/ Large 

Latency 

sensitivity 

Latency-

sensitive e.g. 

databases, 

financial 

applications 

Latency-

tolerant 

Latency-

tolerant (due 

to remote user 

access over 

WAN) 

N/A Latency-

sensitive, due 

to continuous 

data generation 

& limited 

storage 

resources 

Latency-critical 

applications 

e.g. healthcare, 

vehicular 

applications, 

etc. 

Network 

throughput 

Normal Normal Normal Normal Data intensive Data intensive 

Data location Co-located 

with compute 

nodes 

Co-located 

with compute 

nodes 

Co-located 

with compute 

nodes 

Co-located with 

compute nodes 

Sink node, co-

located with 

sensor nodes 

Distributed 

over large 

geographic 

areas 

Application / 

Service 

deployment 

Static Static Dynamic 

(based on 

Service 

Oriented 

Architecture) 

N/A Limited 

support to run 

applications, 

e.g. 

preprocessing 

of data to clean 

up, etc. 

Dynamic, due 

to node churn 

and change in 

workload due 

to user 

mobility. 

Deployment characteristics 

Number of 

nodes 

10s of nodes 100s of nodes 1000s of nodes 10s of nodes Large number 

of nodes 

Very large 

number of 

nodes 

Node 

configurations 

Homogeneous Homogeneous Homogeneous Heterogeneous Homogeneous Heterogeneous 

Node 

resources 

High High High Medium Very low Low / Medium 

/ High 

Inter-node 

connectivity 

High speed 

local network 

High speed 

local network 

Data Center 

LAN 

Wireless LAN Wireless LAN Wired / 

Wireless LAN / 

WAN 

Deployment 

area 

Co-located 

nodes 

Co-located 

nodes 

Co-located 

nodes in data 

center 

Co-located 

nodes 

Geographically 

dispersed 

nodes 

Geographically 

dispersed nodes 

Power 

availability to 

nodes 

Continuous Continuous Continuous Battery-

powered 

(Usually large) 

Battery or solar 

powered 

(Usually small) 

Continuous / 

Battery 

powered 

Life of nodes Forever Forever Forever Short lived Short lived Dynamic node 

join / leave 

Mobility of 

nodes 

Not supported Not supported Not supported Not supported Limited 

support (Move 

collectively, as 

a system) 

Supported 

feature 
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Reliability of 

nodes 

Highly reliable Highly reliable Highly reliable Unreliable Unreliable Mix of reliable 

/ unreliable 

nodes 

Inter-Node 

latency 

Negligible Negligible Negligible Negligible Negligible Significant 

(Due to 

geographic 

dispersion) 

Deployment 

count over a 

geographic 

area 

Sparse Sparse Sparse Sparse Dense Dense 

Access to 

Cloud or 

external node 

(for 

computation 

purpose) 

Direct 

connectivity 

over LAN 

Direct 

connectivity 

over LAN 

Direct 

connectivity 

over LAN 

Direct 

connectivity 

over LAN 

Through sink 

node only 

Direct 

connectivity 

over LAN / 

WAN 

Node 

hierarchy 

Flat structure Flat structure Flat structure Flat structure Limited 

hierarchy 

(Sensor node / 

Sink node) 

Multi-layered 

hierarchy 

Managed 

environment 

Managed Managed Managed Unmanaged Unmanaged Mix of 

Managed & 

Unmanaged 

nodes  

Cloud-specific 

features 

Not supported Not supported Multi-tenancy, 

Self-Service, 

Pay-per-use, 

SOA, 

Web-based 

access to 

services 

N/A Not supported All are 

supported. 

Location 

awareness 

No No No N/A Yes Yes 

Real-time 

interactions 

with devices 

and users 

Not supported Not supported Limited 

support (due to 

WAN latency 

& large 

distance) 

N/A Not supported Supported 

Available for 

general usage 

No. 

Application 

specific 

deployment 

No.  Yes N/A. No. Yes 

 

2.3. Fog service models 
In a service-based computing model, multiple users share physical or virtual resources to 

concurrently execute their applications with no knowledge of the workload running on the 

system by other users. Resources and applications can be offered in fog as services similar to that 

in cloud.  
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2.4. Fog Infrastructure as a Service (FIaaS) 
With Fog Infrastructure as a Service (FIaaS) model, shared physical or virtual 

infrastructure resources such as compute, storage, and network are leveraged by multiple 

concurrent users to deploy and execute arbitrary applications. FIaaS offers benefits for tenants 

similar to those from IaaS in cloud such as on-demand access, self-service, pay-as-you-go, 

resource pooling, multi tenancy, rapid elasticity, and measured service. 

2.4.1. FIaaS Entities 

FIaaS service model involves three primary actors–fog service provider, fog tenant, and 

end user. Fog service provider may be a city municipality, telecom services company, 

educational institution, non-profit organization offering service to its members, or a web scale 

company offering physical or virtual IT infrastructure resources for shared use. Fog tenants lease 

these resources offered by fog service provider in a self-service, pay-as-you-go manner to deploy 

various application environments. End users access applications deployed by tenants on leased 

infrastructure resources. 

2.5. Case study: Smart city fog infrastructure 
In a prospective Smart City environment, owing to the widely varied resource 

requirements for deployment of IoT, 5G, vehicular, etc. new generation applications, different 

types of fog nodes need to be deployed across the breadth of the city, details of which are 

discussed below. 

Miniature fog nodes–with very low compute, storage, and network resources, these are 

deployed in dense manner. At times, these may be co-located with IoT devices themselves and 

may generate data. These may be stationary or mobile, may have limited energy resources, 

usually accessed over wireless or cellular network, and may join or leave the network 

intermittently. Thus, they are less reliable and have low availability.  Located closest to data 
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sources and users, these can be used for quick, short computation or data transfer and cannot be 

relied upon to store data for future access due to low storage resources. 

Small fog nodes–with low resource configurations, these nodes offer continuous 

availability due to co-location or being relatively static to IoT devices / users, and are usually 

accessible over wireless networks. Due to higher availability, these nodes can be used for 

preprocessing of data and simple computing, but they cannot be used to store data for longer 

durations. 

Community fog nodes–with medium resource configurations, these are usually shared 

by multiple entities in neighborhood to support different types of applications. These nodes are 

setup individually in an unmanaged environment, are mostly stationary, and can be leveraged to 

perform basic analytics. Execution of large scale analytics is not possible due to lack of historical 

data, as data cannot be stored for long term on these nodes due to limited resources. 

Edge Clouds–are small clusters of co-located or relatively static fog nodes formed in an 

ad-hoc manner upon need, or placed in a managed environment. These nodes have higher 

availability resulting from being stationary, in a physically controlled environment, and/or 

cluster configurations. These fog nodes have resource configurations sufficient to support local 

analytics and storage of data for a short time duration. 

Micro Data Centers–are service provider managed mini clouds with ample resources i.e. 

nodes placed in a managed and controlled physical environment, resulting in higher reliability of 

these nodes. They retain control of application and data ownership, and hence recommended for 

security and privacy reasons when applications / data are required not to leave premises of an 

organization or campus, or when they have only local significance. These are higher in number 
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and located at shorter distances to users as compared to large data centers; thus offering less 

variable, lower access latency on average, and are usually costlier as compared to cloud 

resources. 

Infrastructure Cloud–consists of huge number of nodes placed together in one or more 

large data centers. These are service provider managed, globally accessible, very large 

environments with logically unlimited and infinitely scalable resources available for large scale 

analytics, compute- and data-intensive operations, and long term storage and archival of any 

amount of data. Managed data center environment provides high reliability and availability to 

these nodes. 

Due to the scale of co-located deployment, cloud resources are usually cheaper as 

compared to any other type of fog node, but increase security and privacy risks as applications 

are hosted on public nodes and application data travels over large network distances. As only a 

handful of these are setup across the globe by an organization, access latency is large on average, 

depending on user location, as well as highly variable due to large network distance and access 

over multiple networks. 

The discussion in this section showcases the presence of heterogeneity in fog 

environments. Figure 1 shows various types of prospective fog nodes in smart city environment. 
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Figure 1: Various types of prospective fog nodes in smart city environment. 

2.6. Case study: Fog-based applications for smart city 
In a Smart City based fog environment [20], infrastructure resources can be offered by 

city municipal authorities in FIaaS service model to its tenants. Thus, the same set of fog nodes 

can be used by various tenants who offer IoT-based application services to users. In this section, 

we provide some examples of IoT applications which can be hosted on fog infrastructure 

resources leased by tenants. 

Public services: In addition to services [21] which generate uniform workload such as 

city-wide video surveillance [22]  [23], monitoring citizen activities, waste management, utilities 

management [24], environmental quality control e.g. water/air pollution and noise level 

containment, etc., city municipality offers several services such as emergency services [25] e.g. 

fire, accident, natural or manmade disasters, military attacks, etc., crowded event management, 

etc. which generate variable workload and can best leverage FIaaS infrastructure resources. 
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Smart grid: Deployment of Smart grid environment requires applications towards 

energy management [26] [24], continuous monitoring, metering, switching to alternate sources of 

power, pipeline management, etc. Workload generated by these applications is usually uniform 

and does not change over time. 

Industrial IoT: IoT applications in industrial environments [27] are latency-critical 

closed loop operations which are best served by on premise private fog nodes deployed on 

campus. Workload is uniform due to standard applications and data generation at regular 

intervals. Any industry-specific applications which are latency-tolerant and need large amount of 

resources at arbitrary times may leverage FIaaS resources. 

Smart home: Smart connected homes [28] comprise several smart appliances and their 

corresponding applications. The corresponding data and applications are placed partially on 

premise and private fog infrastructure, while community fog infrastructure can be leveraged for 

local data storage and hosting shared applications, and cloud infrastructure can be used for 

archival of data. 

Personal healthcare: Personal healthcare [29] is being revolutionized by IoT devices 

and corresponding applications at various facilities such as smart hospitals and care centers for 

elderly and disabled. Owing to their pervasive presence and strict QoS requirements of 

applications, small fog devices can be best leveraged to host these applications. As the need for 

resources is highly dependent on the location of users, their applications, and mobility, the 

generated workload is highly variable and is difficult to predict. 
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3. Background 

3.1. Interest from Academia 
Research on fog computing paradigm, platform and IoT applications leveraging them has 

gained wide interest in recent times. 

Bonomi et. al. [13] have introduced the concept of fog computing and discussed the 

interplay of cloud and fog computing. Shi et. al. [30] have introduced the concept of fog 

computing and listed its characteristics. Vaquero and Merino [15] have provided a 

comprehensive definition of fog computing considering various factors such as device ubiquity, 

network management, privacy, edge clouds, scale of connectivity, etc. Yi et. al. [31] have 

provided a definition of fog computing and discussed in detail various open issues with fog 

computing paradigm such as fog networking, quality of service, programming and interfacing, 

computation offloading, provisioning and resource management, etc. Krishnan, Bhagwat, and 

Utpat [32] have proposed a method of moving the computation from cloud to network by 

introducing an android like app store on networking devices e.g. IOX routers, which allows the 

user to choose the location for processing of a data packet, cloud or fog node, based on the 

packet tag. 
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Stojmenovic [33] discussed various scenarios and applications where fog computing can 

be leveraged, e.g. vehicular networks, smart grids, wireless sensor and actuator networks, etc. 

and have provided a brief introduction to various problems solved towards the same and open 

issues. Peter [34] provided a brief introduction to Cisco IoX architecture, listed characteristics of 

fog computing and various application domains of fog computing. Roca, Tous, and Milito [35] 

introduced the concept of small data, which needs to be processed in fog, an extension of cloud 

to edge of network and compared it with big data, which needs to be processed in cloud. 

Firdhous, Ghazali, and Hassan [36] provided a comparison of cloud computing and fog 

computing paradigms w.r.t. various factors such as support for mobility, location awareness, real 

time applications, security, approximate latency, etc. Yannuzzi et. al. [37] have discussed 

mobility, reliability and scalability aspects for IoT environment to show the insufficiency of 

cloud compute and storage models for IoT deployment and provided reasons for why fog 

computing is a good fit for IoT considering various factors such as mobility of devices and 

virtual containers, addressing, handover, live migration, reliable control and actuation, real time 

operation, data aggregation and analytics, etc. Luan et. al. [38] have compared fog computing 

and cloud computing characteristics. Fog storage capability is compared with content delivery 

network (CDN), information centric network (ICN) and proactive caching framework. Fog 

compute capability is compared with cloudlets, cloud computing, transparent computing. Fog 

communication capability is compared with traditional Wi-Fi access points, Femto cell networks. 

Bonomi et. al. [39] have proposed hierarchical distributed architecture for fog computing, 

considering massively distributed number of sources at the edge. Yi et. al. [14] have proposed a 

platform for fog computing and discussed its layers and components in brief. Datta, Bonnet, and 

Haerri [40] have proposed oneM2M architecture for connected vehicles with Road Side Units 
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(RSUs) and M2M gateways leveraging fog computing platform. OpenFog Consortium 

Architecture Working Group [41] proposed OpenFog architecture and fog infrastructure building 

blocks. Bittencourt et. al. [42] have proposed a fog computing layered architecture and provided 

a detailed description of various layers, components at each layer and their functionalities with a 

focus on VM migration. Al-Fuqaha et. al. [43] discussed some of the IoT architectures proposed, 

tasks performed at each of the layers and the interplay of IoT applications, Big Data, cloud and 

fog computing paradigms. Sarkar, Chatterjee, and Misra [44] have provided mathematical 

modeling of cloud and fog computing environments. By simulations, they verified the 

applicability of fog computing in the context of IoT. 

3.1.1. PoC implementations of applications in fog  

Healthcare: Gia et. al. [45] leveraged fog node in the implementation of Wireless Body 

Area Networks as a gateway between sensors and remote server on cloud, to offer localized 

services such as distributed database management, ECG feature extraction, user GUI with access 

management, and real-time push notifications in emergency scenarios. Zao et. al. [46] [47] 

developed a pervasive online Electro Encephalography (EEG) – Brain Computer Interface (BCI) 

system leveraging multi-tier fog and cloud computing technologies. Ahnn and Potkonjak [48] 

proposed a distributed and energy-saving mobile health platform, mHealthmon, where mobile 

users publish and access sensor data using a cloud computing based distributed P2P overlay 

network. Stantchev et. al. [49] presented a three-level architecture for smart healthcare 

infrastructure leveraging smart items, fog computing and cloud computing based on service 

oriented architecture (SOA). Shi et. al. [30] mentioned the applicability of fog computing in 

healthcare and Body Area Network (BAN) applications. Al-Fuqaha et. al. [43] implemented 

three IoT application use cases – nursing home patient monitoring system, monitoring and 

mitigation of eating disorders, in-door navigation system for the blind and visually impaired, and 



24 
 

two IoT service analytic use cases – efficient estimation of the number of unique IP addresses 

using a given service, and tracking the frequency of service usage by a given IP. 

Emergency: Leveraging the concept of fog computing, Aazam and Huh [25] proposed 

architecture for Emergency Help Alert Mobile Cloud (E-HAMC), a smart phone based latency 

sensitive service, which provides automatic notifications to relevant emergency dealing 

departments. 

Smart vehicles: Whaiduzzaman et. al. [50] discussed various applications of vehicular 

cloud computing such as an airport as a datacenter, parking lot data cloud, shopping mall data 

center, dynamic traffic light management, optimizing traffic signals, self-organized high 

occupancy vehicle (HOV) lanes, managing evacuation, road safety message, easing frequent 

congestion, managing parking facilities, vehicular clouds in developing countries perspective etc. 

Bonomi et. al. [13] discussed the fog applications – connected vehicles, wireless sensor and 

actuator networks. Hong et. al. [51] implemented two fog applications using the proposed 

Mobile Fog programming model – vehicle tracking using cameras, and traffic monitoring using 

mobility-driven distributed complex event processing (MCEP) system. Lee et. al. [52] listed 

several applications of VANET paradigm such as dangerous road warning, car accident warning, 

work zone warning, emergency vehicle warning, highway information, road congestion region 

information, traffic navigation map, commercial advertisement, multimedia file sharing. Kim et. 

al. [53] proposed a shared parking model (RFPARK) based on fog computing and Road Side 

Cloud (RSC) concepts by formulating the problem as a many-to-one matching game between 

vehicles and parking lots. They proposed parking slots association algorithm for finding ideal 

parking slot and verified using simulations.   
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Assisted living: Cao, Hou, and Chen [29] showcased a real-world pervasive health 

monitoring application, pervasive fall detection for stroke mitigation, to demonstrate 

effectiveness and efficacy of fog computing paradigm in health monitoring. Ha et. al. [54] 

proposed the architecture and prototype implementation of an assistive system, Gabriel, based on 

Google Glass devices and Cloudlets, for users in cognitive decline. Li et. al. [28] proposed 

EHOPES, a smart living platform based on fog computing paradigm with the components – 

smart energy, smart health, smart office, smart protection, smart entertainment, and smart 

surroundings. 

Smart environment: Giang et. al. [55] designed and evaluated a distributed dataflow 

application framework, referred as Distributed Node Red (D-NR) by building an IoT application 

in Smart Environment domain. Miorandi et. al. [6] discussed IoT applications in domains – 

Smart home / smart buildings, Smart cities, Environment monitoring, Healthcare, Smart business 

/ inventory and product management, Security and surveillance. Stojmenovic [33] discussed the 

applicability of fog computing for various applications such as micro-grid decentralized smart 

grid, smarter traffic lights and  connected vehicles, wireless sensor and actuator networks in self-

maintaining trains, decentralized smart building control, vehicular networks etc. Luan et. al. [38] 

discussed the fog applications – integrated localized information system in shopping center, 

localized travel services in parkland, on-board video streaming, gaming and social networking 

services on inter-state bus, vehicular fog computing networks, etc. Bonomi et. al. [39] discussed 

two fog applications in detail – Smart traffic light system and wind farm. OpenFog Consortium 

Architecture Working Group [41] discussed the fog applications – transportation, agriculture, 

smart cities and buildings. Yi et. al. [14] have discussed fog applications – smart home, smart 

grid, smart vehicle, health data management. Botta et. al. [56] discussed various IoT applications 
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such as healthcare, smart city, smart home and smart metering, video surveillance, automotive 

and smart mobility, smart energy and smart grid. Gubbi et. al. [12] discussed various smart 

environment application domains - Smart home / office, Smart retail, Smart city, Smart 

agriculture / forest, Smart water, Smart transportation. Bandyopadhyay and Sen [5] discussed 

IoT applications in various domains such as aerospace and aviation, automotive, 

telecommunications, medical and healthcare, independent living, pharmaceutical, retail, logistics 

and supply chain management, manufacturing, process industry, environment monitoring, 

transportation, agriculture and breeding, media and entertainment, insurance, recycling, etc. 

Atzori, Iera, and Morabito [8] discussed IoT applications: transportation and logistics domain – 

logistics, assisted driving, mobile ticketing, monitoring environmental parameters, augmented 

maps; healthcare domain – tracking, identification and authentication, data collection, sensing; 

smart environments domain – comfortable homes and offices, industrial plants, smart museum 

and gym; personal and social domain – social networking, historical queries, losses, thefts; 

futuristic applications domain – robot taxi, city information model, enhanced game room. 

Smart home: Igarashi et. al. [57] proposed a hybrid architecture, Programmable Cloud-

Enabled Home Controller (PCEHC), where home automation applications are executed both on 

the home controller element and cloud controller element. Willis, Dasgupta, and Banerjee [58] 

discussed some applications which can be deployed using proposed ParaDrop platform – motion 

detection service by security camera vendor, automatic real time home thermostat management, 

streaming media service, etc. Chang et. al. [59] implemented two applications on proposed edge 

cloud architecture – 3D indoor localization application and scene activity vector (SAV) based 

video monitoring and surveillance. Li et. al. [60] implemented a domain mediator for building 
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management and two applications using the mediator: temperature control and presence based 

light control. 

Smart cities: Jin et. al. [61] presented a framework for the realization of smart cities 

through IoT, discussed several applications and developed a new approach for noise monitoring 

and mapping, which helps to understand the noise pollution and city soundscapes together with 

the impacts on health, well-being and quality of life. Zarko et. al. [62] discussed the use cases – 

smarter cities and air quality monitoring by crowd sensing, which can be implemented 

leveraging the proposed Cloud-based Publish/Subscribe for the Internet of Things (CUPUS) 

middleware platform. 

Smart energy: Leveraging fog computing platform, Faruque, and Vatanparvar [24] 

provided hardware, software and communication architectures for energy-management-as-a-

service paradigm. 

Edge analytics: Satyanarayanan et. al. [63] discussed various real-world applications 

leveraging the concept of cloudlets (fog nodes) such as Wearable cognitive assistance, Edge 

analytics in the internet of things, automotive environments, Mobile access to the legacy PC 

world, Hostile environments, Tactile Internet, etc. Satyanarayanan et. al. [22] proposed 

GigaSight, a hybrid cloud architecture that uses a decentralized cloud computing infrastructure in 

the form of virtual machine (VM) based cloudlets, to perform sampling and denaturing of 

captured videos and edge analytics, such as indexing, at nearby cloudlet in real time. Khan et.al. 

[64] discussed various IoT applications such as prediction of natural disasters, industry 

applications, water scarcity monitoring, design of smart homes, medical applications, agriculture 

applications, intelligent transport system design, design of smart cities, smart metering and 

monitoring, smart security, etc. Abdelwahab et.al. [65] discussed various applications of IoT as 
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follows: remote tracking and monitoring – animal behaviors, environmental condition 

monitoring, agricultural monitoring, building surveillance and security, healthcare monitoring, 

smart meter readings, aviation and aerospace safety; real-time resource optimization and control 

– waste management, smart parking, traffic control, healthcare; smart troubleshooting – aviation 

and aerospace, automotive, network systems, buildings, smart grids, oil and gas pipelines. 

Krishnan, Bhagwat, and Utpat [32] implemented an application – time series prediction of 

temperature based on sensed temperature values. 

Tactical environment: Preden et. al. [66] used the Data-to-Decision (D2D) approach, 

where the data delivered (and the level of sensing performed) by the sensor system behavior 

depends on the information needs as expressed by the user and discussed the applicability of fog 

computing paradigm for Intelligence, Surveillance, and Reconnaissance (ISR) System-of-

Systems (SoS) system using D2D approach. 

Augmented reality: Yi et. al. [31] have discussed the fog applications – Augmented 

reality and real time video analytics, content delivery and caching, mobile big data analytics. 

Verbelen et. al. [67] implemented an augmented reality application featuring marker-less 

tracking, combined with an object recognition algorithm. The components of this application 

were CPU intensive along with having strict real-time constraints. 

Gaming: Lin and Shen [68] proposed a light weight thin-client Massively Multi-player 

Online Gaming (MMOG) system, referred as CloudFog, to improve Quality of Experience 

(QoE) for users with online gaming. Pamboris et. al. [69] discussed how the proposed edge cloud 

platform, NOMAD, can support a first person shooter game with stringent low latency 

requirements. 



29 
 

Preprocessing: Aazam and Huh [70] have discussed data trimming using fog nodes prior 

to the transfer of sensed data to cloud for further processing. 

Performance: Hassan et. al. [71] leveraged fog computing to improve application 

performance on mobile devices. Mobile application offloading to fog nodes was tested with two 

applications: Picaso, an Android face recognition application and DroidSlater, an Andriod 

Dictionary application. Mobile storage expansion using fog nodes was evaluated using Yahoo 

WebScope cluster data. Valvag, Johansen, and Kvalnes [72] discussed an image sharing 

application with decentralized design implemented using proposed decentralized computation 

platform, Rusta. Lewis et. al. [73] discussed mechanisms for cloudlet provisioning using three 

computation intensive applications – Face recognition, Speech recognition, and Object 

recognition. Drolia et. al. [74] evaluated the proposed concept of Ad-hoc mobile edge-cloud by 

verifying the performance of two MapReduce applications: panoramic image construction, and 

person finder from a group of images located on multiple devices. 

Personalized web access: Zhu et. al. [75] proposed a solution to improve web access 

performance optimization using fog computing concept by exploiting the knowledge that is only 

available at the edge servers to improve web page rendering performance. 

Networking: Leveraging Fog computing, Truong, Lee, and Doudane [76] presented two 

use cases for Fog based SDN (FSDN) – a non-safety service e.g. data streaming, and a safety 

service e.g. lane change assistance. 
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4. Research Summary 

4.1. Introduction 
Next generation applications [77] [78] that deliver contextual experiences are becoming 

the norm. Applications such as smart living, smart parking, autonomous driving, structural health 

monitoring, smart roads, personalized medicine, and many more, are taking the standard of 

human life to next level. These applications depend on Internet of Things (IoT) to capture the 

context and build upon it to deliver the required experience to user. 

Latency requirements of IoT applications vary widely depending on the type of 

application, e.g. control systems in industrial and healthcare domains have strict real-time 

response needs with millisecond to microsecond latencies whereas data analytical applications 

require large computation power, high bandwidth, and can tolerate higher latency. Data 

generated by large scale IoT environments is described by the characteristics of big data–volume, 

velocity, veracity, variety, variability, and value, collectively referred as 6Vs. As cloud 

computing paradigm falls short to deploy IoT applications with these requirements, fog 

computing paradigm is gaining momentum and holds promise for future of IoT, 5G and other 

new generation applications. 
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Fog computing paradigm, proposed by Cisco, extends the concept of cloud computing to 

include the physical nodes of varied resource configurations and capabilities distributed over vast 

geographical areas to support latency-sensitive and data-intensive applications. In addition, fog 

environments allow deployment of location-sensitive applications i.e. location-aware, and those 

of only local value. 

4.2. Motivation 

 Very large number of data sources (sensors). 

 Data sources and users distributed over large geographical areas. 

 Data sources generate large volume of data at regular and very short intervals. 

 Data generated might have limited lifetime. 

 Resource-constrained devices located at edge of network. 

 Insufficient network resources to transfer raw data to cloud for centralized 

processing. 

 Internet accessible data sources. 

4.3. Significance of problem (Hypothesis) 
Internet of Things (IoT) devices, distributed over vast areas, generate big data 

characterized by 6Vs–Volume, Velocity, Variety, Variability, Veracity, and Value [79]. IoT 

applications perform complex computations on such data while satisfying stringent QoS 

requirements [28]. Being resource-constrained and due to the need for consolidation of data from 

multiple data sources, IoT devices cannot by themselves execute complex services. Hence, fog 

computing paradigm was proposed by Cisco [13], comprising the idea of deploying fog nodes of 

variable resource configurations close to data sources to help support applications with low and 

predictable network latency as well as reduce network bandwidth requirements [41]. Considering 
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5G infrastructure requirements [80] to support about 1,000,000 devices per sq. km. along with 

services, users, their mobility, energy-constrained nature of devices, QoS requirements, etc., 

centralized management approach is almost impractical. 

4.4. Service management for FIaaS 
To facilitate the deployment of new generation IoT applications, cloud computing 

environments residing in large data centers are complemented with fog computing environments 

dispersed over large areas. Along with cloud nodes, fog nodes are leveraged to execute services. 

To support different types of IoT applications and their workloads, as well as user and sensor 

mobility, fog nodes of different resource and cost profiles are made available at different geo-

locations resulting in varied user-perceived application latencies and data transfer costs. 

Management of application services deployed on fog nodes is more complex as compared to that 

in cloud environment for several reasons as discussed below.  

Fog comprises heterogeneous nodes of varying compute, memory, network, storage, and 

energy, etc. resource characteristics to facilitate the execution of latency-critical, bandwidth-

intensive, location-sensitive, and localized applications, whereas cloud nodes are considered 

homogeneous i.e. there is no specific preference of a given node from the set of available cloud 

nodes in the data center to deploy a given application. 

A cloud deployment is a flat structure with connected nodes allowing services to be 

deployed on any of the nodes with available resources. Contrary to cloud nodes, fog nodes are 

dispersed over large geographical areas and are identified by their physical location to facilitate 

the deployment of location-sensitive, latency-critical applications and those having only local 

value. 
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In cloud, physical nodes are added or removed from the system infrequently, and the 

event will be part of a planned maintenance operation by system administrators. On the contrary, 

fog is a dynamic environment where nodes join/leave at a higher rate due to mobility or battery-

outage, leaving the services running on those fog nodes, and thereby users, in a vulnerable state. 

Hence service management approaches in fog need to be fast and efficient. 

Fog nodes are less reliable than cloud nodes due to node mobility, and/or energy 

limitations. Thereby the need for continuous monitoring of fog environment and redeployment of 

services is higher than that in cloud, which generally has high reliability. Hence, fog service 

deployment and migration approaches need to be more efficient. 

Cloud applications are usually compute-intensive, whereas fog applications are usually 

latency-sensitive or data-intensive. With cloud-based applications, data required for computation 

is usually generated within the data center and is available in its entirety to the compute nodes at 

negligible latency, as the compute and storage nodes will be connected over high speed data 

center LAN. Whereas in fog environment, data is generated by IoT devices distributed over very 

large geographic areas and incur different latencies when accessed from different compute 

nodes. Thus, service management approaches for fog need to consider geolocation of fog nodes, 

IoT devices, and users in the system. 

User requests are typically served entirely from a single data center, and always from the 

same primary data center irrespective of the user location, except during special scenarios such 

as high overload or business continuity during disaster scenarios. Note that these periods are 

brief and user requests are served from the primary data center upon restoration of normal 

conditions, whereas such is not the case with dynamic fog environment. Mobile users may need 
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to be served by different fog nodes depending on their geolocation, thus requiring (re)placement 

of same application service on different fog nodes. 

Number of nodes in fog is of several orders of magnitude more than that in cloud. In 

addition, wide geographic dispersion of fog nodes make it difficult and sometimes infeasible to 

maintain entire system state at a centralized authority, thus service management approaches may 

not have complete system state available and should be developed considering local or 

incomplete system state, leading to distributed decision making. Service management in cloud 

environment differs in that all nodes are physically available in the same data center and the 

cloud broker has complete knowledge of services deployed in the system making centralized 

solution approaches feasible, whereas it would be cost-prohibitive and unnecessary to maintain 

such a data store in a large scale distributed fog environment. Thus, service management 

solutions for fog environment should be designed accordingly. 

In cloud as well as fog environments, there is need for efficient placement of services to 

satisfy resource requirements as well as optimize various factors such as node utilization, 

network utilization, service execution cost, energy consumption, performance, availability, and 

load balancing. In this chapter, we provide a brief description of various open research problems 

related to infrastructure sizing and application service management in fog environments. We 

have discussed the problems, and possible approaches towards solving them using our proposed 

fog architecture as reference. 

4.5. Problem description 
To facilitate the deployment of new generation IoT applications, cloud computing 

deployments residing in large data centers are complemented with fog computing deployments 

distributed over large areas. Along with cloud nodes, fog nodes are leveraged to execute 
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services. To support different types of IoT applications and their workloads, as well as user and 

sensor mobility, fog nodes of different resource and cost profiles are made available at different 

geo-locations resulting in varied user-perceived application latencies and data transfer costs.  

Fog computing environment includes large number of nodes with small resource 

configurations, nodes of varied configurations, usually limited by power and network capabilities 

along with compute, memory, and storage. Thus, individual fog nodes can’t store all, can’t 

compute all, can’t send all, as well as can’t find all i.e. can’t have information regarding the 

entire system. 

In such a complex environment with widely dispersed users, sensors, and nodes, varied 

application requirements, as well as resource availability, configuration, and cost characteristics, 

there is a need for efficient approach to deploy services for efficient utilization of resources as 

well as reduce overall cost. Objective of this research is as follows: 

 Considering the huge number of users, applications, service requests, IoT devices, 

and fog nodes, service deployment approach complexity should be independent of 

these. 

 Solution approach should support user, and IoT device mobility. 

 Solution approach should support dynamism i.e. change in availability of fog 

nodes. 

 Solution should be preferably distributed approach, owing to the dispersed nature 

of fog environment. 

 Solution should support heterogeneity in fog environment. 

 Solution should be efficient in terms of cost of finding node to deploy a service. 
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 Solution should identify cost efficient node to deploy a service i.e. with low 

execution + data transfer costs.  

 Solution should preferably be a deterministic approach, rather than a heuristic. 

4.6. Solution overview 
We assume a Fog Infrastructure as a Service (FIaaS) environment managed by a Service 

Provider (SP) who offers infrastructure resources to tenants in a pay-as-you-go manner for 

deployment of services and assures Quality of Service as per contracts. Towards this, service 

provider deploys different types of nodes at different geolocations, which are available for 

tenants to deploy and execute their services. Considering an SP-maintained fog, it is safe to 

assume that fog nodes available in the entire system are of a small number of categories, to 

satisfy varied application resource requirements. 

We propose a fully distributed solution to the problem of service deployment in fog, the 

details of which are as follows: 

When a service deployment request is received by a fog broker, which may be co-located 

with a fog node, it has the responsibility of finding a fog node to deploy the requested service. In 

a centralized environment, a central authority will have information regarding the current state of 

entire system, i.e. resource capabilities of individual nodes and availability of sufficient free 

resources on them. Such a solution is infeasible for fog environment, considering the nature of 

fog and its expectations from users. Thus, in a fully distributed approach, each node should be 

able to make decisions individually to find a node as per requirements.  

Considering heterogeneity of fog nodes, and need of services to be deployed on a specific 

type of fog node, it is helpful to identify nodes of similar type, so that they can be reached 

quickly without an exhaustive search from the set of all possible nodes. We identify nodes of 
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similar type with a layer-id. Thus, now, we have a set of fog nodes in system categorized into 

multiple layers.  

To ensure optimal resource utilization, support overflow of requests as well as load 

balance during moments of high workloads, each node needs information regarding availability 

of resources on neighboring nodes of similar capacity. Towards this, we group nearby nodes of 

similar type, which can share their current status among themselves. The nodes are grouped such 

that the members are closer among themselves than to any other set of nodes, thus making them 

better candidates to share workload. Instead of having peer-to-peer exchange of possibly 

redundant information, we identify a local management node which can keep up-to-the-moment 

status of each of the group members, thus providing local state information to all its members. 

We refer group as a Puddle, members as PuddlePeers, and local management node as 

PuddleHead. – This provides answer to the questions by fog node, “What can I do? Is there 

someone else who has same capabilities? From that set of nodes, which node is a good choice to 

contact for overflow of requests? ” 

When a fog node/broker receives a request, it is sometimes the case that a node of its own 

type cannot serve the request, or it is possible that a node of a different type, e.g. that with larger 

resources, can serve the request in a cost-effective manner. In such situation, there is a need to 

identify a fog node of required category i.e. from a different layer. As obvious from the nature of 

fog-based IoT applications, a node reachable at lower latency is preferred to that reachable at 

higher latency. Considering that all nodes of a given category, a.k.a. layer, have similar resource, 

power and network characteristics, network latency can be approximated by between nodes 

belonging to same fog layer. Thus, a node which is nearer is preferable. Thus, we identify a 

nearest set of nodes (Puddle) from each layer and save that information with PuddleHead (to 
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avoid storage of redundant information in each node). Thus, any node which needs access to a 

set of cost-efficient nodes from a different fog layer, can get that information from its 

PuddleHead. To avoid redundancy of status information, each Puddle stores information 

regarding nearest Puddles from only its immediate neighboring layers, i.e. those with nodes of 

least identifiable difference in nodes’ resource configurations. This information is maintained by 

parent-child control link. Thus, forming a tree hierarchy of Puddles, with Puddles in each tree 

layer belonging to same category. Thus, extended system state is available without exhaustive 

search. – This provides answer to the questions by fog node, “Can someone else do it better? 

How to find the bigger node? How far should I extend the search?” 

Now remains the question, “If a request can be satisfied by different types of nodes, then 

how to know – who is the best one? How to prove it? How far should I look?” This requires the 

global system state information as we intend to find the best possible node.  

As exhaustive search is not feasible due to large time taken to solve the problem resulting 

from huge state space, and lack of current global system state at any of the management 

authorities, we can perform a systematic search leveraging PuddleTree.  

Puddle Tree includes links between nearest located groups of nodes from each category. 

Thus, we can move up/down the path from root to leaf in which the Puddle with request 

initiating fog node is placed. This ensures that the set of nodes which are reachable on this path 

are the nearest such nodes of each category, thus ensuring least network i.e. data transfer costs. 

As all nodes of a given category are homogeneous and have similar execution costs, this 

approach results in identifying a globally cost-efficient node of given type.  
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The proposed solution time complexity depends on number of predefined categories of 

fog nodes, which is a constant, and space complexity depends on number of member nodes of a 

Puddle, which is a very small number as compared to the total number of nodes in system. 

Solution does not need global state information and ensures system-wide optimality, and is 

independent of number of nodes, users, and services in system. 

Thus, we ensure a globally efficient solution from a small state knowledge. Note that the 

above solution works for a scenario when the identified node has sufficient free resources to 

deploy the requested service. I am working on extending the solution to scenario when this is not 

the case. 

4.6.1. Architecture 

Owing to the nature of fog environments, management of nodes in fog is more complex 

as compared to that in cloud [81] [82] [83]. To facilitate the deployment of applications with 

varied resource and QoS requirements, privacy and security restrictions, on premise 

requirements of application data and services, the fog environment includes heterogeneous nodes 

of varying resource configurations, reliability, availability, mobility, ownership, network access, 

latency, bandwidth characteristics, and are often identified by their physical location. Cloud 

comprises a set of physical nodes co-located in a managed and controlled data center 

environment, whereas fog comprises a larger set of physical nodes, dispersed over large areas, 

possibly in a physically uncontrolled environment, thus affecting their reliability, and 

availability. Cloud nodes are usually stationary and are equipped with continuous power 

availability whereas fog nodes may be mobile and possibly energy-constrained, which may 

impact their availability, and hence the need for regular monitoring of fog environment to ensure 

continuous availability of resources for service execution. 
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Towards distributed management and efficient utilization of fog nodes in FIaaS 

deployment, we have proposed Hierarchical and Autonomous Fog Architecture (HAFA) [84], to 

organize heterogeneous fog nodes into a logically layered hierarchy. In FIaaS environment, fog 

service provider makes pooled infrastructure resources available to tenants based on their 

requirements. Thus the service provider determines the set of fog nodes and their resources based 

on tenants’ resource needs. As nodes are being deployed by a single authority i.e. fog service 

provider, it may likely choose less diverse nodes which satisfy given application requirements to 

facilitate ease of management and maintenance. Thus for FIaaS environment, it is safe to assume 

that fog nodes available in the entire system are of a small number of categories, to satisfy varied 

application resource requirements.  

Heterogeneous fog nodes are classified into a set of categories as shown in Figure 1, and 

each category of fog nodes forms a fog layer. Nodes belonging to a given fog layer are 

considered homogeneous w.r.t. computational power, type of energy resources, network 

connectivity characteristics, as well as deployment and execution cost. Homogeneous nodes in 

close vicinity form groups, called Puddles, for purpose of resource pooling and local control. 

Heterogeneous groups of fog nodes i.e. Puddles belonging to different layers which are in close 

vicinity and belonging to immediate upper and lower layers, are logically connected to provide 

extended control and autonomy. These logical control links are maintained by local management 

authority of Puddle, referred as PuddleHead. PuddleHead maintains parent/child control links 

with Puddles belonging to other fog layers and east/west control links with Puddles belonging to 

same fog layer. East/West control links are used to share workload information with neighboring 

PuddleHeads which helps lateral handoff of workload during overflow and failover during 

disaster scenarios. 
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The set of control links maintained independently by all the Puddles in system together 

form a tree-like structure as shown in Figure 2, referred as PuddleTree. Note that PuddleTree 

itself is not maintained in its entirety by any entity. Instead, it is dispersed in the form of logical 

control links, which are maintained by individual PuddleHeads. We have shown in [84] that the 

organization of heterogeneous fog nodes in the form of a logical connected hierarchy helps in 

efficient maintenance of fog environment by enabling local control while facilitating distributed 

approach to find nearest fog node with required resource and QoS characteristics to deploy a 

given application service 

Shown in Figure 2 is a pictorial representation of layering, grouping, and interconnection 

of a set of fog nodes with varied resource configurations. The size of fog nodes represents the 

amount of resources available on node i.e. larger the dot, higher the resources. Nodes belonging 

to a given layer are represented by points of same color. Nodes belonging to a specific Puddle 

are shown to be enclosed in an ellipse. 

4.7. Research contributions 
We have performed following tasks towards the research.  

 FIaaS service model 

 Architecture 

 Placement 

 Pricing 

 Simulator 

These are discussed in detail in following chapters.  
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5. Literature Review 

5.1. Introduction 
In this chapter, we provide a brief description of literary works discussing resource 

management and service management in fog computing.  

5.2. State of the art 
Choi et. al. [85] proposed FogOS, a fog computing architecture for IoT services with four 

main components – service and device abstraction, resource management, application 

management, edge resource: registration, addressing, and control interface. Paper discussed in 

detail the challenges involved and factors to consider towards solving the listed problems, due to 

the nature of fog environments. No assumptions were made regarding nature of fog nodes, and 

their resource characteristics. There was no discussion regarding organization and management 

of fog nodes.  

Tang et. al. [86] presented a description of various types of fog nodes to support the 

integration of massive number of infrastructure components and services in future smart cities. 

Provided a detailed explanation of type of services which can be executed at each fog layer in 

smart city application domain and showcased using a case study for smart pipeline monitoring 

system based on fiber optic sensors and sequential learning algorithms to detect events 

threatening pipeline safety. There is no discussion on organization of fog nodes in large scale fog 

environment.  
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Alsaffar et. al. [87] proposed a three-layer architecture of IoT service delegation and 

resource allocation with device, fog and cloud layers. Proposed an algorithm to allocate 

resources for service deployment requests to meet SLA and QoS requirements as well as 

optimizing big data distribution in fog and cloud computing. Any delegation of service requests 

involves a request to cloud to know the current state each of the other fog nodes. Thus, the 

proposed solution cannot accommodate latency-critical service requests. 

Byers [88] referred to multi-tier hierarchical fog environment and discussed in brief the 

design factors to be considered towards deployment of fog networks which support applications 

from one or more of several mentioned IoT application domains. The fog nodes considered were 

primarily networking components, such as gateway/CPE for local fog, access/edge nodes for 

neighborhood fog, and core network/routers for regional fog, which are expected to offer 

compute and storage resources as well along with network resources towards fog deployment, 

which is quite restrictive. On the contrary, our proposed fog architecture allows inclusion of any 

node with sufficient compute, storage, and/or network resources to take the role of a fog node, 

which is logically assigned to a specific layer in fog hierarchy based on pre-defined criteria. The 

paper did not discuss organization of nodes to facilitate efficient management of large scale fog 

environment.     

Considering that fog comprises a set of edge servers, Munir, Kansakar, and Khan [89] 

proposed a reconfigurable fog-node architecture that can adapt according to workload being run 

at a given time and discussed the mapping of proposed fog architecture to intelligent 

transportation system (ITS) application domain, and briefly discussed the applicability to several 

IoT application domains. Presented various features to be implemented by fog middleware as 
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several layers such as application layer, analytics layer, virtualization layer, reconfiguration 

layer, and a hardware layer. Organization and placement of fog nodes is not discussed.   

Chang, Srirama, and Buyya [90] have proposed Indie-Fog infrastructure for fog 

deployment leveraging consumers’ networking devices such as Wi-Fi access point routers, etc. 

Authors described four basic deployment models for Indie Fog: Clustered Indie Fog – group of 

stationary Indie Fog nodes in close proximity, Infrastructural Indie Fog – stationery sensor 

devices providing infrastructure for applications that require temporary data acquisition and 

processing, Vehicular Indie Fog – vehicles with infrastructure resources act as host nodes to 

dynamically deploy a software-defined vehicular fog, and Smart phone Indie Fog – smart phones 

offer infrastructure resources over dynamic, and random connection. There was no discussion 

regarding interaction among individual fog nodes. Pictures show that a cloud management server 

residing in a centralized cloud location manages each of the fog nodes in an individual manner. 

Hence, the proposed approach may be difficult to scale or support application deployment during 

time-critical scenarios. 

Taneja and Davy [91] [92]considered three layer edge-fog-cloud architecture for IoT 

environments with fog layer being a flat layer, and assumed that, fog nodes are primarily IoT 

gateways, which pre-process the data from IoT devices, and forward the data for further 

processing to cloud. 

Considering a three layer edge-fog-cloud architecture for IoT environments, Taneja and 

Davy proposed a strategy for allocation / placement of application modules on fog and cloud 

nodes. Solution includes sorting the list of available resources of all fog nodes and cloud nodes, 

as well as the resource requirements of all application modules, then for each application 

module, resource requirements are matched with those available first in fog nodes, and if not 
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available, then in cloud nodes, thus ensuring that fog nodes are utilized to the maximum possible 

extent. Proposed centralized approach has high time complexity, and includes sorting the list of 

fog and cloud nodes resource configurations, thus assuming that the system is static as well as 

that knowledge of entire environment is available. Hence the proposed approach is not scalable 

for large, mobile, and dynamic fog environments. 

Xiao and Zhu [93] proposed the concept of vehicular fog computing, which places 

(mobile) fog nodes on connected vehicles such as bus, taxi, etc. to offer on-demand fog 

infrastructure while moving along with the traffic, along with static cellular fog nodes located at 

the edge of cellular networks. This is a specific case of fog infrastructure as we consider 

vehicular fog nodes as one type of fog nodes available in the system. 

Considering a two-layer IoT architecture i.e. device and cloud, Chen and Zhang [94] 

proposed a centralized approach to offload tasks for local mobile execution, Device to Device 

(D2D) offloaded execution, and cloud offloaded execution, using a three-layer graph matching 

algorithm. Fog nodes were not considered. 

IBM, along with other researchers, have proposed the concept of Mobile Micro Cloud 

(MMC) [95], which are micro data centers located at base stations and host IT infrastructure to 

support low latency services and user mobility. Authors have proposed solutions for the 

problems: Initial Service Placement and Service Migration. The granularity of approach is very 

low as jobs are scheduled at various MMCs and number of MMCs reachable at low latency from 

user location is very small. The solution proposed is a centralized one to offer services to mobile 

users and not explicitly for IoT environments. New IT infrastructure needs to be deployed and 

the resources do not scale dynamically as per user needs. Framed the problem of node/link 

mapping of each service graph to physical node/edge, as an optimization problem, and proposed 
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exact optimal and approximation algorithms to solve the problem. Numerical results are 

provided. 

Deng et. al. [96] considered the three layered device-fog-cloud architecture and 

mathematically formulated the workload allocation problem with power consumption / delay 

tradeoff. Developed an approximate solution to decompose the primal problem into three sub-

problems of corresponding subsystems, which are independently solved. Provided numerical 

results. It has the following limitations: it is a theoretical approach closely approximates the 

centralized near-optimal approach. Task deadlines are not considered. Locality of data / user is 

not considered. Assumes that a given task can be assigned to any of the fog nodes in system or 

cloud. Assumes that the task requests can be delayed and batched together to execute the 

optimization algorithm. Only goal is minimizing power consumption and user perceived latency. 

Widjaja, Borst, and Saniee [97] considered the problem of job scheduling for jobs of 

multiple job types for distributed small-scale data centers with load reallocation to remote data 

centers. Provided a model to represent the same and formulated it as an optimization problem. 

Proposed online centralized and distributed optimization algorithms which operate in a 

measurement-based fashion to solve the dynamic load reallocation problem. Proposed 

decentralized iterative algorithms to solve the optimization problem: min-rule, max-rule and 

min-max-rule. Showed by simulation that the proposed decentralized algorithms can effectively 

deal with sudden load spikes and hence support elasticity. The problem considered is at the 

granularity of small data centers; hence the solutions cannot be applied directly to IoT/fog 

environments. 

Zeng et. al. [98] considered a fog computing supported software defined embedded 

system, where task images lay in the storage server while computations can be conducted on 
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either embedded device or a computation server. Authors investigated three issues - How to 

balance the workload on a client device and computation servers i.e. task scheduling, How to 

place task images on storage servers i.e. resource management, and How to balance I/O interrupt 

requests among storage servers. These issues are jointly considered and formulated as a mixed 

integer nonlinear programming problem, and a computation efficient solution is proposed and 

validated by simulations. 
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6. Hierarchical and Autonomous Fog Architecture 

6.1. Introduction 
Internet of Things (IoT) devices, distributed over vast areas, generate big data 

characterized by 6Vs–Volume, Velocity, Variety, Variability, Veracity, and Value [79]. IoT 

applications perform complex computations on such data while satisfying stringent QoS 

requirements [28]. Being resource-constrained and due to the need for consolidation of data from 

multiple data sources, IoT devices cannot by themselves execute complex services. Hence, fog 

computing paradigm was proposed by Cisco [13], comprising the idea of deploying fog nodes of 

variable resource configurations close to data sources to help support applications with low and 

predictable network latency as well as reduce network bandwidth requirements [41]. Considering 

5G infrastructure requirements [80] to support about 1,000,000 devices per sq. km. along with 

services, users, their mobility, energy-constrained nature of devices, QoS requirements, etc., 

centralized management approach is almost impractical. 
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6.2. Motivation 
In spite of fog being described as cloud near the edge, management of fog infrastructure 

differs from that of cloud significantly. Cloud deployment includes a set of servers with nearly 

homogeneous configurations co-located in a managed data center environment, while fog 

deployment includes heterogeneous nodes dispersed over wide geographic regions, possibly at 

unmanaged sites. Contrary to cloud servers, fog nodes can be identified by their physical 

locations, which is significant in delivering location-sensitive, context-aware services and those 

only of local value. Cloud physical infrastructure is static, and cannot be changed dynamically to 

support sudden change in workload in a specific location. Fog leverages cloud resources to 

support the execution of large-scale data analytics, during workload overflow scenarios, as well 

as for long-term data access. 

Not all nodes are (treated) equal–To facilitate the deployment of applications with 

varied resource and QoS requirements, privacy and security restrictions, on premise 

requirements of application data and services, etc., fog environment includes heterogeneous 

nodes of varying resource configurations, reliability, availability, network access latency and 

bandwidth characteristics, mobility, ownership, etc., which are often identified by their physical 

location. 

Cloud or Edge does not suffice–Considering the varied resource nature of fog nodes, 

and the fact that each category of nodes have different network connectivity characteristics, 

associating each of the above categories to a different layer in fog hierarchy will help in quick 

identification of fog node with required characteristics such as low latency access, or highly 

reliable, or large resources; hence, the need for identification of infrastructure layers in addition 

to cloud and edge. 



50 
 

Incomplete knowledge of system state–In a widely distributed, large scale IoT 

environment supported by fog infrastructure, it is difficult for a centralized authority to acquire 

current state of the entire system at any given moment considering large number of devices and 

services, their distributed nature, volatility of nodes, mobility of users, IoT devices, and at times, 

fog nodes themselves, etc. and when possible, it will be cost prohibitive and may incur high 

overhead. Hence, for practical reasons, it is not possible for a centralized authority to make 

service placement decisions based on complete knowledge of current system state. A breather to 

this problem is, that IoT environments are usually localized, i.e. data sources, applications, and 

end users are usually located in close vicinity and hence, complete knowledge of entire system 

environment is not needed to effiicently allocate infrastructure resources to applications. 

Need for organization of fog nodes–In such a fog environment, there is need for 

efficient management of infrastructure resources such that they can be allocated to services with 

minimum overhead, reducing overall system maintenance costs and maximizing utilization of 

fog nodes. 

6.3. Contributions 
Considering its unique features, we propose a fully distributed fog architecture. The 

contributions of this paper are as follows: 

 Architecture for the organization of heterogeneous fog nodes into logically 

connected multi-layered hierarchical fog environment for improved load 

balancing, fault tolerance, and autonomy. 

 Grouping of fog nodes belonging to a specific layer using Agglomerative 

Complete Linkage Hierarchical Clustering method for resource pooling and local 

control. 
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 Logically linking groups of fog nodes from different layers to facilitate disaster 

readiness, ad-hoc deployment, and distributed control over extended area. It also 

helps reducing effort in finding a low cost node with required resource 

characteristics for deployment of a service. 

Table 4: Factors defining hierarchy in Fog. 

Factor High Fog Layer Low Fog Layer 

Node capacity High Low 

Network type Homogeneous Heterogeneous 

Network bandwidth Low High 

Network latency High & Variable Low & Predictable 

Power availability Continuous (Plugged) Intermittent / Battery-powered 

Mobility Stationary Stationary / Mobile 

Geographic dispersion Co-located Dispersed 

Geographic scope Covers larger areas Localized 

Elasticity Low High 

Security / Privacy control Low High 

Physical environment Managed Unmanaged public / personal 
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Figure 2: PuddleTree comprising fog nodes with varied resource configurations. 

6.4. Hierarchical and Autonomous Fog Architecture (HAFA) 
To facilitate efficient deployment of services and management of fog infrastructure, we 

propose Hierarchical and Autonomous Fog Architecture (HAFA) to organize fog nodes into 

logically connected multi-layer hierarchy based on several parameters such as location, distance 

from IoT devices and/or users, node resource configuration, privacy and security. Such a logical 

organization of nodes in fog environment by no means restricts access among the nodes. Nodes, 

and users remain reachable from any other node in the system over a variety of networks. 

HAFA architecture is proposed in perspective of a Fog Infrastructure as a Service (FIaaS) 

deployment [16] in which a Fog Service Provider (FSP) offers physical or virtual IT 

infrastructure resources to tenants towards deployment of services. In such an environment, we 

can safely assume that there are only a specific number of node types and a set of nodes of 
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similar type are connected over networks with similar bandwidth and latency characteristics. The 

details of HAFA architecture are provided in this section. 

6.4.1. Layering 

Heterogeneity in fog nodes is attributed to several factors as listed in Table 4. A 

combination of these parameters will define a category. With the fact that each category of nodes 

has different network connectivity characteristics, associating different categories of fog nodes to 

a different layer in fog hierarchy helps in quick identification of fog node with required service 

characteristics of latency, reliability, and capacity. Thereby, resource characteristics of a given 

fog node can be approximately known from the layer it belongs to. 

6.4.2. Grouping 

For management purposes, a set of fog nodes in a given geographical area with similar 

resource characteristics are grouped to form a Puddle. Thus, a Puddle comprises nodes of similar 

characteristics, and a fog layer consists of a set of Puddles of similar characteristics. It helps 

reduce the complexity of system management as nodes are managed locally in groups rather than 

individually, thus facilitating efficient scaling of fog. It also helps in isolating a set of nodes for 

security, privacy, and service requirements. Fog nodes within a Puddle are located closer to each 

other than other nodes belonging to the same layer. All nodes in a Puddle are managed by a 

single authority i.e. same management domain, and are in the same security domain. Grouping of 

fog nodes into a Puddle facilitates resource pooling to satisfy availability and performance needs 

of services. 

Implementation. As the primary goal of grouping a set of homogeneous fog nodes is 

pooling of nodes’ resources considering their locality a.k.a. nearness, clustering approach can be 

used to group a set of nodes. As nodes belonging to a given fog layer are connected over 
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networks of similar characteristics, link latency between any two nodes can be approximated by 

the distance between them. Thus, objective of clustering is to minimize average inter-node 

distance between any two nodes within a group, which is synonymous to minimizing average 

inter-node latency. The outcome of this procedure is that neighbor fog nodes are clustered to 

form a Puddle. Other possible objectives for clustering are limiting size, i.e. number of nodes per 

Puddle–which determines the resource requirements towards management of the nodes 

belonging to the Puddle, limiting maximum distance between any two nodes in Puddle–which 

determines the maximum inter-node latency between any two nodes in the Puddle, etc. 

6.4.3. Local Management 

Each Puddle has a local management authority, called PuddleHead, which manages the 

membership of nodes by tracking their geographic positions and mobility, allows registration of 

new fog nodes and terminates membership of nodes that have left. Thus, it monitors local 

topology changes, local system performance metrics, member nodes’ resource configurations as 

well as resources available to deploy new services, services hosted by individual member fog 

nodes, etc. The PuddleHead maintains fog at the level of a single Puddle such that the monitored 

nodes can exist as an independent fog entity and execute services to support the local IoT 

environment. Thus, the PuddleHead brings autonomy to the fog environment by removing 

dependence on a centralized management authority. 

6.4.4. Inter-Layer Connections 

To ensure fog autonomy at any layer within an area, we organize Puddles into a 

connected hierarchy. Each Puddle is logically connected only to a single Puddle in the vicinity 

belonging to immediately next higher layer and one or more Puddles in same and immediately 

next lower layer. Upon need, we can traverse up / down the hierarchy and find the Puddle that 

has nodes of sufficient resources to serve the given service request. As Puddles are connected 
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based on locality, the selected higher layer Puddle with required resources is guaranteed to be the 

nearest such Puddle from higher layer and hence can be considered for deployment of latency-

critical applications. A Puddle at higher adjacent layer is referred to as parent Puddle and the 

Puddle at lower adjacent layer is referred to as child Puddle. These connections, also referred to 

as north-south links, are identified by logical control links between Puddles and information is 

maintained by corresponding PuddleHeads. Number of children Puddles to a parent Puddle, is 

variable and depends on relative density of upper layer Puddles as compared to those of lower 

layer in a given area. 

6.4.5. Intra-Layer Connections 

Intra-layer connections are leveraged to share information among PuddleHeads belonging 

to same layer regarding workload and resource availability, and can be primarily used for load 

sharing during workload overflow by lateral handoff of services to Puddles in neighborhood, 

failover during disaster scenarios, as well as for exchange of information regarding impending 

migration of services due to mobility of users / IoT devices, expected loss of fog nodes in current 

Puddle due to energy depletion, addition of new nodes in a neighboring Puddle resulting in a 

large amount of available resources, etc. These connections, referred as east-west links, are 

maintained only for siblings i.e. children Puddles of same parent Puddle. This restriction ensures 

locality of logically connected nodes, helps in collectively migrating multiple service 

components of an application which are deployed on nodes belonging to different fog layers and 

thereby facilitates autonomous local fog. 

6.4.6. Control Path: PuddleTree 

Groups of fog nodes in a given fog layer are logically connected to groups belonging to 

immediate upper and lower layers using control links forming a tree-like structure of Puddles, 

referred as PuddleTree. PuddleHeads of connected Puddles exchange system state information 
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over control path, thus extending the concept of fog autonomy to any possible number of layers 

in fog hierarchy. Thus, we have a set of homogeneous Puddles in each fog layer and 

heterogeneous fog nodes are organized into a connected hierarchy of fog layers. It facilitates 

distributed control, and hastens search for a fog node with required characteristics. Shown in 

Figure 2 is a pictorial representation of grouping, layering and interconnection of a set of fog 

nodes with varied resource configurations. The size of fog nodes represents the amount of 

resources available on node i.e. larger the dot, higher the resources. Nodes belonging to a given 

layer are represented by points of same color. Nodes belonging to a specific Puddle are shown to 

be enclosed in an ellipse. 

6.5. Conceptual analysis: For architecture support for IoT / Fog-based 

applications 
In the earlier sections we have proposed fog architecture and provided a description of 

roles of various components in fog environment. In this section, we discuss how the proposed 

architecture supports unique features of fog environment facilitating the deployment of 

applications in large scale leveraging fog infrastructure.  

Dynamism: The proposed architecture allows users, IoT devices, as well as fog nodes to 

join and leave the system at will, resulting from loss of battery, mobility, or new nodes being 

deployed on-the-fly in disaster/overload scenarios. It supports mobile users, and nodes, resulting 

in a dynamic environment which adapts to user workloads and application needs.  

Scalability: The fully distributed approach of managing IoT devices and fog users by 

associating them with Puddles, allow the deployment of large scale fog environments.  

Elasticity: When a new fog node joins the system, it will either join an existing Puddle or 

form a new Puddle and system state will be updated accordingly at respective PuddleHeads. 
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Similarly when a fog node leaves the system, its information will be removed from its Puddle 

and if there are no more fog nodes in the Puddle, it will be removed as well. Thus the system can 

scale up or down based on number of fog nodes with less overhead and minimum impact on 

system uptime. 

 

Figure 3: Randomly distributed fog nodes at various layers. 

Heterogeneous nodes: The proposed architecture does not restrict fog nodes to be 

uniform. On the contrary, it takes advantage of heterogeneity among fog nodes by grouping them 

based on their location, capacity, network characteristics, etc. into layers of fog infrastructure for 

efficient management and application deployment.  
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Large number of nodes: Availability of large number of fog nodes in all sizes provide 

sufficient resources to execute services which process data from huge number of IoT devices. 

The proposed architecture eases management complexity by distributing the management 

responsibilities to local PuddleHeads. 

 

Figure 4: HAFA - Layering: Fog layer-1 nodes. 

Dispersed data sources: Along with data sources i.e. IoT devices, fog nodes are also 

dispersed over the entire geography and are placed physically close to the IoT devices. This 

placement strategy allows fog nodes to process the generated data close to its source resulting in 

reduction of the amount of data traversing the network or sent to cloud. 

Latency-critical applications: Fog nodes can be placed close enough to application 

users as well as IoT devices such that the QoS requirements of latency-critical applications can 

be satisfied facilitating real-time decision making. 

Bandwidth-intensive applications: Fog nodes located close to the data sources can 

preprocess the generated data to prune it prior to its actual processing by removing redundant 
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and erroneous data elements, thus reducing the amount of data to be processed further by more 

than a degree and help deployment of bandwidth-intensive applications and those which generate 

data at a high velocity, without beefing the network infrastructure. 

 

Figure 5: HAFA - Layering: Fog layer-2 nodes. 

Varied QoS requirements: Fog environment includes large number of fog nodes with 

varied resource configurations organized in a hierarchical fashion, which can support 

deployment of applications with different resource and QoS requirements. These fog nodes 

provide infrastructure resources to cater to service requirements which vary widely for various 

parameters such as response time, throughput, input/output data, geographic distribution of data 

sources and users, etc. 

Location-sensitive services: IoT devices and Fog nodes, being dispersed over the 

geography and being aware of their locations, can effectively execute services which depend on 

knowledge of location of IoT device, fog node, or the end user.  
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Localized services: Fog nodes, having deployed close to data sources, can leverage the 

data to locally execute applications and services which have high local value and very low or no 

global value, thus reducing the network bandwidth requirements further. 

 

Figure 6: HAFA - Layering: Fog layer-3 nodes. 

Mobility: When a user or IoT device moves around and loses connectivity with its 

associated fog node, the system dissociates it and re-associates with a different fog node which 

satisfies the applications’ resource and QoS requirements. In a similar manner, when a fog node 

drifts away from the range of its Puddle, it will be re-associated with a different or new Puddle 

and system state will be updated. Thus the proposed architecture supports mobility of various 

system components. 

Autonomy: Proposed fog architecture groups fog nodes into Puddles which can act as 

independent entities leveraging infrastructure resources from fog nodes comprising the Puddle to 

deploy applications which can consume the data produced by IoT devices. The Puddle is 

managed locally by its corresponding PuddleHead, which has complete freedom in decision 
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making towards the applications deployed on fog nodes in Puddle. Thus, introducing autonomy 

in system at the level of an individual Puddle, and anywhere up the hierarchy of fog. 

 

Figure 7: HAFA - Layering: Fog layer-4 nodes. 

Disaster readiness: Being autonomous entity, a Puddle, or a hierarchy of Puddles can 

survive the loss of network connectivity to a centralized management entity available in system, 

if any. Upon restoration of network access, the system state can be updated with cloud 

environment. This feature facilitates deployment and survival of fog in disaster scenarios. 

Robustness: Owing to the hierarchical Puddle-based organization of fog nodes, any 

problem with fog environment is contained within its corresponding Puddle or limited to a small 

set of Puddles, while rest of system continues to function as normal, thus making the fog a robust 

system. 

Agility: The proposed architecture quickly updates the system state to reflect any change 

in network connectivity and availability of fog nodes, by initiating service migration to 
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appropriate nodes in the system. Any change in environment is locally managed by one or more 

Puddles, and there is no global action required. 

 

Figure 8: HAFA - Layering: Fog layer-5 nodes. 

Privacy and security: Private fog nodes with restricted access can be used to deploy 

applications which can process private data. These fog nodes are deployed for a specific purpose 

and are not available for generic use. These fog nodes, connected over private network, can form 

an autonomous Puddle hierarchy or connect to vast fog environment using a public gateway to 

access extended fog infrastructure resources during special instances such as workload overflow, 

etc. Thus offering improved security and data privacy to users in fog environment.  

Cloud integration: Integration of fog environment with cloud is required to execute 

latency-tolerant services which can effectively leverage low-cost cloud resources, applications 

which need large number of resources or large amount of input data e.g. large scale data 

analytics, or during instances of workload overflow when fog resources are not sufficient to 



63 
 

serve large number of users. Our proposed approach supports cloud-fog integration by 

considering cloud as another fog layer and extending connectivity to it from lower fog layers. 

 

Figure 9: HAFA - Grouping: 100 Puddles formed from 500 nodes belonging to layer-2. 

6.6. Experimental analysis 
To demonstrate the features of HAFA, we created a hypothetical data set representing 

various types of fog nodes deployed in a prospective smart city environment. The dataset 

includes five types of fog nodes, such as those shown in Figure 1, each represented by a fog 

layer, and vary in resource configuration and mobility. There are a total of 781 fog nodes spread 

over an area of 500x500 sq. units with 500 nodes in layer-1, 200 nodes in layer-2, 50 nodes in 
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layer-3, 10 nodes in layer-4, and 1 node in layer-5. Location of each node was generated 

randomly by uniform distribution over the coordinate space of (0,0)..(499,499). The x- and y-

coordinates represent latitude and longitude (from GPS) of fog nodes in a real-world 

deployment.  

 

Figure 10: HAFA - Grouping: 40 Puddles formed from 200 nodes belonging to layer-2. 

Uniform random distribution of fog nodes is assumed to reflect the layout of nodes in a 

city center which is likely to have uniform population density and hence the need for IT 

resources. Shown in Figure 3 are the fog nodes in the test environment, with nodes belonging to 
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each layer represented by a unique color. Higher layer nodes are depicted with larger size 

vertices to represent their larger resource capacities. 

 

Figure 11: HAFA - Grouping: 20 Puddles formed from 50 fog nodes belonging to layer-

3. 

6.6.1. Layering 

The given set of nodes are categorized based on their resource capacities into five layers 

as shown in Figure 9, Figure 10, Figure 11, Figure 12, and Figure 13. 

6.6.2. Grouping 

Here we demonstrate an approach to group the nodes in an efficient manner. Given the 

relative locations of a set of fog nodes belonging to same fog layer dispersed over the given area, 
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we have grouped them into Puddles using Agglomerative Complete Linkage Hierarchical 

Clustering approach [79]. The objective function of clustering is to form clusters of fog nodes 

from given set such that the average distance between nodes belonging to a cluster is minimal. 

This clustering approach ensures that the nodes belonging to any group are collectively closer to 

each other as compared to those from a different group, thus ensuring that the members of same 

group are better candidates for load balancing and workload overflow as compared to members 

of different groups. 

 

Figure 12: HAFA - Grouping: 3 Puddles formed from 10 fog nodes belonging to layer-4. 
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Figure 13: HAFA - Grouping: 1 Puddle formed from 1 fog nodes belonging to layer-5. 

Shown in Figure 10 are 40 Puddles formed using the above mentioned clustering 

approach from 200 fog nodes belonging to layer-2. Member nodes of a Puddle are shown as 

connected by links of same color and marked by the Puddle id. Note that the links which connect 

the nodes represent their membership of Puddle, and not the actual network access to the nodes. 

Similarly, Figure 11 shows 20 Puddles formed with 50 fog nodes belonging to layer 3. 1, 3, and 

100 Puddles formed with 1, 10, and 500 fog nodes belonging to layers 5, 4, and 1 respectively, 

are not shown in this paper for conciseness. Note that the Puddle sizes, i.e. number of nodes in a 
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Puddle is not same across Puddles, as the Puddle formation depends on number of nodes in 

vicinity to pool resources from. 

 

Figure 14: HAFA: Parent-Child relationships between fog layer-2 and fog layer-1. 

Note that we have used inter-fog node Euclidean distance as a metric to cluster the nodes. 

Instead, inter-fog node access latency can be used for more accurate clustering. We have 

implemented other clustering methods as well such as K-Means, Divisive hierarchical clustering, 

Agglomerative single linkage hierarchical clustering, etc. However, we have observed that the 

features of selected approach are more appropriate for management of fog environment. K-
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Means approach requires specification of number of clusters to be formed from given set of 

nodes, which is neither optimal nor feasible with dynamic fog environments.  

 

Figure 15: HAFA: Parent-Child relationships between fog layer-3 and fog layer-2. 

Contrary to top-down Divisive clustering approach, Agglomerative clustering approach 

naturally fits the problem of grouping fog nodes from bottom-up, as fog nodes are widely 

distributed over large areas and number of nodes per cluster is expected to be very small 

compared to the overall set of available fog nodes in system. Single Linkage clustering considers 

only one link to identify nearest cluster to merge, whereas, Complete Linkage approach 

considers links between all possible sets of two nodes, one from each cluster, to identify the best 
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candidate cluster to merge, thus forming clusters optimal for pooling of resources. The objective 

of clustering procedure is based on only one feature i.e. inter-node distance. Hence, the selected 

approach has low computational and spatial complexity, as nodes farther apart beyond a given 

limit need not be considered and can be efficiently implemented using sparse adjacency matrix. 

 

Figure 16: HAFA: Parent-Child relationships between fog layer-4 and fog layer-3. 

6.6.3. Inter-Layer Connections 

Here we demonstrate an approach to form the parent-child relationships among Puddles 

in adjacent layers. For each Puddle in lower layer, we select the parent Puddle in the immediately 

higher layer using the Complete Linkage method [79]. Complete linkage approach ensures that 

all nodes within a Puddle (not just the centroid) are collectively closer to all nodes of selected 



71 
 

parent Puddle as compared to any other Puddle in the immediate higher layer. Shown in Figure 

15 are parent-child relationships between Puddles belonging to layer-2 and layer-3. Figure 11 

was overlaid on Figure 10 to create Figure 15. The connected nodes (dots) belong to a specific 

Puddle in layer-2 and are marked with the corresponding Puddle id. All Puddles which are 

identified to be children of the same parent Puddle of layer-3 are depicted in same color and 

enclosed with an outline, which is labelled by the parent Puddle id. 

 

Figure 17: HAFA: Parent-Child relationships between fog layer-5 and fog layer-4. 

For the test dataset, shown in Figure 18 is the PuddleTree hierarchy i.e. control links 

representing parent-child relationships between Puddles of immediately adjacent fog layers, i.e. 
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between 5-4, 4-3, 3-2, and 2-1. Note that each vertex in the tree represents a Puddle formed by a 

set of fog nodes belonging to the specified fog layer. 

6.6.4. Search for node 

Here, we demonstrate how PuddleTree control path can be leveraged to efficiently find a 

Puddle with fog nodes of required resource characteristics located closest to the user initiating 

the request. Assuming that the request is initiated by user co-located with a layer-1 fog node and 

the request includes resources from nearest layer-n fog node, following procedure is performed: 

Identify the Puddle to which the layer-1 fog node belongs to. Starting with the leaf node, which 

represents the Puddle, move up the control path towards root node on PuddleTree by (n-1) links. 

Destination vertex on control path is the Puddle comprising fog nodes of required resource 

characteristics, located nearest to the user. 
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Figure 18: PuddleTree representing connected fog hierarchy. 



74 
 

 

Figure 19: Search for nodes. 

For instance, assume that the user initiates request for a node belonging to layer-4 from 

layer-1 fog node with id: 346, which is part of layer-1 Puddle with id: 35. From Figure 19, we 

see that layer-1 Puddle with id: 35 is connected to layer-2 Puddle with id: 0, which is in turn 

connected to layer-3 Puddle with id: 19, which is in turn connected to layer-4 Puddle with id: 0. 

Thus, by traversing n-1 = 4-1 = 3 links in PuddleTree, we can identify fog nodes which are 

located nearest to the user and satisfy the resource requirements. Shown in Figure 19 are the 

Puddles whose PuddleHeads are visited during the search for fog node with required resource 
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characteristics. L1, L2, L3 and L4 represent layers 1, 2, 3 and 4 and L2 (31) represents node 31 

which belongs to layer 2. 

Note that PuddleTree itself is not maintained in its entirety by any entity. Instead, it is 

dispersed in the form of logical control links, which are maintained by individual PuddleHeads. 

Compare this with a distributed peer-to-peer approach where there is no differentiation among 

fog nodes based on their resource configurations. In such scenario, resource request will be 

broadcasted to all neighbors, which is further forwarded until a candidate destination fog node 

with required resources is found. This involves high overhead for sending an indefinite number 

of messages as well as introduces a large delay in finding the target node while consuming 

network bandwidth. 

6.7. Critical review 
In this chapter, we have proposed Puddle-based hierarchical organization of 

heterogeneous fog nodes to facilitate deployment of scalable, large-scale IoT environments. 

Listed below are unique features of proposed fog architecture. A brief overview of feature 

comparison between our proposed architecture for fog environments and those from references is 

provided in Table 5. 

 System-wide architecture – allows deployment of fog environments of any scale. 

 Puddle-based grouping – supports the concept of pooling infrastructure resources 

to offer capacities that can be jointly offered, which is the basis of cloud 

computing, rather than considering the fog nodes as simple individual devices. 

 Widely distributed fog – allows large scale deployments with fog nodes 

distributed over very large areas, potentially across the globe. 
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 Distributed management – complete knowledge of entire fog environment by a 

single managing entity is neither possible nor required, hence we proposed fully 

distributed approach for efficient management of fog. 

 No one managing entity might even have knowledge of entire fog environment, 

on contrary to cloud management approach. Hence fog management is difficult. 

 Heterogeneous fog nodes – allow any device with sufficient infrastructure 

resources to be leveraged for service execution. 

 Support for mobility – allows IoT devices and application users to change their 

position over time while retaining access to services, while mobile fog nodes e.g. 

smart vehicles, etc. can be leveraged to provide services for users on-the-go.  

 Support for dynamic and elastic environment – allows energy-constrained or 

mobile fog nodes to join and leave the system at will, to support intermittent 

peaks in workloads. 

 Pervasive fog nodes – allow deployment of latency-critical and bandwidth-

intensive applications. 

 Location awareness - allows deployment of location-sensitive applications as well 

as ensure locality of data and applications. 

 Network connectivity – allows ubiquitous access to services. 

 Multi-layer hierarchical organization – allows categorization of fog nodes based 

on various criteria and quick identification of a node with required resource 

characteristics. 

 Variable-layered fog hierarchy – i.e. based on infrastructure available to deploy 

services, number of fog layers is different as viewed from different locations, by 
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different tenants even in a given area, by various applications depending on their 

resource requirements. 

 Distributed resource management – PuddleHead manages and monitors 

infrastructure resources of nodes in a Puddle. 

 Distributed service management – PuddleHead manages deployment and 

execution of services on fog nodes of the Puddle for efficient utilization of 

resources. 

 There is no specific cloud layer. Any upper layer can have ultimate control w.r.t. a 

tenant or a specific service. 

 We consider centralized cloud located at large data center as one of the (i.e. 

highest) fog layers with special characteristics w.r.t. (high) reliability, (logically 

infinite) scalability, etc. and its management is no different from other layers of 

fog i.e. uniform organization and architecture and management across fog layers. 

 Grouping fog nodes into Puddles allows establishment of security and privacy 

domains. A gateway Puddle can be used to connect to a subset of private Puddles.  

 Interconnection of Puddles and establishment of hierarchy among them allows 

dynamic federation of fog with other fog / cloud environments, as well as support 

for disaster / intermittent connectivity scenarios. 

 We do not accept the standard assumption that clouds are always located far from 

edge devices. This may not be true always, as edge devices are spread over large 

areas in large quantities. Hence some devices may be closer to cloud / higher fog 

layer nodes, as compared to edge / lower fog layer nodes. 
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 Reliable fog – By handling failures appropriately in individual Puddles and fog 

layers, required reliability standards can be provided in fog. 

 Scalable architecture – as changes to fog environment due to extension to new 

areas by addition of new nodes, or loss of connectivity resulting from disaster 

occurrence in an area are local and have minimal impact on rest of the system.  

 Generic architecture – can be applied to various application domains and makes 

no assumptions regarding nature of fog nodes, their connectivity, mobility, 

management domain, hosting and network usage costs, etc.  

 IaaS perspective – can be applied for a fog environment which offers 

infrastructure as a service to its tenants, and can be leveraged to deploy a mix of 

applications by various tenants. 

6.8. Limitations 
Test environment used to validate the proposed fog architecture assumes that there are 

sufficient resources available on selected fog nodes to satisfy the service requests of all users and 

IoT devices in their range, which may not be the case at all times, owing to limited fog resources, 

or due to security and privacy reasons. In such scenario, advanced service deployment 

algorithms are required, the discussion of which is beyond the scope of current paper. 

We assume that the available fog nodes can be categorized into a small number of node 

types based on their resource characteristics. Further research needs to be done regarding 

identification of an optimal number of node types into which the available fog nodes can be 

categorized such that the differences between nodes of various types are more evident as 

compared to those belonging to same type, and are significant enough to differentiate various 

service requests to be assigned and served by nodes from different layers. 
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Table 5: Feature comparison of various fog architectures. 

Feature Proposed Fog Architecture Other Fog Architectures 

Structure Multi-layered hierarchy. Flat [99]. 

Management Distributed. Centralized [100]. 

Dynamicity / Elasticity / 

Scalability 

Grow / Shrink.  

Effective tracking using Puddles. 

Static [101].  

Difficult to track in global 

database [102]. 

Node heterogeneity Takes advantage of heterogeneity. Treated homogeneous [102]. 

Generic architecture Yes.  

No assumptions regarding system 

configuration. Can be readily 

tailored for specific environments. 

No.  

Assumptions regarding node 

types [94], hosting costs 

[103], mobility [104], 

physical location [105], etc. 

Knowledge of complete 

system state 

Not required. Required [106]. 

Resource pooling Supported by Puddles Not supported. Individual fog 

nodes only [100]. 

Disaster readiness Supported by distributed local 

control. 

Not supported [99]. 

Locality support Supported by Puddles. Not considered [103]. 

Cloud integration Supported, but not required. Required [99]. 

Not discussed [105]. 
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6.9. Summary 
In this paper, we have proposed a fog architecture with multi-layered hierarchy for large 

scale, heterogeneous, and widely distributed fog environments based on Puddles, which are 

groups of fog nodes in close vicinity, fully connected over homogeneous network connections. 

We have presented detailed discussion on various components of architecture and reasoning 

towards the same. We have discussed in detail how the proposed architecture supports various 

features of fog, along with validation for a sample smart city fog environment. 

6.10. Open questions 
Several questions, as listed below, are still open and need to be resolved prior to the 

deployment of fog environment in real-world based on architecture proposed in this paper.  

How to define the range of individual IoT device, fog node, individual Puddle, etc.? What 

happens when there are multiple fog nodes in communication range of an IoT device? What 

happens when communication range of fog nodes overlap? 

How to identify the fog layer to which a given fog node can be associated with, based on 

its resource characteristics? How to group the available fog nodes efficiently into Puddles? We 

have proposed one such approach using hierarchical clustering method. How to maintain 

hierarchy among fog layers for an IaaS environment? 

How to size a Puddle, i.e. do we restrict membership of Puddle by maximum number of 

nodes, by maximum distance between nodes, by network range of nodes, etc.? How to handle 

node joins and leaves? What are the thresholds at which a Puddle is split or multiple Puddles are 

joined? 
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7. Dynamic Service Placement in Hierarchical Fog Environments 

7.1. Abstract 
Fog computing paradigm emerged as a promising solution to realize deployment of large 

scale IoT environments and low latency real-time services, leveraging large number of resource-

constrained, heterogeneous fog nodes distributed across vast geographical areas and located 

closer to users and data sources, as compared to core cloud which is usually located at large data 

centers, far from users and IoT devices. In such an IoT environment deployed using fog 

infrastructure, application services need to be deployed in a timely, and efficient, manner 

towards realization of a scalable, and resource-optimized IoT platform. In an infrastructure 

environment with interplay of cloud and fog nodes, there is a need for efficient placement of 

services to satisfy their resource requirements as well as improve various factors such as node 

utilization, computation cost, communication cost, energy consumption, response time, 

availability, and load balancing. In this chapter, we propose a fully distributed approach to select 

a cost-efficient fog node considering both computation and communication costs, from the set of 

prospective fog nodes with available infrastructure resources to host the given application 

service.  
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7.2. Introduction 
To facilitate the deployment of new generation IoT applications, cloud computing 

environments residing in large data centers are complemented with fog computing environments 

dispersed over large areas. Along with cloud nodes, fog nodes are leveraged to execute services. 

To support different types of IoT applications and their workloads, as well as user and sensor 

mobility, fog nodes of different resource and cost profiles are made available at different geo-

locations resulting in varied user-perceived application latencies and data transfer costs. 

Cloud computing paradigm allows sharing of physical infrastructure placed in data 

centers by tenants to deploy their own applications in a self-service manner, lease resources on 

cloud nodes as required by applications’ resource and QoS requirements and pay just for the 

leased resources rather than owning the physical infrastructure, thus utilizing the physical cloud 

nodes in an efficient manner. 

Fog computing paradigm extends the concept of cloud computing to include the physical 

nodes distributed over large geographic areas to support latency-sensitive and data-intensive 

applications which are not currently served by centralized cloud environments. In addition, fog 

environments allow deployment of new location-sensitive applications i.e. location-aware, and 

location-based (those of local value). 

Cloud and Fog are best served for different classes (types) of applications. Three primary 

driving factors for fog deployment are: 

 Lots of data – too much to send to cloud 

 Localized data value – no need to send to cloud 

 Latency sensitive data – can’t afford to send to cloud within constrained time 
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Types of services which can be deployed on fog nodes: 

 Computation-intensive services which cannot be executed on IoT devices 

themselves due to lack of resources. 

 Computation-intensive service components which cannot be executed entirely on 

mobile phones and need to be executed partially on cloud 

 Data intensive services which need access of large amounts of transient data and 

hence need high bandwidth connectivity to cloud. 

 Latency-sensitive services which cannot sustain the highly variable Wide Area 

Network (WAN) latency to be deployed on cloud. Examples of devices with 

applications which need real time response are Pan-Tilt-Zoom (PTZ) video 

cameras, motion sensitive audio devices, location tracking devices, medical 

sensors, fingerprint scanners, etc. 

 Location-sensitive services which leverage only local data and do not have much 

value globally. 

7.3. Problem significance 
Deployment of services in fog and cloud environments differ in various factors as listed 

below. 

Management of application services deployed on fog nodes is more complex as compared 

to that in cloud environment for several reasons as discussed below.  

Fog comprises heterogeneous nodes of varying compute, memory, network, storage, and 

energy, etc. resource characteristics to facilitate the execution of latency-critical, bandwidth-

intensive, location-sensitive, and localized applications, whereas cloud nodes are considered 
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homogeneous i.e. there is no specific preference of a given node from the set of available cloud 

nodes in the data center to deploy a given application. 

A cloud deployment is a flat structure with connected nodes allowing services to be 

deployed on any of the nodes with available resources. Contrary to cloud nodes, fog nodes are 

dispersed over large geographical areas and are identified by their physical location to facilitate 

the deployment of location-sensitive, latency-critical applications and those having only local 

value. 

In cloud, physical nodes are added or removed from the system infrequently, and the 

event will be part of a planned maintenance operation by system administrators. On the contrary, 

fog is a dynamic environment where nodes join/leave at a higher rate due to mobility or battery-

outage, leaving the services running on those fog nodes, and thereby users, in a vulnerable state. 

Hence service management approaches in fog need to be fast and efficient. 

Fog nodes are less reliable than cloud nodes due to node mobility, and/or energy 

limitations. Thereby the need for continuous monitoring of fog environment and redeployment of 

services is higher than that in cloud, which generally has high reliability. Hence, fog service 

deployment and migration approaches need to be more efficient. 

Cloud applications are usually compute-intensive, whereas fog applications are usually 

latency-sensitive or data-intensive. With cloud-based applications, data required for computation 

is usually generated within the data center and is available in its entirety to the compute nodes at 

negligible latency, as the compute and storage nodes will be connected over high speed data 

center LAN. Whereas in fog environment, data is generated by IoT devices distributed over very 

large geographic areas and incur different latencies when accessed from different compute 
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nodes. Thus, service management approaches for fog need to consider geolocation of fog nodes, 

IoT devices, and users in the system. 

User requests are typically served entirely from a single data center, and always from the 

same primary data center irrespective of the user location, except during special scenarios such 

as high overload or business continuity during disaster scenarios. Note that these periods are 

brief and user requests are served from the primary data center upon restoration of normal 

conditions, whereas such is not the case with dynamic fog environment. Mobile users may need 

to be served by different fog nodes depending on their geolocation, thus requiring (re)placement 

of same application service on different fog nodes. 

Number of nodes in fog is of several orders of magnitude more than that in cloud. In 

addition, wide geographic dispersion of fog nodes make it difficult and sometimes infeasible to 

maintain entire system state at a centralized authority, thus service management approaches may 

not have complete system state available and should be developed considering local or 

incomplete system state, leading to distributed decision making. Service management in cloud 

environment differs in that all nodes are physically available in the same data center and the 

cloud broker has complete knowledge of services deployed in the system making centralized 

solution approaches feasible, whereas it would be cost-prohibitive and unnecessary to maintain 

such a data store in a large scale distributed fog environment. Thus, service management 

solutions for fog environment should be designed accordingly. 

7.4. Motivation 
In such a complex fog environment with widely dispersed users, sensors, and nodes, 

varied application requirements, as well as resource availability, resource configuration, and cost 

characteristics, there is need for efficient approach to deploy services for better utilization of 
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resources as well as reduce overall cost. Leveraging the infrastructure resources leased from 

service provider, a fog tenant can manage the deployment of services on leased nodes in an 

independent manner. To facilitate a cost-efficient execution of services, there is a need to 

identify cost-efficient subset of fog nodes with available resources from those leased by tenant to 

deploy a given set of services. 

Considering the huge number of users, applications, service requests, IoT devices, and 

fog nodes, service deployment approach should be scalable. Additionally, solution approach 

should support mobility of users, and IoT devices, as well as heterogeneity in fog. Efficient 

placement of services on fog nodes should satisfy their QoS needs along with minimizing cost, 

and energy consumption. Frequency of service deployment requests in fog is higher as compared 

to those in a cloud environment due to various reasons such as comparatively low resource 

configuration of fog nodes resulting in faster expiry of services deployed, energy-constrained 

nature of fog nodes, mobility of IoT devices, fog nodes, and end users, unmanaged and less 

reliable fog nodes.  

As complete system state is not available at any entity, centralized solution approach is 

infeasible for fog environment. Thus, solution should be preferably a distributed approach, 

owing to the dispersed nature of fog environment. 

7.5. Contributions 
In this chapter, we present the following. 

 Description of the problem of service placement in Infrastructure-as-a-Service 

(IaaS) based large-scale fog environments. 

 Description of the proposed approach to solve the problem in a distributed, 

scalable, and efficient manner. 
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 Details of the implementation of solution in a simulated environment. 

 Demonstration of the efficacy of the solution using a simulation environment. 

7.6. System model 
Towards the scope of this paper, we assume a Fog Infrastructure as a Service (FIaaS) 

system [107] with several entities, the characteristics of which have been described below. 

System entities such as devices, compute nodes, network nodes, and users, are identified by their 

GPS location. No two system entities share the same GPS location. 

Devices. These are the data generating entities in the system. The generated data is sent 

as input to corresponding application instances for processing. Devices are connected to nearest 

network node over wireless network. The data generation characteristics of devices such as 

amount of data generated and its frequency, are defined by the application profiles which 

leverage the produced data.   

Compute nodes. These are the entities which host a given application instance and 

execute it to process the input received from devices and generate output data. These are referred 

to as fog nodes in the remainder of the document. Fog nodes have predefined CPU and network 

resource configurations, and cost characteristics. Fog nodes in the system belong to one of the 

small number of predefined categories. All fog nodes belonging to a specific category have 

similar CPU and network resources, as well as cost characteristics i.e. for application execution 

of million instructions (mi), and a kilobyte (KB) of data transferred.       

Network nodes. These are the entities which interconnect the devices, users, and 

compute nodes. Various system entities are accessible from each other over one or more network 

links. Network nodes have predefined bandwidth capacities, as well as cost characteristics e.g. 

for a KB of data transferred from one connected neighboring entity to the other. 
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Users. These are the entities which receive the output data from application service 

residing on compute nodes.  

Service request. Service requests are generated by users when they need access to a new 

application instance.   

7.7. Problem Description 
In a large-scale fog environment with widely dispersed fog nodes of various resource 

configurations and cost characteristics, there is a need to select a cost-efficient fog node which 

can host a given application service with specific resource requirements and QoS characteristics.  

In this section, we provide a detailed description of the research problem, along with 

assumptions, constraints, and objectives. 

7.7.1. Assumptions 

Towards the problem of application service placement in fog computing environments, 

we assume the following: 

 All entities of the system, i.e. data sources (devices), data consumers (users), fog 

compute nodes, network nodes, and any management nodes in system are 

physically stationary. 

 All IoT devices are connected over wireless network to rest of the system via the 

nearest Wireless Access Point (WAP). 

 No entity has knowledge of the current state of the entire system to select a cost-

optimal fog node to host the given application service. Hence, centralized 

decision making with full system state knowledge is infeasible. 

 Service requests from users are independent of one another. 
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7.7.2. Objectives 

Fog computing environment facilitates processing of data generated by devices close to 

the data sources, by hosting and executing the corresponding applications on fog nodes in 

vicinity. Processing of input data by applications consumes infrastructure resources on fog 

nodes.  

Cost efficiency. As fog nodes vary in their resource configurations, the cost of execution 

of an application service instance differs, depending on the fog node which is hosting the service. 

Additionally, as fog nodes are located at varying distances from data sources, i.e. devices and 

data consumers, i.e. users, and are accessible over one or more network hops, cost of transfer of 

corresponding application’s input and output data will also vary. Thus, the primary objective of 

identifying a fog node to host a given application service is cost-efficiency in terms of both 

execution cost as well as data transfer cost.  

Distributed solution. As discussed earlier in the paper, centralized knowledge of current 

system state i.e. current state of each network entity, including location, workload, and 

availability of free resources, is infeasible in a widely distributed large-scale fog environment. 

Service placement approaches depending on such complete information are not practical. Hence, 

our objective is to propose a fully distributed service placement approach with no knowledge of 

complete system environment.   

7.8. Problem Definition 
Total cost of hosting an application service on a given fog node is the sum of execution 

cost of application service on fog node as well as cost of data transfer at each network hop on the 

path between device generating input data for the service to the fog node and those on the path 
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between fog node and the user receiving processed output data from the application service. 

Service pricing approach considered in this paper is described in detail in [108].  

Total cost = Execution cost on fog node + Σ (Data transfer cost at each network hop on 

inbound path) + Σ (Data transfer cost at each network hop on outbound path). 

Given a set of fog nodes, devices, and users interconnected as per given network 

topology and accessible from each other over one or more network links, as well as service 

execution cost and data transfer cost on each of the network nodes, goal of service placement 

approach is to find a cost-efficient fog node which minimizes the total cost of hosting the 

service, while satisfying the resource requirements of application service such as compute 

capacity in MIPS and network bandwidth requirement in KB/s, as well as QoS requirements 

such as maximum response time (milliseconds). 

7.9. Solution Description 
The proposed approach for placement of application services in large-scale fog 

environments includes two phases, the details of which are as follows. 

7.9.1. Phase-1: HAFA Architecture 

Given a set of fog nodes characterized by their GPS locations and belonging to a small 

number of predefined categories, with all nodes belonging to a specific category having similar 

resource configurations and execution cost characteristics, we organize them into a logically 

connected hierarchy, as described below. 

1. Fog nodes belonging to the same category comprise a specific fog layer. We 

assign ids to fog layers such that the resource configuration of nodes belonging to 

fog layer i is less than those of nodes belonging to fog layer i+1.  
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2. Fog nodes comprising a specific fog layer are grouped such that the maximum 

geographical distance between any two nodes belonging to a group is less than the 

specified limit. Each group is referred to as Puddle. Thus, fog nodes comprising a 

specific fog layer are grouped into a set of Puddles using Agglomerative 

Hierarchical Clustering Complete Link method based on inter-node distances. 

Further details regarding clustering approach are available in section 0. 

3. Fog nodes comprising a given Puddle are managed by a local authority, referred 

as PuddleHead, which is one of the nodes belonging to the Puddle itself. The 

PuddleHead keeps track of various events such as node join/leave out of the 

Puddle, application services hosted by each node within the Puddle, availability of 

free resources on each node in the Puddle, etc.  

4. Each Puddle is logically interconnected to the nearest Puddle which belongs to an 

adjacent layer. For example, Puddle pi belonging to fog layer i is logically 

connected to Puddle qi+1 belonging to fog layer i+1, which is the nearest of all the 

Puddles belonging to layer i+1. The distance between two Puddles pi and qi+1 

belonging to layers i and i+1 respectively, is defined as the maximum distance 

between any node ai belonging to Puddle pi and node bi+1 belonging to Puddle 

qi+1.  

5. Thus, if the number of fog nodes and/or Puddles in higher fog layers are fewer 

than those in lower fog layers, then the logical organization of fog nodes as 

described above, can be represented in the form of a tree, referred to as 

PuddleTree, as depicted in Figure 20. It would be so if there are fewer fog nodes 
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with large resources than those with smaller resources, which would be normally 

expected. 

Logical organization of fog nodes as described above, is referred as Hierarchical and 

Autonomous Fog Architecture (HAFA) [84] and is discussed in detail in 6.4. Towards the scope 

of this paper, we have assumed that fog nodes are physically stationary, and thus their GPS 

locations do not change. Hence, the logical organization of fog nodes, as described above, stays 

valid during course of the system simulation. Therefore, the procedure of formation of links is 

performed only once during test system setup. 

 

Figure 20: PuddleTree comprising fog nodes with varied resource configurations. 
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7.9.2. Phase-2: HAFA Orchestrator 

After organizing the fog nodes in system as described above, the resulting logical 

structure i.e. PuddleTree and Puddle memberships information can be leveraged towards 

efficient search of a cost-efficient fog node to host an application service with given resource 

requirements and QoS characteristics. 

In a fog computing environment, application service placement request is generated by 

user, which includes service resource and QoS requirements along with input data generating 

device location as well as user location information. The procedure described in Algorithm 

HAFA-O is followed to identify a cost-efficient fog node to host the given service. Service 

request generated by user is submitted to the local fog broker, which executes the service 

placement approach discussed in this section.  

 

Figure 21: HAFA Orchestrator: Pictorial representation of node selection procedure per 

fog layer (Horizontal search). 

Note that, the nearest fog node belonging to layer i w.r.t. a given device/user is the one 

located at least geographic distance to device/user from all the nodes belonging to layer i. Local 

Puddle for layer i is the Puddle which comprises the nearest fog node belonging to that layer i 
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and the corresponding PuddleHead is the local PuddleHead. PuddleHead Id is maintained as part 

of Puddle information and all member fog nodes of the Puddle are aware of it. Fog broker 

instance may be hosted by PuddleHead. Fog broker runs the orchestrator approach to identify the 

cost-efficient fog node.  

Algorithm HAFA-O: 

1. For each fog layer i, identify the local Puddle and forward the request to its 

PuddleHead, which returns the nearest fog node belonging to layer i with 

sufficient resources to host the given service, by following the sequence below. 

a. Is there at least one node belonging to this Puddle which can serve this 

request?  

b. If yes, then among the candidate nodes with sufficient free resources, 

identify the geographically nearest node to the device generating the 

service request. 

c. If no, then expand the search space to the immediate neighbors of previous 

search space by forwarding the request to parent PuddleHead, which will 

propagate the request down to its children until the request reaches 

PuddleHeads belonging to layer i. Go to step 1a unless the search has 

already reached the root PuddleHead.  

d. If the root PuddleHead has already been reached, then this implies that no 

fog node belonging to layer i with sufficient free resources is identified. 

Hence, request is not schedulable on this fog layer.  

2. Among the prospective fog nodes identified, a maximum of one per fog layer, 

select the cost-efficient fog node. Reserve resources on the selected fog node and 
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deploy given application service on it. Update availability of free resources at the 

corresponding PuddleHead. 

As described in this section, the proposed solution approach leverages the logical 

PuddleTree to identify a cost-efficient fog node to host a given application service, in a 

distributed manner. The fog node selection procedure followed by HAFA orchestrator is shown 

pictorially in Figure 22.   

 

Figure 22: HAFA Orchestrator: Pictorial representation of node selection procedure 

(Vertical search). 

7.10. Analysis 
As shown in Figure 22, HAFA orchestrator selects nearest node by distance from each 

fog layer and has sufficient resources available to satisfy the application resource and QoS 
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requirements. It exchanges messages with Peer PuddleHeads and parent PuddleHeads to expand 

the search beyond local Puddle, which contributes to the algorithm overhead.  

Here are the highlights of HAFA placement approach: 

 Distributed approach. 

 Leverages local state knowledge only. 

 Expands search space only as far needed, until request is successful, or search 

space is exhausted. 

 Maintains locality. 

 Better network utilization. 

 Cost-efficient, considering both computation and communication costs. 

Limitations of HAFA approach are as follows: 

 Based on the premise that the set of fog nodes can be categorized into a small 

number of fog node types. 

 Fog nodes of each category, referred as layer, are uniformly dispersed in the fog 

environment. 

 Fog nodes belonging to each layer have same execution cost. 

 Fog nodes are physically stationary. 

 Fairness and balancing of workload on fog nodes is not considered. 
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Figure 23: Test environment: Chicago city - GPS Coordinates of fog nodes. 

7.11. Experimental Validation 
In this section, we provide a detailed description of validation tests performed as well as 

the observations from analysis of test results. 

7.11.1. Objective 

The goal of this testing effort is to show that our solution approach for service placement 

is scalable and efficient, in large-scale heterogeneous fog environments distributed over large 

areas. The following metrics were used for evaluation. 

 Compute resource utilization 

 Network resource utilization 

 Response time 

 Percentage of successful requests 
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 Cost of service execution 

 Network congestion 

 

Figure 24: Test environment: Chicago city - GPS Coordinates of fog nodes and Cloud. 

7.11.2. Simulator – PFogSim 

Tests were executed on a simulator, called PFogSim. PFogSim is an event-driven 

simulator developed in Java to simulate the execution of applications in a distributed large-scale 

fog environment with thousands of fog nodes, data generating and consuming devices, as well as 

users, connected over one or more network links using intermediate network nodes.  

PFogSim was extended from EdgeCloudSim [109] to reflect the unique features of fog 

environments such as heterogeneity, location-awareness, interconnecting network topology, 

mobility of devices, users, and fog nodes. It has modular design, which allows testing various 

approaches to service placement in fog computing environments, service pricing approaches, etc. 
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Several metrics are captured during test execution. The simulator facilitates analysis of test 

results by auto-generation of graphs using a MatLab interface, from test logs comparing selected 

approaches and metrics. Detailed description of various features available on PFogSim are 

provided in Chapter 9. 

7.11.3. Implementation 

The service placement approach proposed in this paper was implemented in Java and 

integrated with the PFogSim simulator. Solution Phase-1, which consists of creating the logical 

PuddleTree, is performed only once during test environment setup, whereas the Phase-2 of 

solution is invoked each time a new service request is initiated, and is executed by the local fog 

broker in a distributed manner, with no knowledge of complete system state. Figure 25, Figure 

26, Figure 27, Figure 28, and Figure 29 show the number of member fog nodes associated with 

each Puddle from various fog layer, resulting from execution of solution Phase-1. 

 

Figure 25: HAFA implementation: Puddle sizes for fog layer-1. 
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Figure 26: HAFA implementation: Puddle sizes for fog layer-2. 

 

Figure 27: HAFA implementation: Puddle sizes for fog layer-3. 
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Figure 28: HAFA implementation: Puddle sizes for fog layer-4. 

 

Figure 29: HAFA implementation: Puddle sizes for fog layer-5. 

7.11.4. Test environment 

We have considered the Smart City application domain to evaluate the proposed resource 

and service management approaches. 
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Table 6: Test environment: Fog node capacities for various layers. 

Layer Fog node MIPS Cores Total MIPS Times FL-1 

node 

Times Lower 

layer node 

FL-1 School 54400 1 54400 1 N/A 

FL-2 Community 217600 1 217600 4 4 

FL-3 Library 326400 2 652800 12 3 

FL-4 Ward 544000 7 3808000 70 6 

FL-5 University 816000 71 57936000 1065 15 

FL-6 City center 1305600 286 373401600 6864 6 

FL-7 Cloud 13056000 28672 374341632000 6881280 1003 

 

Table 7: Test environment: Fog node task execution costs. 

Layer Exec. Cost per 

Second 

Exec Cost per 

Second per Core 

Exec. Time per 2000 

MI Task (Seconds) 

Exec. Cost per 

2000 MI Task 

FL-1 0.013194444 0.013194444 0.036764706 0.000485090 

FL-2 0.013194444 0.013194444 0.009191176 0.000121272 

FL-3 0.013194444 0.006597222 0.006127451 0.000080848 

FL-4 0.013194444 0.001884921 0.003676471 0.000048508 

FL-5 0.013194444 0.000185837 0.00245098 0.000032339 

FL-6 0.013194444 0.000046134 0.001531863 0.000020212 

FL-7 0.006597220 0.000000230 0.000153186 0.000001010 
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We use Chicago city data set [110], which has the GPS coordinates of schools, 

universities, libraries, ward offices, connect centers, city hall, etc. to simulate a fog environment 

with 1073 fog nodes dispersed over 237 sq. miles area of Chicago, which includes fog nodes 

located one each at 679 schools, 253 connect centers, 80 libraries, 50 city wards offices, 10 

universities, 1 city hall, and 1 cloud data center located at approx. 500 miles from city hall. Fog 

nodes placed at different locations of similar premises belong to the same fog layer and are of 

similar resource configuration, e.g. fog nodes placed at all city wards are of similar capacity. 

Table 8: Test environment: Fog Network node link capacities. 

Layer Network Node Type Network Node Id Link capacity Link capacity (Kbps) 

FL-1 Edge Router R1 1 Gbps 1048576 

FL-2 Edge Router R1 1 Gbps 1048576 

FL-3 Border Router R2 10 Gbps 10485760 

FL-4 Border Router R2 10 Gbps 10485760 

FL-5 Border Router R2 10 Gbps 10485760 

FL-6 Core Router R3 100 Gbps 104857600 

FL-7 Core Router R3 100 Gbps 104857600 

 

Each of these locations is assumed to host a network router to facilitate device and user 

connectivity, as well as connect other network components. Fog node at each school, connect 

center, and library was connected to an individual edge router, fog node at each city ward office 

and each university was connected to an individual border router, which also connects to all the 

nearest edge routers, and fog node at city hall and cloud data center were connected to an 
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individual core router. Each border router was connected to two nearest border routers as well as 

the core router at city hall. Core routers at city hall and cloud data center were connected over 

direct link. Each network device is also considered as a Wireless Access Point (WAP) so that 

devices and users can connect over wireless network and hence support their mobility. Fog 

network was simulated in the above manner to closely resemble a prospective smart city fog 

infrastructure deployment. 

Corresponding to the seven categories of fog nodes, HAFA architecture is created as a 

seven-layer hierarchy of fog nodes, ranging from small edge nodes belonging to layer-1 to layer-

7 for centralized cloud environment with logically infinite resources. Computation capacities of 

fog nodes belonging to various layers are listed in Table 6.  

Compute cost at lower layer fog nodes is higher as compared to that at higher layer fog 

nodes, due to scale of establishment and node resource configurations. Computation costs 

considered for various fog nodes in our test environment are listed in Table 7 for Augmented 

Reality (AR) application profile with an average task size of 2000 million instructions (MI).  

Table 9: Test environment: Fog Network node data transfer costs. 

Network 

Node Id 

Link capacity 

(Kbps) 

Lease cost  

($ / Month) 

$ / Mb transferred  

(Scaled 100 times) 

R1 1048576 88.23 0.000032764 

R2 10485760 151.67 0.000005632 

R3 104857600 646.51 0.000002401 
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Communication cost increases as number of network hops increase in path from device to 

fog node hosting the application service. Three types of Cisco routers are assumed to comprise 

fog network configuration. The three types considered are Cisco ASR 901 1G Router, Cisco 

ASR 901 10G Router, and Cisco ASR 1013 100G Router referred as of types R1, R2, and R3 

respectively in rest of the document. Network node link capacities are listed in Table 8. The cost 

of data transfer on each of these routers is inferred from their monthly rental rate offered by 

Cisco for leasing and are summarized in Table 9.  

7.11.5. Test system setup 

One VM is created on each fog node and is configured with all the available resources on 

that node. Individual application services are deployed on the VM and assigned resources as 

specified in service request. 

7.11.6. Assumptions 

Following are the assumptions made in regards with the system configuration, and 

entities in the system for the purpose of test execution. 

 Sufficient compute resources are available in the entire system to ensure that all 

application requests can be served and all tasks can be executed. 

 Sufficient network resources are available in the system such that all application 

data and service requests can be transferred to other nodes in the system if the 

local node does not have sufficient free resources. 

 Data producers i.e. IoT devices, sensors, or other data sources, as well as data 

consumers i.e. IoT devices, actuators, or users, do not have sufficient resources to 

host and execute the application services by themselves, thus necessitating the 

availability of a cloud/fog node for the purpose. 
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 Data source i.e. device is co-located with the user i.e. data consumer. 

 We assume that all applications are simple, i.e. they execute and perform one 

function (all the modules together). Complex applications which perform multiple 

activities can be split into several simple applications can be split into several 

simple applications. E.g. healthcare sensors generate data which can be processed 

and may be used as input for user interface or sent to an analytics application. 

Each has a different QoS requirement and hence are considered as different 

applications. 

 All fog nodes are Wi-Fi Access points (WAPs). Hence, IoT devices can assumed 

to connect to the nearest WAP which is used to gain access to rest of the fog 

network. Router is co-located with fog node for ease of test execution. 

 Devices, fog nodes can be physically stationary or mobile.  

7.11.7. Test approach 

All service requests were generated for individual application services. Input data is 

generated by devices at the rate and pace defined by their associated application service profiles, 

and is submitted to the assigned fog node, which is hosting the service, in the form of a task. 

Each task is defined with the same resource and QoS requirements as its associated application 

profile. Upon receipt of a task, the assigned fog node processes it, generates output, and sends 

the output to the corresponding user by routing it over the network.  

7.11.8. Application profiles 

Tests were performed for four different application profiles, Augmented Reality (AR), 

Cognitive Assistance (CA), Machine Learning (ML), and Remote Healthcare (RH), the details of 

which have been given in Table 10. The application profiles are selected to represent various 
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classes of applications such as computation-intensive, bandwidth-intensive, latency-tolerant, and 

latency-critical. Following is a description of application parameters listed in Table 10. 

Table 10: Test application profiles 

Parameter AR CA ML RH 

Poisson_interarrival (sec) 5 5 5 5 

Delay_sensitivity (sec) 5 0.370 10000 0.100 

Data_upload (KB) 1500 1500 1500 4 

Data_download (KB) 25 25 25 1 

Task_length (MI) 2000 2000 6000 300 

Required_cores 1 1 1 1 

 

Poisson_interarrival. This parameter defines the average inter-arrival time between the 

submissions of application tasks by a device. It is specified in seconds. For instance, if the 

Poisson_interarrival time is set to 5 seconds, then over the course of a simulation test run of 30 

minutes, an expected number of 30 minutes * 60 seconds/minute / 5 seconds = 360 tasks will be 

generated by each device and submitted to the executing fog node.  

Delay_sensitivity. This parameter specifies the maximum response time acceptable for a 

given task, i.e. the total time taken for its execution and transfer of input and output data over the 

network. It is specified in seconds. A task is marked as failed if the device/user does not receive 

the output data from executing fog node within the time duration specified by this parameter. 

Data_upload. This is the average input data size for each task submitted by device and 

transferred from device to executing fog node. It is specified in kilobytes (KB). 
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Data_download. This is the average output data size received by user for each task and 

transferred from executing fog node to device. It is specified in kilobytes (KB). 

Task_length. This is the number of instructions to be executed per task by fog node. It is 

specified in million instructions (MI). 

Required_cores. This is the number of cores required for execution of a given task. 

7.11.9. Evaluation criteria 

We have captured several metrics as listed below, from simulation tests to show the 

performance of proposed service placement approach in large fog environments. Note that the 

metrics are averaged only for the tasks successfully executed. 

 Task count. Total number of tasks successfully executed by all fog nodes in 

system.  

 Task count per fog layer. Total number of tasks successfully executed by all fog 

nodes belonging to a given fog layer in system.  

 Task success/failure percentage. Percentage of total submitted tasks which were 

successfully executed or failed to complete execution. Execution of tasks may fail 

for various reasons such as lack of compute resources, lack of network resources 

(bandwidth), application latency constraints, device mobility, fog node mobility, 

queuing delay at fog node, congestion delay at network node, and unfinished tasks 

due to end of simulation time.  

 Average cost. Cost incurred by each task is the sum of execution cost at fog node 

and data transfer cost at each network node en route from device to fog node 

hosting the application service. 
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 Average geo-distance. This is measured as the great circle distance between 

device and fog node hosting the corresponding application service. Distance 

between the two GPS locations is calculated using Haversine formula. Note that 

the stationary devices are assumed to be co-located with local fog nodes in our 

test environment and hence local nodes are located at a distance of zero from 

devices. 

 Average network distance. This is measured as the number of network hops in 

the path from device to fog node hosting the corresponding application service. 

Note that the devices and fog nodes are not accessible from another by direct 

links, but are accessible only on the network and hence are connected directly to a 

network node. Thus a local fog node is accessible from device at one hop 

distance, for instance. 

 Average network delay. This is measured as the sum of network data transfer 

delays incurred over each link and at each node on the network path between 

device and fog node hosting the corresponding application service. It includes 

propagation delay on each network link, as well as network processing delay and 

congestion delay at each network node along the path. Propagation delay is 

proportional to the length of the network link. It is calculated as 0.01 

millisecond/kilometer [111]. For instance, if two nodes are located at 10 kilometer 

apart, then propagation delay on that link is calculated as 0.01 ms/km * 10 km = 

0.1 millisecond. Network processing delay of 20 milliseconds is assumed towards 

route processing at each network hop along the path. Congestion delay depends 

on the number of tasks leveraging a network link at a given instant and their 
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input/output data size (KB). For instance, say each device has only one active task 

at any instant with average data transfer requirement of 1500 KB. If 100 such 

devices are exchanging data over a specific network node with capacity 10 Gbps, 

then congestion delay is calculated as 1500 KB * 8 bits/byte / 10 Gbps * 100 

devices = 114 milliseconds. 

 Average processing time. This is measured as the sum of queueing delay and 

task execution (compute) time taken at fog node hosting the specified application 

service. Processing time depends on the size of task (MI), compute capacity of 

fog node (MIPS), and the number of CPU cores required by the task for its 

execution. For instance, if the executing fog node capacity is 54400 MIPS and 

application task size is 2000 MI, then expected processing time taken by the task 

is calculated as 2000 MI / 54400 MIPS = 36 milliseconds. 

 Average service time. This is measured as the sum of processing time at fog 

node and network delay along the network path between mobile device and fog 

node hosting the corresponding application service. This metrics signifies the total 

delay experienced by user after submission of task to the system.  

 Host utilization. This is measured as the percentage ratio of the number of MIPS 

utilized by devices at a given fog node (host) to the total MIPS available at that 

node at a given instant.   

 Average host utilization per fog layer. This is measured as the average of host 

utilization percentages for all fog nodes belonging to a given fog layer. This is a 

valid measure as we assume that all nodes belonging to a given fog layer have 

same MIPS capacities. 
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 Average host utilization. This is measured as the average of average host 

utilization percentage observed per fog layer. We assume that nodes belonging to 

different fog layers have different MIPS capacities. 

 Network utilization. This is measured as the percentage ratio of the network link 

capacity (Kbps) utilized by devices to the total capacity available at that network 

link at a given instant.   

 Average network utilization per fog layer. This is measured as the average of 

network utilization percentages for all network nodes belonging to a given fog 

layer. This is a valid measure as we assume that all nodes belonging to a given 

fog layer have same network capacities. 

 Average network utilization. This is measured as the average of average 

network utilization percentage observed per fog layer. We assume that nodes 

belonging to different fog layers have different network capacities. 

 Average hosts searched. This is measured as the number of fog nodes considered 

by a device towards placement of its corresponding service instance. For static 

placement approaches, i.e. the ones which host all services at the same fog node 

always, irrespective of the device characteristics such as its location, and its 

application resource characteristics, the number of hosts considered is always one. 

For centralized approaches, i.e. the ones which require the knowledge of current 

state of all prospective nodes towards selection of fog node for service placement, 

the number of hosts searched is always the total number of prospective nodes in 

the set. HAFA orchestrator, being a dynamic and distributed approach, the 
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number of hosts searched varies depending on the location of device initiating the 

request and the current workload in system. 

 Average messages exchanged. This is measured as the number of messages 

exchanged in system towards identification of a fog node for hosting an 

application service instance for a given device. The request and response 

messages are counted separately. Hence, for static and centralized approaches, 

number of messages exchanged is twice the number of prospective fog nodes 

considered. Whereas for HAFA orchestrator, messages are exchanged to forward 

the request to sibling PuddleHeads and to parent PuddleHeads, as placement 

decision is made by PuddleHeads instead of individual nodes themselves.  

7.11.10. Comparative approaches 

We have implemented several service placement approaches to quantitatively compare 

the performance of each of them against the HAFA orchestrator. A brief description of the 

approaches is provided below. 

Edge orchestrator. Dynamic approach. This approach deploys the application services 

only on edge nodes i.e. fog nodes belonging to layer-1, which are of smallest resource 

configuration in the system. Among all nodes belonging to fog layer-1, the one reachable at least 

geographical distance from device and/or user is selected to host the corresponding application 

service. In our test environment, the layer-1 fog nodes being more in number, have higher chance 

of being in vicinity of a requesting device and hence are accessible at lower latency, on average 

as compared to those from higher fog layers. Service requests whose resource and QoS 

requirements cannot be satisfied using only layer-1 fog nodes are rejected. Hosting costs may be 
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higher. This approach is not network topology aware and avoids the necessity of keeping track of 

changes in network topology. 

Local orchestrator. Static approach. This approach deploys requested application 

services only on the fog node accessible at least distance from the device and executes 

corresponding tasks on the same node. The local node may belong to any of the fog layers. If the 

local fog node does not have sufficient resources, service request is rejected. Mobility of device, 

user, and/or fog node may result in failed tasks, depending on application QoS specifications. 

City center orchestrator. Static approach. This approach attempts to deploy all 

application services only on the fog node located at City center irrespective of accessibility from 

requesting devices and executes tasks on the same node. If the fog node does not have sufficient 

resources or if service QoS requirements cannot be satisfied, service placement request is 

rejected. Mobility of device, user, and/or fog node may result in failed tasks. 

Cloud orchestrator. Static approach. This approach deploys all application services and 

executes corresponding tasks on cloud nodes. All application services will be deployed in the 

cloud, resulting in cheaper hosting cost, but with higher data transfer costs as well as without any 

assurance towards satisfaction of application QoS for latency-critical applications. Latency-

critical or QoS-sensitive application requests may fail.  

Centralized orchestrator. Dynamic approach. This approach identifies the cost-efficient 

fog node to host the application service and execute corresponding tasks, leveraging the 

knowledge of complete system state at any given instant during the simulation. The centralized 

orchestrator is assumed to have knowledge of the current state of the entire system i.e. all 

devices, nodes, and users in the system, including their locations, resource configurations, 
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available free resources to serve new requests. Thus, centralized orchestrator always selects the 

best possible node and the best possible links for deployment of a given service. As it is obvious, 

this approach is infeasible in real-world fog environment owing to the dynamism and geographic 

dispersion of individual nodes, among other reasons. Hence, this approach is used as a reference 

to compare the performance of other approaches. 

Centralized orchestrator considers all nodes in the system as prospective nodes towards 

selection of cost-efficient fog node for hosting a service. Towards this goal, it calculates the total 

cost to be incurred by a task from given device on each of the fog nodes as the sum of 

computation cost on the fog node and communication cost comprising data transfer cost on each 

network node along the path from device to fog node. Note that the path used in this calculation 

is the shortest path between device and fog node identified using Dijkstra’s shortest path 

algorithm by considering fog network topology as a weighted directed graph with network nodes 

being graph vertices and links and delays representing graph edges and their weights. As 

congestion delay at node is variable and is dependent on workload at a given instant, we have 

considered only propagation delay towards assignment of weights to the edges. Thus, 

Centralized orchestrator is near cost-optimal.  

HAFA orchestrator follows similar approach as Centralized orchestrator, however, for a 

smaller set of prospective nodes which are selected based on logical PuddleTree organization.  

Note that, in rest of the document, the terms orchestrator and placement approach mean 

the same and are hence used in an interchangeable manner. 

The Router module identifies the network path with minimum latency between two given 

entities.  Router takes source and destination nodes and the network topology. It reads the 
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network topology as a weighted directed graph with nodes being vertices and links and delays 

representing edges and their weights. The router then runs Dijkstra’s algorithm on the graph 

from the given source node. Afterwards, the router finds the destination node and builds a linked 

list of the nodes that form the shortest path from the source to destination. Router then passes this 

linked list to the network model to calculate total latency.  

The simulator assumes a central router. This assumption is to abstract routing as a 

baseline for the ideal routing for the network. We make this assumption on the basis that the 

router does not need to maintain the full status of the entire environment. Rather, the router only 

requires the static map of the network and the links that connect it. This is purely for the 

simulator and any interaction between a node and the router is to simulate the activity of a 

realistic one. This router does not assume every node has the image of the full network. It cannot 

be emphasized enough how this simulator is made for a decentralized system in which it is 

unrealistic to know the state of the network at every time. The router does not violate this since it 

only ever gives information the nodes would naturally have in any given circumstance. 

7.11.11. Data set 

Tests were performed for a given number of devices in system. The locations of devices 

is generated in a uniformly random fashion, and are assumed to be co-located with one of the 

fog/network nodes in system. This is a reasonable assumption as we assume that devices connect 

to first hop network node over wireless network. The additional latency introduced by the last 

mile connectivity is similar for all test scenarios and has no impact on selection of fog node by 

service placement approaches. Hence, we have ignored the same in our test environment.  
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Tasks were generated by each device as per specifications provided in the application 

profile. Task sizes, and the data input/output sizes are generated by Poisson distributions using 

the mean values defined in application profile. 

 

Figure 30: Test execution: Device connected Network Node WAP Id - Representation. 

 

Figure 31: Test execution: Fog Node hosting service for Device - Representation. 
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7.11.12. Test execution 

Performance tests were executed to demonstrate the behavior and effectiveness of our 

proposed approach in a large environment as well as provide a quantitative comparison of its 

performance with other centralized and distributed approaches.  

 

Figure 32: Test execution: Device connected Network Node WAP Id for test scenario 

with Augmented Reality Application and Local Orchestrator. 

The test system configuration was varied to show the behavior of various service 

placement approaches for applications services with different profiles. Depending on the 

availability of resources as well as number and type of service requests, congestion may occur in 

the network and there is no assurance of availability of free resources to satisfy all the requests 

generated in the system. 
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Figure 33: Test execution: Device connected Network Node WAP Id for test scenario 

with Cognitive Assistance Application and Local Orchestrator. 

 

Figure 34: Test execution: Device connected Network Node WAP Id for test scenario 

with Machine Learning Application and Local Orchestrator. 
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Figure 35: Test execution: Device connected Network Node WAP Id for test scenario 

with Remote Healthcare Application and Local Orchestrator. 

Tests were executed by varying the number of devices from 1000 to 6000 in increments 

of 1000, for five service placement approaches described earlier, along with the HAFA 

orchestrator. As each device is associated with a different user, service requests are submitted by 

fog broker, one for each device, to deploy application services. Upon identification of hosts by 

the service placement approach, services are deployed on hosts.  

The simulator environment facilitates generation of tasks by devices, execution by fog 

nodes, and results are sent to users over the network. Test runs are performed for a duration of 30 

minutes simulation time. Each data point shown in the graphs in this chapter represents the 

observation from a separate test run for a simulation time of 30 minutes. 

Tests were performed for four applications with varied profiles, namely Augmented 

Reality, Cognitive Assistance, Machine Learning, and Remote Healthcare. For comparison 

purposes, the task generation rate for all application profiles is set to the same value. 
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Shown in Figure 32, Figure 33, Figure 34, and Figure 35 are the service request origin 

locations for four of the tests executed, to demonstrate that the requests are uniformly generated 

across the simulated geography. A total of 144 tests were executed, the results of which are 

discussed in this dissertation. We assume that the requests were generated in a similarly uniform 

manner for rest of the 140 tests.  

The fog/network node Ids assigned are as follows. Note that the network node WAP Id is 

the same as the fog node Id at a given location. 

 Layer-1 – 395-1073 (School) 

 Layer-2 – 142-394 (Connect center) 

 Layer-3 – 62-141 (Library) 

 Layer-4 – 12-61 (Ward office) 

 Layer-5 – 2-11 (University) 

 Layer-6 – 1 (City center) 

 Layer-7 – 0 (Cloud) 

7.11.13. Application: Augmented Reality 

Scenario. Imagine a smart museum which aims to enhance the experience of its visitors 

using Augmented Reality technology. The visitors are provided with AR/VR set or a Google 

Glass which senses interest of the wearer when he stares at an artifact for a brief period, and 

instantly provides relevant details on the device display. This provides improved visitor 

experience, who may derive good value for the money and time spent at the museum. This may 

even reduce the need for personal guides to the visitors, whose job is to provide detailed 

information relevant to artifacts which is not displayed alongside, likely due to lack of space. 
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Application Profile. Tasks were generated at a Poisson mean inter-arrival rate of one 

task in 5 seconds, i.e. if the user is looking at an artifact in museum for 5 seconds, a task is 

generated by Google Glass device with a picture of artifact. The application service will process 

the request and returns details about the artifact which are displayed by Google Glass for 

enhanced user experience.  

This application is assumed to be latency-tolerant and has medium computation and 

communication requirements. Response time limit for each task is set to 5 seconds, beyond 

which the user’s interest is expected to have moved on to the next artifact down the aisle. Each 

task requires execution of 2000 million instructions, on average, and uses one CPU core. Input to 

the task is a high-definition image of the artifact and has an average size of 1500 kilobytes. 

Output for the task is the additional information regarding artifact provided in the form of text 

displayed on the screen and has an average size of 25 kilobytes. 

Results analysis. Tests were performed with six service placement approaches using 

Augmented Reality application workload for various device counts. Observations from the tests 

are as follows. 

Edge orchestrator. 

Edge nodes are those belonging to fog layer-1. These are nodes with small resource 

configurations and are deployed in large quantity so that they are available in vicinity to 

device/user. As shown in Figure 37, Edge orchestrator resulted in high task failure rate for AR 

application as the collective resources of all the layer-1 fog nodes are sufficient only to support 

requests from approximately 10% of 6000 i.e. 600 AR users. This is reflected in Figure 38 which 
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shows the number of successful tasks executed by Edge placement approach for the test scenario 

with 6000 devices. 

 

Figure 36: Augmented Reality Application – Fog nodes selected by Edge Orchestrator for 

service placement. 

Figure 40 shows that this approach resulted in higher average cost per task as compared 

to all other approaches due to high compute cost on layer-1 fog nodes. The selected edge nodes 

are observed to be located in vicinity and hence the communication costs were lesser as 

compared to the computation costs.  

Figure 41 depicts the average great circle distance between device/user and executing fog 

node measured using Haversine formula. As the number of layer-1 fog nodes are high and 

geographically well distributed, the average distance is observed to be lower than City center and 

Cloud placement approaches. At lower device counts, sufficient free resources are available in 

the system to facilitate selection of a remote layer-1 fog node, whereas at higher device counts, 
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requests are served primarily by local node, which is accessible at zero distance. It resulted in 

slightly lower average distance at higher device counts.  

 

Figure 37: Augmented Reality Application – Failure rate of tasks vs. number of active 

devices. 

Figure 43 depicts the average network distance between device and fog node. Note that 

the local node is accessible at one hop while the least number of hops to access any remote layer-

1 fog node is three hops. At lower device counts, sufficient free resources are available to 

facilitate selection of a remote layer-1 fog node, whereas at higher device counts, requests are 

served primarily by local node, which is accessible at one hop. It resulted in lower average 

number of hops at higher device counts. There is minimal change observed with various device 
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counts, due to high percentage (40% - 90%) of task failures. In our test environment, the layer-1 

nodes are accessible at fewer network hops as compared to City center and Cloud nodes.  

As seen in Figure 45, average network delay is small as remote fog nodes selected are 

located nearby. Localizing the workload resulted in lesser network traffic which had the side 

effect of lower congestion delay. This combined with low propagation delay due to the selected 

nodes being in close vicinity, overall network delay is observed to be small. Additionally, no 

impact is observed at higher device counts, due to higher task failure rate resulting from lack of 

sufficient compute resources in layer-1 fog nodes. For instance, assuming that each device 

generates one task request, total number of successful tasks for 1000 and 6000 active devices is 

the same at 600 tasks. Edge nodes have small resource configurations. Hence, processing time is 

high, as compared to other approaches. 

As all layer-1 fog nodes are assumed to be of similar resource configurations, average 

execution time of tasks is same. Due to higher task failure at larger device counts from lack of 

sufficient compute resources, there is no change in the number of tasks executed at higher device 

counts which resulted in no change with queuing delay. Thus, average processing time per task is 

observed to be similar for all device counts as shown in Figure 46.  

As shown in Figure 48, average service time perceived per task is dominated primarily by 

high processing times. It remains invariant to number of devices as it is the sum of processing 

times and network delays, which as discussed above do not vary with device counts.  
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Figure 38: Augmented Reality Application – Number of tasks successfully executed per 

fog layer with 6000 active devices. 

Figure 51 shows that only layer-1 fog nodes are utilized for task execution. Figure 49 

shows that there is no impact on utilization of compute resources in entire fog environment as 

device counts increase, the reason being increase in task failure rate. The average host utilization 

percentage is lower as compared to other placement approaches as fog nodes belonging to layers 

2-7 are not leveraged by the edge placement approach.  

Figure 53 shows low utilization of network resources as edge placement approach 

selected fog nodes in vicinity which are accessible over low capacity network nodes. 

Additionally, high percentage of failed tasks resulted in least utilization as compared to other 
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placement approaches as well as no change towards utilization of fog networks at higher device 

counts, as can be observed from Figure 52. 

 

Figure 39: Augmented Reality Application – Fog nodes selected by Local Orchestrator 

for service placement. 

As edge approach considers all available layer-1 nodes for placement, the number of 

prospective nodes is 679 for all device counts as shown in Figure 54 and the average number of 

messages exchanged, comprising both request and response messages, towards making the 

placement decision is 1358 as shown in Figure 55. Note the representation of Y-axis in log scale 

for Figure 54 and Figure 55. 

Local orchestrator. 

Local node is the fog node accessible over one hop from device/user. The nodes may 

belong to any fog layer and thus have different resource configurations and execution cost 

characteristics. This is a static approach as tasks generated by devices are submitted only to the 
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local node. If the node’s resources are exhausted or insufficient to execute the task, it is marked 

as failed.  

As shown in Figure 37, Local orchestrator resulted in lower task failure percentage for 

AR application as compared to Edge placement approach as local nodes may belong to any fog 

layer and not just the resource-constrained layer-1. Higher layer fog nodes in our test 

environment have larger resource configurations and hence higher percentage of tasks were 

executed successfully. Task failure rate is higher than other placement approaches as the lower 

layer fog nodes may not have sufficient resources to execute all the tasks submitted to it. This 

also results in increased task failure percentage at higher device counts as shown in Figure 37. 

Figure 38 shows that the local placement approach executes tasks on fog nodes belonging to all 

layers for the test scenario with 6000 devices.  

Figure 40 shows that the Local placement approach resulted in lower average cost per 

task as compared to Edge placement approach as execution cost is highest for layer-1 fog nodes. 

As all nodes are local to devices, the communication cost is nonexistent. The cost is higher than 

that with rest of the placement approaches as the tasks are executed at layer-1 node, if that is 

accessible at one hop to the device, despite having a lower cost option available elsewhere in the 

system. It is also observed that the average cost per task has reduced at higher device counts. 

This can be explained by the reasoning that, as device counts increase, the task failure rate 

increases for those submitted to layer-1 fog nodes and most of the tasks which were successfully 

executed were those by higher layer fog nodes. In our test environment, execution cost on higher 

layer fog nodes is lesser as compared to that on lower layer fog nodes, hence total cost reduced at 

higher device counts as network cost is non-existent with local placement approach.   
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Figure 41 depicts the average great circle distance between device/user and executing fog 

node. As the stationary devices are assumed to be co-located with the local fog node in our test 

environment and are connected over wireless network, the average distance is always zero for all 

device counts, with Local orchestrator. This metric will have different values for the test scenario 

with mobile devices moving at specific velocity. 

 

Figure 40: Augmented Reality Application – Average execution cost vs. number of active 

devices. 

Figure 43 depicts the average network distance between device/user and executing fog 

node. Note that the local node is accessible at one hop from device, hence the average number of 

network hops is always one for all device counts, with Local orchestrator. 
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Figure 41: Augmented Reality Application – Average distance between device (user) and 

executing (fog) node vs. number of active devices. 

As seen in Figure 45, average network delay is the least as it comprises only the 

congestion delay at first hop network node. Congestion delay is seen to be increasing as the data 

traffic at first hop network node is only from directly accessible devices. However, the rate of 

increase is small due to high task failure rate at higher device counts from lack of sufficient 

compute resources at local node. Network propagation delay is always zero due to co-location of 

device and local fog node. 

Figure 46 shows that the average processing time is dominated by the queuing delay at 

fog nodes due to higher percentage of successful tasks as compared to those with Edge 
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placement approach, and hence is higher. Additionally, as majority of fog nodes in system 

belong to layer-1 or layer-2, average processing time is highest as compared to other placement 

approaches. As the local fog node may belong to any fog layer, tasks executed at fog nodes 

belonging to different layers result in different processing times. At higher device counts, 

statistically, more devices were located close to fog nodes belonging to higher layers, which 

results in lower processing times as well as most of the successful tasks were those executed at 

higher layer fog nodes which resulted in lower average processing time.  

As shown in Figure 48, average service time perceived per task is dominated primarily by 

high processing times. It remains invariant to number of devices as both the components, 

processing time and network delay, have remained the same. 

Figure 51 shows that fog nodes belonging to all layers were utilized for task execution. 

Figure 49 shows that the average host utilization percentage has reduced as the requests are 

served more by higher layer fog nodes which have larger resource configurations, resulting in 

lower host utilization percentage.  

Figure 53 shows low utilization of network resources with Local placement approach as 

only one network node is utilized by tasks for data transfer, most of which were low capacity 

network nodes. Additionally, high percentage of failed tasks resulted in marginal increase in 

utilization of fog networks at higher device counts, as can be observed from Figure 52. 

As local approach considers only one i.e. local fog node for placement, the number of 

prospective nodes is 1 for all device counts as shown in Figure 54 and the average number of 

messages exchanged, comprising both request and response messages, towards making the 
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placement decision is 2 as shown in Figure 55. Note the representation of Y-axis in log scale for 

Figure 54 and Figure 55. 

 

Figure 42: Augmented Reality Application – Fog nodes selected by City center 

Orchestrator for service placement. 

City center orchestrator. 

City center is the lone fog node belonging to fog layer-6 and has largest resource 

configuration available in the entire city. Depending on the location and network connectivity, it 

may be accessible over one or more hops from any device/user. Execution cost on this fog node 

is second lowest in our test environment. This is a static approach as tasks generated by devices 

are submitted only to the City center fog node. If its resources are exhausted or insufficient to 

execute the task, it is marked as failed. 

As shown in Figure 37, City center orchestrator resulted in zero task failure percentage as 

City center fog node has sufficient resources to support the AR application workload from given 

device counts. 



132 
 

Figure 38 shows that the City center placement approach executed tasks on fog node 

belonging to layer-6 for the test scenario with 6000 devices. 

 

Figure 43: Augmented Reality Application – Average hops between device (user) and 

executing (fog) node vs. number of active devices. 

Figure 40 shows that the City center orchestrator resulted in lower average cost per task 

as compared to Edge and Local placement approaches. This can be attributed to the lower 

execution cost on City center fog node as compared to that on any other fog node in the . The 

slight increase in average cost at higher device counts can be explained by the reasoning that, as 

device counts increase, higher number of tasks are generated at layer-1 and layer-2 fog nodes 
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which have high communication costs due to multiple network hops in path from device to City 

center. 

Figure 41 shows that there is no change in average great circle distance between 

device/user and City center fog node, at higher device counts, as the devices are geographically 

well distributed. It is observed to be approximately 10 kilometers. 

Figure 43 shows that there is no change in average network distance between device and 

fog node, at higher device counts. It is observed to be approximately 3.8. Note that the average 

number of hops is not a whole number as, in our test environment, devices may be located at 

different places and access the City center fog node over varied number of network hops 

depending on their location. 

As seen in Figure 45, average network delay has increased linearly at higher device 

counts though the number of network hops is nearly constant. The reason for this behavior is the 

steep increase in the amount of network traffic as all devices submit tasks to the lone city center 

fog node, which increases the congestion delay at each network hop. 

Figure 46 shows that the average processing time is minimal due to the high MIPS 

capacity of City center fog node. 

As shown in Figure 48, average service time perceived per task is dominated primarily by 

high network delay due to low processing time. 

Figure 51 shows that only fog node belonging to layer-6 is utilized for task execution. 

Figure 49 shows that the average host utilization percentage has steadily increased as all the 

tasks are served by the lone City center fog node. 
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Figure 53 shows high utilization of network resources with City center placement 

approach resulting from high data traffic. Due to centralization of task execution, as the number 

of devices increase, the data traffic in the system also increases resulting in an increase in 

average network utilization, as can be observed from Figure 52. 

As City center placement approach considers only one i.e. City center fog node for 

placement, the number of prospective nodes is 1 for all device counts as shown in Figure 54 and 

the average number of messages exchanged is 2 as shown in Figure 55. 

 

Figure 44: Augmented Reality Application – Fog nodes selected by Cloud Orchestrator 

for service placement. 

Cloud orchestrator. 

Cloud, in our test environment, comprises nodes (CPU cores) with similar MIPS capacity 

as that in City center fog node, but are of higher core count. Hence Cloud is referred as fog node 

belonging to fog layer-7 and has largest resource configuration available in the system. 

Depending on the location and network connectivity, it may be accessible over one or more 
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network hops from any device. Execution cost on this node is the least of all nodes. This is a 

static approach as tasks generated by devices are submitted only to the Cloud node. Cloud is 

assumed to have logically unlimited resources that it can satisfy any amount of workload. 

However, for evaluation purposes, we have configured Cloud node with a very high number of 

CPU cores and MIPS capacity. 

As shown in Figure 37, Cloud orchestrator resulted in zero task failure percentage as 

Cloud node has sufficient resources to support the AR workload from given device counts. 

Figure 38 shows that Cloud placement approach executed tasks on fog node belonging to 

layer-7 for the test scenario with 6000 devices. 

Figure 40 shows that Cloud placement approach resulted in lower average cost per task as 

compared to Edge and Local approaches. This can be attributed to the lower execution cost on 

Cloud node. The slight increase in average cost at higher device counts can be explained by the 

reasoning that, as device counts increase, higher number of tasks are generated at layer-1 and 

layer-2 fog nodes which have high communication costs due to multiple network hops in path 

from device to Cloud. Average cost on Cloud node is slightly higher due to the extra network 

hop as compared to the City center node. 
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Figure 45: Augmented Reality Application – Average network delay per task vs. number 

of active devices. 

Figure 41 shows that there is no change in average great circle distance between 

device/user and Cloud at higher device counts. It is observed to be approximately 700 

kilometers. 

Figure 43 shows that there is no change in average network distance between device and 

Cloud at higher device counts. It is the highest of all approaches and is observed to be 

approximately 4.8 as Cloud is the farthest and is accessible at one additional hop as compared to 

City center, for the tested network topology. 
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Figure 46: Augmented Reality Application – Average processing time per task vs. 

number of active devices. 

As seen in Figure 45, average network delay has increased linearly at higher device 

counts due to the increase in network congestion delay. This pattern is similar to that of City 

center placement approach. However, the higher network delay as compared to that with City 

center placement approach resulted from two factors, the additional network hop on all device 

paths to Cloud, as well as the increase in propagation delay, as Cloud is the farthest of all nodes 

and is approximately 700 km away from the city. 

Figure 46 shows that the average processing time is minimal due to the high MIPS 

capacity of city center fog node. 
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As shown in Figure 48, average service time perceived per AR task is highest for Cloud 

placement approach and is dominated primarily by high network delay due to low processing 

time. 

Figure 51 shows that only node belonging to layer-7 is utilized for task execution. Figure 

49 shows that the average host utilization percentage has steadily increased as all the tasks are 

served by Cloud node. However the rate of increase is lesser as compared to that with City center 

placement approach, owing to the larger resource configuration of Cloud node, which is set to 

approximately 1000X in our test environment. 

Figure 53 shows highest utilization of network resources with Cloud orchestrator 

resulting from high data traffic across all network nodes. Additionally, the rate of increase is 

higher as compared to that with City center placement approach, owing to the additional network 

hop in our test environment as can be observed from Figure 52. 

As this approach considers only Cloud node for placement, the number of prospective 

nodes is 1 for all device counts as shown in Figure 54 and the average number of messages 

exchanged is 2 as shown in Figure 55. 

Centralized orchestrator. 

Centralized placement approach considers fog nodes belonging to all layers towards 

service placement. 

As shown in Figure 37, centralized orchestrator resulted in a small percentage of task 

failures for AR application in spite of resources available in system to satisfy the service request. 

It is observed from test logs that this approach hosted services on lower layer fog nodes to reduce 

average cost. But, as lower layer fog nodes i.e. those belonging to layer-1 and layer-2 have only 
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one CPU core, the high queuing delays resulted in a small percentage of failed tasks. However, 

as device counts increase, this approach selected higher layer nodes at comparatively higher cost 

as lower layer resources were exhausted, which were successfully completed owing to larger 

resource configurations of higher layer nodes resulting in lower queuing delays. Thus, we can 

observe from Figure 37 that the percentage of failed tasks has reduced at higher device counts. 

Figure 38 shows that the successful tasks were executed on all fog layers except layer-1 for the 

test scenario with 6000 devices. 

 

Figure 47: Augmented Reality Application – Fog nodes selected by Centralized 

Orchestrator for service placement. 

Figure 40 shows that Centralized placement approach resulted in least average cost per 

task as compared to all other approaches, as it selects the node with least total cost and has 

sufficient resources available to host a given service from all the nodes available in system using 

global system state knowledge. Hence, it has the lowest average cost for all device counts. 
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Figure 41 shows that Centralized placement approach selected fog nodes in vicinity when 

free resources are available at low device counts, and selected nodes at farther distances when 

nearby resources are exhausted for scenarios with higher device counts. This can be explained as 

follows. As device counts increase, fog nodes offering overall lower cost do not have free 

resources and the requests are served by those at larger network costs and are likely at farther 

geo-distances. Hence, average distance increased as the device count is increased.  

 

Figure 48: Augmented Reality Application – Average service time per task vs. number of 

active devices. 

The average number of network hops is observed to be slowly increasing at higher device 

counts, as can be seen from Figure 43. The Centralized placement approach selected fog nodes 
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accessible at fewer network hops as compared to other approaches in an attempt to reduce the 

communication cost component. 

Centralized orchestrator attempts to reduce communication cost by the reducing number 

of network hops which may result in lower network delay. As device counts increase, the 

average network delay increased due to higher network congestion, as can be seen from Figure 

45. However, the network delay is smaller than that with Cloud and City center approaches. It is 

observed to be lower for Edge and Local placement approaches. But these values are invalid and 

can be ignored considering the high task failure percentage with these two approaches. 

Centralized approach selected nodes accessible at fewer hops which were primarily 

belonging to lower layers for scenarios with low device counts, resulting in higher average 

processing time. At higher device counts, when resources on lower layer fog nodes were 

exhausted, higher layer nodes were selected which were accessible at higher number of hops and 

higher communication costs, resulting in lower average processing time, as can be observed in 

Figure 46. 

As shown in Figure 48, average service time perceived per task is dominated primarily by 

high average processing time at lower device counts, but is dominated by increasing network 

delay at higher device counts. Average service time using Edge placement approach is lower 

than Centralized placement approach, but they are invalid and can be ignored considering its 

high task failure rate. 

Figure 51 shows the percentage of resources utilized at each fog layer for task execution 

by Centralized orchestrator. It is observed that primarily fog nodes from all layers except layer-1 

were utilized. These have smaller resource configurations and hence the average utilization 
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percentage has increased at a higher rate as shown in Figure 49 in comparison with City center 

and Cloud placement approaches despite leveraging similar quantities of resources for task 

execution. 

 

Figure 49: Augmented Reality Application – Average host utilization vs. number of 

active devices. 

Figure 53 shows the percentage of network resources utilized at each fog layer by 

Centralized orchestrator. As the nodes selected for placement were accessible at lower number of 

network hops i.e. nodes selected were in vicinity, the average network utilization is observed to 

be consistently lesser than that with City center and Cloud placement approaches. The rate of 
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increase in average network utilization at higher device counts was also lower as can be seen 

from Figure 52. 

As Centralized approach considers all available nodes in system for placement, the 

number of prospective nodes is 1074 for all device counts as shown in Figure 54 and the average 

number of messages exchanged towards making the placement decision is 2148 as shown in 

Figure 55. 

HAFA orchestrator. 

HAFA placement approach leverages PuddleTree and Puddle membership information to 

perform a search for cost-efficient fog node in an organized manner. This approach considers fog 

nodes belonging to each layer separately to identify the physically nearest one from each layer, 

following which the fog node with least cost is selected among the ones identified to be nearest 

from each fog layer.  

 

Figure 50: Augmented Reality Application – Fog nodes selected by HAFA Orchestrator 

for service placement. 



144 
 

As shown in Figure 37, HAFA placement approach resulted in a small percentage of task 

failures, similar to centralized approach for the same reasons as described in the corresponding 

subsection.  

Figure 38 shows that the successful tasks were executed on all fog layers except layer-1 

for the test scenario with 6000 devices. 

 

Figure 51: Augmented Reality Application – Average host utilization per fog layer with 

6000 active devices. 

Figure 40 shows that HAFA placement approach resulted in least average cost per task as 

compared to all other approaches, similar to Centralized placement approach, as it selects nodes 

in vicinity and extends the search only so far that it finds a node which can satisfy the given 
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service resource requirements. The identified fog node from each layer is likely to be accessible 

over a small number of hops, thus reducing communication costs. As nodes belonging to 

different layers have different execution costs in our test environment, the fog node with overall 

least cost comprising computation and communication costs is selected among the ones 

identified one per fog layer. 

 

Figure 52: Augmented Reality Application – Average network utilization vs. number of 

active devices. 

HAFA placement approach considers all nodes in the system towards placement. 

However, contrary to Centralized approach, the selection is made using only local system state 

knowledge and attempts to approximate the behavior of Centralized placement approach. 
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Although it has limited system state information, average cost with HAFA orchestrator is 

observed to be nearly the same as centralized approach. It shows the superiority of the HAFA 

orchestrator as its decision cost is lower than that for Centralized orchestrator. 

As the number of devices scale and local resources are exhausted, HAFA orchestrator 

expands the search to neighbors, thus the average great circle distance between device and fog 

node increases with device count. However, it is observed to be similar to that with Centralized 

orchestrator as shown in Figure 41. 

 

Figure 53: Augmented Reality Application – Average network utilization per fog layer 

with 6000 active devices. 
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The average number of network hops is observed to be slowly increasing at higher device 

counts as can be seen from Figure 43. The behavior of HAFA placement approach is 

approximately similar to that of Centralized placement approach for all device counts even 

without needing the complete system state information as required by Centralized orchestrator. 

As can be observed from Figure 45, Figure 46, and Figure 48, average network delay, 

average processing time, and average service time with HAFA placement approach are observed 

to be similar to that from Centralized placement approach, as both the approaches attempt to 

reduce the sum of computation cost and communication cost for the tasks. 

 

Figure 54: Augmented Reality Application – Average number of hosts searched vs. 

number of active devices. 
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Figure 51 and Figure 53 shows that HAFA placement approach utilized fog nodes from 

all layers except layer-1 towards task execution, in a behavior similar to that of centralized 

placement approach. Thus the average host compute and network utilization percentages are 

similar to those with Centralized approach for all device counts as shown in Figure 49 and Figure 

52 respectively. 

 

Figure 55: Augmented Reality Application – Average number of messages exchanged vs. 

number of active devices. 

HAFA placement approach considers member nodes belonging to only local Puddle 

initially and expands the search space only to immediate neighbors leveraging PuddleTree 

parent/child logical links until the search for fog node with required free resources is successful 
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or the search space is exhausted. Thus, the number of prospective nodes considered towards 

placement of each service in fog environment may be different and are significantly lesser as 

compared to the number of prospective nodes considered by Centralized placement approach. 

The average number of prospective nodes with HAFA approach for AR application profile is 

observed to be 16 nodes for test scenario with 1000 devices for all device counts which steadily 

increased with higher device counts to 23 nodes for test scenario with 6000 devices.  

 

Figure 56: Augmented Reality Application – Average number of Puddles searched vs. 

number of active devices. 
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Similarly, the number of messages exchanged have ranged from 7 for 1000 devices to 15 

for 6000 devices, and the number of Puddles that comprised the search space ranged from 7 for 

1000 devices to 10 for 6000 devices. These patterns can be seen in Figure 54 and Figure 55. 

7.11.14. Application: Cognitive Assistance 

Scenario. Imagine a visually challenged person having a normal day. The Google glass 

device that he is wearing takes and processes pictures as he moves through the crosswalk to 

assist him in safe crossing. It provides a virtual view of what’s going on in the street at the 

moment by continuously processing the current contextual information and providing audio 

feedback to the person in an instantaneous manner [112].     

Application Profile. Tasks were generated at a Poisson mean inter-arrival rate of one 

task in 5 seconds to ensure that the user is provided with contextual information at a leisurely 

pace, but not overloaded with details.  

This application is assumed to be latency-sensitive and has medium computation and 

communication requirements. Response time limit for each task is set to 370 milliseconds, 

beyond which the user’s gaze may have changed and the information provided may not be 

relevant. It may even prove to be hazardous, considering the dependence of visually challenged 

person on the application for performing critical tasks. 

Each task requires execution of 2000 million instructions, on average, and uses one CPU 

core. Input to the task is a high-definition image of the street view and has an average size of 

1500 kilobytes. Output for the task is the contextual information provided in the form of audio 

feedback and has an average size of 25 kilobytes.  
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Results analysis. Tests were performed with six service placement approaches using 

Cognitive Assistance application workload for various device counts. Observations from the tests 

are as follows. Refer test results analysis section for Augmented Reality application profile for 

more details regarding various placement approaches. 

Edge orchestrator. 

As shown in Figure 58, Edge orchestrator resulted in high task failure rate for CA 

application as the collective resources of all the layer-1 fog nodes are sufficient only to support 

the requests from approximately 600 users. This is reflected in Figure 59 which shows the least 

number of successful tasks executed by Edge placement approach for the test scenario with 6000 

devices. 

 

Figure 57: Cognitive Assistance Application – Fog nodes selected by Edge Orchestrator 

for service placement. 

Figure 60 shows that Edge placement approach resulted in higher average cost per task as 

compared to all other approaches, the reason being high compute cost on layer-1 fog nodes. 
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Figure 62 depicts the average great circle distance between device/user and executing fog 

node. As the number of layer-1 fog nodes are high in number, the average distance is observed to 

be lower than City center and Cloud placement approaches. At lower device counts, sufficient 

free resources are available in system to facilitate selection of a remote layer-1 fog node, whereas 

at higher device counts, requests are served primarily by local node which is accessible at zero 

distance. This resulted in lower average distance at higher device counts. 

 

Figure 58: Cognitive Assistance Application – Failure rate of tasks vs. number of active 

devices. 
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Figure 64 depicts the average network distance between device and fog node in terms of 

number of network hops. No variation is observed for test scenarios with various device counts, 

due to high percentage of task failures. 

 

Figure 59: Cognitive Assistance Application – Number of tasks successfully executed per 

fog layer with 6000 active devices. 

As seen in Figure 65, average network delay is small as remote fog nodes selected are 

located nearby to the device to satisfy the application latency constraint. Localizing the workload 

resulted in lesser network traffic which had the side effect of lower congestion delay. This 

combined with lower propagation delay due to the selected nodes being in close vicinity, overall 

network delay is observed to be very small. Additionally, no impact is observed at higher device 



154 
 

counts due to higher task failure rate resulting from lack of sufficient compute resources in layer-

1 fog nodes.  

Edge nodes have small resource configurations. Hence, processing time is high as 

compared to other approaches. As all layer-1 fog nodes are assumed to be of similar resource 

configurations, average execution time of tasks is same. Due to higher task failure at larger 

device counts from lack of sufficient compute resources, there is no change in the number of 

tasks executed at higher device counts which resulted in no change with queuing delay. Thus, 

average processing time per task is observed to be similar for all device counts as shown in 

Figure 66.  

As shown in Figure 67, average service time perceived per task is dominated primarily by 

high network delay. 

Figure 71 shows that only layer-1 fog nodes are utilized for task execution. Figure 69 

shows that there is no impact on utilization of compute resources in entire fog environment as 

device counts increase, the reason being increase in task failure rate. The average host utilization 

percentage is lower as compared to Centralized and HAFA placement approaches as fog nodes 

belonging to layers 2-7 are not leveraged by Edge placement approach. 

Figure 74 shows low utilization of network resources as Edge placement approach 

selected fog nodes in vicinity which are accessible over low capacity network nodes. 

Additionally, high percentage of failed tasks resulted in least utilization as compared to other 

placement approaches as well as no change towards utilization of fog networks at higher device 

counts, as can be observed from Figure 72. 
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As Edge placement approach considers all available layer-1 nodes for placement, the 

number of prospective nodes is 679 for all device counts as shown in Figure 75 and the average 

number of messages exchanged is 1358 as shown in Figure 76. 

 

Figure 60: Cognitive Assistance Application – Average execution cost vs. number of 

active devices. 

Local orchestrator. 

As shown in Figure 58, Local orchestrator resulted in lower task failure percentage as 

compared to Edge placement approach as local nodes may belong to any fog layer and not just 

the resource-constrained layer-1. Higher layer fog nodes have larger resource configurations and 

hence higher percentage of tasks were executed successfully. Additionally, execution of tasks on 
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nodes belonging to lower fog layers have resulted in high processing time due to queuing delay, 

thus failed to satisfy the application latency requirements. This also resulted in increased task 

failure percentage at higher device counts as shown in Figure 58. 

Figure 59 shows that the Local placement approach executes tasks on fog nodes 

belonging to all layers for the test scenario with 6000 devices.  

Figure 60 shows that the Local placement approach resulted in lower average cost per 

task as compared to Edge placement approach as execution cost is highest for layer-1 fog nodes. 

The pattern and reasoning for this behavior is the same as that described for AR application 

profile.  

Figure 62 shows that the average great circle distance between device and fog node is 

always zero for all device counts as device and local fog node are co-located in our test 

environment. 

 

Figure 61: Cognitive Assistance Application – Fog nodes selected by Local Orchestrator 

for service placement. 
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Figure 64 shows that the average network distance between device and fog node is 

always one for all device counts as the local node is always accessible at one hop from device. 

 

Figure 62: Cognitive Assistance Application – Average distance between device (user) 

and executing (fog) node vs. number of active devices. 

As seen in Figure 65, average network delay is the least of all approaches as it comprises 

only the congestion delay at first hop network node. Congestion delay increased at higher device 

counts due to increase in local data traffic. However, the rate of increase is small due to high task 

failure rate at higher device counts. 
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Figure 66 shows that the average processing time is slightly higher than that from Edge 

placement approach at higher device counts because of the additional queuing delay introduced 

by higher percentage of successful requests. 

As shown in Figure 67, average service time perceived per task is seen steadily 

increasing. However, it is less than the application latency constraint of 370 milliseconds. 

Processing and network latency have contributed to service time in approximately similar 

manner.  

 

Figure 63: Cognitive Assistance Application – Fog nodes selected by City center 

Orchestrator for service placement. 

Figure 71 shows that fog nodes belonging to all layers are utilized for task execution. 

Figure 69 shows that the increase in average host utilization percentage at higher device counts 

has reduced significantly due to high task failure rate. 

Figure 74 shows low utilization of network resources with Local placement approach as 

only one network node is utilized by tasks for data transfer. Additionally, high percentage of 
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failed tasks resulted in marginal increase in utilization of fog networks at higher device counts, 

as can be observed from Figure 72. 

As Local placement approach considers only one i.e. local fog node for placement, the 

number of prospective nodes is 1 for all device counts as shown in Figure 75 and the average 

number of messages exchanged is 2 as shown in Figure 76. 

 

Figure 64: Cognitive Assistance Application – Average hops between device (user) and 

executing (fog) node vs. number of active devices. 
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Figure 65: Cognitive Assistance Application – Average network delay per task vs. 

number of active devices. 

City center orchestrator. 

As shown in Figure 58, City center orchestrator resulted in high task failure percentage as 

average network path latency from device/user to City center fog node is high and did not satisfy 

the CA application latency requirements for a large number of devices.  

Figure 59 shows that City center placement approach executed tasks on fog node 

belonging to layer-6 for the test scenario with 6000 devices. 
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Figure 60 shows that City center placement approach resulted in least average cost per 

task as compared to other approaches. However, these values are invalid and can be ignored 

considering the high task failure percentage with this approach. 

 

Figure 66: Cognitive Assistance Application – Average processing time per task vs. 

number of active devices. 

Figure 62 shows that at lower device counts, some of the tasks were successfully 

executed. But at higher device counts, application latency requirements could not be satisfied 

due to increase in queuing delay, which resulted in high percentage of task failures. However, as 

the Cloud node is connected over single link to City center fog node, as well as City center node 

having large compute capacity resulted in low network congestion delay as well as low queuing 
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delay and execution time at node. Additionally, propagation delay of 6 millisecond over City 

center to Cloud network link has minor impact on overall task service time. All these factors 

resulted in successful execution of tasks submitted from device located near Cloud node. This 

can be observed in Figure 62 as average distance between device/user and City center fog node is 

about 100 kilometers at higher device counts, whereas the average distance from any fog node 

location to City center is about 12 kilometers. 

Figure 64 shows that the average network distance between device/user and executing 

fog node has reduced at higher device counts. This is explained by the fact that at higher device 

counts, congestion delay increases due to increased traffic at network nodes resulting in failure 

of tasks due to high network delay. Thus, the successful tasks are those submitted by device 

accessing city center fog node over network paths with less number of hops.  

As seen in Figure 65, average network delay is high as statistically more devices are 

closer to layer-1 and layer-2 fog nodes and access City center fog node over 3 or more network 

hops. There is no further increase in network delay at higher device counts due to high task 

failure percentage. 

Figure 66 shows that the average processing time is minimal due to high MIPS capacity 

of City center fog node and nearly non-existent queuing delay due to high task failure rate. 

As shown in Figure 67, average service time perceived per task is dominated primarily by 

high network delay due to very low processing time. 

Figure 71 shows that only fog node belonging to layer-6 is utilized for task execution. 

Figure 69 shows that the average host utilization percentage has remained the same at higher 

device counts due to high task failure rate. 
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Figure 74 shows high utilization of network resources with this approach resulting from 

high data traffic due to centralization of task execution at city center fog node. However, as the 

number of devices increase, there is no growth observed with network utilization due to large 

number of task failures, as can be seen in Figure 72.  

As this approach considers only one i.e. City center fog node for placement, the number 

of prospective nodes is 1 for all device counts as shown in Figure 75 and the average number of 

messages exchanged is 2 as shown in Figure 76. 

 

Figure 67: Cognitive Assistance Application – Average service time per task vs. number 

of active devices. 
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Cloud orchestrator. 

As shown in Figure 58, Cloud orchestrator resulted in highest task failure percentage as 

average network path latency from device to Cloud node is high and did not satisfy the 

application latency requirements for a large number of devices.  

Figure 59 shows that the Cloud placement approach executed tasks on fog node 

belonging to layer-7 for the test scenario with 6000 devices. 

Figure 60 shows that the Cloud orchestrator resulted in least average cost per task as 

compared to other approaches. However, these values are invalid and can be ignored considering 

the high task failure percentage with this approach. 

 

Figure 68: Cognitive Assistance Application – Fog nodes selected by Cloud Orchestrator 

for service placement. 

Figure 62 shows that the average great circle distance between device/user and Cloud 

node at all device counts is observed to be approximately 700 kilometers. 
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Figure 64 shows that the average network distance between device and fog node has 

reduced at higher device counts. This is explained by the fact that at higher device counts, 

congestion delay increases due to increased traffic at network nodes resulting in failure of tasks 

due to high network delay. Thus, the successful tasks are those submitted by device accessing 

city center fog node over network paths with fewer number of hops.  

 

Figure 69: Cognitive Assistance Application – Average host utilization vs. number of 

active devices. 

As seen in Figure 65, average network delay is high as statistically more devices are 

closer to layer-1 and layer-2 fog nodes and access Cloud node fog node over 4 or more network 
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hops. There is no further increase in network delay at higher device counts due to high task 

failure percentage. 

Figure 66 shows that the average processing time is minimal due to the high MIPS 

capacity and large number of CPU cores at Cloud node and nearly non-existent queuing delay 

due to high task failure rate. 

As shown in Figure 67, average service time perceived per task is dominated primarily by 

high network delay due to very low processing time. 

Figure 71 shows that lone node belonging to layer-7 is utilized for task execution. Figure 

69 shows that the average host utilization percentage has remained the same at higher device 

counts due to high task failure rate. 

 

Figure 70: Cognitive Assistance Application – Fog nodes selected by Centralized 

Orchestrator for service placement. 
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Figure 74 shows highest utilization of network resources with this approach resulting 

from high data traffic due to centralization of task execution at Cloud node. However, as the 

number of devices increase, there is no growth observed with network utilization due to large 

number of task failures.  

As this approach considers only Cloud node for placement, the number of prospective 

nodes is 1 for all device counts as shown in Figure 75 and the average number of messages 

exchanged is 2 as shown in Figure 76. 

 

Figure 71: Cognitive Assistance Application – Average host utilization per fog layer with 

6000 active devices. 
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Centralized orchestrator. 

As shown in Figure 58, Centralizes placement approach resulted in the least percentage 

of task failures for CA application as compared to other approaches. It is observed that the tasks 

failed for two reasons, queuing delay at lower layer fog nodes for test scenarios with low device 

counts, and failure due to high network latency from increased network congestion delay for test 

scenarios with higher device counts.  

 

Figure 72: Cognitive Assistance Application – Average network utilization vs. number of 

active devices. 

Figure 59 shows that the successful tasks were executed on nodes belonging to all fog 

layers for the test scenario with 6000 devices. 
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Figure 60 shows that the Centralized placement approach resulted in least average cost 

per task as compared to all other approaches as, in the entire system, it selects the fog node with 

the least total cost and has sufficient resources available to host a given service. 

Figure 62 shows that the Centralized placement approach selected fog nodes in vicinity. 

At higher device counts, when resources are exhausted in nearby nodes, this approach selected 

nodes at farther distances; however, the corresponding tasks have failed due to high network 

latency. Thus, it is observed that there is no change in average great circle distance as the device 

count is increased. For the same reason, the average number of network hops is observed to 

remain the same at higher device counts, as can be seen from Figure 64. 

Centralized placement approach attempts to reduce communication cost by reducing 

number of network hops, which indirectly reduces network delay as well. As device counts 

increase, the average network delay increased due to higher network congestion, as can be seen 

from Figure 65. However, the network delay is smaller than that with Edge, Cloud, and City 

center approaches. It is observed to be further lower for Local placement approach. However, the 

values are invalid and can be ignored considering the high task failure percentage with this 

approach. 

Centralized approach selected nodes accessible at lower number of hops which were 

primarily belonging to lower layers, for scenarios with low device counts, resulting in higher 

average processing time. At higher device counts, when resources on lower layer fog nodes were 

exhausted, higher layer nodes were selected which were accessible at higher number of hops and 

higher costs. Additionally, at higher device counts, high queuing delay results in failure of tasks 

submitted to lower layer nodes. Thus, the average processing time is seen as decreasing at higher 

device counts as can be observed in Figure 66. 
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As shown in Figure 67, average service time perceived per task is dominated primarily by 

average network delay for all device counts, and is observed to be less than the application 

latency requirement of 370 milliseconds. Average service time using Edge and Local placement 

approaches is seen to be lower than Centralized approach, but they are invalid and can be 

ignored considering their high task failure rates. 

Figure 71 shows the percentage of resources utilized at each fog layer for task execution. 

It is observed that fog nodes from layers 2-6 were utilized. Average utilization percentage has 

increased as shown in Figure 69 at a rate higher than that with Edge and Local placement 

approaches. This can be explained by high task failure rates with Edge and Local placement 

approaches at higher device counts. 

 

Figure 73: Cognitive Assistance Application – Fog nodes selected by HAFA Orchestrator 

for service placement. 

Figure 74 shows the percentage of network resources utilized at each fog layer. As the 

nodes selected for placement were accessible at lower number of network hops i.e. nodes 
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selected were in vicinity, the average network utilization is observed to be consistently lesser 

than that with City center and Cloud placement approaches. However, the average network 

utilization is observed to be increasing at higher device counts as can be seen from Figure 72. 

As Centralized placement approach considers all available nodes in system for 

placement, the number of prospective nodes is 1074 for all device counts as shown in Figure 75 

and the average number of messages exchanged towards making the placement decision is 2148 

as shown in Figure 76. 

 

Figure 74: Cognitive Assistance Application – Average network utilization per fog layer 

with 6000 active devices. 
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HAFA orchestrator. 

As shown in Figure 58, HAFA orchestrator resulted in task failures in a manner similar to 

Centralized placement approach for the same reasons as described in earlier subsection. Figure 

59 shows that the successful tasks were executed on all layers for the test scenario with 6000 

devices. 

 

Figure 75: Cognitive Assistance Application – Average number of hosts searched vs. 

number of active devices. 

Figure 60 shows that HAFA placement approach resulted in least average cost per task as 

compared to all other approaches, similar to Centralized placement approach, as HAFA 

orchestrator selects nodes in vicinity and extends the search only so far that it finds a node which 



173 
 

can satisfy the given service resource requirements. Thus, the identified fog node from each layer 

is likely to be accessible over a small number of hops, reducing communication costs. As nodes 

belonging to different layers have different execution costs in our test environment, the fog node 

with overall least cost comprising computation and communication costs is selected among the 

ones identified one per fog layer. It is observed that the average cost per task is similar to that 

with Centralized placement approach for all device counts.  

 

Figure 76: Cognitive Assistance Application – Average number of messages exchanged 

vs. number of active devices. 

As the number of devices scale and local resources are exhausted, HAFA orchestrator 

expands the search to neighbors. However, due to latency constraints for CA application, tasks 
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submitted to farther fog nodes accessible at higher number of hops experienced failures due to 

increased network congestion delay. Thus, the average great circle distance between device and 

fog node has remained the same at higher device counts. This behavior is observed to be similar 

to that with Centralized placement approach as shown in Figure 62. Similar pattern is observed 

for average number of network hops for the same reason described above, as can be seen from 

Figure 64. Average great circle distance and average network distance, i.e. number of network 

hops were the least as compared to other placement approaches, except the Local placement 

approach.  

 

Figure 77: Cognitive Assistance Application – Average number of Puddles searched vs. 

number of active devices. 
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As can be observed from Figure 65, Figure 66, and Figure 67, average network delay, 

average processing time, and average service time with HAFA placement approach are observed 

to be similar to that from Centralized placement approach, as both the approaches attempt to 

reduce the average total cost for the tasks, which is the sum of compute cost and communication 

cost. 

Figure 71 and Figure 74 shows that HAFA placement approach utilized fog nodes from 

all layers towards task execution, in a behavior similar to that of Centralized placement 

approach. Thus, the average host compute and network utilization percentages are similar to 

centralized approach for all device counts as shown in Figure 69 and Figure 72 respectively. 

HAFA orchestrator considers member nodes belonging to only local Puddle initially and 

expands the search space only to immediate neighbors leveraging PuddleTree parent/child 

logical links until the search for fog node with required free resources is successful or the search 

space is exhausted. Thus, the number of prospective nodes considered towards placement of each 

service in fog environment may be different and are significantly lesser as compared to the 

number of prospective nodes considered by Centralized placement approach.  

The average number of prospective nodes with HAFA approach for CA application 

profile is observed to be 16 nodes for test scenario with 1000 devices for all device counts which 

steadily increased with higher device counts to 126 nodes for test scenario with 6000 devices. 

Similarly, the number of messages exchanged have ranged from 7 for 1000 devices to 127 for 

6000 devices, and the number of Puddles that comprised the search space ranged from 7 for 1000 

devices to 51 for 6000 devices. These patterns can be seen in Figure 75 and Figure 76. The 

reason for steep increase in these metrics is as follows. As the number of devices increase, 

resources on local fog nodes are exhausted and search space is expanded to immediate 
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neighbors. However, the neighbors may not be able to satisfy the low latency requirements for 

CA applications due to longer network path lengths, in spite of having free compute resources. 

Thus, the search space is further expanded to neighboring nodes. However, the chances of 

successful identification of fog node reduces even further for the same reasons. Thus, eventually 

all node belonging to the layer are considered as prospective nodes resulting in higher average 

number of prospective nodes, average number of Puddles searched, and average number of 

messages exchanged during the search.  

 

Figure 78: Machine Learning Application – Failure rate of tasks vs. number of active 

devices. 
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7.11.15. Application: Machine Learning 

Scenario. Imagine a smart classroom with technology to capture the behavior and 

attentiveness of students while the class is in session. This scenario is realized using surveillance 

cameras which continuously record the actions of each student. Local analytics are performed on 

streamed video continuously to identify any misbehavior in class, any imminent threats, or 

simply capture student involvement in class or attention towards the teacher and topic being 

discussed.  

Application Profile. Tasks were generated at a Poisson mean inter-arrival rate of one 

task in 5 seconds to ensure that the students are monitored throughout the classroom session.  

This application is assumed to be latency-insensitive and has high computation and 

medium communication requirements. Response time limit for each task is set to 10000 seconds, 

as the system is not expected to be responsive. 

Each task requires execution of 6000 million instructions, on average, and uses one CPU 

core. Input to the task is a high definition image or set of video frames representing classroom 

video recording and has an average size of 1500 kilobytes. Output for the task is simply an 

acknowledgement, or notification of any abnormality observed, or feedback regarding students’ 

behavior in classroom and has an average size of 25 kilobytes. 

Results analysis. Tests were performed with six service placement approaches using 

Machine Learning application workload for various device counts. Observations from the tests 

are as follows. 
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Figure 79: Machine Learning Application – Fog nodes selected by Edge Orchestrator for 

service placement. 

Edge orchestrator. 

As shown in Figure 78, Edge orchestrator resulted in 100% task failure rate for ML 

application as the resource configurations of layer-1 fog nodes are not sufficient to host these 

applications. This is reflected in Figure 81 which shows that there were no successful tasks 

executed by Edge placement approach for the test scenario with 6000 devices. Accordingly, 

average cost per task is observed to be zero as shown in Figure 82, average great circle distance 

between device/user and fog node is observed to be zero in Figure 84, average network distance 

between device/user and fog node is observed to be zero network hops in Figure 85, average 

network delay is observed to be zero in Figure 86, average processing time per task delay is 

observed to be zero in Figure 88, average service time perceived per task is observed to be zero 

in Figure 89, average host utilization percentage is observed to be zero in Figure 90 and Figure 

91, and average network utilization percentage is observed to be zero in Figure 92 and Figure 95.  



179 
 

As Edge placement approach considers all available layer-1 nodes for placement, the 

number of prospective nodes is 679 for all device counts as shown in Figure 96 and the average 

number of messages exchanged, comprising both request and response messages, towards 

making the placement decision is 1358 as shown in Figure 97. Note the representation of Y-axis 

in log scale for Figure 96 and Figure 97. 

 

Figure 80: Machine Learning Application – Fog nodes selected by Local Orchestrator for 

service placement. 

Local orchestrator. 

As shown in Figure 78, Local orchestrator resulted in higher task failure percentage as 

compared to all placement approaches other than Edge orchestrator, as local nodes may belong 

to any fog layer and not just the resource-constrained layer-1. Task failure rate is higher than 

other placement approaches as the lower layer fog nodes may not have sufficient resources to 

execute all the tasks submitted to it. This also results in increased task failure percentage at 

higher device counts as shown in Figure 78. 
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Figure 81 shows that the Local placement approach executed tasks on fog nodes 

belonging to all layers except layer-1 for the test scenario with 6000 devices. 

 

Figure 81: Machine Learning Application – Number of tasks successfully executed per 

fog layer with 6000 active devices. 

Figure 82 shows that the Local placement approach resulted in least average cost per task 

as compared to all approaches except Edge placement approach. As all nodes are local to 

devices, the communication cost is nonexistent. It is also observed that the average cost per task 

has reduced at higher device counts. This can be explained by the reasoning that, as device 

counts increase, the task failure rate increases for those submitted to fog nodes belonging to 

lower layers due to exhaustion of resources and most of the tasks which were successfully 
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executed were those by higher layer fog nodes. In our test environment, execution cost on higher 

layer fog nodes is lesser as compared to that on lower layer fog nodes, hence total cost is reduced 

at higher device counts as communication cost is non-existent with Local placement approach.   

 

Figure 82: Machine Learning Application – Average execution cost vs. number of active 

devices. 

Figure 84 shows that the average great circle distance between device/user and executing 

fog node is always zero for all device counts.  

Figure 85 shows that the average network distance between device/user and executing 

fog node is always one for all device counts as the fog node is always accessible at a single hop 

from device. 
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As seen in Figure 86, average network delay is the least as it comprises only the 

congestion delay at first hop network node. Network propagation delay is always zero due to co-

location of device and local fog node. 

Figure 88 shows that the average processing time has decreased at higher device counts 

when higher percentage of successful tasks are executed by fog nodes belonging to higher layers 

for which execution costs are lower. 

As shown in Figure 89, average service time perceived per task is dominated primarily by 

high processing times and followed the same pattern for all device counts, as network delay is 

minimal with this approach. 

 

Figure 83: Machine Learning Application – Fog nodes selected by City center 

Orchestrator for service placement. 

Figure 91 shows that fog nodes belonging to layers 2-5 were utilized for task execution. 

Figure 90 shows that the average host utilization percentage has increased steadily as 
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comparatively more requests are served by lower layer fog nodes which have smaller resource 

configurations, resulting in higher average host utilization percentage at higher device counts.  

 

Figure 84: Machine Learning Application – Average distance between device (user) and 

executing (fog) node vs. number of active devices. 

Figure 95 shows low utilization of network resources with Local placement approach as 

only one network node is utilized by tasks for data transfer, most of which were low capacity 

network nodes. Additionally, high percentage of failed tasks resulted in marginal increase in 

utilization of fog networks at higher device counts, as can be observed from Figure 92. 



184 
 

As Local orchestrator considers only one i.e. local fog node for placement, the number of 

prospective nodes is 1 for all device counts as shown in Figure 96 and the average number of 

messages exchanged is 2 as shown in Figure 97.  

City center orchestrator. 

As shown in Figure 78, task failure percentage with City center orchestrator was zero for 

device counts up to 3000 beyond which it increased steadily as resources at City center fog node 

were exhausted and insufficient to support the workload from higher device counts. 

Figure 81 shows that the City center placement approach executed tasks only on fog node 

belonging to layer-6 for the test scenario with 6000 devices. 

Figure 82 shows that the City center placement approach resulted in higher average cost 

per task as compared to Cloud placement approach as the execution cost on City center fog node 

is slightly higher than that on Cloud node. There is no change observed at higher device counts 

as 100% of the tasks submitted by devices beyond 3000 count are failed to execute, thus there is 

no change in average cost per task which is averaged over only the successfully completed tasks.  

Figure 84 shows that there is no change in average great circle distance between device 

and City center fog node, at higher device counts. It is observed to be approximately 10 

kilometers. 

Figure 85 shows that there is no change in average network distance between device and 

fog node, at higher device counts. It is observed to be approximately 3.8.  
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Figure 85: Machine Learning Application – Average hops between device (user) and 

executing (fog) node vs. number of active devices. 

As seen in Figure 86, average network delay has increased linearly up to 3000 device 

count due to high congestion delay, past which there is no change, as all the additional requests 

received at higher device counts are marked as failed due to exhaustion of compute resources at 

city center fog node. 

Figure 88 shows that the average processing time is minimal due to the high MIPS 

capacity of city center fog node. 
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As shown in Figure 89, average service time perceived per task is dominated primarily by 

high network delay due to low processing time, and followed similar pattern for all device 

counts.  

 

Figure 86: Machine Learning Application – Average network delay per task vs. number 

of active devices. 

Figure 91 shows that only fog node belonging to layer-6 is utilized for task execution and 

that 100% of host compute resources are utilized. Figure 90 shows that the average host 

utilization percentage has steadily increased for device counts up to 3000 and has not changed at 

higher device counts.  
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Figure 95 shows utilization of network resources is lesser than that with Cloud approach 

due to failure of tasks at higher device counts, which can also be observed from Figure 92. 

As this approach considers only one i.e. City center fog node for placement, the number 

of prospective nodes is 1 for all device counts as shown in Figure 96 and the average number of 

messages exchanged is 2 as shown in Figure 97.  

 

Figure 87: Machine Learning Application – Fog nodes selected by Cloud Orchestrator for 

service placement. 

Cloud orchestrator. 

As shown in Figure 78, Cloud orchestrator resulted in zero task failure percentage as 

Cloud node has sufficient resources to support the workload for given device counts. 

Figure 81 shows that the Cloud placement approach executed tasks on node belonging to 

layer-7 for the test scenario with 6000 devices. 
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Figure 82 shows that the Cloud placement approach resulted in lower average cost per 

task as compared to City center placement approach. This can be attributed to the lower 

execution cost on Cloud node. The cost is observed to be higher than Local placement approach. 

However, this can be ignored due to high failure rate with Local placement approach.  

 

Figure 88: Machine Learning Application – Average processing time per task vs. number 

of active devices. 

Figure 84 shows that there is no change in average great circle distance between 

device/user and Cloud node at higher device counts. It is observed to be approximately 700 

kilometers. 
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Figure 85 shows that there is no change in average network distance between device/user 

and Cloud node at higher device counts. It is the highest of all approaches and is observed to be 

approximately 4.8 as Cloud node is the farthest and is accessible at one additional hop as 

compared to City center fog node, for the tested network topology. 

 

Figure 89: Machine Learning Application – Average service time per task vs. number of 

active devices. 

As seen in Figure 86, average network delay has increased linearly at higher device 

counts due to the increase in network congestion delay. This pattern is similar to that of City 

center placement approach for device counts up to 3000 devices. The higher network delay 

resulted from the additional network hop on all device paths to Cloud node, along with the 
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increase in propagation delay as Cloud node is the farthest of all nodes and is approximately 700 

km away from the city. 

Figure 88 shows that the average processing time is minimal due to the high MIPS 

capacity of Cloud node. 

 

Figure 90: Machine Learning Application – Average host utilization vs. number of active 

devices. 

As shown in Figure 89, average service time perceived per task is highest for this 

approach and is dominated primarily by high network delay due to low processing time. 
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Figure 91: Machine Learning Application – Average host utilization per fog layer with 

6000 active devices. 

Figure 91 shows that only node belonging to layer-7 is utilized for task execution. Figure 

90 shows that the average host utilization percentage has steadily increased as all the tasks are 

served by Cloud node. However the rate of increase is lesser as compared to that with City center 

placement approach, owing to the larger resource configuration of Cloud node, which is set to 

approximately 1000X in our test environment. 

Figure 95 shows highest utilization of network resources with this approach resulting 

from high data traffic across all network nodes. Additionally, the rate of increase is higher as 
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compared to that with City center placement approach, owing to the additional network hop in 

our test environment as can be observed from Figure 92. 

 

Figure 92: Machine Learning Application – Average network utilization vs. number of 

active devices. 

As this approach considers only Cloud node for placement, the number of prospective 

nodes is 1 for all device counts as shown in Figure 96 and the average number of messages 

exchanged is 2 as shown in Figure 97. 

Figure 81 shows that the Centralized and HAFA placement approaches executed tasks 

submitted by all devices only on node belonging to layer-7, i.e. Cloud node for the test scenario 

with 6000 devices. 
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Figure 93: Machine Learning Application – Fog nodes selected by Centralized 

Orchestrator for service placement. 

 

Figure 94: Machine Learning Application – Fog nodes selected by HAFA Orchestrator 

for service placement. 
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Centralized orchestrator and HAFA orchestrator. 

As shown in Figure 78, the Centralized and HAFA orchestrators resulted in zero task 

failure percentage as Cloud node has sufficient resources to support the ML application 

workload for given device counts. 

Figure 82 shows that the Centralized and HAFA orchestrators resulted in least average 

cost per task as compared to other approaches, as these approaches attempt to select the fog node 

with least total cost for computation and communication.  

 

Figure 95: Machine Learning Application – Average network utilization per fog layer 

with 6000 active devices. 
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Figure 84 shows that there is no change in average great circle distance between 

device/user and executing fog node has remained the same at higher device counts. It is observed 

to be approximately 700 kilometers, as all tasks are executed only on Cloud node. For the same 

reason, no change is observed in average network distance between device and node at higher 

device counts.  

 

Figure 96: Machine Learning Application – Average number of hosts searched vs. 

number of active devices. 

As can be observed from Figure 86, Figure 88, and Figure 89, average network delay, 

average processing time, and average service time with these approaches are observed to be 
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similar to that from Cloud placement approach, as Centralized and HAFA approaches selected 

Cloud node to execute tasks from all devices.  

 

Figure 97: Machine Learning Application – Average number of messages exchanged vs. 

number of active devices. 

Figure 91 and Figure 95 showed that these approaches utilized only Cloud node towards 

task execution. Thus, the average host compute and network utilization percentages are similar to 

those from Cloud placement approach for all device counts as shown in Figure 90 and Figure 92 

respectively. 

As Centralized placement approach considers all available nodes in system for 

placement, the number of prospective nodes is 1074 for all device counts as shown in Figure 96 
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and the average number of messages exchanged towards making the placement decision is 2148 

as shown in Figure 97. 

With HAFA placement approach, as the number of devices scale and local resources are 

exhausted, HAFA orchestrator expands the search to neighbors. HAFA approach considers 

member nodes belonging to only local Puddle initially and expands the search space only to 

immediate neighbors leveraging PuddleTree parent/child logical links until the search for fog 

node with required free resources is successful or the search space is exhausted.  

 

Figure 98: Machine Learning Application – Average number of Puddles searched vs. 

number of active devices. 
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For the Machine Learning application profile, all the services are hosted on Cloud node, 

thus the resources on nodes comprising local Puddle at each fog layer were always 100% free, 

and the first prospective node and Puddle considered for each layer was identified for that 

particular layer. Then, among these set of identified nodes, one per fog layer, the node with least 

total cost considering both computation and communication costs is selected to host the given 

service i.e. to execute all tasks submitted by corresponding device. As ML application is 

computation intensive and Cloud node is the one with least execution cost in our test 

environment such that the total cost is the least of all fog nodes, Cloud node was selected for 

each service request. Thus, the search for a node per layer was always successful in local Puddle 

resulting in low average number of messages exchanged, and prospective nodes considered.  

As can be seen in Figure 96 and Figure 97, with HAFA approach for ML application 

profile for all device counts, the average number of prospective nodes considered were 13, 

average number of messages exchanged were 7, and average number of Puddles that comprised 

the search space were 7. 

7.11.16. Application: Remote Healthcare 

Scenario. Imagine the convenience of remote healthcare facility at the comforts of one’s 

own home or place of choice. Patients are free to move around and continue their usual life, as 

they are not restricted to be in premises of a healthcare institute or a monitoring facility. Vitals 

are captured continuously or at regular intervals and processed in a near-instantaneous manner. 

Any aberrations in the observations are acted upon quickly, relevant authorities are notified, and 

appropriate actions are taken immediately, which may prove to be lifesaving at times such as 

sudden fall by elders, heart stroke, changes in blood glucose, or blood pressure, etc.   
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Figure 99: Remote Healthcare Application – Fog nodes selected by Edge Orchestrator for 

service placement. 

Application Profile. Tasks were generated at a Poisson mean inter-arrival rate of one 

task in 5 seconds to ensure that the patient is monitored continuously and at ad hoc instants when 

a mishap occurs.  

This application is assumed to be latency-critical and has low computation and 

communication requirements. Response time limit for each task is set to 100 milliseconds, as 

larger the delay, higher is the impact of mishap on patient, which may even prove to be life-

threatening. 

Each task requires execution of 300 million instructions, on average, and uses one CPU 

core. Input to the task is a set of readings representing body vitals and has an average size of 4 

kilobytes. Output for the task is the notification of any abnormality observed from readings and 

has an average size of 1 kilobyte. 
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Results analysis. Tests were performed with six service placement approaches using 

Remote Healthcare application workload for various device counts. Observations from the tests 

are as follows.  

 

Figure 100: Remote Healthcare Application – Failure rate of tasks vs. number of active 

devices. 

Edge orchestrator. 

Remote Healthcare (RH) application has strict latency requirements. Thus, task failure 

rate grows slowly as queuing delay increases at higher device counts.  
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As shown in Figure 100, Edge placement approach resulted in high task failure rate for 

RH application primarily due to high queuing delay at edge nodes at lower device counts and due 

to exhaustion and hence non-availability of compute resources at higher device counts as can be 

seen in Figure 101 for the test scenario with 6000 devices. 

 

Figure 101: Remote Healthcare Application – Number of tasks successfully executed per 

fog layer with 6000 active devices. 

Figure 102 shows that Edge orchestrator resulted in higher average cost per task as 

compared to all other approaches, the reason being high compute cost on layer-1 fog nodes. It is 

observed that the average cost per task has reduced at higher device counts as the tasks are 
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executed mostly on local edge nodes due to exhaustion of resources at other edge nodes in 

network, thus eliminating communication cost component from total cost for those tasks.  

 

Figure 102: Remote Healthcare Application – Average execution cost vs. number of 

active devices. 

Figure 103 depicts the average great circle distance between device/user and executing 

fog node. It is observed to be nearly constant at about 60 meters. Note that this value is not zero 

which shows that some tasks are executed by remote edge nodes as well and not just by local 

nodes. Note that the average distance with Edge placement approach is lower than that with 

Centralized and HAFA approaches. For the same reason, average network distance is observed 

to remain the same at higher device counts as can be seen from Figure 104.  
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As seen in Figure 106, average network delay is small, approximately 45 milliseconds, as 

remote fog nodes selected are located nearby to the device to satisfy the application latency 

constraint. 

 

Figure 103: Remote Healthcare Application – Average distance between device (user) 

and executing (fog) node vs. number of active devices. 

Edge nodes have small resource configurations. Hence, processing time is higher as 

compared to other approaches. As all layer-1 fog nodes are assumed to be of similar resource 

configurations, average execution time of tasks is same. At higher device counts, node queuing 

delay increased due to increase in workload. 
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As shown in Figure 110, average service time perceived per task is approximately 65 

milliseconds and satisfies the RH application response time requirement of 100 milliseconds. 

 

Figure 104: Remote Healthcare Application – Average hops between device (user) and 

executing (fog) node vs. number of active devices. 

Figure 114 shows that only layer-1 fog nodes are utilized for task execution. The host 

utilization was about 70% for layer-1 nodes.  Figure 111 shows that there is steady increase in 

utilization of compute resources as device counts increase. However the rate of increase is low 

due to the latency-critical nature of RH application.  

Figure 116 shows low utilization of network resources as Edge placement approach 

selected local node for most service requests, and a small number of requests are submitted to 
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remote nodes. This also explains the slow increase in average network utilization at higher 

device counts as can be observed from Figure 115. 

As Edge orchestrator considers all available layer-1 nodes for placement, the number of 

prospective nodes is 679 for all device counts as shown in Figure 117 and the average number of 

messages exchanged is 1358 as shown in Figure 118. 

Local orchestrator. 

As shown in Figure 100, Local orchestrator resulted in similar task failure percentage as 

that with Edge placement approach. This can be explained by the fact that, with Edge placement 

approach most of successful tasks were executed locally at layer-1 nodes.  

Figure 101 shows that the Local placement approach executes tasks on fog nodes 

belonging to all layers for the test scenario with 6000 devices. 

 

Figure 105: Remote Healthcare Application – Fog nodes selected by Local Orchestrator 

for service placement. 
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Figure 102 shows that the Local placement approach resulted in slightly lower average 

cost per task as compared to Edge placement approach as execution cost is highest for layer-1 

fog nodes.  

Figure 103 shows that the average great circle distance between device/user and 

executing fog node is always zero for all device counts as device and local fog node are co-

located in our test environment. 

 

Figure 106: Remote Healthcare Application – Average network delay per task vs. number 

of active devices. 
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Figure 104 shows that the average network distance between device/user and executing 

fog node is always one for all device counts as the local node is always accessible at one hop 

from device. 

 

Figure 107: Remote Healthcare Application – Average processing time per task vs. 

number of active devices. 

As seen in Figure 106, average network delay is the least of all approaches as it 

comprises only the congestion delay at first hop network node. Network propagation delay is 

always zero. Congestion delay increased slightly at higher device counts due to increase in local 

data traffic. 
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Figure 107 shows that the average processing time is approximately similar to that from 

Edge placement approach  

 

Figure 108: Remote Healthcare Application – Fog nodes selected by City center 

Orchestrator for service placement. 

As shown in Figure 110, average service time perceived per task is seen as slowly 

increasing. However, it is less than the application latency constraint of 100 milliseconds. 

Processing and network latency have contributed to service time in approximately similar 

manner.  

Figure 114 shows that fog nodes belonging to all layers are utilized for task execution. 

Figure 111 shows an increase in average host utilization percentage at higher device counts. This 

shows that the compute resources at nodes are not exhausted and the system can support higher 

device configurations. 

Figure 116 shows low utilization of network resources with Local placement approach as 

only one network node is utilized by tasks for data transfer. Additionally, high percentage of 
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failed tasks resulted in marginal increase in utilization of fog networks at higher device counts, 

as can be observed from Figure 115. 

As Local placement approach considers only one i.e. local fog node for placement, the 

number of prospective nodes is 1 for all device counts as shown in Figure 117 and the average 

number of messages exchanged is 2 as shown in Figure 118. 

 

Figure 109: Remote Healthcare Application – Fog nodes selected by Cloud Orchestrator 

for service placement. 

City center orchestrator and Cloud orchestrator. 

As shown in Figure 100, the City center and Cloud placement approaches resulted in 

almost 100% high task failure percentage as average network path latency from device to city 

center fog node is high and did not satisfy the RH application latency requirements for a large 

number of devices. Figure 101 shows that a small number of tasks were executed on fog node 

belonging to layer-6 for the test scenario with 6000 devices.  
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Figure 110: Remote Healthcare Application – Average service time per task vs. number 

of active devices. 

Figure 102 shows that these approaches resulted in least average cost per task as 

compared to other approaches. However, these values are invalid and can be ignored considering 

the high task failure percentage. Accordingly, the following metrics are also invalid and need to 

be ignored - average great circle distance between device and fog node as shown in Figure 103, 

average network distance in terms of number of network hops as shown in Figure 104, average 

network delay as shown in Figure 106, average processing time as shown in Figure 107, average 

service time as shown in Figure 110, average host utilization percentage as shown in Figure 111 

and Figure 114, average network utilization as shown in Figure 115 and Figure 116, average 
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number of prospective hosts considered as shown in Figure 117 and the average number of 

messages exchanged as shown in Figure 118. 

 

Figure 111: Remote Healthcare Application – Average host utilization vs. number of 

active devices. 

Centralized orchestrator and HAFA orchestrator. 

The test results analysis showed that the Centralized and HAFA placement approaches 

have demonstrated similar behavior during execution of Remote Healthcare tasks.  
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Figure 112: Remote Healthcare Application – Fog nodes selected by Centralized 

Orchestrator for service placement. 

 

Figure 113: Remote Healthcare Application – Fog nodes selected by HAFA Orchestrator 

for service placement. 

As shown in Figure 100, the Centralized and HAFA placement approaches resulted in 

higher percentage of task failures for RH application as compared to Edge and Local placement 
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approaches. It is observed that the tasks failed primarily due to high network delay at higher 

layer fog nodes for test scenarios with low device counts. At higher device counts, as the 

resources on immediate higher layer nodes are exhausted and the next layer nodes are not 

accessible within acceptable response time constraint, lower layer nodes with higher execution 

cost are preferred, which were mostly successful for the tested scenarios with device counts up to 

6000. This resulted in slight reduction of failed task percentage. We cannot claim that the 

reduction trend will continue for further higher device counts.  

 

Figure 114: Remote Healthcare Application – Average host utilization per fog layer with 

6000 active devices. 
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Figure 101 shows that the successful tasks were executed on nodes belonging to all fog 

layers for the test scenario with 6000 devices. 

Figure 102 shows that the Centralized and HAFA placement approaches resulted in least 

average cost per task as compared to Edge and Local placement approaches, as these approaches 

select the fog node with lower total cost for computation and communication, among the 

prospective nodes. 

 

Figure 115: Remote Healthcare Application – Average network utilization vs. number of 

active devices. 

Figure 103 and Figure 104 show that there is no change in average great circle distance 

between device/user and executing fog node at higher device counts. As the compute and 
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network resource requirements of RH application are small, the tasks were always submitted to 

the next higher level fog node accessible at one additional network hop from device connected 

network node. At higher device counts, as fog nodes accessible at network distance more than 

two do not satisfy the latency requirement, the tasks are submitted to local node at higher cost. 

Thus the average number of network hops per task is observed to be approximately 2.  

 

Figure 116: Remote Healthcare Application – Average network utilization per fog layer 

with 6000 active devices. 

Centralized placement approach attempts to reduce communication cost by reducing 

number of network hops, which indirectly reduces network delay as well. As the average number 

of hops didn’t change at higher device counts, there is no change observed with average network 
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delay as can be seen from Figure 106. It is observed to be lower for Cloud and City center 

placement approaches. However these values are invalid and can be ignored considering the high 

task failure percentage with these approaches. 

It is observed that a large percentage of the successful tasks were executed at next higher 

layer fog node, rather than at local node. Thus, the average processing time is approximately the 

same at all device count as can be observed in Figure 107. 

 

Figure 117: Remote Healthcare Application – Average number of hosts searched vs. 

number of active devices. 
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As shown in Figure 110, average service time perceived per task is dominated primarily 

by average network delay for all device counts, and is observed to be less than the application 

latency requirement of 100 milliseconds.  

 

Figure 118: Remote Healthcare Application – Average number of messages exchanged 

vs. number of active devices. 

Figure 114 shows the percentage of resources utilized at each fog layer for task 

execution. It is observed that fog nodes from all layers were utilized. Average utilization 

percentage has increased linearly as shown in Figure 111 at a rate lower than that with edge and 

local placement approaches. The rate of increase is smaller due to the reason that Centralized and 

HAFA placement approaches leverage higher layer nodes which have larger resource capacities 
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in our test environment. Similar pattern is observed for average network utilization in Figure 115 

and Figure 116, which can be explained with same reasoning. 

 

Figure 119: Remote Healthcare Application – Average number of Puddles searched vs. 

number of active devices. 

As Centralized placement approach considers all available nodes in system for 

placement, the number of prospective nodes is 1074 for all device counts as shown in Figure 117 

and the average number of messages exchanged towards making the placement decision is 2148 

as shown in Figure 118. 

The average number of prospective nodes with HAFA placement approach for RH 

application profile is observed to be 371 nodes for test scenario with 1000 devices which 



219 
 

increased with higher device counts to 387 nodes for test scenario with 6000 devices. Similarly, 

the number of messages exchanged have ranged from 372 for 1000 devices to 389 for 6000 

devices, and the number of Puddles that comprised the search space ranged from 146 for 1000 

devices to 153 for 6000 devices. These patterns can be seen in Figure 117 and Figure 118. 

7.12. HAFA: Results analysis 
Figure 120, Figure 121, and Figure 122 show the pictorial representation of number of 

hosts considered, number of messages exchanged, and number Puddles searched to identify a 

cost-efficient fog node for each service request received from device/user for Augmented Reality 

application.  

 

Figure 120: HAFA Analysis: Number of hosts considered per service request. 
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Figure 121: HAFA Analysis: Number of messages exchanged per service request. 

 

Figure 122: HAFA Analysis: Number of Puddles searched per service request. 

7.13. Limitations 
Listed below are some of the limitations of the HAFA service placement approach. 

 Hosting an application service on all fog nodes belonging to a specific fog layer, 

costs the same, irrespective of the location of fog node. 



221 
 

 Fog nodes belonging to each fog layer are uniformly dispersed across the 

geography.   

 Devices and fog nodes are physically stationary, i.e. there is no change in their 

location during the course of service request and its execution. 

 In addition to GPS coordinates, elevation of devices has not been considered in 

determination of location. 

 Fairness and load balancing of workload on various fog nodes of the system are 

not considered.  

7.14. Conclusion 
In this paper, we proposed and implemented a fully distributed approach to identify a 

cost-efficient fog node to host an application service with given resource requirements and QoS 

characteristics. We have implemented it in a simulated test environment, and demonstrated its 

efficiency for various application profiles. We observed that the approach closely approximates 

the centralized near-optimal approach. 

7.15. Future work 
The proposed solution approach is limited to physically stationary fog nodes and devices 

which generate data and access the application service. In future, we intend to develop solutions 

for mobile devices and fog nodes.  

Energy consumption is a determining factor in deployment of large infrastructure 

environments. Hence, we plan to verify the applicability of proposed approach in terms of energy 

efficiency as well.  
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8. Network-Aware Service Pricing Approach for Fog Infrastructure as 

a Service 

8.1. Abstract 
Fog Infrastructure as a Service (FIaaS) service model facilitates leasing of shared 

infrastructure resources such as compute, network, and storage resources on fog nodes deployed 

by Fog Service Providers. Leased resources are leveraged by Fog Tenants to deploy and manage 

application environments individually. Fog Tenants are charged by Fog Service Providers based 

on the amount of resources consumed and as per agreed SLAs. Fog computing paradigm differs 

from Cloud computing paradigm in several factors such as large-scale deployment, 

heterogeneity, very large number of nodes spread over vast areas, location-awareness, support 

for mobility and real-time interaction, etc. To cater the unique needs of fog environment, we 

have developed a novel network-aware approach for service pricing in FIaaS environments. We 

have shown by experiments using a simulated test environment that our proposed approach fairly 

charges the tenants based only on their applications’ infrastructure resource consumption. 

8.2. Introduction 
Proliferation of low-cost sensing devices, along with the need of humanity to store and 

process ever-growing amounts of data, is pushing the cloud IT infrastructure to its limits. 

Researchers have shown that future cloud infrastructure deployments cannot keep pace with the 

users’ needs. 
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Resource demands from new generation applications such as Internet of Things (IoT), 

5G, etc. are difficult to serve using resources from large cloud data centers alone considering the 

latency-criticality nature of IoT applications such as healthcare, emergency, etc. as well as 6Vs 

characteristics of Big Data generated by such applications namely, Volume, Velocity, Veracity, 

Variety, Variability, and Value. To cater the needs of such new generation applications, Cisco 

proposed Fog Computing paradigm [13] as an extension of cloud towards edge of the network. 

Fog computing is gaining prominence as it is embraced by industry and academia alike to 

facilitate realization of various new generation application environments such as 5G, IoT, etc. 

Several researchers [84] have discussed deployment of large scale fog environments. 

Contrary to cloud, which comprises thousands of servers with high resource capacities co-

located in large data centers, fog [16] [113] includes heterogeneous nodes with varying resource 

capacities, deployed individually, and distributed over large geographical areas to serve the local 

workload, and is thereby, location-aware. 

Fog, being an extension to cloud, provisions resources and applications in the form of 

services to its tenants in an on-demand and pay-as-you-go manner as per agreed SLAs. Fog 

computing paradigm supports three service models–Fog Infrastructure as a Service (FIaaS), Fog 

Platform as a Service (FPaaS), and Fog Application as a Service (FAaaS). FIaaS service model 

[84] offers shared fog infrastructure resources such as compute, storage, and network to Fog 

Tenants (FT). Fog Service Providers (FSP) deploy and manage the physical infrastructure and 

offer the resources in the form of virtual machines, or containers. Fog tenants leverage the leased 

fog infrastructure resources to deploy and manage their application environments and are 

charged based on the amount of resources consumed as well as service standards. 
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8.3. Motivation 
Cloud IaaS service model is offered by several commercial organizations [114] such as 

Google, Amazon, Microsoft, Rackspace, etc. Cloud tenants are offered infrastructure resources 

and are charged based on leased or consumed resources depending on resource type and agreed 

SLA. Google Cloud pricing policy [109] categorizes any point on earth as belonging to one of 

the seven geolocations and charges the tenant depending on the geolocation from which the 

request for data has originated from. Tenants are required to pay only for the egress network 

bandwidth consumed while ingress network bandwidth consumption is free. 

Fog environments are deployed primarily for IoT applications of three types–latency-

critical, bandwidth-intensive, and localized applications i.e. those having only local value. Cloud 

network service pricing model as discussed earlier cannot be applied as-is to the fog 

environments for several reasons as listed below. 

Data generated by IoT environments is Big Data by nature and is characterized by 6Vs. 

Thus, IoT applications hosted on fog nodes receive large volume of data for processing and 

generate output which is only a fraction of original data quantity. As the raw data in original 

form loses its value in short duration and is rarely accessed in original form, if ever, FSP cannot 

earn enough from the data storage pricing as only the processed results will be stored, and raw 

data will be discarded immediately. Emerging online analytics approaches towards processing of 

streaming application data remove the need for storage of raw data on fog nodes, even for a brief 

period. Cloud pricing policy which charges the tenants per GB delivered i.e. for egress 

bandwidth consumption only and not the ingress bandwidth, may result in losses for FSP who 

deploys the network infrastructure to support both ingress and egress network traffic. 
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Location-aware characteristic of fog environment facilitates the deployment of latency-

critical and localized application services on fog node physically closer to user. To ensure this, 

fog orchestrator which manages the application service instances need to be aware of 

geolocations and topology of network devices in fog environment. In addition, fog supports 

multi-hop connectivity for devices not directly reachable over network e.g. smart vehicles on 

road. Cisco recommends network devices to be fog nodes themselves. Recent research directions 

towards Fog-SDN etc. emphasize that compute nodes and network nodes may not be physically 

separate in fog environments. Thus, deployment of fog by FSP includes network devices, along 

with compute, and storage nodes and their individual resource utilization need to be considered 

for efficient placement of applications. Thus, fog network service pricing approach necessitates a 

more granular approach towards considering the location of various entities in system owing to 

the distributed deployment of individual fog nodes over vast geographical areas. 

Under ideal conditions, centralized fog orchestrator with complete knowledge of entire 

fog environment should be able to differentiate between a fog node which is closer to user and 

one that is farther away, towards cost-efficient hosting of localized applications. For example, if 

a shopper at a mall needs information about one of the local stores, it is more cost-efficient for 

FSP to store the corresponding application and data at local fog node in the mall instead of a fog 

node which is 100 miles away, as average network utilization is reduced. This is unlike cloud 

environments where consumer network access is provided by telecom and network service 

providers such as AT&T, etc. and hence cloud considers only host-based bandwidth 

consumption towards service pricing, being completely oblivious to the physical topology of 

network outside the cloud data center. 
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To ensure fairness to fog tenants, service pricing in fog environment should consider their 

individual network resource utilization, for instance, localized application which is hosted on fog 

node only one hop away from user i.e. accessing only one network device should be charged 

lesser as compared to the access to an application which is hosted on a fog node three hops away 

i.e. resources on three network devices are utilized. As the physical network infrastructure is 

deployed and maintained by FSP, it is important to meter the resource consumption by individual 

tenants to ensure fairness in pricing to fog tenants as well as ensure that fog service provider is 

paid for offering the resources. 

8.4. Contributions 
In this paper, we have proposed a novel network-aware fog service pricing approach 

which considers features unique to fog to ensure fairness in pricing for both fog service provider 

and fog tenant as well as among fog tenants themselves. 

8.5. Network-aware service pricing for FIaaS 
In earlier section, we have discussed the insufficiency of host-based service pricing 

approach for FIaaS environments spread over vast geographical areas. To satisfy the specific 

needs of FIaaS environment, we propose network-aware service pricing approach to assign costs 

for fog infrastructure resources leased by fog tenants, the details of which are provided here. 

Service pricing in fog comprises three components: compute costs resulting from leasing 

compute resources to execute a given application service, data storage costs resulting from 

storage of application instance and its corresponding data for a specific duration, as well as 

network data transfer costs depending on amount of data transferred. 

Owing to the heterogeneity characteristic of fog environment, it may comprise compute, 

storage, and network nodes of varying capacities. Fog compute service pricing depends on 



227 
 

characteristics of compute node on which the application is hosted such as type, deployment 

cost, maintenance cost, lifetime, average utilization, etc. Similarly, fog data storage service 

pricing depends on several factors such as cost of storage node, its utilization, resource type 

based on reliability and speed characteristics, etc. In addition, data storage costs on fog nodes 

depend on type of data itself i.e. if it is compressible and if deduplication can be enabled for the 

data element towards efficient utilization of storage node resources, as well as any additional 

storage services requested such as holding multiple copies on same / different nodes for 

reliability / performance purposes. The factors contributing to fog IaaS compute and storage 

service pricing as mentioned above are similar to those considered for cloud IaaS as well and 

hence the corresponding pricing strategies can be applied. Compute and storage resource pricing 

in fog is impacted by availability and reliability of fog node which may vary for individual fog 

nodes depending on resource nature of the fog node itself as well as number of available fog 

nodes in a given area at a given time instant as well as their reliability and availability 

characteristics. This is different from a cloud environment where co-located nature of cloud 

nodes can be taken advantage of, to offer required reliability and availability levels as per 

predefined SLAs irrespective of individual cloud node resource characteristics. 

Note that compute and storage resource pricing does not depend on geographic location 

of the physical fog node. Thus, the orchestrator has no preference between two fog nodes having 

similar resource type and utilization characteristics but are located at varying network distance to 

user. As obvious, with widely dispersed fog environments having large number of fog nodes, the 

one nearer to data producer and/or consumer is preferred. To be specific, the fog node with lower 

network data transfer cost is preferred. 
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Contrary to storage and compute service pricing, network cost incurred by transfer of 

data corresponding to a given application service cannot be obtained solely from the fog node 

which hosts the service. Rather, it depends on the individual fog network nodes through which 

the application data elements have passed and their pricing. As obvious, this information cannot 

be made available by hosting node itself. Rather the orchestrator should have knowledge of 

network elements in fog environment as well as the network route followed by data elements 

along with the cost of data transfer at each of the corresponding network elements en-route. Fog, 

being a heterogeneous environment and hierarchical in nature, may comprise different types of 

network elements with their resources offered to tenants at different costs. 

To facilitate deployment of localized applications, i.e. those of only local value, on fog 

nodes in close vicinity to users, resources on lower layer network components can be offered at 

lower prices as compared to those at higher layers in fog hierarchy [84]. Thus, fog orchestrator 

search for a cost-efficient node to host and execute a given application service results in 

identification of a fog node with smaller network distance i.e. a local fog node is selected where 

available. This approach results in lower network data transfer costs for bandwidth-intensive 

application as fog node accessible at lower network distances and lesser number of hops is 

preferred for its hosting and execution. For latency-critical applications, orchestrator tries to find 

a fog node which satisfies the strict latency requirements of application. Our proposed pricing 

approach helps in finding a cost-efficient node among those which satisfy the latency needs of 

application. 

Network-aware service pricing approach for FIaaS service model is summarized as 

follows:  
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Application service cost = Application hosting (storage) cost + Application execution 

(compute) cost + Application data transfer (network) cost 

Application compute / storage service costs = host FN costs * constant depending on 

reliability and availability nature of local fog environment as well as that of fog node itself.  

Application network data transfer service cost = Ingress network bandwidth consumption 

cost at host fog node + egress network bandwidth consumption cost at host fog node + data 

transfer costs on each fog network node en route data source to destination node (depends on 

resource nature of fog network node) + data transfer costs on each link connecting fog network 

nodes en route data source to destination node (depends on network link characteristics and link 

distance). Resources on lower layer fog network nodes are priced at lower rates as compared to 

those belonging to higher fog layers. 

8.6. Qualitative analysis 

8.6.1. Benefits of proposed approach 

The proposed network-aware service pricing approach is applicable for all three types of 

applications recommended to leverage fog infrastructure namely, latency-critical, bandwidth-

intensive, and localized applications, and results in fair pricing acceptable to both service 

providers and tenants as well as help find a cost-efficient node. It considers unique nature of fog 

environment such as heterogeneity, hierarchy, reliability, availability, dispersement over vast 

areas, large scale deployment, etc., and facilitates the following: 

 Fair pricing to individual fog tenants based only on their resource consumption. 

 Improved earnings to fog service provider as both ingress and egress network 

bandwidth consumption is charged. 
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 Transforms network infrastructure into revenue generating components of system 

from cost components; thus supporting the business model of FIaaS. 

 Helps localize the placement of applications and data as fog nodes reachable at 

higher network distance i.e. at higher number of hops increase the overall cost of 

fog network service. 

 Ensures transparency in system and holds the principle of cloud that tenants are 

charged only for the services consumed i.e. they are charged only for data 

transferred and only on the network components which were utilized towards the 

transfer of data belonging to their application services. 

 Helps fog service provider identify a better cost-efficient node towards hosting 

and execution of a service in the entire system i.e. on a fog node located nearby 

and the one accessible over smaller network distance as well as lesser number of 

hops. 

 Helps transfer to tenant, the savings from hosting and executing the application on 

a cost-efficient node i.e. application services are offered to tenant in a cheaper 

manner as compared to execution on fog nodes using host-based pricing model 

which considers only node type but not network path and network nodes’ costs. 

8.7. Experimental analysis 
To demonstrate the applicability of our proposed network-aware service pricing 

approach, we have shown its quantitative benefits as compared to Google Cloud IaaS network 

pricing policy [115], referred as host-based approach in this paper and discussed in earlier 

section. 
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8.7.1. Test environment 

We have executed tests in a simulated distributed environment, referred as PFogSim. 

PFogSim is an event-driven simulator developed in Java to simulate the execution of 

applications in a distributed large-scale fog environment with thousands of fog nodes, data 

generating and consuming devices, as well as users. It is extended from EdgeCloudSim [109] to 

reflect the unique features of fog environments such as heterogeneity, location-awareness, 

mobility of devices, users, as well as fog nodes themselves. PFogSim simulator can be used to 

test various orchestrators for application service placement in fog environments, fog service 

pricing approaches, etc. The simulator facilitates analysis of test results by auto-generation of 

graphs from test logs comparing selected approaches and metrics. 

We have used Chicago city data set [110] to simulate a fog environment with 1073 fog 

nodes dispersed over 237 sq. miles area of Chicago, which includes fog nodes located one each 

at 679 schools, 253 connect centers, 80 libraries, 50 city wards offices, 10 universities, 1 city 

hall, and 1 cloud data center located at approx. 500 miles from city hall. Fog nodes placed at 

different locations of similar premises are of similar resource configuration, e.g. fog nodes 

placed at all city wards are of similar capacity. Each of these locations hosts a network router to 

facilitate device and user connectivity, as well as connect other network components. Fog node 

at each school, connect center, and library was connected to an individual edge router, fog node 

at each city ward office and each university is connected to an individual border router, which 

also connects to all the nearest edge routers, and fog node at city hall and cloud data center are 

connected to an individual core router. Each border router is connected to two nearest border 

routers as well as the core router at city hall. Core routers at city hall and cloud data center are 

connected over direct link. Each network device is also considered a Wireless Access Point 

(WAP) so that devices and users can connect over wireless network and hence support their 
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mobility. Fog network is simulated in the above manner to closely resemble a prospective smart 

city fog infrastructure deployment. 

8.7.2. Test approach 

We have discussed in earlier sections that compute and storage service pricing approach 

in FIaaS environments is similar to that with Cloud IaaS. As the location of devices, fog nodes, 

users, along with their network connectivity a.k.a. network topology is the major defining factor 

in deployment of applications in fog environment, we have focused on the tests which showcase 

the importance of network-awareness and its necessity in cost-efficient deployment and 

utilization of fog environment. We have executed tests to show that the network-aware service 

pricing approach ensures correct pricing of services based on amount of resources consumed and 

the corresponding pricing model is appropriate for both fog service providers and tenants. 

To show the impact of network-aware service pricing approach, we have compared the 

overall service cost using it with that from host-based approach described in earlier section. 

Based on Cisco monthly lease pricing for 1G, 10G, and 100G routers [116], data transfer costs 

for various fog entities are assigned as listed in Table 11. We assume that data transfer cost on 

fog node is same as that on an edge router. This supports the scenario when a fog node 

dynamically takes the role of router to offer network connectivity to a different fog node by 

multi-hop access. We assume that data transfer cost for both input and output data is the same on 

any fog entity. A small number of co-located devices are connected to the same WAP and 

application services are deployed and executed on a selected fog node. Three application types 

were defined with data transfer profiles as shown in Table 12. We assume that all entities in 

system are physically stationary and that user is co-located with corresponding device, e.g. a 

surveillance camera and alert display located inside a building. Thus, device generated data and 
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processed results from application follow the same network path. During test execution, we have 

captured several metrics such as number of network hops, physical distance between the 

devices/users and fog nodes, overall cost of application execution, etc. 

Table 11: Data transfer cost per Mb on various entities in simulated fog environment. 

Fog Entity Data Transfer Cost ($/Mb) 

Fog Node 0.00032763749 

Edge Router 0.00032763749 

Border Router 0.00131054996 

Core Router 0.00524219984 

 

Table 12: Application data transfer characteristics (per task). 

Application Type Data Upload (KB) Data Download (KB) Application Nature 

Augmented Reality 1500 25 Upload-Intensive 

Infotainment 25 1500 Download-Intensive 

Healthcare 200 25 Latency-critical 

 

8.7.3. Test execution 

We have executed tests for four scenarios as listed below, varying the network distance 

between devices and fog node. 

 Scenario-1 (S1): Device  Edge Router  Fog Node (School) 

 Scenario-2 (S2): Device  Edge Router  Border Router  Fog Node 

(University) 
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 Scenario-3 (S3): Device  Edge Router  Border Router  Core Router 

 Fog Node (City Hall) 

 Scenario-4 (S4): Device  Edge Router  Border Router  Core Router 

 Core Router  Fog Node (Cloud) 

Each test is executed for a simulation time of 30 minutes. A total of 1243 tasks were 

executed during this period. All tasks generated during a test run were of same application type 

and thus have similar resource profiles. 

8.7.4. Results analysis 

For three given application types, Figure 123 provides comparison of the amount in 

dollars that fog tenant is charged based on egress-only network bandwidth consumption on fog 

node, and egress + ingress network bandwidth consumption. Though Infotainment and 

Augmented Reality applications have similar profile for total data transfer, egress-only pricing 

policy is unable to charge the tenant in an appropriate manner whereas egress + ingress pricing 

policy has charged tenant in similar manner for both applications. This shows that cloud IaaS 

pricing policy of charging tenants only for egress network bandwidth is insufficient for fog-

based applications which are bandwidth-intensive. 
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Figure 123: Comparison of data transfer costs incurred on fog node with egress+ingress 

and egress-only approaches. 

 

Figure 124: Comparison of service cost using Host-based and Network-aware pricing 

approaches. 

Tests were conducted using Augmented Reality application profile for four scenarios 

with devices connected to fog nodes at varying network distances to observe the impact of 

network-aware pricing approach. Figure 124 shows the amount in dollars charged to tenant using 

host-based pricing approach and network-aware pricing approach. From the graph, we observed 

that network-aware pricing approach charges the tenant correctly based on the utilization of 

network resources in fog environment, whereas host-based approach charges the tenant the same 
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amount irrespective of the number of network components and their resources being utilized in 

the system, which may result in losses to FSP who is responsible to host the fog devices. 

 

Figure 125: Comparison of service cost using Network-aware approach for various 

applications and network topology scenarios. 

For each of the four scenarios, we have repeated the tests for tasks belonging to three 

application types. Figure 125 shows the amount in dollars charged to tenant towards execution of 

three types of applications for four fog deployment scenarios mentioned earlier. From the graph, 

we can say that network-aware pricing approach fairly charges tenants based on the application 

type and its fog infrastructure resource utilization. 

Figure 126 shows the impact of number of hops in path between device and fog node for 

both host-based and network-aware service pricing approaches. As seen in the figure, host-based 

approach does not reflect the additional costs incurred by increased number of hops and thus 

cannot differentiate between two fog nodes of same resource capacities located at different 

network distances from device, resulting in orchestrator not being able to find a cost-efficient fog 

node to deploy and execute a given task. Network-aware approach resolves this shortcoming, as 

can be seen in Figure 125. Network-aware service pricing approach considers network distance 
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in terms of number of hops between source and destination. Thus, network aware approach helps 

fog orchestrator prefer local fog node to host a given application, as compared to a node farther 

away from user. 

 

Figure 126: Comparison of service cost using Host-based and Network-aware approaches 

with increasing number of hops in network topology between device and fog node. 

8.8. Conclusions 
In this paper, we have proposed a novel approach towards pricing of fog network services 

which is a component of FIaaS fog service model. We have discussed the need for a pricing 

approach for fog different from that of cloud. We have shown the feasibility of orchestrator 

being knowledgeable of network topology in fog environment and proposed network-aware 

service pricing approach which fairly charges tenants based only on the resources consumed by 

their application environments as well as ensure that fog service providers are paid by fog 

tenants according to the infrastructure resources consumed, including compute, storage, and 

network. We have shown by experiments that our proposed approach fairly charges the fog 

tenants according to their network resource consumption while ensuring that fog service 

providers are not compelled to offer resources for free. We have discussed fog network pricing in 
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this paper. We are working on development of pricing approaches for other fog resources such as 

compute, storage, etc. 
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9. PFogSim: A Simulator for Performance Evaluation of Mobile and 

Hierarchical Fog Computing Environments 

9.1. Abstract 
This chapter provides a detailed description of a new simulation environment, PFogSim, 

developed to facilitate testing fog computing configurations of various sizes with fog nodes 

distributed over large geographies and are interconnected over one or more network links. 

PFogSim allows for a multi-layered fog design instead of limiting the system to a static single or 

two-layered design. Furthermore, PFogSim allows fog nodes and network links to be of different 

capacities enabling realistic, real-world networks to be tested. PFogSim fills the void in which 

simulations for large, practical fog networks are lacking. 

9.2. Introduction 
The data-intensive nature of new generation applications such as those from the IoT 

domain is moving computation away from centralized cloud data centers and towards the end 

devices. On the other hand, lack of enough resources on end devices along with their higher costs 

and lower reliability tends to move computations towards nodes having more resources, 

preferably the Cloud. Hence, to distribute the load appropriately there is a need for multi-layered 

fog computing deployments. 



240 
 

9.3. Motivation 
Initiatives for pilot implementation of large-scale smart city environments are already in 

place at several large cities such as Barcelona, Melbourne, London, Beijing, and New York. 

Researchers have worked on proof-of-concept implementations of fog infrastructure to support 

such smart city environments [61] as well as applications leveraging the fog [68]. We have 

discussed in [107]the significance of management of fog infrastructure resources and application 

services and identified the need to solve various research problems to facilitate the realization of 

large-scale fog environments. There is a need for a simulation environment which satisfies the 

unique characteristics of fog environments as specified in Fog Computing Conceptual Model by 

NIST [16]. These unique characteristics are contextual location awareness and low latency, 

geographical distribution, heterogeneity, interoperability and federation, real-time interactions, 

scalability and agility of federated fog-node clusters, predominance of wireless access, and 

support for mobility. 

9.3.1. A need for fog simulator features and functionality.  

Several simulators are available to validate the performance of fog environments such as 

CloudSim [117] [118], DEVS [119], FogTorch [101], FogTorchII [120], iFogSim [121], 

EdgeCloudSim [109], etc. However, these simulators lack support for one or more of the unique 

characteristics of fog environments as defined by NIST [16]. Listed below are some of the 

features required for fog environment simulation. 

1. Hierarchical structure with multiple types of fog nodes. 

2. Mobility of devices which are data generators and consumers and/or users. 

3. Mobility of fog nodes. 

4. Large number of devices, users, and fog nodes. 

5. Network interconnection and dynamic routing. 
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6. Location support, i.e. specification of unique locations for system entities. 

7. Geographical distribution of system entities. 

8. Support for cloud integration. 

9. Support for performance evaluation with metrics specific to fog environment. 

10. Support for evaluation of various service placement and migration approaches. 

11. Support for evaluation of various pricing models. 

9.4. Contributions 
The main contributions of this research are as follows: 

 Proposed and implemented PFogSim, a Java-based event-driven simulator, 

uniquely tailored for large scale, multi-layered hierarchical fog environments 

supporting continuous mobility of devices, users, and/or fog nodes. The simulator 

software is available for public use on GitHub [122] and is about 16,000 lines of 

code. 

 Provided a detailed description of simulator components, classes implemented, 

their purpose, and interaction among them. 

 Discussed the ease of implementation and testing of new service management 

approaches using PFogSim.  

 Provided the use of a simulator to evaluate and compare the performance of 

various application service orchestrators such as Cloud-Only Orchestrator which 

assigns tasks only to the cloud services, Edge-Only Orchestrator which assigns 

tasks only to the edge nodes, and Centralized Orchestrator in which a central 

manager sends tasks to different fog nodes while reducing the total cost. 
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9.5. PFogSim Overview 
PFogSim is an event-driven simulator developed in Java to simulate the execution of 

applications in a distributed large-scale fog environment with thousands of fog nodes, data 

generating and consuming devices, as well as users. It has been extended from EdgeCloudSim 

[109] to reflect the unique features of fog environments such as heterogeneity, location-

awareness, the mobility of devices, users, as well as fog nodes themselves. The PFogSim 

simulator can be used to test various orchestrators which employ different service placement 

methods, fog service pricing approaches, and management of fog infrastructure resources. It 

facilitates analysis of test results by auto-generation of graphs from test logs to compare selected 

approaches using various metrics. It supports user-defined application types with custom 

orchestrators. The user can load their own application profile and use a custom orchestrator to 

process them. 

PFogSim simulator was developed initially to validate the Hierarchical and Autonomous 

Fog Architecture (HAFA) proposed in [84], which is based on the concept of Puddle, a logical 

grouping of fog nodes having similar resource configuration and are in vicinity. The first letter 

‘P’ of the term Puddle is used to uniquely name the developed simulator as PFogSim to signify 

the purpose.  

9.6. Features implemented 
Following is brief description of various features implemented in PFogSim. 

 Large scale: PFogSim facilitates simulation of large smart environments with 

thousands of data generating devices such as sensors, data consuming devices 

such as actuators, as well as users and fog nodes. 
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 Heterogeneity support: PFogSim supports heterogeneity in system by 

categorizing fog nodes with their type. This facilitates testing service management 

approaches which recognize and consider heterogeneity of resource 

configurations towards management of application services and task scheduling.  

 N-Layered architecture: Fog nodes with infrastructure resources which serve as 

compute, storage, and networking devices in the system can be identified and 

associated with a specific fog layer. PFogSim supports simulation of fog 

environments with variable, multi-layered hierarchy; thus facilitating simulation 

and testing of N-Layered fog environments. This feature allows testing various 

architectures proposed specifically for multi-layered fog environments, and not 

just edge computing, mobile computing, and cloud computing environments. 

 Network topology: PFogSim builds network topology among simulated entities 

using predefined XML files, which can be pre-created or generated as part of the 

test environment configuration.  

 Dynamic networking: PFogSim allows the fog nodes to don the role of compute 

devices and/or network devices dynamically. Thus, a given fog node can serve 

any or both roles simultaneously. Fog nodes can be dynamically configured as 

network devices to allow multi-hop networking between devices. 

 Dynamic routing: Network routes are calculated on-the-fly between a given 

source and destination. This facilitates simulation of large scale environments 

with no restrictions regarding network topology. Thus, network congestion delay, 

multiple hops in network path, long links, and their impact on overall response 

time are accurately captured in metrics.  
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 Mobility support: PFogSim supports continuous mobility of devices and fog 

nodes in a specific direction at a given pace. The location of a system entity can 

be retrieved at any given time instant. 

 Locality support: Each entity in the system such as device, user, cloud node, fog 

node, network node, etc. is identified by its location which can be specified in two 

forms – Global coordinates in the form of (latitude, longitude) representing the 

geographic position, or Cartesian coordinates in the form of (X, Y) depicting 

relative positions of various entities in the system. Representing the position of 

entity in the form of GPS coordinates facilitates simulation testing using real 

world data sets. 

 Separation of send/receive path: Data packets between two given system 

entities are not required to follow the same route owing to the dynamic routing 

feature. Thus, current network state information can be leveraged to make more 

knowledgeable decisions. This facilitates mobility of devices and allows dynamic 

changes in test system configuration. 

 System configuration: Initialization module of PFogSim allows inputs in the 

form of CSV files. Along with additional network topology information, it 

converts them to XML files in required format, which are leveraged by PFogSim 

to generate test system configuration.  

 Modularity: Modular nature of the simulator facilitates implementation of 

various infrastructure resource and service management approaches as well as 

logical fog architectures with minimal effort. 
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 Dynamic service management: Application services can be dynamically placed 

on or removed from a given fog node over the course of simulation. This is an 

improvement from other fog simulators where services are statically placed 

during system setup phase as per specifications from XML documents.  

 Dynamic service migration: Application services can be migrated to different 

fog node in case of mobility of device or fog node or both.  

 Task execution: Application tasks can be generated and executed as per given 

resource and QoS specifications. 

 Orchestrators and task execution policies: PFogSim supports testing various 

application service orchestrators and task execution policies in a single test run, 

facilitating comparative performance analysis. The current implementation 

includes several orchestrators such as cloud-only, edge-only, local-only, 

centralized approach, etc.  

 Metrics: Several metrics are captured to reflect the utilization of fog resources at 

each layer, along with congestion in network, and its impact on task execution. 

All metrics are logged in specific predefined format for easier analysis of test 

results.  

 Graphical results analysis: MatLab scripts are provided to facilitate pictorial 

comparison of metrics using various orchestrators and for varying number of 

devices in the simulated environment.  

9.7. PFogSim Class Components 
In this section, we provide a detailed description of various components of PFogSim 

simulator including their significance, implementation, interaction, limitations, open issues, and 
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any relevant additional information. Figure 127 shows the interconnection of various modules of 

the simulator. 

 

Figure 127: PFogSim – Pictorial representation of interdependency of simulator modules 

9.7.1. MainApp 

MainApp module includes the main method to initiate the simulation. It includes 

functionality to configure the test environment by specifying the number of devices, orchestrator 

approach selected for the test run, as well as file paths for various test system configuration files 

and the folder to store the test results. The Simulation environment is created as per 

specifications from XML files directly provided as input or those generated by DataInterpreter 

module. There is no predefined limit on the number of devices, and nodes of test environment, as 

well as number of layers of fog structure. 
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9.7.2. Default_Config.properties 

Default_Config.properties file includes a list of system configuration parameters and 

their values, which define the test environment. The set of parameters include the simulation run 

time, warmup period, rate at which metrics are captured, list of supported orchestrators, 

minimum and maximum number of devices, etc. among others. 

9.7.3. SimSettings 

The SimSettings class contains the configuration information about the simulation such 

as the application configuration, mobile device number, and the total simulation time. This class 

provides the simulation parameters defined in Default_Config.properties file to various modules. 

It also assigns default values for several system-wide parameters such as supported application 

types,  

9.7.4. SimManager 

The SimManager is the overarching module which controls the execution of several 

individual modules to perform specific operations. It initializes the state of several modules 

discussed later in this section. It is extended from the SimEntity class of CloudSim [118] [117] 

and processes various events at scheduled epochs. For example, it schedules recurring tasks to 

verify and print simulation progress every 1% of elapsed simulation time and to capture node 

and network utilization metrics, among others, at specified intervals. The total simulation time is 

set in Default_Config.properties file.  

9.7.5. DataInterpreter  

The DataInterpreter module creates a hierarchical fog environment with a predefined 

number of layers. Test system configuration including the number of layers is provided as input 

to the simulation in the form of CSV and XML files. Locations of fog nodes belonging to each 

fog layer are provided in separate CSV files. These can be in the form of Cartesian (X, Y) 



248 
 

coordinates within the simulation space, or GPS locations in the form of (latitude, longitude) 

spanning the globe.  

Resource configuration as well as the execution and data transfer costs for fog nodes 

belonging to each fog layer are provided in this module. Leveraging node resource 

configurations per fog layer and locations of individual nodes, it creates XML files, 

‘node_test.xml’ and ‘links_test.xml’ which have specifications for individual nodes and network 

links between the nodes based on predefined network topology.  

Network link latency is defined based on distance between nodes as distance in 

kilometers * 0.01 millisecond, where distance is calculated as Euclidean distance or as great 

circle distance using Haversine formula depending on whether the node locations are specified in 

the form of Cartesian (X, Y) or GPS coordinates. 

The implementation of this module can be modified to test different fog network 

topologies by changing the inter-node connectivity as well as individual node locations provided 

in csv files. The node resource configurations, link characteristics, and respective costs can be 

modified in the xml generation component. Additionally, new resource parameters can be added 

or removed from the current set in this module.  

DataInterpreter is an optional module and is required only to generate the nodes and links 

xml files. If there is no change in test network topology and resource configurations, then the 

initialize method of this module can be removed from simulation execution. 
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9.7.6. EdgeServerManager 

The EdgeServerManager (ESM) module uses the XML files with fog nodes and links 

configuration to create respective entities in the simulated environment. Based on the 

specifications from corresponding XML file, each fog node is created as a Data center object, 

which has a single host with given node resource configurations. Each host has only one VM 

created which consumes all the resources available on the host fog node. 

For each host, a NodeSim object is created, which is used to configure NetworkTopology 

using configuration from links XML file. If the nodes are logically organized for instance, 

HAFA architecture, the corresponding implementation needs to be incorporated in this module. 

Based on the resource configuration and other specifications, each fog node can be 

associated with any one of the N fog layers, where N is the maximum number of layers in fog 

hierarchy. The fog nodes belonging to layers 1 through N are assumed to be physically 

stationary. Sensors (data producers), actuators (data consumers), users, and mobile fog nodes are 

associated with fog layer 0. 

9.7.7. NetSim 

The NetSim module incorporates the entire support for simulating a full network and 

routing environment, including the NodeSim, Link, NetworkTopology, Router, and ESBModel 

classes. The NodeSim and Link classes represent the physical location and network attributes of 

the machines on the network separate from their resources. These classes are used by the 

NetworkTopology to form a map of the entire network, representing only the location and static 

connections. The NetworkTopology is considered to be static for all intents and purposes. That 

is, it does not contain dynamic information about the network, but rather, represents the physical 

characteristics of the network that are not likely to change within the scope of the simulation. 
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The Router class uses the map represented by the NetworkTopology to find the least latency path 

from one node to another. While the router does contain the network map, it does not require the 

up to date dynamic state of the network and thus does not truly qualify as a centralized system.  

9.7.8. NodeSim 

The network is represented by nodes and the links between them. Each node in the 

network representation corresponds to a fog node in the system, and contains the node’s location 

and the static links associated with that node. The Node Sim module provides the functionality 

for fog node specifications including its physical location, resource configuration, fog layer 

association, mobility status, mobility vector i.e. pace and direction, Wi-Fi Access Point 

availability, WAP Id, etc. 

9.7.9. Link 

The links are created between two node objects as specified in the corresponding XML 

file. A link contains the locations of the link’s endpoints (called the left and right endpoints), 

both of which must be valid nodes, and the left and right latencies for the link. The left and right 

latencies refer to the static delay associated with travelling the link from the right node to the left 

node (left latency), and from the left node to the right node (right latency). These left/right values 

are assigned based on the distance from the endpoints of the link.  

Static network latency is associated for each link based on the length of the length i.e. 

distance between the two end points of link. Default value assigned to link latency is 0.01 

millisecond * link length in kilometer [111]. Direct links are assumed to be fiber optic cables in 

which the speed of data transfer is 2 X 10^8 m/sec, i.e. a delay of 0.005 millisecond per km. A 

multiplier of 2 is used to cater to TCP retransmissions over long links. Thus the individual link 
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latency is calculated as follows: Link propagation delay = Link length in kilometer * 0.005 * 2 

millisecond. 

All the links are assumed to be bidirectional. The link should have exactly two end points 

and each node has at least one link. There is no limit on the number of links that a fog node can 

have. 

9.7.10. NetworkTopology  

The Network Topology module defines the static network configuration such as physical 

characteristics of the network that are not likely to change within the scope of the simulation. 

The links and nodes together form a network topology. The network topology structure holds all 

of the nodes in the network and ensures that there are no isolated nodes, i.e. the nodes with no 

links and no dangling links i.e. the links with no node at one or both of its endpoints.  

9.7.11. Router 

The Router module identifies the network path with minimum latency between two given 

entities.  Router takes source and destination nodes and the network topology. It reads the 

network topology as a weighted directed graph with nodes being vertices and links and delays 

representing edges and their weights. The router then runs Dijkstra’s algorithm on the graph 

from the given source node. Afterwards, the router finds the destination node and builds a linked 

list of the nodes that form the shortest path from the source to destination. Router then passes this 

linked list to the network model to calculate total latency.  

The simulator assumes a central router. This assumption is to abstract routing as a 

baseline for the ideal routing for the network. We make this assumption on the basis that the 

router does not need to maintain the full status of the entire environment. Rather, the router only 

requires the static map of the network and the links that connect it. This is purely for the 
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simulator and any interaction between a node and the router is to simulate the activity of a 

realistic one. This router does not assume every node has the image of the full network. It cannot 

be emphasized enough how this simulator is made for a decentralized system in which it is 

unrealistic to know the state of the network at every time. The router does not violate this since it 

only ever gives information the nodes would naturally have in any given circumstance. 

9.7.12. NetworkModel 

The NetworkModel is an abstract class in EdgeCloudSim responsible for calculating path 

latencies in the network. The network model calculates the local delay due to congestion at each 

network node and adds all the congestion and static delays to find the total delay from source to 

destination. 

9.7.13. ESBModel 

The default network model packaged with PFogSim is the ESBModel. The ESBModel 

class is used for calculating the network delay from one location to another, which includes 

congestion delay and propagation delay.  

Congestion delay is calculated based on Equal Share Bandwidth (ESB) model, which 

divides the total available bandwidth at the given network component equally among the 

connected entities i.e. links. Congestion delay is defined as Average task size * Number of 

devices accessing the link at the moment / Link bandwidth.  

Network path delay is the sum of congestion delays at each network component along 

with path and the static link latencies i.e. propagation delay assigned to each of the component 

links. 



253 
 

9.7.14. MobileDevice 

The MobileDevice module represents device/user and includes functionality to submit 

tasks to the system. Devices can be configured individually as stationary or mobile. In current 

implementation, there is no separation between devices (data producers) and users (data 

consumers). Each mobile device is assigned a unique id and location. The devices connect to the 

fog environment over wireless link and is associated with the physically nearest Wi-Fi Access 

Point.  

9.7.15. Mobility 

The Mobility module includes functionality to support continuous independent mobility 

of devices, users, and fog nodes in the system. Entities move in a specific direction at a specific 

speed defined randomly at the start of the simulation. If they touch the borders of given area, 

then they turn around and take up a random direction and continue moving. So, there is no start 

and end position defined, but a continuous / continual movement observed at the granularity of 1 

second simulation time. 

The MobilityModel is an abstract class which is used for calculating the location of each 

mobile devices with respect to the time.  

The mobility feature can be enabled collectively or individually on any of the entities of 

the system i.e. devices and fog nodes. During system setup, each device is co-located with any 

one of the fog nodes. During initialization, a randomly defined mobility vector is assigned 

individually for each entity which defines the direction of movement and the pace at which the 

entity moves in the system. At the borders of the given area, the direction is reassigned in a 

random manner and the movement continues at the predefined pace. The position of each entity 

is observed at the granularity of 1 second of simulation time.  
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XYVectorMobility class is used to represent the relative location of entities in the 

Cartesian coordinate system. Distance between two such locations is calculated using root-sum-

squared formula. GPSVectorMobility class is used to represent the global location of entities in 

the GPS coordinate system. Distance between two GPS locations is calculated as great circle 

distance using Haversine formula.  

9.7.16. Orchestrators 

During the system initialization phase, each mobile device is assigned a fog node which 

hosts the corresponding application service instance and assumes responsibility to execute all 

tasks submitted by the device. Selection of a fog node for assignment to each device depends on 

the orchestration approach, and is performed by orchestrator.  

EdgeOrchestrator is the abstract class which provides generic functionality for all custom 

orchestrators extended from it. The DistRadix class implements Radix sort for finding the nearest 

location from a given point among a set of locations. DistRadix is used by some of the 

implemented custom orchestrators. 

PFogSim provides several custom orchestrators as listed below and has a modular 

structure to facilitate inclusion of new orchestrators with minor effort.  

 Edge orchestrator 

 Local orchestrator 

 City center orchestrator 

 Cloud orchestrator 

 Centralized orchestrator 

 Selected nodes orchestrator 

 Selected levels orchestrator 
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The implementation details of orchestrators listed above are provided in section 7.11.10.  

9.7.17. Service Placement 

Service placement module assigns a fog node to each device such that all tasks generated 

by the device are submitted to the specific fog node. Assignment of fog node to any device is 

done according to the rules defined in custom orchestrator. This procedure also involves the 

reservation of compute resources in assigned fog node for the workload expected to be submitted 

by device as well as the reservation of network resources on fog node and at each of the network 

nodes en route from device to executing fog node. Resource reservation procedure is successful 

only if the fog node has sufficient free resources to support the device workload specifications 

including its QoS characteristics such as response time. Additionally, checks are performed to 

identify availability of free bandwidth resources on all network nodes in path from device to fog 

nodes. This ensures successful transfer of input and output data between device and executing 

fog node.  

9.7.18. Applications 

Application resource requirements can be specified in XML format. Multiple application 

profiles can be included in XML document with properties defining various factors such as task 

generation rate, task resource requirements for execution, acceptable response time, etc.  

9.7.19. Task generation 

Tasks are generated during system initialization phase as per the specifications provided 

in applications XML document. All the tasks created can be of same application type or they can 

be a mix of application types with proportion as specified in applications XML document. Tasks 

are submitted by each device at the time of execution to the executing fog node as assigned by 

the orchestrator. LoadGeneratorModel is the abstract class which provides the generic 

functionality towards task generation by various devices. IdleActiveLoadGenerator class is the 
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corresponding implementation included in PFogSim. This class generates tasks for each device 

according to the Poisson arrival rate defined in applications XML file. All the generated tasks are 

scheduled for submission to system at predefined simulation times for processing by fog nodes.  

9.7.20. MobileDeviceManager 

This module submits the tasks to executing fog node as assigned by orchestrator. The 

submitted tasks are scheduled for execution by CloudSim at specified instant, which upon 

completion returns the status to MobileDeviceManager module. It tracks the progress of task 

execution in the system, updates the task state upon its successful completion or failure due to 

various reasons. It also captures individual task performance metrics and logs them. 

9.7.21. CloudSim 

Minor updates were made to CloudSim such as changing variable types for Ram and Pes 

from integer to double to allow testing of system configurations with nodes having large 

resources. The corresponding updates files are included in PFogSim package. 

9.7.22. SimLogger 

The SimLogger module is responsible for maintaining execution status and other state 

information for each task submitted into the system. At the end of simulation, SimLogger 

consolidates the metrics captured for all tasks and summarizes the results, which are stored in 

various log files in a predefined format.   

9.7.23. Metrics 

Several metrics are implemented as discussed in 7.11.9 to facilitate comparison of 

various environment configurations and test scenarios. Metrics are recorded in separate log files 

for each application profile and in a consolidated manner. 
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9.7.24. Scripted execution 

Bash script is provided for automated execution of multiple scenarios varying the number 

and mobility nature of devices for different orchestrator approaches towards application service 

management. Observations from multiple test runs are recorded in a predefined format in log 

files to facilitate automated log analysis.  

9.7.25. Results analysis 

MatLab scripts are provided to analyze the log files generated from simulation test runs 

and generate graphs in an automated manner for various metrics as listed earlier comparing the 

system performance for various test configurations and orchestrators.  

9.8. General system workflow 
This section discusses how to use the PFogSim simulator. The sequence of steps in using 

the simulator are as follows: 

9.8.1. Pre-simulation 

1. Import test configuration: 

a. DataInterpreter module reads Chicago city information [110] and generates 

two XML files with edge/fog/cloud nodes and network links configuration 

respectively. The Chicago city data set has been discussed in Quantitative 

evaluation section.  

b. SimSettings module imports simulator settings from several configuration 

files. 

2. Create a Virtual Network System: 

a. SimManager is initialized. 

b. LoadGeneratorModel module creates tasks. 

c. EdgeServerManager module initializes datacenters, hosts, and VMs. 
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d. EdgeServerManager module configures Network Topology of fog 

environment. 

e. Orchestrator is initialized. 

f. MobilityModel module is started. 

g. MobileDeviceManager module instantiates devices and sets their initial 

locations. 

h. Orchestrator assigns a host to each mobile device. 

3. SimManager instance starts the simulation. 

9.8.2. On-simulation 

1. MobileDeviceManager schedules tasks generated by devices for processing. 

2. Upload task to host: 

a. MobileDeviceManager calculates upload time. If the time is smaller than the 

requirement, MobileDeviceManager will upload the task to the host. 

Otherwise, the task will be rejected. 

b. SimLogger records task status. 

3. CloudSim processes the tasks on hosts and returns results. 

4. Download task to the device: 

a. The MobileDeviceManager calculates download delay. If the delay is smaller 

than the requirement, it will download the task to the mobile device. 

Otherwise, the task will be abandoned. 

b. SimLogger records task status. 

5. MobileDeviceManager captures metrics per task. 

9.8.3. Post-simulation 

1. SimLogger consolidates metrics by averaging over all successful tasks. 
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2. SimLogger posts the captured metrics to files and console. 

3. SimManager instance stops the simulation. 

9.9. Sample test run 
Listed below are some of the steps to be performed towards executing a simulation test 

run with PFogSim: 

1. Specify the following in DataInterpreter.java 

a. Number of fog layers.  

b. Names of separate csv files, one for each fog layer, with GPS locations for 

nodes belonging to the layer.  

c. Node resource configurations, Network link configurations, costs, mobility 

characteristics of fog nodes, etc. in initialize method. 

2. Set the following test run parameters in Default_Config.properties file 

a. Simulation time (minutes). 

b. Minimum, maximum, and increment device counts. For example, setting these 

parameters to 500, 1000, 100 will result in repeating the test for same 

orchestrator and system configuration with 500, 600, 700, 800, 900, and 1000 

devices, i.e. six test runs are performed. 

c. Simulation scenarios. 

3. Select the orchestrator in MainApp::main() method by setting the variable 

‘iterationNumber’ to the corresponding orchestrator’s index value from list of 

simulation scenarios, specified in properties file.  

4. Select one or more application profiles to test by setting their corresponding 

‘usage_percentage’ parameter in applications.xml to a number in the range 0-100%. 
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If a single application profile is selected, set the parameter to 100%. If an application 

mix is selected, ensure that the corresponding settings for all applications sum to 

100%. 

5. Create the folder to store test results in PFogSim\sim_results\ folder with name ite{ 

$iterationNumber}. 

6. Run the MainApp class. 

7. After successful test run, test logs will be available in corresponding iteration folder 

in sim_results folder. These log files can be used to generate graphs for various 

metrics using MatLab scripts provided with the simulator package.  

9.10. State of the art 
Several simulators are developed and used by researchers to validate Internet of Things, 

Cloud Computing, Edge Computing, Mobile Cloud Computing, and/or Fog Computing 

environments. In this section, we provide a brief description of some of them, along with a 

comparison of the salient features offered by the simulator and how do they compare with the 

corresponding functionality provided by PFogSim simulator as well as their applicability to fog 

computing environments.  

CloudSim [118] [117] was developed to simulate cloud computing environments hosted 

on servers located in data centers. It facilitated validation of various service management and 

scheduling approaches, energy management methods, pricing models, and many more. However, 

CloudSim support for fog computing environments was limited as it does not allow simulation of 

device mobility and geographic distribution of various entities.  

EdgeCloudSim [109] was extended from CloudSim to simulate mobile cloud computing 

environments. It simulates task execution system model in which the orchestrator makes a 
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decision to submit the task to an edge device or to cloud for execution. All nodes are configured 

with all application VMs statically as defined in input XML file. As the orchestrator makes 

decision for every task submitted to system, this model is not applicable for simulation of 

IoT/Cloud environments which follow service oriented application architecture. PFogSim allows 

validation of dynamic service placement and migration approaches. In PFogSim, all fog nodes 

may not have all applications running, as opposed to EdgeCloudSim where all edge servers have 

the same set of four VMs running. Instead, using service deployment approach, it identifies a 

good fog node to deploy the application and using service selection approach, pick one fog node 

from such set of fog nodes having same application sunning, to serve the user request. 

Additionally, EdgeCloudSim assumes wireless network only and that all edge nodes are 

accessible at a single hop in wireless environment. However, this model is not applicable for 

large scale, geographically distributed fog computing environments with fog nodes 

interconnected and accessible over a variety of networks. EdgeCloudSim supports nomadic 

mobility model, i.e. a device can connect to any of the WAP points randomly at a given instant. 

This approach is acceptable for a campus scenario which has campus-wide wireless network. 

However it is not applicable for large scale IoT environments with devices such as autonomous 

vehicles moving at a higher pace and over larger areas. PFogSim supports continuous mobility of 

devices, users, and/or fog nodes at a individual predefined pace and in a given direction. 

Compared to the single log output of CloudSim, EdgeCloudSim supports the graphical 

representation of results.  

IFogSim is also extended from CloudSim. It allows simulation of IoT devices and fog 

nodes with predefined resource characteristics, and multi-layered architecture. It facilitates 

simulation of application deployment on a set of fog nodes and measures network delay, 
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throughput, and total cost. It allows simulation of applications with multiple service components 

deployed on different fog nodes. However, iFogSim does not support features such as mobility 

of devices and/or fog nodes as well as complex network topologies.  

PFogSim is extended from EdgeCloudSim to support additional functionality which is 

unique for fog computing environments as defined by [16]. PFogSim, being modular in nature, 

can be leveraged to simulate various network topologies and architectures which represent the 

complex and realistic computing and network deployments. Custom orchestrators can be 

developed in PFogSim to simulate Cloud computing, Mobile Cloud computing, and Edge 

computing environments. The simulation test results can be graphically represented using 

MatLab scripts provided as part of simulator.  

9.10.1. Gaps with other fog simulators 

Table 13: Simulators for Fog environments – A comparison. 

Feature PFogSim EdgeCloudSim CloudSim iFogSim 

Simulator Yes. Yes. Yes. Yes. 

Designed for 

Fog 

Environments 

Yes. 

No. Edge 

Computing 

Environments. 

No. Cloud 

Computing 

Environments. 

Yes. 

Support for 

large 

deployments 

Yes. 

Limited to small 

campus 

deployments. 

Yes. 

No. Manual 

assignment of 

application 

modules to 
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Feature PFogSim EdgeCloudSim CloudSim iFogSim 

nodes limits 

scalability. 

N-Layered 

architecture 

support 

Yes. No. No. Yes. 

Location 

specification 

Yes. Yes. No. No. 

Mobility 

support of end 

devices and 

users 

Yes. Location 

updated 

continually at 

granularity of 1 

second. 

Limited. 

Nomadic 

mobility only. 

No. No. 

Mobility of fog 

nodes 

Yes. No. No. No. 

Dynamic 

networking 

support 

Yes. No. No. 

No. Pre-

specified path 

only. 

Separation of 

send/receive 

path 

Yes. No. No. No. 

Modular Yes. Yes. Yes. Yes. 
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Feature PFogSim EdgeCloudSim CloudSim iFogSim 

Metrics per fog 

layer 

Yes. No. No. No. 

Graphical 

representation 

of results 

Yes. Yes. No. No. 

 

9.11. Bugs / known issues 
Here are some of the known bugs with simulator, as well as open issues to be resolved. 

 No two fog nodes in the system can have the same position coordinates 

(XY/GPS). This needs to be ensured in input data set. Failure of which will lead 

to inconsistencies in test results. There is a troubleshooting module provided as 

part of code to deal with this issue, but it needs to be manually enabled when a 

problem is encountered. Refer to the class ‘BlackHoleException’ for further 

details.  

 GPS distance between entities with latitude/longitude values of 180/0 may result 

in incorrect values. 

 Location class cannot be used in a HashSet or a HashMap, as the ‘Contains’ 

method does not work. Instead, use TreeMap or a TreeSet. 

9.12. Future work 
Current implementation of PFogSim has several limitations. We are working on 

extending the simulator functionality to support additional features, some of which are listed 

below. 
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 Mobility of fog nodes 

 Separation of device i.e. data producer and user i.e. data consumer 

 Deployment of composite application services 

 Support for three-dimensional position coordinates to support fog deployments in 

3D structures such as multi-storied buildings, etc.  

 Average energy consumption per task execution and for transfer of data.  

9.13. Limitations 
Following are some of the limitations of current implementation of PFogSim simulator. 

Further development effort is required to incorporate the corresponding functionality.  

 In current implementation, we assume a single VM is configured per host fog 

node using all of its entire resources. The single VM can support multiple 

application service instances with different application types. 

 The current implementation of the simulator limits fog nodes and network nodes 

to being physically immobile i.e. stationary.  

 The simulator supports independent services. Composite services with individual 

component services having interdependencies are not implemented.  

 Each data center has only one host and each host has only one VM defined. The 

reason for this decision is that fog nodes are geographically distributed and are 

identified by their location. However, in CloudSim, only the Datacenter object has 

a Location attribute, not the Host. Thus, to comply with CloudSim 

implementation, fog nodes are simulated using Datacenter class, instead of Host 

class. 

 Each fog node has only one VM. All application services are deployed on it. 
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 Geographic locations of all fog nodes (and/or devices) must be unique. Duplicates 

may result in inconsistencies with results. 

 Mobile fog nodes are associated only with Fog layer-0.  

 The simulation test run time is proportional to the number of tasks successfully 

executed. This dependency limits the maximum number of device configuration 

that can be tested during a simulation run. Hence, PFogSim simulator software 

architecture needs to be reviewed and reworked to improve the test run 

performance as well as utilization of CPU and memory resources.  

9.14. Conclusion 
In this chapter, we have proposed and implemented PFogSim, a Java-based event-driven 

simulator, uniquely tailored for large scale layered hierarchical fog environments. It supports 

continuous mobility of devices, users, and fog nodes. We have provided the simulator workflow, 

a detailed description of the unique features of PFogSim, and their applicability in the evaluation 

of multi-layered fog environments. By restricting the number of fog layers and resource 

configurations of node types, PFogSim can be used as-is with no additional programming effort 

to also evaluate the performance of cloud computing, edge computing, and mobile computing 

deployments. 
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10. Conclusions 

This research provided a brief overview of the concept of Fog Infrastructure as a Service 

and its components. It proposed a fog architecture, HAFA, with connected multi-layered logical 

hierarchy for large scale, heterogeneous, and widely distributed fog environments based on 

Puddles, which are groups of fog nodes in close vicinity, connected over homogeneous network 

connections. HAFA groups fog nodes in vicinity towards resource pooling and local control, and 

logically links groups of fog nodes from different layers to facilitate disaster readiness, ad hoc 

deployment, and distributed control over extended area. It also helps reducing effort in finding an 

efficient node with required resource characteristics for deployment of a service. 

This research assumed that fog nodes comprising a FIaaS deployment can be categorized 

into a small number of node types based on their resource characteristics. Further research needs 

to be done regarding identification of an optimal number of node types into which the available 

fog nodes can be categorized such that the differences between nodes of various types are more 

evident as compared to those belonging to same type, and are significant enough to differentiate 

various service requests to be assigned and served by nodes from different layers.  
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This research proposed network-aware service pricing approach for large fog 

environments.  

Leveraging HAFA and pricing approach, this research proposed cost-efficient approach 

towards placement of application services in heterogeneous fog environments.  

It has been evaluated using PFogSim, a simulator we have developed to represent large 

scale and multi-layered fog environments. Performance of proposed approach is observed for 

various application profiles with different resource characteristics and service requirements.  

Here are the highlights of HAFA placement approach: 

 Distributed approach. 

 Leverages local state knowledge only. 

 Expands search space only as far needed, until request is successful, or search 

space is exhausted. 

 Maintains locality. 

 Better network utilization. 

 Cost-efficient, considering both computation and communication costs. 

Limitations of HAFA approach are as follows: 

 Based on the premise that the set of fog nodes can be categorized into a small 

number of fog node types. 

 Fog nodes of each category, referred as layer, are uniformly dispersed in the fog 

environment. 

 Fog nodes belonging to each layer have same execution cost. 
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 Fog nodes are physically stationary. 

 Fairness and balancing of workload on fog nodes is not considered. 

In addition to the research problems solved during this research, this research has 

identified and discussed in brief a set of research problems to be solved towards management of 

infrastructure resources and applications in FIaaS environments. These are provided in 

Appendix-A and Appendix-B.  
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Appendix A – Research Problems with Infrastructure Resource 

Management for Fog Infrastructure as a Service 

1.1. Introduction 
In this chapter, we provide a brief description of various open research problems [107] 

related to infrastructure sizing and management of resources in fog environments. We have 

discussed the problems, and possible approaches towards solving them using our proposed fog 

architecture as reference. 

1.2. Deployment of fog infrastructure 
Prior to deployment, fog infrastructure needs to be sized  to support a given application 

environment, i.e. number of fog nodes, and their infrastructure resource configurations such as 

compute, memory, storage, and network capacities need to be identified. Fog computing 

paradigm recommends the placement of fog nodes close to data sources and users to facilitate the 

deployment of latency-critical applications while reducing network traffic. Thus, deployment of 

fog infrastructure needs to identify placement location of fog nodes along with their resource 

configurations to support the applications. Note that the fog nodes will be of different resource 

configurations i.e. heterogeneous depending on QoS needs of applications as well as location of 

data sources and users. Towards the deployment of fog, three scenarios need to be considered as 

discussed below. 
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1.2.1. Greenfield Deployment 

This problem considers the scenario where fog service provider is deploying new 

infrastructure, i.e. fog, and cloud nodes. The fog infrastructure is designed to be cost-optimal to 

host the given set of applications, arising from the freedom to choose from unlimited 

possibilities.  

1.2.2. Brownfield Deployment 

This problem considers the scenario where fog service provider has prior infrastructure, 

i.e. cloud nodes and other devices, which are being repurposed as fog nodes. This problem 

differs from Greenfield Deployment, in that the resulting fog environment will be a best effort 

configuration leveraging the available nodes. 

1.2.3. Incremental Deployment 

This problem considers the scenario where a given fog environment needs to be scaled to 

support additional tenants, applications, and/or users. As there are active tenants and users 

accessing the current fog infrastructure, addition of new nodes to the system should be least 

disruptive to current users. 

Towards deployment of fog environment, a cost-optimal subset of available nodes, and 

additional nodes, if any, need to be identified along with their resource configuration, placement 

location and network connectivity. These fog nodes are then logically organized by associating 

them with a fixed set of predefined fog layers and Puddles, and identifying their parent/child as 

well as neighbor relationships. As the new fog nodes are not yet operational and there are no 

active users associated with them, this problem can be solved efficiently using large-scale cloud 

resources in an offline manner. 
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1.3. Tenant Mapping 
From the set of heterogeneous fog nodes dispersed over vast geographical area managed 

by one (or more) service provider(s) in a federated fog environment, a tenant needs to be 

assigned infrastructure resources on a subset of nodes to deploy applications based on specific 

resource requirements and expected workload. Instead of an optimal mapping of resource 

requirements, finding a set of mapped nodes will be a best effort search from the set of available 

fog nodes limited by the cost constraints specified by tenant.  

To solve this problem, we need to select an optimal substructure of available fog 

hierarchy to satisfy the resource requirements of tenant’s applications. The selected substructure 

represents the set of fog nodes, the resources on which can be leased by the tenant to deploy and 

execute own services i.e. use the resources in a Fog Infrastructure as a Service manner. Owing to 

multi-tenancy feature of fog, tenants will not have knowledge of other tenants and their 

respective services and execution environments which may be sharing the same physical fog 

infrastructure. As the tenant’s applications are not yet deployed and there are no active users 

associated with them, this problem can be solved efficiently in an offline manner by fog service 

provider. 

1.4. Local Restructuring 
Fog environments are dynamic, allowing fog nodes to join or leave at will, as well as 

move to a different physical location. This requires local restructuring of fog hierarchy to 

facilitate optimal reallocation of available resources to tenants, improve performance of 

application services by migrating them to more appropriate nodes, and to maintain the system in 

an efficient manner. Local restructuring updates logical fog hierarchy by (re)placing the fog node 

in question at an appropriate position in the neighborhood hierarchy i.e. association with fog 
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layer, Puddle, parent and children and neighbors. Three scenarios need to be considered towards 

this problem as follows: 

1.4.1. Node join 

New fog nodes may join the system during times of high workload or while scaling up 

the environment. It may also happen when a fog node is up after regaining energy, or when it is 

accessible over the network again. When a new node joins the system, it needs to be made 

available to current and prospective tenants which can leverage the node’s resources to execute 

services. As a new fog node is not associated with the system yet, this problem can be solved 

efficiently in an offline manner by fog service provider. 

1.4.2. Node loss 

Fog nodes may leave the system arbitrarily due to loss of energy or network connectivity, 

which may result in a suboptimal fog hierarchy. As the lost fog node was already associated with 

the system and probably had active application services and connected users, this problem needs 

to be solved quickly to reduce the impact of disruption from node loss on availability of services. 

1.4.3. Node move 

 Fog computing paradigm supports mobility of fog nodes with active tenants and 

services. When such a node physically moves out of scope of its current Puddle, its new position 

may result in suboptimal performance for application services running. An out-of-range move of 

a fog node can be usually predicted from its pace and direction of mobility. Hence, the procedure 

to identify destination Puddle and update fog hierarchical relationships can be performed 

efficiently offline by fog service provider. 

1.5. System-wide Restructuring 
Owing to dynamicity of fog environment i.e. multiple instances of fog node join, loss, 

and move, logical management structure of fog environment may result in a state very different 
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from the one it started with, over the course of time. The resulting system state may not be 

optimal to execute the current set of services and workload due to local restructuring instead of 

restructuring the entire system. Hence, the logical fog node hierarchy need to be reorganized at 

regular intervals to facilitate efficient management and optimal utilization of system resources. 

This procedure may result in release of fog nodes which are not currently being utilized in the 

system resulting reduced overall maintenance costs. Note that it is a background task; tenants 

and users of system need not be aware of this operation and hence should not be affected. 

This operation is performed infrequently and at times when the system can be disrupted 

to re-optimize the fog environment. Hence, it can be performed efficiently by fog service 

provider considering the knowledge of complete historical and current system state. Periodicity 

of this operation depends on the dynamicity of fog environment as well as the tolerance of 

resulting impact on system performance by tenants and users. 
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Appendix B – Research Problems with Application Service 

Management for Fog Infrastructure as a Service 

2.1. Introduction 
In this chapter, we provide a brief description of various open research problems [107] 

related to management of application services in fog environments. We have discussed the 

problems, and possible approaches towards solving them using our proposed fog architecture as 

reference. 

2.2. Service Replication/Consolidation (Elasticity) 
Multiple instances of latency-critical services are distributed over large geographical 

areas to support requests from users in the vicinity. These individual instances are identified by 

the physical location of fog node hosting the service instance. In cloud environment, 

individuality of multiple co-located instances of a given service is insignificant and a given user 

request is redirected by load balancer to any of the instances optimizing the response time. 
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In a dynamic fog environment supporting mobility, users, IoT devices, and/or fog nodes 

could be mobile and change their geolocations over time. Thus, IoT devices and users 

intermittently move in or out of the realm of a given fog node, changing the workload and 

services executed on the fog node. The fog environment should be elastic and scale the system 

up or down depending on the changes in workload. As workload increases for a service on a 

given fog node and node’s resources are insufficient to support it, then an additional instance of 

the service can be started on a different fog node and users need to be redirected to new instance. 

On the other hand, if users or IoT devices are no longer accessing a service instance, then it can 

be terminated. If the workload for multiple service instances is lower than a given minimum, 

then users and IoT devices accessing the services can be migrated to a smaller number of 

instances and the instances with no active workload can be terminated. As the users are actively 

accessing the services, any changes to the service instances should be oblivious to users in terms 

of their availability and performance. 

2.3. Service Selection 
For performance and availability purposes, multiple instances of a service may be active 

on a set of fog nodes. Upon user request for a service, there is a need to find a cost-optimal node 

from the set of nodes to serve the user’s request such that the service QoS requirements are 

satisfied maximizing the number of fog nodes remaining active by optimizing remaining energy 

on data sources and fog nodes. Several factors need to be considered towards solving this 

problem such as relative location of fog node w.r.t. users and data sources, current utilization and 

availability of free resources on fog nodes, remaining energy on fog nodes, resource, energy, and 

QoS requirements of services, cost of service execution, nature of service e.g. computation-

intensive or data-intensive, etc. 
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2.4. Periodic Re-optimization of services 
In a dynamic fog environment, fog nodes join or leave the system as well as change their 

geolocation. To ensure that the service deployment and execution is cost-optimal to tenants and 

users, logical fog hierarchy is adapted continually according to changes in physical fog 

environment by local and system-wide restructuring as discussed in earlier section. Further to 

these actions, the services deployed in the system may need to be reshuffled to ensure cost-

optimality of their execution. This operation is performed infrequently when the system can be 

disrupted to re-optimize the fog environment. Care should be taken to minimize the disruption of 

services. 


