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Abstract

Cloud computing stops short in its offerings towards deployment of latency-critical and
bandwidth-intensive applications. Fog computing is emerging as complementary to cloud
computing in realizing the deployment of large-scale Internet of Things (IoT) environments for
such applications. It supports geographically dispersed IoT devices and users leveraging compute
nodes of varied resource capacities in vicinity of the devices/users. Researchers have
demonstrated the necessity of fog computing towards deployment of latency-critical and
bandwidth-intensive applications. Fog computing infrastructure is recommended for hosting the
new generation application environments such as autonomous vehicles, emergency services and
personalized healthcare. The Fog Infrastructure as a Service (FlaaS) model facilitates leasing of
shared infrastructure resources such as compute, network, and storage on fog nodes which are

deployed by Fog Service Providers.

Several research problems must to be solved prior to the real-world deployment of large-
scale fog computing environments. This research identified and attempted to solve some of them
in the FlaaS model. It has developed an event-driven simulator, PFogSim, to facilitate the
simulation of large-scale, dynamic, and mobile fog computing environments comprising
thousands of devices with defined multi-layered hierarchical structure representing smart city
deployments using IoTs. Towards efficient management of fog, this research proposes a
Hierarchical and Autonomous Fog Architecture (HAFA) to organize heterogeneous fog nodes

into multi-layered connected hierarchy based on several parameters such as location, distance



from IoT devices and/or users, resource configuration, privacy and security. It groups fog nodes
to facilitate resource pooling and local control, and logically links such groups to facilitate
disaster readiness and autonomy. Leveraging HAFA, this research proposes and tests a
distributed approach to select a cost-efficient fog node to host any given application service
among prospective fog nodes with available infrastructure resources considering both
computation and communication costs. To cater to the unique needs of the fog environment, it
also develops a novel location and network-aware approach for service pricing in FlaaS

environments.
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Table 2: Terminology

Term

Application

Fog Broker

Host

Orchestrator

Resource

Service

Terminology

Explanation

A collection of interdependent application services which
collectively perform a complex task.

The entity which executes the functionality as defined by
orchestrator policy to identify the fog node.

A physical or virtual machine with sufficient compute,
memory, disk, and network resources to store a copy of
application service locally or has access to it over a local
network and execute the application service instance for
provided input.

Orchestrator defines the policy to select a specific node from
the set of fog nodes with available resources.

Infrastructure resource(s) refer to compute, memory,
storage, and/or network resources.

An autonomous application component which can perform
specific operation on given input and generate required
output.
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1. Introduction

Internet of Things (IoT), a term coined by Kevin Ashton in 1999, refers to
interconnection of physical objects such as vehicles, household devices, buildings, machinery,
etc. which are embedded with sensors, software and have the capability to connect to other such
objects or standard computing / networking elements. IoT paradigm allows communication with
physical objects and among the objects themselves and facilitates the development of innovative

applications to help improve the quality of our lives.

By 2020, the number of connected IoT devices worldwide is expected to be more than 50
billion. These IoT devices continually sense their surroundings and generate data either at regular
intervals or upon occurrence of an event of interest to the subscriber. These data items need to be
processed to extract information and thereby knowledge, prior to making it available to the

application users.



1.1. New generation applications
In this section, we introduce some of the emerging new generation applications, along

with their data characteristics and resource requirements.

1.1.1. Connected home
Lately, several devices at home are beginning to be connected to internet e.g. phone,

kids’ watches, multiple video cameras monitoring all rooms in house, connected appliances such
as washing machines, light switches, kitchen appliances, A/C thermostat, television for Netflix
pre-downloads, baby/pet care and monitoring devices, robotic vacuum cleaners, automatic chef

cooking devices, and many more.

Varied nature of devices generate different types of data and their corresponding
applications have different resource requirements. Continuous monitoring results in lot of raw
data generated at high velocity. The data generated by these devices is usually of personal
interest and need to be processed and managed in an efficient manner as the number of devices

will only grow in future.

To ensure safety, and security, timely processing of sensed data and generated events as
well as quick response is critical. The devices are usually connected over home Wi-Fi network,
thus relieving bandwidth constraints in system, provided the application services are hosted by
devices within the same network. Appropriate supporting infrastructure to host IoT applications

and data can be made available in the form of IoT gateways, Wi-Fi routers, home storage, etc.

Integration with other smart systems is required e.g. voice recognition systems, face
recognition systems, surveillance system, smart cities, etc. Cloud integration is recommended for

disaster scenarios, backup etc.



Connected home environments are individual, less dynamic, and comparatively small
scale deployments. Additionally, lack of relevant technical expertise at home makes it more cost-
efficient to leverage third party services towards their maintenance, as well as SaaS based

application services to manage and access the application data.

1.1.2. Smart city
These are large scale city wide IoT environments supporting various application domains

for large number of users as well as massive number of IoT devices. Applications supported
include local traffic monitoring, local weather monitoring, timely updates on disaster events such
as tornadoes, etc., accident or rerouting traffic events, vehicle tracking, culprit tracking, city wide
surveillance, roadside assistance, lane change assistance, energy management, traffic control at
signals, etc. Infrastructure needs to be provided to offer application services with required QoS

characteristics.

The system is highly dynamic as the users and devices may be mobile, and may
join/leave the system at will, especially during events such as game days, concerts, disaster
scenarios, etc. Cloud integration is required to support overload scenarios as well as long term

archival services.

Owing to the scale of infrastructure required to support the large system, smart city

deployments can have exclusive technical personnel to maintain the local system components.

1.1.3. Smart healthcare
Smart healthcare environments include Body Area Networks (BAN), Internet of Nano

Things (IoNT), assisted living, on-body devices such as pacemakers, insulin injectors, etc. These
devices generate huge amount of data due to continuous polling of a lot of environmental and

patient parameters from several devices.



The corresponding applications usually have strict latency requirements and any non-
compliance may result in loss of life at times. Thus timely processing of raw data and application
response are critical for smart healthcare applications, which should be ensured by infrastructure

hosting the applications and data.

As the sensing devices move with the person being monitored, mobility support is
required for applications and corresponding data is expected to be available for applications to

make knowledgeable decisions.

For advanced monitoring, intelligent decision making and appropriate timely action,
integration with other smart environments is usually required. Integration with cloud is

mandatory for data / applications to be accessed from different geographically distant locations.

Smart healthcare applications are usually accessed by/for individuals and their associated
institutions and care takers, who are likely not tech-savvy. Additionally, as applications are
usually standard ones, they can be accessed in the form of SaaS based services, which avoids the

need for deployment and management of any personal hardware and applications.

Scale of the deployment depends on demand for a given application, which is variable at
a given location due to mobility of users. Several other factors such as access control and

security are also critical due to HIPAA etc. regulations.

1.2. New generation applications characteristics
Based on the type of application, data generated by IoT environments has specific

characteristics such as:



Volume: Large volume of data, from large number of sensors. Cloud storage
systems may not be able to process the large volume of small data write
operations in an efficient manner.

Small data: Large numbers of small sized data, e.g. environmental sensor data.
Very small data, as generated by small size, low power sensors. From the
perspective of network, it is inefficient to transfer small data generated by
individual sensors to be transferred directly to the cloud.

Variety: Multiple data types due to various types of sensors.

Data sources: Massive number of data sources.

Velocity: Data generated at high velocity.

Structure: Mostly unstructured data such as pictures, videos. etc.

Variability: Continual data generation at ad hoc or regular intervals.

Value: Transient data, or of long term value.

QoS needs: Real time processing requirements. For late