On Accelerating Deep Neural Network Mutation Analysis

by

Lauren Lyons

A thesis submitted to the Graduate Faculty of
Auburn University
in partial fulfillment of the
requirements for the Degree of
Master of Science

Auburn, Alabama
May 10, 2025

Keywords: Deep Neural Network, Neuron, Mutation Analysis, Mutant, Clustering, Test Data
Selection

Copyright 2025 by Lauren Lyons

Approved by

Ali Ghanbari, Chair, Assistant Professor of Computer Science and Software Engineering
Akond Rahman, Member, Assistant Professor of Computer Science and Software Engineering
Sanchuan Chen, Member, Assistant Professor of Computer Science and Software Engineering



Abstract

The usage of Deep Neural Networks (DNNs) is increasing rapidly across various domains,
necessitating rigorous testing to ensure validity, usability, and effectiveness. Mutation analy-
sis of DNNS, a technique that applies mutations to models, creating mutants used to evaluate
effectiveness, has emerged as a powerful approach for assessing model robustness. However,
existing mutation analysis techniques for DNNs face prohibitive computational costs, espe-
cially for large real-world models. This creates a critical need to accelerate the analysis of
DNN mutations while maintaining the effectiveness of the testing.

The primary contribution of this thesis is DEEPM A ACC, a novel tool that was designed to
mitigate these computational expenses. DEEPMAACC implements two distinct acceleration
methods: neuron clustering and mutant clustering. Both methods utilize hierarchical agglom-
erative clustering to group neurons or mutants with similar weights, with the aim of improving
efficiency while maintaining the accuracy of the mutation score. To evaluate DEEPMAACC,
this research conducts an empirical study using eight DNN models on four popular classifica-
tion datasets and two DNN architectures.

The secondary contribution of this thesis is two more approaches that are used to accelerate
the mutation analysis of DNNs. The approaches are Random Mutant Selection and Boundary
Sample Size Selection. Random Mutant Selection is inspired by Ghanbari et al. [1] and acts as
a baseline to show that randomly choosing a certain percentage of mutants will not result in the
same outcomes as DEEPMAACC. Boundary Sample Size Selection is a unique approach in-

spired by Shen et al. [2] which only tests on certain sensitivities of decision boundary samples.
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Chapter 1

Introduction

Deep learning [3] that is based on deep neural networks (DNNs), has found applications in
numerous fields. These include computer vision [4], speech recognition [5], natural language
processing [6], software analysis [7], malware detection [8], and more. These applications have
deep neural networks as important components, meaning the behavior of these models must be
robust and efficient. To ensure that these deep network systems work as intended, we can
treat them similarly to traditional software systems. Among the various methods for ensuring
the quality of DNNs [9, 10], testing is a commonly used approach [11]. However, we must
approach the testing of Traditional Software and Deep Neural Networks separately, as their
testing behaves differently. The different programming paradigms and behavior expectations
results in it being difficult to directly apply traditional software testing practices to these Deep
Neural Networks.

Mutation analysis [12, 13], as a promising method for assessing test data quality, has re-
cently been introduced in the context of DNNs [14, 15, 16, 17]. DNN mutation analysis can
either be applied to the source code constructing and training the model, aka source-level muta-
tion analysis, or directly to the trained model itself, aka graph-/model-level mutation analysis.
Since their introduction, both source-level and model-level mutation analyses, have had plenty
of applications [18, 19, 20, 21, 22, 23, 24, 25, 1, 26, 27, 28, 29, 30, 31]. Despite these opportu-
nities, both forms of DNN mutation analysis involve generating and testing a large number of
mutants, making them extremely costly processes. For traditional programs, i.e., programs that
are not exclusively based on data-driven pipelines, there is a large body of work concerning the

topic of mutation analysis acceleration and their performance in various applications [32, 33].
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There are a few methods that have been applied in the literature for accelerating DNN mutation
analysis [34, 35, 1, 31, 36, 2]. However, to the best of our knowledge, we still do not have any
insights on the performance of techniques based on clustering in terms of mutation testing cost
reduction and their cost on the mutation score.

DEEPMAACC has shown the ability to reduce the overall mutation analysis time by sev-
eral minutes. An exhaustive, vanilla approach of creating and testing all mutants for the allotted
60 runs can take around 250 minutes for FCNN models while LeNet-5 models take around 384
minutes. All acceleration approaches are run 6 different times across 10 different parame-
ters, resulting in 60 different runs. The Neuron Clustering Approach can reduce FCNN model
runtime to 75 minutes and LeNet-5 model runtime to 116 minutes. The Mutant Clustering
Approach can reduce FCNN model runtime to 154 minutes and LeNet-5 model runtime to 255
minutes. The Random Mutant Selection Approach can reduce FCNN model runtime to 115
minutes and LeNet-5 model runtime to 175 minutes. The Boundary Sample Size Selection
Approach can reduce FCNN model runtime to 25 minutes and LeNet-5 model runtime to 32

minutes.

1.1 DEEPMAACC Outline

To address the computational challenge of mutation analysis of DNNs, we introduce Deep-
MAACC, a technique and a tool that accelerates DNN mutation analysis. DeepMAACC em-
ploys two separate approaches: (1) neuron clustering to reduce the number of mutants gen-
erated, and (2) mutant clustering to select representative mutants for mutation testing. Both
approaches use hierarchical agglomerative clustering methods to group neurons and mutants
within a single layer with similar weights, which allows for more efficient mutation analysis
while maintaining high coverage of the network’s functionality.

Neuron clustering reduces the number of generated mutants by clustering neurons within a
single layer that provide similar contributions to the networks and creating mutants by mutating
the clusters rather than individual neurons. Creating mutants from each of the clustered neurons
individually would be redundant, assuming clustered neurons behave similarly. In order to

create mutants, we utilize three different model-level mutation operators that directly inject
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faults into DNN models without a training process. Afterward, all mutants created from the
neuron clusters are tested.

Mutant clustering does not reduce the number of mutants, as they are needed to create
the mutant clusters, but instead reduces the number of mutants to be tested by selecting rep-
resentative mutants for testing. Selecting a representative mutant means only that mutant will
undergo testing for a cluster, while the others are not used. So, while it maintains the time
and space it takes to create all the clusters, it speeds up the mutation testing phase by choosing
representatives from each clustered mutant group and allowing that representative’s mutation
testing performance, i.e. mutation score, to be reused for all other mutants in that cluster that
it is representing, therefore eliminating the need to test all mutants. Clustered mutants have
similar weights, alluding that their applied mutations have had similar effects and will produce
the same killed labels. However, the impact of the representative mutant is still proportional to
its cluster size.

DEEPMAACC was evaluated on eight DNN models across four popular classification
datasets and two DNN architectures. Then it is compared with an exhaustive, or vanilla, ap-
proach. To understand the performance of each approach, we focus on certain performance

metrics and compare the difference from a vanilla approach.

1.2 New Acceleration Methods

The two acceleration methods, Random Mutant Selection and Boundary Sample Size Selection
(BSS), were built on top of the DEEPMAACC framework.

Random Mutant Selection maintains all of the mutants from the original mutant set, but
reduces mutant testing time, similar to the Mutant Clustering approach. It reduces the amount
of mutants to test by selecting a user given percentage of mutants to test at random. The selected
mutants are the only ones to be tested, meaning they contribute to the mutation score.

Boundary Sample Selection also maintains the original set of mutants, but reduces the
mutant testing time by using a subset of the test dataset. This subset is chosen based on a user
given ratio parameter that measures how far a test data point is from a decision boundary. The

smaller the ratio, the closer the data point has to be to the decision boundary. When completing



the mutation score testing, the test set size can be reduced down to a minimal 3%. This smaller
test set size reduces the mutant testing time by a reasonable amount since the mutant testing
must perform an inference pass of the entire test data set for each mutant.

These two acceleration approaches are also evaluated on the same eight DNN models
across the same four popular classification datasets and two DNN architectures. Then, they are

compared with the vanilla approach as well in order to understand their performance.

1.3 Research Objectives

This thesis will focus on investigating three aspects of DEEPMAACC’s performance for the
two clustering approaches and the two selection approaches: speedup, mutation score, and their

trade-offs. These goals can be realized in these research questions:

* RQ1: How much speedup is gained when using Neuron Clustering or Mutant Clustering

versus Vanilla mutation testing?

* RQ2: How much mutation score is lost when using Neuron Clustering or Mutant Clus-

tering versus Vanilla mutation testing?

* RQ3: What is the impact of non-determinism in the training process on the mutation
testing speedup and mutation score of DEEPM A ACC when using Neuron Clustering or

Mutant Clustering versus Vanilla mutation testing?

* RQ4: How much speedup is gained when using Random Mutant Selection or Boundary

Sample Size Selection versus Vanilla mutation testing?

* RQS: How much mutation score is lost when using Random Mutant Selection or Bound-

ary Sample Size Selection versus Vanilla mutation testing?

* RQ6: By what percentages is the testing data set reduced when generated by Boundary
Sample Size Selection? Are they representative to evaluate the results of mutation testing

under the whole test data? Are they more efficient subsets?



These questions are designed to comprehensively evaluate the effectiveness and trade-offs
of the proposed acceleration techniques. These metrics are tested during neuron clustering,
mutant clustering, random mutant selection, boundary sample size selection, and an exhaustive
approach.

Mutation Analysis for DNN models is a very active area of research with two main mu-
tation testing frameworks proposed by DeepMutation and MuNN. In this thesis, we focus on
accelerating mutation analysis for DNNs. Many areas of research overlap in this statement.
The work DeepMutation by Ma et al. [15] introduced a mutation testing framework specialized
for DNNs, which gave this paper great inspiration. Some of the mutation operators, metrics,
and methods have been more or less directly ported from DeepMutation in the attempt to have
a commendable baseline. The research directions for testing and verification of DNNs range
from directly from general mutation analysis methods to new DNN specific methods that high-
light specific DNN characteristics.

DeepMAACC hopes to add further speedup to these various methods, exploring the ap-
plication and performance of different neuron clustering approaches that reduce the number of
tested mutants based on layer neuron similarities. So, much like the works by Feng et al. [34]
and Wang et al. [35], a movement towards avoiding redundant mutants would improve speed
while performing nearly the same in all metrics. The combination of several of these meth-
ods could be explored in a future work, and could prove to multiply the performance effects.
The work of Dhulipala et al. [37] gives one method of neuron clustering while the work of
Incite [31] follows a separate method of neuron clustering. Klabunde et al. [38] surveys a list
of methods for measuring functional and representational similarities between DNN models.
These methods could also be used for quantifying mutant similarities and clustering. However,

the performance enhancement would need to be checked.

1.4 Contributions

This thesis improves the state of the art by (1) studying the effectiveness of four techniques
for reducing the costs of DNN mutation analysis; (2) providing an implementation of the tech-

niques, in a tool named DEEPM A ACC, that can be integrated with existing mutation analysis
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framekworks [15, 16] with a bit of engineering work. Our results demonstrate a trade-off be-
tween mutation testing speed and mutation score error.

In summary, accelerating mutation testing, a costly step in mutation analysis, could benefit
many other applications that rely on DNN mutation analysis. This thesis makes the following

contributions in this direction.

* Approach: This research revisits four methods for accelerating mutation testing. Two
are based on clustering of neurons (to generate fewer mutants) and clustering of mutants
(to test fewer mutants). The other two are based on randomly selecting mutant subsets
(to test fewer mutants) and applying a filter to the test data set using the model’s decision

boundary (to reduce test data).

* Implementation: We have implemented the two mutation testing acceleration approaches
using clustering in a publicly available, and easy to use, framework [39], named DEEP-
MAACC. The acceleration methods named Random Mutant Selection and Boundary
Sample Selection are built on top of DEEPMAACC, but not released publicly. They are

elaborated on within this thesis.

* Results: Our results shed light on the relative performance of four mutation analysis ac-
celeration methods by comparing them to vanilla mutation testing. For the two clustering
methods, our results suggest that one of the approaches yields a higher gain in mutation
testing speed, while the other incurs less error in mutation score. For the two selection
methods, they perform well in both aspects, but Random Mutant Selection has a lower
Speedup with lower MSE. Boundary Sample Size Selection has a higher average error,

but also a larger speedup. A replication package is available [39].

1.5 Bibliographical Notes

Parts of this thesis were previously published in an international conference. Specifically,
DEEPMAACC work is published in the Proceedings of the 18th IEEE International Confer-
ence on Software Testing, Verification and Validation (ICST 2025). Dr. Ali Ghanbari from

Auburn University was a co-author of this paper as well as my advisor for this thesis.
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Chapter 2

Background

2.1 Mutation Analysis of Traditional Programs

Software testing has always been an integral part of software development. Mutation analy-
sis [12, 13] is a program analysis method for assessing the quality of a test suite. The concept
of mutation analysis dates back much farther to 1971 in a work by Richard Lipton [40]. Muta-
tion operators were introduced as a key component of mutation analysis by Budd ez al. [41, 42],
specifically for Fortran. Extensive research and development has extended the application of
mutation operators to different languages, including C, Java, C#, SQL, Aspect], Ada, and IDL
[43, 44, 45, 46, 47, 48, 49, 50, 51]. Great efforts have also resulted in performance enhance-
ments for mutation analysis [52, 53, 54, 55, 56]. Research continues on this topic. Mutation
Testing for the New Century brings together cutting-edge research on mutation testing from a
wide range of researchers. The book addresses key challenges, provides innovative solutions,
and highlights open research questions, making it a valuable resource for advancing the study
and application of mutation testing [57].

The methodology of mutation analysis used by traditional programs involves generating a
set of program variants, called mutants, by mutating program elements, e.g., negating a numeric
literal, using mutation operators, aka mutators, and running the test suite on the mutants to
check if any differences between the outputs of the mutants and that of the original program is
observed. If the check is positive, the mutant is marked as killed, otherwise it will be marked as
survived. A mutant might survive because it is semantically equivalent to the original program,

hence the name equivalent mutant. Test suite quality is measured by mutation score, which



is traditionally defined to be the ratio of killed mutants over non-equivalent survived mutants.
Mutation score of a test suite is assumed to be proportional to the capability of the test suite in

detecting real bugs [58].

2.2 Mutation Analysis of Deep Neural Networks

DNN mutation analysis has been applied in many areas [18, 19, 20, 21, 22, 23, 24, 25, 1, 26,
27,28, 29, 30, 31], and, like its traditional counterpart [58, 59], holds potential for many other
applications. And like its traditional counterpart, DNN mutation analysis is known to be an
extremely costly process [15, 20, 60]. Motivated by the potentials of DNN mutation analysis,
in recent years, several techniques for accelerating DNN mutation analysis have been proposed.

For example, Feng et al. [34] and Wang et al. [35] took steps to reduce redundant mu-
tants by identifying sufficient subsets of existing mutation operators from the literature [15, 14].
Ghanbari et al. [1] adopts random mutant selection, and the technique presented by Li et al. [36]
accelerates mutation testing through higher-order mutants akin to higher-order mutation in tra-
ditional programs [61]. The technique presented by Shen et al. [2], reduces mutation analysis
costs through test data selection. It relies on the assumption that mutants of a DNN model are
more likely to produce different results for test data points around the decision boundary of the
model, so it samples the test data points that lie at the decision boundary of the model during
test data inference. Lastly, Incite [31] uses neuron clustering to curtail the cost of mutation
analysis for the purpose of modular decomposition of DNNs. In this research, we studied the
effectiveness of this technique and concluded that, while neuron clustering results in greater
speedup, clustering at the level of mutants better preserves mutation score.

Additionally, although there have been attempts to reuse the existing mutation analysis
tool PIT [62] on Java-based DNN systems [63, 64], the efforts of the research community has
shifted entirely toward DNN mutation analysis systems with specialized mutators. Shen et
al. [14] and Ma et al. [15] developed the first dedicated techniques for mutation analysis of
DNNs. DNN mutation can be conducted at the source level, i.e., the training program and/or

the data, hence the name source-level mutation analysis, or at the model level, i.e., the graph



corresponding to the trained model, hence the name graph-level or model-level mutation anal-
ysis. Both forms of mutation analysis are costly [20, 60], so there is a recent research trend
in accelerating this process [34, 35, 1, 36, 2, 31]. The two forms differ from each other pri-
marily in the way the mutants are generated, the former involves mutating the source and/or
the training data and training the resulting mutants, while the latter directly mutates an already
trained model. The process of testing the mutants in both forms of DNN mutation analysis are
identical to each other, and one of the cost reduction methods presented in this thesis is readily
applicable in both contexts. Both approaches to mutation analysis of DNNs, especially model-
level mutation, has been applied in many areas, including adversarial sample detection [18] and
generation [19], robustness analysis [20, 21], aiding manual labeling of test data via prioriti-
zation of test data [22], accuracy estimation to alleviate the need for manual labeling of test
data [23], fault localization [1], automated repair of DNNs [24, 25], modular decomposition
of DNN models [31], and improving the quality of test dataset by generating new data points
guided by mutation testing [26, 27, 28, 29]. However, good performance on the test dataset
does not necessarily imply the robustness and generality of a DNN model, and a systematic
way for assessing the quality of the test dataset itself is needed. This need is amplified with
the growing applications of DNNs in safety and mission critical systems, such as autonomous
driving [65], aviation [66], healthcare [67], financial fraud detection [68], and energy [69]. The
need for accuracy and robustness of such systems, justifies research on quality assurance of
DNNSs. Additionally, researchers have developed mutation analysis frameworks specialized for
certain types of DNN-based systems, e.g., autonomous driving [30], as well as certain DNN
flavors, such as reinforcement learning [17, 70]. The cost reduction techniques implemented in
DEEPMAACC could benefit all these application areas.

Mutation analysis of deep neural networks (DNNs) is a promising method for effective
evaluation of test data quality and model robustness, but it can be computationally expensive,
especially for large models. The application transferring from traditional programs to DNNs
carries many similarities, but the system behaviors require changes to ensure total applicability.
This tweaked method still involves mutant generation through mutation operators, while the

quality of a test suite is measured by the mutation score. Again, a test suite with a higher



mutation score has a greater capability of catching real defects in the program. This leads to
improved confidence in the reliability and robustness of the model.

The main difference in the mutant survival methods appears in the actions that result in
a killed or survived mutant. The traditional program’s method of calculating a killed mutant
would yield a much higher kill rate, as any probability output by the mutant model being
different would kill the mutant. This would cause the deep learning system to lose the precision
to evaluate the quality of test data [15]. To correct this for DNN systems, a test data point can
kill a mutant if two conditions are satisfied: (1) the correct label is assigned by the original
model, and (2) an incorrect label is assigned by the mutant model. This is further elaborated in
Section 3.1 and Section 4.3.1.

The mutation score metric mentioned above is directly suited for classification problems,
as this research focuses mainly on classification problems. However, the idea behind it can be
extended to handle numerical prediction problems by using user-defined thresholds as the error

allowance margin [71].

2.3 Deep Neural Networks

Deep neural networks (DNNSs) are neural networks that have at least two hidden layers between
the input and output layers. Two examples of DNN architectures are fully-connected neural
networks (FCNNs) and convolutional neural networks (CNN). A FCNN consists of a series
of fully connected layers, where each layer is a function R™ = R" where m,n > 0 are real
integers. A common CNN architecture is the LeNet-5 architecture [72].

For this research, we use these two types of DNN architectures, namely, LeNet-5 and fully-
connected neural network (FCNN). LeNet-5 architecture is a representative of the convolutional
neural networks (CNNs) with no residual blocks, such as AlexNet [73] and VGGNet [74], while
FCNN architecture is a representative of simple neural networks. These model architectures
are trained on four popular classification datasets, i.e., MNIST [75], Fashion MNIST [76],

Extended MNIST [77], and Kuzushiji MNIST [78], resulting in eight DNN models in total.
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2.4 Clustering

Within the mutation analysis of DNNs, we use two types of clustering to attempt acceleration
while maintaining a stable mutation score. Agglomerative hierarchical clustering is used to
partition neurons within a layer for neuron clustering. Parallel hierarchical agglomerative graph
clustering (ParHAC) [37] is used to cluster DNN mutants for mutant clustering.

Agglomerative Clustering [79] is a type of hierarchical clustering that groups similar ob-
jects together by iteratively merging the most similar clusters until all objects are in clusters.
Different linkage methods can be used to determine the similarity between clusters, such as
single or complete linkage. Within this research, the measure of similarity in the clustering
algorithm is Euclidean distance [80], inspired by Ghanbari [31]. Pre-defined cluster size N
given by the user is passed to this clustering algorithm to result in all clusters having a max of
N neurons within them.

ParHAC performs hierarchical agglomerative clustering on large similarity graphs [37].
The algorithm begins by taking a similarity graph as input, where vertices represent data points
and weighted edges represent the similarities between these points. In particular, for the use
case of this research, the data points are neuron weights, and the edges are the Euclidean dis-
tance between different neurons of the same layer. To parallelize, ParHAC employs a tech-
nique called geometric layering, where edges are grouped into layers based on their weights.
These weight-based layers are then processed sequentially, starting with the layer containing
the highest-weight edges. Throughout, ParHAC utilizes a compressed clustered graph repre-
sentation to efficiently update the similarity graph after cluster merges, focusing on the neigh-

borhoods of merged vertices rather than updating the entire graph.
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Vanilla Mutation Analysis of Deep Neural Networks:
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Figure 2.1: An overview of approaches implemented in DEEPM A ACC: vanilla clustering ap-
proach that is the exhaustive baseline for this research (top row); neuron clustering approach
that creates fewer mutants by clustering the neurons and mutating neuron clusters instead of
individual neurons (second row); mutant clustering approach that clusters the mutants and tests
a representative from each cluster (third row); random mutant selection approach that selects
a random subset from each model layer to test (fourth row); boundary sample size selection
approach that selects a smaller test suite based on test points near the decision boundary (bot-
tom row). Chevrons (V-shaped blocks) represent processes, control flow is denoted by arrows,
and document symbol denotes artifacts generated by the processes. Processes are marked with
abbreviations for ease of reference in the text.
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Chapter 3

Methodology

This research studies four methods for accelerating DNN mutation analysis that fall into the tra-
ditional categories of doing few and doing faster mutation analysis acceleration paradigms [53].
Specifically, we design, implement, and evaluate a system, named DEEPMAACC, that imple-
ments two approaches for mutation testing cost reduction through clustering for the purpose of
reducing the number of generated mutants and also the number of tested mutants. Then, as an
addition to DEEPMA ACC, we implement two more approaches on top of DEEPMAACC, one
that reduces the number of tested mutants and one that reduces the test data set size.

The first approach (doing few) clusters neurons within a layer, where all neurons in each
of those clusters are simultaneously mutated to create a single mutant. An entire cluster is mu-
tated at once due to the assumption that clusters contain neurons that behave similarly, reducing
redundant mutants. This approach was recently implemented and applied for mutation-based
DNN modular decomposition [31]; however, we lack insight into its applicability for acceler-
ating mutation analysis to assess the quality of the test dataset.

The second approach (doing faster) involves generating mutants by mutating individual
neurons, as one would do in an approach like DeepMutation [15] or MuNN [14], but the gen-
erated mutants are clustered based on the similarities of the mutated location. DEEPMAACC
selects a representative of each cluster and reuses the mutation testing results, i.e., whether the
mutant’s classes have been killed or survived, to all other mutants in the cluster. The intuition
behind this approach is that mutations that result in similar impact are likely to behave sim-

ilarly. Although this is a well-known mutation analysis acceleration technique for traditional
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programs [81, 82, 83], to the best of our knowledge, acceleration through mutant clustering has
not been applied in the context of DNN mutation analysis yet.

The third approach (doing few) selects at random a user-given percentage of the mutant
set to test. This method has been implemented and tested before, [1, 84], with varying levels
of success. Instead of exhaustively evaluating all mutants, this cost-reduction technique will
probabilistically sample subsets of our already generated mutant set. This thesis employs the
specific method named two-round random selection, named by Zhang et al. [84], but with a dif-
ferent implementation. Instead of selecting a mutant operator first and then randomly selecting
a mutant generated by that operator, this method iterates through the Deep Neural Networks’
layers and selects an equal amount of randomly selected mutants from each layer. Empirical
studies demonstrate that selecting even half of the mutants via the one-round or two-round
random selection can achieve high correlation while significantly reducing computational ef-
fort [84, 1]. Although we generally use this approach as a baseline for the effectiveness of
mutation analysis, the intuition behind it is the assumption that the randomly chosen subset can
adequately represent the overall pool of mutants by evenly sampling across all mutants. Being
known as a baseline method, this approach can be used as such later in the paper.

The fourth approach (doing faster) selects a subset of the original test data set by strategi-
cally selecting test inputs near the model’s decision boundary to test mutants’ mutation scores.
To choose the test data subset, we leverage the ratio of each point’s highest and second highest
output probabilities within a certain user-given threshold in order to identify the boundary-
approximate examples. Empirical studies demonstrate that subsets less than a fifth of the size
of the original test set can achieve comparable mutation scores while conserving computational
resources [2]. By focusing computational resources on critical regions of the latent space,
boundary sampling reduces labeling effort and execution costs without sacrificing test effec-
tiveness. The intuition behind this approach is that the decision boundary data points are the
most uncertain and sensitive to perturbations caused by the mutations. So, these samples are
more likely to expose behavioral divergences in mutants since mutations disproportionately

alter decision boundaries instead of samples farther from the decision boundary.
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This thesis studies the four above-mentioned mutation analysis acceleration methods in
terms of mutation testing cost reduction as well as their cost on mutation score. In our ex-
periments, we use two types of DNN architectures, namely, LeNet-5 [72] and fully-connected
neural network (FCNN). LeNet-5 architecture is a representative of the convolutional neural
networks (CNNs) with no residual blocks, such as AlexNet [73] and VGGNet [74], while
FCNN architecture is a representative of simple neural networks. These model architectures
are trained on four popular classification datasets, i.e., MNIST [75], Fashion MNIST [76],
Extended MNIST [77], and Kuzushiji MNIST [78], resulting in eight DNN models in total.

We compare the performance of the four mutation analysis acceleration techniques to that
of a vanilla method, which simply tests all the generated mutants sequentially and exhaustively,
in terms of mutation testing cost reduction as well as their cost on mutation score. The results in
our dataset of models show that, compared to the vanilla method, the first approach, i.e., neuron
clustering, results in an average of 69.77% speedup in mutation analysis at the cost of -26.84%
average error in mutation score. Mutant clustering, the second approach, accelerates mutation
analysis by 35.31%, an average, with an average mutation score error of only 1.96%. The third
approach, random mutation selection, accelerates mutation analysis by an average of 54.07%
with an average mutation score error of 1.40%. Meanwhile, boundary sample selection, the
fourth and final approach, results in an average of 86.23% speedup in mutation analysis at the
cost of 14.10% average error in mutation score.

These results provide empirical evidence that all approaches yield significant gain in muta-
tion testing speed with the second and third approach incurring less error in mutation score than
the first and fourth. And in any potential application, it will be a matter of making a trade-off

between choosing one method over another.

3.1 Mutation Score Metric Introduction

Applications for mutation analysis have expanded, including to Deep Neural Networks(DNNs)

[58]. For DNNs specifically, mutation analysis may be effective for quality assurance [15].

# of killed mutants

# of all tested mutants ’ the formula must

Where the mutation score for traditional software resembles

change to be applicable and useful for DNNs. The mutation operators that create the mutants
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themselves must also change. So, DeepMAACC utilizes the definition of Mutation Score and
some of the model-level mutation operators given by Ma et al. [15]. A model-level mutation
operator directly changes the weights of an already trained model to create mutants.

For a set of DNN mutants M, if we were to kill a mutant if even one output was different
from the test data, there would be a high likelihood that a mutant would be killed for every one
of the test data points ¢ from our test suite ¢ € 7". The precision of our mutation score would
suffer if we did not change it to suit the DNNs. Instead, given a set of mutants M’ generated
from a model M, Ma et al. introduce a concept of killed classes. For the original model M, we
keep the test data points ¢ € 7" only if it is correctly handled by M. Correctly handled is defined
as the ground truth of a data point being equal to argmax(M (t)), i.e., the classification output of
the DNN model. For a given k-class classifier, we let C' = {cy, ..., ¢, } be all the k classes given
by argmax(t¢). A killed class can now be defined as when a mutant m € M’ wrongly classifies
a test data point ¢ € T, so argmax(m/(t))7#argmax(M (¢)) where M is the original model. Then,
the mutation score can be calculated for a test suite 7" and a set of DNN mutants M’ where for a
test data point ¢’ € 7", we say that ¢’ kills ¢; € C' of mutant m’ € M’ if the following conditions
are satisfied: (1) ¢’ is correctly classified as ¢; by the original DNN model M, and (2) ¢’ is not
classified as ¢; by m’. Where KilledClasses(7”, m') is the set of classes of m/ killed by test data

in T": Definition 3.1 (Mutation Score):

Yowen | KilledClasses(T',m'’) |
M| x| C|

MutationScore(T',M') =

3.2 DEEPMAACC Design

DEEPMAACC originally implements two approaches to mutation analysis: (1) neuron clus-
tering approach; (2) mutant clustering approach. Separate from DEEPMAACC, but built on
top of its system is two more approaches: (3) random mutant selection; (4) boundary sample
selection. A fifth approach of vanilla mutation analysis, which involves sequential testing of
mutants, is used as a baseline (see 3.2.2 for more details about the vanilla approach). Fig. 2.1

outlines the architecture of DEEPMAACC and the steps involved in each of the implemented
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approaches. Common to all approaches, including the vanilla baseline, is the set of mutators
used to generate the mutants. So, in what follows, we explain the set of DEEPM A ACC muta-

tors before explaining the mutation analysis acceleration approaches.

3.2.1 DEEPMAACC Mutators

DEEPMAACC reuses the model-level mutators from DeepMutation [15] with small modifica-
tions to eliminate the sources of randomness in them. Removing randomness is essential for
enabling us to compare the three approaches in a fair, reproducible manner in section 4.4. We
would like to emphasize that DEEPM A ACC does not make any assumption as to how the mu-
tants are generated, and any other set of mutators can be used in practice. So, this modification,
which is done solely for the purpose of fairness and reproducibility of our experiments, does
not have any impact on the applicability of our techniques.

DEEPMAACC creates mutants by applying a set of 3 model-level mutators that directly
inject faults into DNN models without a training process. These mutation operators target a
single neuron or a neuron cluster. This creates 3 mutants per mutatable neuron/neuron cluster
in the model, i.e., a neuron or a neuron cluster that belong to a dense or a convolutional layer.

The specific model-level mutators are as follows.

* Change Weights: This mutator changes the weights and biases of a neuron/neuron
cluster by a user-defined fraction parameter p, which defaults to 0.1. This way, DEEP-
MAACC mutates the weights and biases that allows proportional changes to each value
in the weight vector. If W is the weight and bias vector, the operation is (1 + p)W = W’

where W' is the new weights or biases.

* Neuron Effect Block: This mutator blocks the effect of a neuron/neuron cluster by
setting its weights and biases to zero. Therefore, this neuron/neuron cluster will not
influence the DNN’s classification output. It is similar to deleting the neuron/neuron

cluster, as its weights no longer propagate through the rest of the model layers.

* Neuron Activation Inverse: This mutator inverses the weights and biases of a neu-

ron/neuron cluster by multiplying the entire weight and bias vector by —1. It changes the
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sign out the output value of a neuron/neuron cluster, creating non-linear behaviors that

will effect the DNN’s classification output.

We have not included DeepMutation’s layer-level mutators, and opted to not to study them,
as those operators are known to be less effective in practice, and later works [20, 18] did not
find them useful. However, having such mutators would not impact the operation of the cost

reduction methods in DEEPM A ACC, as they are agnostic to the mutator operator.

3.2.2 Baseline Vanilla Approach

The vanilla approach follows the classic methodology of DNN mutation analysis: it is the same
approach of mutant generation and testing employed by systems like DeepMutation [15], where
the generated mutants are tested sequentially. In this approach, in mutation generation phase,
the 3 mutation operators, discussed in section 3.2.1, are applied to each neuron within each
mutable layer of the model. This creates 3 different mutants per neuron in each mutable layer.
During mutation testing phase, the provided test dataset is used to test the mutants sequentially

so as to calculate a mutation score using the Formula 4.1.

3.2.3 Neuron Clustering Approach

The neuron clustering approach, outlined in the second row of Fig. 2.1, begins by clustering
neurons within each mutable layer based on similarities of the weights and biases between
each neuron (the step marked with in Fig. 2.1). Agglomerative hierarchical clustering [79]
has been used to cluster the neurons. In our implementation, this algorithm uses Euclidean
distance [80] of the vectors of the weights and biases of the neurons to calculate the similarities
of the neurons. Each cluster is created with a user-specified parameter s that is the average
number of neurons to be put into each cluster. For each of the L mutable layers of the model
M, we produce {ﬂ clusters, where n is the number of neurons within layer L;. In practice, the
number of neurons will vary per cluster, ranging from [1,n — EW + 1], but there will always
be {%W clusters for each layer. More precisely, DEEPM A ACC partitions the neurons per layer

into clusters that have similar weights and biases before mutation generation. The neurons

per cluster parameter s creates clusters with at most s neurons inside. Capping the amount of
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neurons within the clusters allow the parameter to equally partition clusters over every layer.
The amount of clusters will be proportional to the amount of neurons within a single mutable
layer. This parameter can generalize throughout the different mutable layers better than the
alternative parameter number of clusters. This would create a fixed set of clusters for every
layer, dismissing the varying amount of neurons per layer in most models.

To generate mutants, the mutation operators are applied to each of the neuron clusters,
thereby mutating all the neurons in each neuron cluster. The motivation behind this approach
relies on the assumption that the neurons that have similar weights and biases perform similar
tasks in the DNN models [85, 86, 31]. This clustering allows for less mutants to be created
and tested, saving on time and storage, because instead of having 3 mutants per neuron in
each mutable layer, we will have 3 mutants per neuron cluster in each mutable layer. During
mutation testing phase, the given test dataset is test the mutants sequentially so as to calculate
the size of killed classes for each mutant. These numbers are ultimately used to calculate

mutation score.

3.2.4 Mutant Clustering Approach

The mutant clustering approach, outlined in the third row of Fig. 2.1, generates the mutants by
mutating individual neurons. After creating a set of mutants, this approach of DEEPMAACC
clusters the mutants based on the similarity of the mutated locations (the step is marked with
in Fig. 2.1). Using Euclidean distance as the measure of similarity, DEEPMAACC uti-
lizes ParHAC clustering[37] to cluster the mutants. ParHAC clustering requires a complete
undirected weighted graph to function, so DEEPMAACC constructs a graph in the following
manner. Each node in this graph denotes a mutant and the weight of each edge is the recip-
rocal of the Euclidean distance of tuples of the form (I, n,w,b), where [ is the layer number,
n is the index of the mutated neuron in layer [, w is the mutated weighs inlined in the tuple,
and b is the mutated bias. After passing this graph to ParHAC clusterer, together with a user
configurable threshold value, p, called linkage threshold [37], it returns the clusters. Linkage
threshold represents the minimum similarity required for two clusters to be merged, ranging

from O (no similarity) to 1 (identical).
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During mutation testing, instead of testing all of the mutants sequentially, DEEPMAACC
retrieves a random mutant from each cluster that will act as a representative of its respective
cluster. It then uses the given dataset to compute the size of the killed classes for the represen-
tative, which will be reused for all the mutants in the cluster represented by the selected mutant.
These numbers are then used to calculate mutation score.

The intuition behind this approach is that mutating locations close to each other in a similar
manner is likely to result in the same mutation outcome, so one can reduce the number of
mutants by clustering them based on the proximity of the mutation location and the similarities
of the mutated weights and biases. This is a well-known method to curtail the costs of mutation

analysis in traditional programs [81, 82, 83].

3.2.5 Random Mutant Selection Approach

The random mutant selection approach, outlined in the fourth row of Fig. 2.1, starts to generate
the mutant set M’ by applying the mutation operators to the individual neurons of the original
model M. For M, we keep test data points ¢ € 7" only if it is correctly handled by M. Then,
using the user-given and configurable percentage P, we can create a mutant subset M”. This
is completed through two-round random selection [84]. This first round happens for every
mutable layer /; in M, the percentage P of mutants within that layer /; are randomly selected
to append to M"” (the step marked with in Fig. 2.1). From there, this subset of mutants "
will be tested with the test suite 7" to get the ending mutation score.

Random mutant selection reduces the cost of mutation analysis by sub-sampling mutants
while maintaining diagnostic power. So, only testing on a percentage of the mutants will result
in speedup. It resulted in an average of 54.07% speedup. The intuition behind this approach
comes from the effort to balance representativeness and efficiency. Random mutant sampling
prioritizes broad coverage of the model M’s structural and functional space. For DNNs, this
approach leverages the observation that faults often arise from subtle, distributed interactions
between components rather than isolated mutant operator-specific defects [84]. The average

mutation score error results were an average of 1.40%.
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3.2.6 Boundary Sample Selection Approach

The boundary sample selection approach, outlined in the fifth row of Fig. 2.1, begins with
the original k-class classifier model M. For M, we keep test data points ¢ € 7' only if it
is correctly handled by M. The subset test suite 7" is then further filtered on the original
test suite 7' to get test suite 7. For every test data point t € T, we perform inference by
passing ¢ through the model M to receive its k class label probabilities. The threshold B, a user
configurable threshold value, is then used to identify samples close to the decision boundary
(the step marked with in Fig. 2.1). For each ¢, the ratio of the highest class probability 4,,,4.
to the second-highest ¥seemas 1S computed to compare to this threshold B. Samples satisfying
Ymaz/Yseemaz < B are selected for the subset test suite 7. This criteria captures instances
where the model’s confidence is ambiguous, as high ratios indicate clear classifications resistant
to mutation-induced perturbations. Moving forward, the boundary sample approach generates
mutants by mutating individual neurons from the model M to get the mutant set M’. Then, test
suite 7" is used to test all of the mutants in M’, resulting in its ending mutation score.

This minimal test suite 7" allows an average speedup of 86.23% across all of its tested
models with an average mutation score error of 14.10%. This approach and its metrics are
essentially ported over from Shen ef al. [2]. The intuition behind this approach is rooted in
the geometric and probabilistic properties of decision boundaries, which define regions where
model predictions transition between classes. Samples near the decision boundary represent
classification edge cases where the model exhibits lower confidence, meaning the top two class
probabilities are nearly equal or reasonably similar. So, smaller thresholds, e.g. 10, will result
in a test suite containing samples closer to the decision boundary. By prioritizing these samples,
boundary sampling selection amplifies the likelihood of detecting subtle behavioral divergences

between the original mutated models.

3.3 Overall Performance

DEEPMAACC has run on all four approaches, as well as the vanilla baseline. Then, DEEP-

MAACC has been evaluated on eight DNN models across four popular classification datasets

21



and two DNN architectures. When compared to exhaustive, or vanilla, mutation analysis, the
results provide empirical evidence that neuron clustering approach, on average, accelerates
mutation analysis by 69.77%, with an average -26.84% error in mutation score. Meanwhile,
mutant clustering approach, on average, accelerates mutation analysis by 35.31%, with an aver-
age 1.96% error in mutation score. The third approach, random mutation selection, accelerates
mutation analysis by an average of 54.07% with an average mutation score error of 1.40%.
Meanwhile, boundary sample selection, the fourth and final approach, results in an average of
86.23% speed-up in mutation analysis at the cost of 14.10% average error in mutation score.
Our results demonstrate that a trade-off can be made between mutation testing speed and mu-

tation score error.
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Chapter 4

Evaluation

In this section, we apply DEEPMAACC on a set of DNN models to answer the following

research questions (RQs) that were introduced in section 1.3.

* RQ1: How much speedup is gained when using Neuron Clustering or Mutant Clustering

versus Vanilla mutation testing?

* RQ2: How much mutation score is lost when using Neuron Clustering or Mutant Clus-

tering versus Vanilla mutation testing?

* RQ3: What is the impact of non-determinism in the training process on the mutation
testing speedup and mutation score of DEEPM A ACC when using Neuron Clustering or

Mutant Clustering versus Vanilla mutation testing?

* RQ4: How much speedup is gained when using Random Mutant Selection or Boundary

Sample Size Selection versus Vanilla mutation testing?

* RQS: How much mutation score is lost when using Random Mutant Selection or Bound-

ary Sample Size Selection versus Vanilla mutation testing?

* RQ6: By what percentages is the testing data set reduced when generated by Boundary
Sample Size Selection? Are they representative to evaluate the results of mutation testing

under the whole test data? Are they more efficient subsets?

To study the two clustering approaches of DEEPMAACC, the values of their two respective

parameters, namely neurons per cluster s and ParHAC linkage threshold p, are varied. For the
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Table 4.1: Dataset of DNN models used in our experiments*

Arch. Dataset | Model Size | Train # | Test # | Classes | Test Acc.
FCNN | EMNIST 480,383 | 124,800 | 20,800 26 0.8698
FCNN | FMNIST 477,782 | 60,000 | 10,000 10 0.8744
FCNN | KMNIST 477,782 | 60,000 | 10,000 10 0.8678
FCNN | MNIST 477,782 | 60,000 | 10,000 10 0.9661
LeNet-5 | EMNIST 190,355 | 124,800 | 20,800 26 0.9195
LeNet-5 | FMNIST 186,020 | 60,000 | 10,000 10 0.9026
LeNet-5 | KMNIST 186,020 | 60,000 | 10,000 10 0.9495
LeNet-5 | MNIST 186,020 | 60,000 | 10,000 10 0.9871

* Train # and Test # represent the number of data points in the train and test datasets, respectively, and Classes denotes the number of
classes/labels in the test dataset.

neuron clustering approach, s is ranged over the sequence of numbers from 1 to 10, creating
mutants of the neuron clusters of size 1 to 10. For the mutant clustering approach, p is ranged
over 0.1 to 0.99 to account for different linkage thresholds.

To study the two approaches added onto DEEPMAACC, their respective parameters, se-
lection fraction f and BSS threshold b, are varied over 10 different values. For the random
mutant selection approach, f is ranged from 0.05 to 0.99, which essentially means testing 5%
of the mutants and 99% of the mutants. For the boundary sample selection approach, b is ranged
from 1.5 to 1000, testing varying distances from the decision boundary.

DEEPMAACC is ran on a set of DNN models for each parameter. The reader is referred

to section 4.3.4 for more details about our methodology.

4.1 Experiment Execution Environment

DEEPMAACC experiments are conducted on two identical Dell Precision workstations with
AMD Ryzen Threadripper @ 2.7 GHz CPU, 1 TB of RAM, and two NVIDIA RTX A6000
GPUs. These two machines run Ubuntu 22.04.4 LTS. DEEPMAACC is written in Python 3.9

and is based on Keras 3.4.1, with TensorFlow 2.16.2 backend.
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4.2 Datasets of DNN Models

Two types of DNN architectures are used to evaluate DEEPMAACC: fully-connected neural
networks (FCNN) and LeNet-5 [72]. There are a total of 4 FCNN models and 4 LeNet-5 models
that are trained on the well-known classification datasets MNIST [72], Extended MNIST [77]
(EMNIST), Fashion MNIST [76] (FMNIST), and Kuzushiji MNIST [78] (KMNIST). Datasets
MNIST, FMNIST, and KMNIST represent 10-class classification problems, while EMNIST is
for a 26-class classification problem.

The MNIST dataset is designed for handwritten image recognition, containing 60,000
training data points and 10,000 test data points of handwritten digits. The 70,000 total data
points are all within 10 classes, which are the digits 0 to 9, grayscale, of size 28 pixels by
28 pixels [72]. The FMNIST (Fashion MNIST) dataset is the same size, consisting of 60,000
training data points and 10,000 test data points. However, these images provide a more complex
classification task of labeling 10 categories of fashion items, also grayscale and of size 28 pixels
by 28 pixels [76]. The KMNIST (Kuzushiji MNIST) dataset consists of 60,000 training data
points and 10,000 test data points, where Kuzushiji is a Japanese cursive writing style. The 10
labels for this dataset are 10 different characters from this writing style, still grayscale 28 pixels
by 28 pixels [78]. The EMNIST (Extended MNIST) dataset is an extension of the MNIST
dataset, containing handwritten characters including digits and letters [77]. Contrastingly from
the other MNIST datasets, this dataset is much larger and has 26 different classes. It is made up
of 124,800 training data points and 20,800 test data points. Each of the 26 classes represents a
letter of the alphabet which are grayscale and of size 28 pixels by 28 pixels, as well.

The architecture of the FCNN model consists of an input layer, a flatten layer, 3 hidden
layers each with 50 ReLLU-based neurons, and an output layer with softmax activation. The
LeNet-5 architecture consists of an input layer, 2 convolution layers and 3 fully-connected
layers with tanh activation, and a softmax output layer.

Table 4.1 presents more details about our dataset. For the varying architectures paired
with these four datasets, the respective test accuracy is presented in the right-most column. The

testing accuracy is the percentage of correctly labeled test data points from the original dataset.
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Since the model only correctly labels these percentage amounts, this is the percentage of the
test data points that we use to test our mutants, as we do not use incorrectly labeled points as

specified in section 4.3.1.

4.3 Measures

4.3.1 Mutation Score

To study the impact of the mutation testing acceleration techniques on the mutation score, we
use the mutation score calculation formula for DNN classifiers introduced by Ma et al. [15].
Assume that m is a k-class classifier and let C' = {cy, ..., ¢} be all the k classes of the test
dataset T, i.e., C = {argmax(t)|t € T'}. Given a test data point ¢t € T, ¢ is said to kill the
class ¢ € C of a mutant m/, if ¢ is correctly classified as ¢ by the original model m, yet it is not

classified as ¢ by m/. Now for a set of mutants /', the mutation score is defined to be:

Ywenr |KilledClasses(T', m')|
| M| < |C] ’

4.1

where KilledClasses denotes the set of classes of m/ killed by test data in 7.

4.3.2 Mutation Testing Speedup

Speedup, i.e. the amount of acceleration, is calculated by dividing the difference between
the average vanilla mutation testing time ?,.,,, and the average mutation testing time for neu-
ron/mutant clustering approach, i.e., one of the two approaches implemented by DEEPMAACC,
t by the average vanilla mutation testing time ¢,.,,¢. It represents the percentage of reduction in
mutation testing time due to the use of any of DEEPM A ACC’s mutation testing cost reduction

approaches vs. the vanilla approach.

S = byavg =t 4.2)

tv—avg

All mutation testing times, i.e. the time needed for testing a set of generated mutants, are

measured in seconds.
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4.3.3 Mutation Score Error (Loss)

Mutation score error, or loss, that is calculated based on the Formula 4.1. This is the percentage
of deviation of DEEPM A ACC mutation score from vanilla mutation score, and is calculated by
dividing the difference between the average vanilla mutation testing score s,.,,, and the average
neuron/mutant clustering-based mutation testing score s by the average vanilla mutation testing

SCOTE Sy_avg-

L= 2w " (4.3)

Sv-avg

4.3.4 Method

All of the five approaches studied in this paper, namely neuron clustering, mutant clustering,
random mutant selection, boundary sample selection, and vanilla, have been executed multiple
time per model in order to account for randomness and to align with the many executions of
the four approaches due to their various parameter values.

Our neuron clustering approach is executed 6 times per a parameter value s (explained
in 3.2.3), which ranges over the set {1, 2, 3,4, 5, 6, 7, 8,9, 10}, while the mutant clustering
approach executes 6 times per a ParHAC threshold value p (explained in 3.2.4), which ranges
over the set {0.1, 0.2, 0.3, 0.4, 0.5, 0.6, 0.7, 0.8, 0.9, 0.99}. The number of neurons per cluster
ranges from (0, 00), but seeing that there are reasonable results with the values ranging from
1 to 10, and the mutation score error continually, but slowly increasing while the speedup
plateaus, we see that there is no need to extend testing with that parameter. So, these two sets
of 10 parameters align nicely. ParHAC threshold can only range from [0, 1.0], but we go from
0.1 to 0.99 because we do not need to test where the clusters need no similarity or where they
have full similarity, i.e., they are identical.

The random mutant selection approach is executed 6 times per a fraction parameter f
(explained in 3.2.5), which ranges over the set {0.05, 0.1, 0.15, 0.2, 0.25, 0.5, 0.75, 0.8, 0.9,
0.99}. while the boundary sample selection approach executes 6 times per a BSS threshold

value b (explained in 3.2.6), which ranges over the set {1.5, 2, 5, 8, 10, 12, 15, 20, 100,
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1000}). The tested fraction parameters can range from [0, 1] as they must represent a part of
the test suite. While the fraction f may be O or 1.0, there is no reason to test these values since
they give no new insight since 0 allows for nothing to be evaluated and 1.0 runs BSS the same
as vanilla would. The Boundary Sample Selection thresholds range from (0, co), but the BSS
threshold of 10 provides a practical trade-off between sensitivity and efficiency [2]. Therefore,
we only test surrounding values as these all have the potential to balance the subset size and
representativeness of the original test data set.

These ten parameter values used to test the mutant clustering approach, neuron clustering
approach, random mutant selection approach, and boundary sample selection all align with the
ten parameters of the other approaches, allowing for a meaningful side-by-side comparison.
While these parameters are used in the x-axes of the plots, the y-axes consist of Speedup and
Mutation Score Error.

Overall, there are 2,160 executions of DEEPM A ACC that we collected data from, result-
ing from 270 executions for each model: 30 runs from vanilla approach, 6 executions for each
of the 10 parameters for neuron clustering approach, 6 executions for each of the 10 param-
eters for mutant clustering approach, 6 executions for each of the 10 parameters for random
mutant selection approach, and 6 executions for each of the 10 parameters for boundary sample

selection approach.

4.3.5 Results

This section provides insight into the results of all experiments. We use Fig. 4.1, Fig. 5.1,
Fig. 5.2, Fig. 5.3, and Fig. 5.4 to help answer the multiple research questions. This section will
explain how to interpret each figure. Section 5 will provide further insight by elaborating on

the results.

4.4 Experiments

Fig. 4.1 plots the average number of mutants tested for each parameter for both the FCNN and

LeNet-5 models using Neuron Clustering or Mutant Clustering. This plot shows the difference
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Figure 4.1: Number of Mutants Tested vs. Parameter Value for the two different approaches
used by DEEPM A ACC. Each of the four lines represent the average Number of Mutants Tested
for a different DNN architecture and clustering approach. The parameter for Neuron Clustering
is Neurons per Cluster, having the values of {1, 2,3, 4, 5,6, 7, 8,9, 10}. The parameter used
for Mutant Clustering is ParHAC Threshold having the values of {0.1, 0.2, 0.3, 0.4, 0.5, 0.6,
0.7,0.8,0.9,0.99}.

in number of tested mutants, which can help explain the behavior and use of the different pa-
rameters. For Neuron Clustering, the Number of Mutants Tested decreases as the parameter
increases. This is expected, as the more Neurons per Cluster there are, the less clusters are
required to hold all neurons. Larger clusters results in less clusters and therefore fewer mu-
tants as there are 3 mutants created for each cluster. For Mutant Clustering, the Number of
Mutants Tested increases as the parameter increases. This is expected, as the similarity thresh-
old increases, the ParHAC clusterer requires neurons to hold more similar weights to cluster
them. A small similarity threshold will create large clusters, resulting in less mutants to test. A
large similarity threshold requires the neurons to be nearly identical, which results in smaller
clusters, increasing the number of mutants to be tested. These patterns also show up in later
figures, so this explanation seems to remain consistent. Random Mutant Selection and Bound-
ary Sample Selection are not compared along with the other approaches in this plot because of
their uninsightful behaviors. Random Mutant Selection reduces the Number of Mutants Tested
directly by the parameter amount, a fraction, so it would show a linear trajectory. However, the
parameter values do not have equal distances between them all - {0.05, 0.1, 0.15, 0.2, 0.25, 0.5,

0.75, 0.8, 0.9, 0.99} - unlike the two clustering approaches. So, the plotted line would be more

jagged and would not be representative of the approach’s true behavior. The Boundary Sample
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Selection approach is not compared simply because BSS does not reduce mutants tested, only
the size of the testing suite. So, the lines for both FCNN and LeNet-5 would be straight lines
with slopes of 0 at the amount of mutants in the original mutant set.

Fig. 5.1 shows the Speedup (Column 1) and Mutation Score Error (Column 2) of our
different models and clustering approaches over multiple executions as described in section
4.3.4. We use the four FCNN models and four LeNet-5 models described earlier in this section.
The plots in this figure are separated by DNN architecture type, FCNN (Row 1 and 3) and
LeNet-5 (Row 2 and 4). Each of the colored lines in each plot correspond to different models.
Blue lines correspond to a model (FCNN or LeNet-5) trained on the EMNIST dataset, yellow
corresponds to a model trained on FMNIST, green corresponds to a model trained on KMNIST,
and red corresponds to a model trained on MNIST.

Fig. 5.2 shows the Speedup for both clustering approaches across the 8 models represented
by the 8 plots. Each parameter has a pair of box-and-whisker plots. The blue box-and-whisker
plot on the left represents neuron clustering Speedup while the red box-and-whisker plot on
the right represents mutant clustering Speedup. So, the parameters on the y-axes for neuron
clustering is Neurons per Cluster and ParHAC Threshold for mutant clustering. The annotation
above each pair is the p-value obtained via Mann-Whitney U-Test. In column one, from top
to bottom, the models represented are FCNN-EMNIST, FCNN-FMNIST, LeNet-5-EMNIST,
and LeNet-5-FMNIST. In column two, from top to bottom, the models represented are FCNN-
KMNIST, FCNN-MNIST, LeNet-5-KMNIST, LeNet-5-MNIST.

Fig. 5.3 shows the average Speedup (Column 1) and average Mutation Score Error (Col-
umn 2) of our different models for the Random Mutant Selection approach over multiple execu-
tions as described in section 4.3.4. We use the four FCNN and four LeNet-5 models described
in section 4.2. The four plots in this plot are separated by DNN architecture type, FCNN (Row
1) and LeNet-5 (Row 2). Each of the colored lines in each plot correspond to different models.
Blue lines correspond to a model (FCNN or LeNet-5) trained on the EMNIST dataset, yellow
corresponds to a model trained on FMNIST, green corresponds to a model trained on KMNIST,

and red corresponds to a model trained on MNIST.
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Fig. 5.4 shows the average BSS Size Percentage (Row 1), the average Mutation Score Error
(Row 2), and the average Speedup (Row 3) of our different models for the Boundary Sample
Selection approach over multiple executions as described in section 4.3.4. BSS Size Percentage
on the y-axis is the percentage of the original test data set left after the BSS test suite filter is
used. This metric shows the percentage perspective of how many test data points are decision
boundary points according to the BSS Threshold parameter for each data set. However, the
test data sets are first filtered on whether the original model correctly labels the test data point,
which is why the two plots presenting BSS Size Percentage data for the FCNN and LeNet-5
models show different behavior. It is a two step-filter. We use the four FCNN and four LeNet-5
models described in section 4.2. The four plots in this plot are separated by DNN architecture
type, FCNN (Column 1) and LeNet-5 (Column 2). Each of the colored lines in each plot
correspond to different models. Blue lines correspond to a model (FCNN or LeNet-5) trained
on the EMNIST dataset, yellow corresponds to a model trained on FMNIST, green corresponds
to a model trained on KMNIST, and red corresponds to a model trained on MNIST.

Various configurations of these plots are available in Section A of the Appendix to facili-

tate different comparisons between the different approaches and their metrics.
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Chapter 5

Discussion

5.1 Answering Research Question 1

This research question investigates the effectiveness in Speedup of DEEPMAACC through
varying parameter values and models for each clustering approach of the mutation testing.
We will answer this for our neuron clustering approach and our mutant clustering approach
separately.

In the first column of Fig. 5.1, we will observe the first two rows of plots to answer this
question for neuron clustering. In these two plots, it is shown that the Speedup for all the models
is nearly identical at the separate parameter values. The Speedup does continually increase in
a non-linear fashion, where an increase in Speedup indicates a decrease in mutation testing
time. A value of 1 neuron per cluster causes the DEEPM A ACC mutation analysis to operate
similarly to the vanilla approach because each neuron will be in a cluster on its own. So, the
same number of mutants will be created. This leads to the initial Speedup value of 0.0 since
the vanilla and neuron clustering approaches are the two being compared. The graph suggests
that the Speedup will plateau at a value of 1.0. We can explain the similarity in the graphs
for each model across both DNN architectures using Fig. 4.1 because the reduction in tested
mutants should be the same for each parameter. We can see the plotted lines for FCNN Neuron
Clustering and LeNet-5 Neuron Clustering have similar slopes, but differ only in height, which
is explained by the larger number of mutable neurons in a LeNet-5 model. Overall, we can

observe a trend that neuron clustering increases the Speedup for the mutation testing of a model
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Figure 5.1: From the left to right: Column 1 plots the Speedup, while Column 2 shows the
Mutation Score Error metric. From the top to bottom: Rows 1 and 2 reports the results of
the Neuron Clustering Approach for FCNN and LeNet-5 models, respectively, and Rows 3
and 4 present the results of the Mutant Clustering Approach for FCNN and LeNet-5 models,

respectively.

as the parameter increases. FCNN models obtain an average 69.95% Speedup while LeNet-5

models obtain an average 69.59% Speedup.
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In the first column of Fig. 5.1, we will use the last two rows of plots to answer this ques-
tion for mutant clustering. In the top plot, there is some deviation in the exact plotted lines,
but the overall trend is similar. We observe an opposite trend than that of the neuron cluster-
ing approach, which can be explained by observing Fig. 4.1. In that figure, there is a positive
slope that is similar to the inverse of the plot we are looking at in Fig. 5.1. Testing more mu-
tants takes a longer time, so as the number of mutants tested increases, the Speedup decreases.
However, the line in Fig. 4.1 is the average of all FCNN models, so the deviation in Speedup
for Fig. 5.1 is likely explained by a deviation in size of mutant clusters, which would be due
to the inherent behavior of ParHAC clustering. In the second plot, the plotted lines are al-
most identical, suggesting that there is less deviation in the number of clusters for this model
type. The four different model’s plotted lines have a negative trend, decreasing as the param-
eter increases. When the ParHAC Threshold reaches 0.99, DEEPM A ACC’s mutant clustering
approach should cause the mutation testing to operate similarly to the vanilla approach. The
Speedup approaches a value of 0.0 since 0.99 is approaching 1.0. FCNN models obtain an

average 35.19% Speedup while LeNet-5 models obtain an average 35.43% Speedup.

5.2 Answering Research Question 2

This research question investigates the effectiveness in Mutation Score Error of DEEPMAACC
through varying parameter values and models for each approach. We will answer this for our
neuron clustering approach and our mutant clustering approach separately.

For neuron clustering, we test 10 different Neurons per Cluster values for the number of
neurons in each cluster n to see the effects on mutation testing time. In Fig. 5.1, from the second
column we will use the first two rows of plots to answer this question. The first plot shows only
FCNN models while the second plot shows LeNet-5 models. In both plots, we can observe the
general negative trend of Mutation Score Error as the Neurons per Cluster increase. A negative
Mutation Score Error means that the mutation scores resulting from the DEEPM A ACC neuron
clustering approach are higher than that of the vanilla approach. As a model’s mutation score

approaches 1, more classes are killed by each mutant. Ideally, the Mutation Score Error will
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near 0, as we do not want the mutation analysis results to change at all, as a larger change in
mutation score indicates a larger change in model behavior.

DEEPMAACC’s goal is to accelerate mutation analysis without altering the performance.
There is an obvious outlier for LeNet-5-MNIST in the second plot. The reason for this large
jump in error will need to be explored in future works, as the behavior does not reflect any
other part of the analysis. However, it seems that the LeNet-5-MNIST and FCNN-MNIST both
have worse trends than these models trained on the datasets FMNIST, KMNIST, and EMNIST.
Having that worse trend may align with the MNIST dataset being simpler than the other tested
datasets. So, this trend shows up for both the FCNN-MNIST and LeNet-5-MNIST models for
neuron clustering, which could suggest that the neuron clustering method works better the more
complex the model it. In all other models across both plots, the declining trend is similar, with
deviations around 0.1 as the parameter values increase. This trend is expected, as the clusters
grow larger, more neurons are mutated during the production of one mutant, understandably
producing a larger Mutation Score Error. As mentioned before, the Mutation Score Error
would near 0.0 because these neurons have been clustered with the idea that they control the
same behaviors of the model. So, ideally, no matter the amount of neurons we mutate, we
are altering the same behavior and the same classes would be killed for each cluster as an
individual neuron mutant would kill. Overall, we can observe a trend that neuron clustering
increases the Mutation Score Error in the negative direction for the mutation testing of a model
as the Neurons per Cluster increase.

For mutant clustering, we test 10 different parameter values for the ParHAC linkage
threshold used to cluster mutants to see the effects on mutation testing time. In the second
column, we will use the last two rows of plots to answer this question. In both plots, we wit-
ness some deviation in the beginning ParHAC Thresholds. This is due to the randomness of
the mutant cluster representative choice. In Fig. 4.1 we can see that there is a small number
of mutants tested in the beginning ParHAC Thresholds, which means there were large clusters.
When a random representative is chosen from a large cluster, it is reasonable that the mutation

score error has high deviations. DEEPMAACC strives to group behaviorally similar mutants
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in the same cluster, but small similarity values will cause groups of differently behaving clus-
ters. As the ParHAC Threshold increases, we can see that the Mutation Score Error stabilizes.
For LeNet-5 models, there is less deviation for the different models, and the Mutation Score
Error seems to stabilize earlier. The FCNN models have more deviation and stabilize at a later
Mutation Score Error.

With a goal of mutation testing acceleration, we can observe that by applying neuron
clustering to FCNN models, we obtain an average of 69.95% Speedup with an average -22.52%
Mutation Score Error. LeNet-5 models have an average of 69.59% Speedup with an average
-31.17% Mutation Score Error. Applying mutant clustering to mutation analysis for FCNN
models can produce an average Speedup of 35.19% with an average 1.41% Mutation Score
Error and an average of 35.43% Speedup with an average 2.50% Mutation Score Error when
applied to LeNet-5 models. For the mutation clustering approach, the deviations cancel out,

causing the average Mutation Score Error to be minimal.

5.3 Answering Research Question 3

This research question investigates the effects of non-determinism in the performance of DEEP-
MAACC for Speedup and Mutation Score Error. Non-determinism is present in the form of
model training randomness, killed classes randomness, and the random choice of a cluster rep-
resentative in mutation clustering in DEEPMAACC’s executions. Multiple executions were
run for each model to mitigate some of these non-deterministic effects.

We can observe that the Speedup is not random by assesing Fig. 5.2. These box-and-
whisker plots show DEEPMAACC’s Speedup performance and deviations through varying
parameter values and models for each approach. The box-and-whisker plot pairs show the
mutation testing Speedup for the neuron clustering and mutation clustering approaches. The
Speedup is shown to have opposite slopes for the two different clustering approaches, suggest-
ing that they are nearly independent of a possible random chance to obtain these values. To
confirm this visual assessment, a Mann-Whitney U-Test [87] has been conducted over all the
pairs of series of values for the different box plots, with the null hypothesis being that there

is no statistically significant difference between the speedup values of neuron clustering vs
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Figure 5.2: Box plot pairs for mutation testing Speedup for the 8 different models. In each pair,
blue box-and-whisker, on the left, represents speedup for Neuron Clustering Approach, and the
red box-and-whisker, on the right, represents that of Mutant Clustering Approach. Each pair
of box-and-whiskers in each plot is annotated with the p-value obtained via Mann-Whitney U-
Test. The parameter used for Neuron Clustering is Neurons per Cluster, ranging over {1, 2, 3,
4,5,6,7,8,9, 10}, while the parameter used for Mutant Clustering is linkage threshold, rang-
ing over {0.1, 0.2, 0.3, 0.4, 0.5, 0.6, 0.7, 0.8, 0.9, 0.99}. In column one, from top to bottom,
the model’s SpeedUp that is shown are FCNN-EMNIST, FCNN-FMNIST, FCNN-KMNIST,
FCNN-MNIST, respectively. In column two, from top to bottom, the model’s SpeedUp that
is reported is LeNet-5-EMNIST, LeNet-5-FMNIST, LeNet-5-KMNIST, LeNet-5-MNIST, re-

spectively.
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mutant clustering. The alternate hypothesis is that the difference in the values are statistically
significant. The p-values obtained from the test are shown as annotations above the pairs of
box-and-whiskers in Fig. 5.2. As we can see, almost all of the values are lower than 0.05,
rejecting the null-hypothesis with a 95% confidence. From this observation, we can conclude
that DEEPMAACC tends to produce a similar or identical amount of mutants through every
execution for a single parameter.

To observe the randomness in Mutation Score Error, we can view column 2 Fig. 5.1. For
neuron clustering in the top two plots of the right column, we can observe non-determinism’s
presence in the slight deviations of the graph. The jagged output could also be an inherent
characteristic of the models, but we can assume it is a result of randomness present in the
training of the model and the model’s classification of the different classes. However, in mutant
clustering, seen in the bottom two plots of the right column, we can observe a more harsh
result of randomness for the smaller parameter values. This large random effect results from
the mutant clustering’s random approach to selecting a cluster representative. When a large
cluster is created from a small similarity threshold, the grouped mutants will not all behave as
similar as wanted. DEEPMAACC strives to group behaviorally similar mutants in the same
cluster, so that when a representative of the mutant is killed (or survived), all the mutants
within that cluster can be safely marked as killed (or survived) without explicitly testing them.
As the ParHAC Threshold increases, the Mutation Score Error lines stabilize, meaning that
DEEPMAACC is no longer choosing random representatives that do not successfully represent
the entire cluster. This suggests that these ParHAC Threshold values produce quality clusters
that behave similarly. Utilizing a small similarity threshold produces unwanted outcomes based
on these plots and explanations. As the model is suggestedly random, the randomness cancels
itself out when calculating the mean Mutation Score Error for the DNN architectures’ plots.
For mutant clustering on FCNN models, the average Mutation Score Error is 1.41% while the
average is 2.50% for LeNet-5 models.

Overall, it is seen that neuron clustering obtains larger Speedup values at the cost of a larger

Mutation Score Error. Mutant clustering obtains lesser Speedup values, but nearly mitigates
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Figure 5.3: Random Mutant Selection Approach’s Speedup and Mutation Score Error. From
the left to right: Column 1 plots the Speedup, while Column 2 shows the Mutation Score Error
metric. From the top to bottom: Row 1 reports the results for FCNN models. Row 2 reports
the results for LeNet-5 models.

the Mutation Score Error, suggesting that this method chooses quality clusters that behave

similarly.

5.4 Answering Research Question 4

This research question investigates the effectiveness in Speedup of DEEPMAACC through
varying parameter values and models for the two approaches: Random Mutant Selection and
Boundary Sample Size Selection. This question will specifically be answered for Random
Mutant Selection first and then Boundary Sample Size Selection afterwards.

Figure 5.3 holds the Speedup and Mutation Score Error for Random Mutant Selection, so
the first column of plots will be observed only to answer this question. In these two plots, it is
shown that the Speedup for all FCNN and LeNet-5 models are nearly identical throughout the
parameter values, decreasing linearly. Random Selection Fraction selects a random subset of
mutants from each layer based on a user-given Selection Fraction. The respective parameter

values and Speedup values should be inversely related, as the amount of Speedup should come
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Figure 5.4: Boundary Sample Size Selection Approach’s BSS Size Percentage, Speedup, and
Mutation Score Error. From the left to right: Column 1 plots the FCNN models, while Column
2 shows the LeNet-5 models. From the top to bottom: Row 1 reports the BSS Size Percentages
for both models. Row 2 reports the Mutation Score Error for both models. Row 3 shows the
Speedup results for both models.
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directly from the reduction of mutants tested. For the Selection Fraction value 0.20, it can
be seen within the plotted line on either the FCNN model lines or LeNet-5 model lines, that
the Speedup values is 0.8. 0.8 would come from 1.0 subtracting 0.20, our Selection Fraction.
This behavior is seen throughout the entirety of both plots. So, the Speedup value for the
Random Mutant Selection is evidently related directly to the Selection Fraction value since
that percentage of mutants is removed from the tested mutants. The FCNN models obtain an
average 54.00% Speedup while LeNet-5 models obtain an average 54.15% Speedup.

Figure 5.4 presents six plots in a different format from the usual plots. These six plots
show the Speedup, Mutation Score Error, and BSS Size Percentage in rows instead of columns.
So, to consider the Speedup performance, we will observe the bottom row, where the left plot
holds the FCNN model data and the right plot holds the LeNet-5 model data. This strategy
of acceleration is also different because it does not reduce mutants tested, like the rest of the
approaches, but reduces the size of the test suite. A smaller test suite results in Speedup since
inference must be run for all test data points in order to calculate mutation score. All datasets
present a negative trajectory of Speedup within both plots. The models lose Speedup as the
BSS Threshold increases. A smaller BSS Threshold will require a smaller ratio of the test dat-
apoint’s largest class probability and second largest class probability, which means the data
points are near the decision boundary. FMNIST and EMNIST are both more complex classi-
fication datasets because FMNIST’s classes are fashion items and EMNIST’s classes are the
26 alphabet characters while MNIST and KMNIST are just 10 numbers/characters. The deci-
sion boundaries of MNIST and KMNIST appear to be closer to each other, explained by the
unchanging Speedup values. The closeness may present because of the similarity between the
different number and character classes, as there are only 10 different ones and both dataset’s
characters are made up of a combination of simple lines that cross over the same spaces. The
lines of the FCNN-MNIST and FCNN-KMNIST have a slope of nearly 0, starting at a speedup
around 90% while the lines of LeNet-5-MNIST and LeNet-5-KMNIST start at around 92%
Speedup ending at approximately 91% and 87%, respectively. These models begin with such a
large Speedup and end with a similarly large value because almost all the test suite points were

near the decision boundary. The other two datasets, KMNIST and EMNIST have their more
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distinct classes with seemingly mostly more distinct decision boundaries observed through
the similar negative trajectories. The lines of FCNN-FMNNIST, FCNN-EMNIST, LeNet-5-
EMNIST, and LeNet-5-FMNIST all start at a Speedup of 90+%, but then the FCNN models
end around 40-55% while the LeNet-5 models end around 76-78%. These models starting at
90+% but decreasing with later parameters means their test suites are not all close to the deci-
sion boundaries. They are all varying distances away, meaning the models are more confident
about those labels. Complex datasets would most likely have similar trajectories in Speedup
to MNIST and KMNIST. Even at the largest parameter, allowing for test data points farther
from decision boundaries and potentially being less effective within the mutation score, these
models can achieve around 40-90% or 76-90% Speedups tfor FCNN and LeNet-5. However, on

average, FCNN models obtain 83.25% Speedup while LeNet-5 models obtain 89.21% Speedup.

5.5 Answering Research Question 5

This research question investigates the effectiveness in Mutation Score Error of DEEPMAACC
through varying parameter values and models for each approach. We will answer this for our
Random Mutant Selection approach and Boundary Sample Size approach separately within this
section.

For the Random Mutant Selection approach, we test 10 different Selection Fractions to
see the effects on mutation testing time. We will use the right column in Fig 5.3 to answer
this question. The top plot shows the FCNN models while the bottom shows the LeNet-5
models. Both plots show similar slightly negative trends, but consistently surrounding the 0%
Mutation Score Error. Ideally, the Mutation Score Error will be 0.00, since this represents a
possibly equivalent mutant set. Across the entire plot for FCNN models, the Mutation Score
Error stays around a minimal percentage value, which is a very good performance. As the Se-
lection Fraction values approach 0.99, the Mutation Score Error also approaches 0.00 as 99%
of the mutants is essentially equivalent to the original mutant set. There is some randomness
presenting itself for the beginning values of Selection Fraction through the extremely jagged
lines, which is unpredictable behavior. This approach randomly selects a portion of mutants

from each layer. Since it selects randomly an equal amount across each layer, I believe this is
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why we see a Mutation Score Error that dances around 0.01 and 0.03 for many of the values,
ultimately ending at a value barely above 0.00. Ensuring the mutants are selected from all
layers equally instead of having a large bank of mutants to choose from allows for layers or
sections of neurons that have a higher chance of showing. Throughout the research we assume
that many neurons work together or perform similar tasks within the models. So, a random se-
lection across each layer allows for a chance to select fewer mutants that have similar behavior.
Since there are a minimal number of neurons within each layer of both the FCNN and LeNet-5
models, there is reason to believe this may not work as efficiently across much larger models as
there may be a more probable chance to randomly select groups of mutants that are not as rep-
resentative as these mutant groups. Overall, FCNN models obtain, on average, 1.22% Mutation
Score Error while LeNet-5 models obtain a Mutation Score Error of 1.57%, on average.

For the Boundary Sample Size approach, we observe the middle row of Fig 5.4 to answer
our question. We test 10 different parameter values for the BSS Threshold used to filter on how
close the test suite samples are to the decision boundaries. The FCNN models are shown in the
left plot while the LeNet-5 models can be observed in the right plot. Both plots show a gradual
negative trend across the first half of the parameter values. The beginning BSS Threshold
values differ from the later values so much because of these particular values’ sensitivities to
perturbations. Test data points chosen near the decision boundary by definition should present
higher Mutation Score Error as these are the most sensitive test data points. But, as the BSS
Threshold increases and the test suite size increases, it achieves a higher representativeness
of the original test suite since it seems a differing value of test data points sit near decision
boundaries across all models. Shen ef al. mention that the new filtered test suite reaches an
acceptable substitution rate at which these boundary samples can almost completely replace the
whole test samples in terms of normal mutation scores [2]. The test suites’ performance will
plateau at some point in the plot. The model’s Mutation Score Error seems to stabilize around
0.05-0.14 for the FCNN models while the LeNet-5’s values stabilize around 0.00-0.08. So, the
LeNet-5 models perform better, Mutation Score Error wise. The FCNN models do not perform
poorly, but do have nearly double the stabilization values across all datasets. The Mutation

Score Error values stay nearly the same, starting at different points for the different models,
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because the used test suite contains the exact or nearly the exact same data points. Overall,
the FCNN models obtain, on average, 16.51% Mutation Score Error and the LeNet-5 models

obtain a Mutation Score Error of 11.69%, on average.

5.6 Answering Research Question 6

This research question investigates the effectiveness in testing data reduction by the Boundary
Sample Size Selection approach. This question will be specifically answered by the first row
of plots in Fig. 5.4.

The left plot shows the FCNN models while the right plot observes the LeNet-5 models.
These plots have BSS Size Percentage as the y-axis. BSS Size Percentage represents the percent
of size remaining of the original test suite’s size. Both plots observe a general linearly positive
trend in this BSS Size Percentage. So, as the BSS Threshold increases, more samples are added
to the test suite, since values can come from farther away from the decision boundaries. So,
values that the models are more confident of will start to appear in the test set based on a larger
BSS Size Percentage. However, these threshold values follow an exponential growth pattern in
order to be applicable and of use. Even with the largest BSS Threshold value, the largest BSS
Size Percentage is near 48% for the FCNN models and near 21% for the LeNet-5 models. This
shows that the FCNN models have less test data points near the decision boundaries for the
datasets MNIST and KMNIST while there is a bigger spread across the decision space for the
datasets EMNIST and FMNIST. EMNIST and FMNIST hold much more complex decision re-
quirements, which may be why there are so many test samples varying distances away from the
decision boundaries. The classes may have similar features that explain the model’s partition-
ing of probabilities. The MNIST and KMNIST datasets have a miniscule amount of samples
near the boundary decisions, meaning that most samples, around 90-95%, have very confident
labels from both FCNN and LeNet-5 models. For datasets that have less data samples near the
decision boundaries, this means that they may be less prone to perturbations from our mutation
operators. So, they will only require a smaller test suite for the values that would cause a higher
mutation score. However, I believe we fail to account for the mass of test samples that are far

away from the decision boundaries, which results in the slightly higher Mutation Score Errors
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in the second row. For FCNN models, the BSS Size Percentage has an average of 0.09, or 9%
while the LeNet-5 models have an average of 0.04, or 4%.

These new BSS test suites seem to be representative enough to use in place of the original
test suite for a few of the BSS Thresholds. The specific thresholds, 15, 20, 100, and 1000, have
both a significant Speedup and reasonably small MSE. Having a comparable mutation score
means that it can replace the original test suite. Having a decent Speedup and the comparable
mutation score means that this is a desirable substitution suite. These test suites are usually
more efficient, as they have the same behavior as the original test sets, but compute at a much
faster rate. Instead of running inference on all of the test samples that are almost guaranteed
to classify as the same label, using the BSS filter allows for us to only test the samples that
have the potential to be shifted over those decision boundaries. When a sample is shifted over
a decision boundary, its label is shifted from the label that the original model classified it as,

resulting in a killed class, which produces a higher mutation score.
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Chapter 6

Conclusion

Speeding up DNN mutation analysis could benefit plenty of application areas that depend on it.
We presented two new clustering approaches and two seen selection approaches with promis-
ing results in reducing the costs of DNN mutation testing. All approaches generally decrease
the mutation testing time, so optimal parameters and metrics that can balance the trade-offs
between Speedup and Mutation Score Error would benefit their further research immensely.
DEEPMAACC will be open-sourced, so the research community can apply and improve its
clustering approaches.

Mutation Analysis of DNNGs is still expanding and is a current active research topic. There
are many challenges to confront, like non-determinism in training and mutation operators, com-
putational expenses related to scalability, and the need to translate mutation operators and met-
rics from traditional software engineering. However, in this research, the goal is not to study
the reliability of mutation score as a measure for test quality, rather the goal is to speed up a
single run of mutation testing, so our clustering and selection approaches were both applied as

separate methods.

6.1 Threats to Validity and Future Work

Like any other research work with empirical results, there are potential threats to validity to our
work.
The generalizability of our results is limited since we do not have a complete representative

sample of all DNN models and datasets to test our clustering approaches with. We evaluated
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DEEPMAACC on only two DNN architectures (LeNet-5 and FCNN) and four classification
datasets. While such a collection of model architectures might include modern models like
AlexNet and VGGNet, they are not fully representative of the wide variety of DNN models and
tasks in practice. Further evaluation on additional architectures (e.g. ResNet, Transformers)
and datasets from diverse domains would strengthen the external validity of our findings.

Furthermore, the main clustering algorithm in this paper is hierarchical agglomerative
clustering. Extending the research’s reach to other clustering types may result in higher perfor-
mance rates and speedup. Other hierarchical clustering, non-hierarchical clustering, or other
applicable clustering algorithms should be investigated to check their influence on the trade-off
between mutation score error and mutation testing speedup. Along with the need for clustering
algorithms comes a need for clustering algorithm parameters. Clustering could also be done on
different parts of the model. Instead of the neurons’ weights and biases, we could potentially
cluster on their activation of the test data suite.

For the current models and mutation operators, the Neurons per Cluster and PARHAC
Threshold parameter values heavily impact the effectiveness of DEEPM A ACC. Studying these
parameters to find the optimal measures could allow for more in-depth research into the behav-
ior of all components of DEEPMAACC. The selection approaches also have their own set
of parameters, Selection Fraction and BSS Threshold. These parameters heavily impact their
effectiveness as well, so studying the optimal parameter sets and possible combinations of ap-
proaches would be helpful research directions.

There is also a need for expansion of the set of tested mutant operators. However, there are
many fault types and new ones are found periodically that may not be compatible with DEEP-
MAACC’s operation. Having few mutant operators could lead to an incomplete assessment of
the mutation testing approaches. Incorporating a more diverse set of mutation operators could
help correct this, allowing DEEPMAACC to cover as many fault types as possible. With only
three mutation operators, the study may not be capturing the full range of potential faults and
behaviors that can occur in DNNs. These mutation operators are also only model-level muta-

tion operators when there are also source-level mutation operators. There is a need to check if
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these mutation operators produce realistic changes to the models. Could these approaches be
applied to real applications?

Another threat could be the evaluation metrics, speedup and mutation score error, as they
may not fully capture all relevant aspects of mutation testing acceleration. There could be other
important factors, such as memory usage or scalability to very large models, that we did not
measure.

The non-deterministic nature of DNN training and some aspects of our approach (e.g. ran-
dom selection of cluster representatives or random mutant selection) could introduce variability
in results. While we attempted to mitigate this through multiple runs, there may still be some
effects of randomness. There is a need for a different method of choosing representatives of
mutant clusters rather than one that produces these non-deterministic outputs.

DEEPMAACC may contain undetected bugs or implementation errors. These potential
issues could affect the accuracy of the mutation analysis process, the clustering algorithms, or
the performance measurements.

Our statistical analysis and conclusions are based on a limited number of models, datasets,
mutation operators, and runs. A larger-scale study with more models and statistical rigor would
increase confidence in the generalizability of our findings on the trade-offs between speedup
and mutation score error. Future extensions of this paper will prove beneficial to mitigating

these threats.

6.2 Thesis Conclusion

This paper presents DEEPMAACC, a framework for speeding up DNN mutation analysis
through neuron and mutant clustering. DEEPMAACC implements two methods: (1) neuron
clustering to reduce the number of generated mutants and (2) mutant clustering to reduce the
number of mutants to be tested by selecting representative mutants for testing.

This paper further presents an empirical study of two proposed methods using 8§ DNN
models across 4 popular classification datasets and 2 model architectures. When compared
to vanilla mutation analysis, the results provide empirical evidence that the neuron clustering

approach on average speeds up mutation analysis by 69.77% with an average -26.84% error in
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mutation score, while the mutant clustering approach speeds up mutation analysis by 35.31%
with an average 1.96% error in mutation score. Random mutant selection accelerates mutation
analysis by an average of 54.07% with an average mutation score error of 1.40%. Meanwhile,
boundary sample selection, the final approach, results in an average of 86.23% speedup in

mutation analysis at the cost of 14.10% average error in mutation score

6.3 Data Availability

DEEPMAACC source code and a replication package are publicly available at [39].
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Figure A.1: This figure shows the Mutation Score Error of the four approaches with their re-
spective parameters for FCNN models. The top plot is Neuron Clustering, the second plot is
Mutant Clustering, the third plot is Random Mutation Selection, and the bottom plot is Bound-
ary Sample Size Selection.
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Figure A.2: This figure shows the Mutation Score Error of the four approaches with their re-
spective parameters for LeNet-5 models. The top plot is Neuron Clustering, the second plot is
Mutant Clustering, the third plot is Random Mutation Selection, and the bottom plot is Bound-
ary Sample Size Selection.
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Figure A.3: This figure shows the Speedup of the four approaches with their respective parame-
ters for FCNN models. The top plot is Neuron Clustering, the second plot is Mutant Clustering,
the third plot is Random Mutation Selection, and the bottom plot is Boundary Sample Size Se-
lection.
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Figure A.4: This figure shows the Speedup of the four approaches with their respective pa-
rameters for LeNet-5 models. The top plot is Neuron Clustering, the second plot is Mutant
Clustering, the third plot is Random Mutation Selection, and the bottom plot is Boundary Sam-
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Figure A.5: This figure shows the relative size comparisons of their approaches. While not
directly comparable since the top plot shows Number of Mutants Tested and the next two plots
show BSS Size Percentage, you are able to observe their relative efficiencies for reduction. The
top plot shows how many mutants are tested for the Neuron Clustering and Mutant Clustering
approaches, having both FCNN and LeNet-5 lines within the same plot. The second and third
plot show the BSS Size Percentage, which is what percent of the test suite is left after the BSS
filter. The second plot holds the FCNN models and the third plot holds the LeNet-5 models.
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