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Abstract

Our regular lives have been incredibly changed by the coronavirus (COVID-19) widespread.

Inaccessible work and self-quarantine have constrained individuals all over the world to ad-

just. Numerous service providers, counting retail stores and restaurants, have had to alter

their logistics plans. Whereas lessening and regulating human interaction aids in control-

ling and avoiding the infection, it includes a significant effect on numerous trade spaces,

particularly those with physical stores. Contactless delivery has been proposed as a means

of avoiding the spread of the coronavirus. Contactless delivery permits customers to get

merchandise whereas holding crucial social distancing. It empowers individuals to have their

regular necessities, such as essential supplies and drugs, delivered to their doorstep. Contact-

less delivery, on the other hand, diminishes direct contact between the delivery personnel and

the customers. The items have vulnerable contacts with logistics personnel and other obscure

third parties in expansion to peer-to-peer organizing. The supply chain routes stay an issue

indeed, even though the items are conveyed without physical contact. As a result, there is an

urgent requirement for creating a contactless delivery framework where the location traces of

delivery personnel can track anonymously. In this paper, we show a novel blockchain-based

framework for enabling order traceability over the supply chain. Our proposed system viably

contributes to COVID-19 avoidance and control by recording and checking traces of delivery

and the medical status of delivery personnel in a privacy-preserving way. As a test-bed,

we created a Hyperledger Fabric-based blockchain model system. Various smart contract

features are added and tested to show the effectiveness of the proposed scheme. Following

its implementation and evaluation, we conduct thorough security and privacy analysis of this

framework.
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Chapter 1

Introduction

The COVID-19 is a highly infectious disease caused by novel coronavirus and the ma-

jority of people infected with the coronavirus will have mild to moderate respiratory symp-

toms and recover without needing any special care. However, people over the age of 65, as

well as those with underlying medical conditions such as cardiovascular disease, diabetes,

chronic respiratory disease, and cancer, are at a higher risk of developing a severe illness [2].

COVID-19 has been one of the most damaging pandemics in human history, resulting in

disease burdens never seen before, high healthcare costs, and negative economic effects all

over the world. More than 128.4 million people have been infected with the coronavirus

as of March 31, 2021. There have been 2.81 million deaths worldwide as a result of these

128.4 million confirmed cases, resulting in approximately 2.2% mortality rate [3]. The coron-

avirus’s virulence may be due to its remarkable surface stability [4], as it can live on stainless

and plastic surfaces for more than seven days [5]. As a result, despite numerous attempts

to contain the pandemic, the epidemic continues to spread. Despite the recent creation of

vaccines for the virus, numerous studies suggest that in the coming months, people should

continue to socially isolate themselves and take adequate precautions [6, 7].

COVID-19 has spread exponentially around the world since the first case was detected

in late 2019 in Wuhan, China, causing the World Health Organization to declare it a pan-

demic on March 11, 2020 [2]. COVID-19 has a fatality rate of 2% to 5%, and the virus has

caused many deaths worldwide due to its high infectiousness. To effectively avoid the spread

of COVID-19, steps such as social distancing and a shelter-in-place order have been intro-

duced. In response to the social distancing steps, the closure of all non-essential facilities

and restaurants’ restrictions to takeout service has sparked a boom in food delivery services.
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A service like this has been hailed as a valuable, easy, and secure way to reduce the risk of

infection from novel coronavirus infection sources. Nonetheless, this form of distribution can

still pose a risk of disease transmission.

According to reports, more than 60% of contaminated cases in a public hospital in Hanoi,

Vietnam’s capital, have been related to food distribution by mildly ill or presymptomatic

nonclinical workers at the hospital cafeteria. This has raised fears that food delivery may play

a significant role in the disease’s spread. Although an increasing number of people follow the

shelter-in-place order, delivery personnel continue to fill customer orders. This has pushed

them to the forefront of the COVID-19 pandemic. The possibility that delivery workers (1)

come into direct contact with novel coronavirus–infected customers without ever exhibiting

symptoms and (2) function as a presymptomatic sender, inadvertently transmitting the novel

coronavirus to their safe customers, coworkers, or families, should be considered. According

to facts, presymptomatic or asymptomatic transmission is one of the main routes through

which the novel coronavirus spreads.

During a pandemic, delivery personnel is at a greater risk of transmitting the novel

coronavirus and may becoming a “spreader.” Here are several strategies for reducing such

dangers:

• To prevent infection with COVID-19, many companies have started contactless de-

livery. For example, Instacart provides the “Leave at my door delivery” choice in

developed countries such as the United States. In developing countries like Vietnam,

GrabFood uses the contactless Grab transaction, in which delivery personnel leaves

meals at a designated location while standing 2 meters away waiting for customers [8].

• Fresh face masks, gloves, and hand sanitizers must be strictly followed. To prevent

infection with the novel coronavirus, delivery personnel should wear new face masks

and gloves and use hand sanitizers regularly [8].
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• In developing countries, digital payment or credit card payment is encouraged to limit

contact with delivery personnel [8].

• Customers should throw away the packaging as soon as possible and wash their hands

afterward [8].

1.1 Motivation

The transmission of the coronavirus is a major concern to public health and has a

huge impact on people’s lifestyles. New policies such as social distancing, remote working,

and self-quarantining have been proposed and implemented worldwide to thwart the virus’s

spread. While reducing and regulating human interaction aids in the control and prevention

of the virus, it has a significant impact on many business domains, especially those with

physical stores. For example, a drop in consumer traffic directly affects retail stores and

catering services, resulting in job changes and losses [9]. It is a tough balancing act to keep

people safe while continuing to run regular business operations. Contactless delivery, as an

alternative, will help to address this issue in part. Contactless delivery allows customers to

receive goods while retaining fundamental social distancing. It enables people to have their

everyday necessities, such as groceries and medications, delivered to their doorstep. On the

other hand, the shipped products go through vulnerable encounters with delivery personnel

and unknown third parties. As previously mentioned, the virus’s stability can spread further

due to its ability to live long periods on fomites like boxes or bags. Even in contactless

delivery scenarios, we need to keep track of the delivery details. This helps researchers dig

deeper into the virus’s transmission path to see if any confirmed cases have been identified

in the supply chain system.

Many countries have implemented mobile technology to combat the spread of the coro-

navirus, and they depend on such technologies to provide information to help them make

better decisions about the lockdown exit strategy [10]. Different countries have taken the

lead in requiring people to install surveillance apps such as Trace Together, Arogya setu,
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COVIDSafe etc. [11, 12, 13, 14, 15, 16, 17, 18, 19, 20] in order to facilitate touch tracing.

Unfortunately, people may not have access to this knowledge to make risk-informed decisions

when interacting with others. Despite the increased demand for home deliveries, delivery

personnel is not regularly tested for coronavirus. As a result, when introducing a contact-

less delivery system, it is critical to building an infrastructure that allows for risk-informed

decision-making. As a result, we suggest a blockchain-based framework for recording the

medical status of delivery personnel and then tracing the infection pathway across the sup-

ply chain. Human-to-human interaction is reduced by using a contactless delivery system,

and our proposed framework then helps all interested parties to obtain up-to-date informa-

tion on supply chain risks.

Despite the fact that much has been done to combat the COVID-19 pandemic, there is

no contactless delivery system that can provide contact tracing in the event of coronavirus

exposure. Box delivery systems distribute shipments that could have traveled to many

different places. Since these packages are guaranteed to be sanitized or washed, delivery

personnel are often at risk of catching an infection from the package. Furthermore, they can

come into contact with coronavirus while delivering in a highly contaminated area. If the

delivery personnel is still in danger, the shipment is also in danger. As a result, the package

receiver must keep track of the delivery personnel’s position. Moreover, exercise caution when

handling these items. As a result, the development of a contactless distribution system that

allows delivery personnel’s location traces to be tracked anonymously is critical.

1.2 Contributions

In this thesis, we show how a blockchain can be used to implement a system that can

track and trace the location and medical status of the delivery personnel. As a result of

COVID-19, several service providers, including retail stores and restaurants, have had to

alter their logistics strategies. Hence, We introduce a novel blockchain-based platform for
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tracking individuals in contactless delivery systems, which will help prevent the coronavirus’s

spread. The primary contributions of this thesis are as follows:

• We introduce a new blockchain-based platform for tracking individuals in contactless

delivery systems. All delivery personnel from organizations that are a part of this pro-

posed system must update the ledger with the locations where they made deliveries.

When a user submits a query, they can get a complete history from the immutable

blockchain ledger while preserving the privacy of the person who uploaded the infor-

mation. The consumer will then decide if a coronavirus infection was present and make

a risk-based decision about proceeding with the delivery. The delivery person does not

have to reveal his or her identity in order to protect privacy. Instead, each participant

will be given a unique identifier. Our proposed blockchain architecture that is based

on confirmation can enable traceability in contactless delivery systems.

• To incorporate the proposed blockchain architecture, the proposed infrastructure uses

Hyperledger Fabric [21] and the non-resource intensive consensus algorithm Raft [22].

To generate CouchDB state databases, we use Hyperledger Fabric’s docker containers.

The use of docker containers is essential because it helps us isolate chaincodes [21].

Chaincode governs how smart contracts are packaged for deployment. We can guaran-

tee the performance of concurrent transactions by isolating chaincodes. We provide the

latency and throughput at different transaction rates and different batch sizes to evalu-

ate the effectiveness of our proposed approach. Since it is an open-source, permissioned

blockchain, Hyperledger Fabric was chosen as the blockchain system. Hyperledger Fab-

ric uses a non-resource-intensive consensus algorithm to reduce transaction fees while

still increasing performance. It aims to make pluggable component systems with high

confidentiality, resilience, and scalability easier to implement. Users must first be given

access to the network and applications before connecting to a Fabric blockchain be-

cause it is permission. Fabric networks can be divided into channels, allowing nodes

to participate in several blockchains simultaneously.
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• Since it is based on blockchain technology, our proposed architecture not only guar-

antees reliable supply chain provenance but also protects the privacy of all parties

concerned. Our system ensures delivery personnel’s privacy by associating them with

a unique identification number rather than a personal name since they are expected to

provide confidential details to the service provider (i.e., a regular health check). The

service provider is the only member of the blockchain who knows the mapping between

delivery personnel and their ID number.
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Chapter 2

Background and Related Work

A blockchain infrastructure’s decentralized storage makes it ideal for a wide range of

applications, such as various internet of things (IoT) applications [23], and supply chain

traceability [24, 25, 26, 27, 28, 29, 30, 31]. Anyone can join and make transactions on a

decentralized blockchain and participate in the consensus process. With no single point

of failure, this decentralized model offers high robustness and durability for the blockchain

database. It can either be listed as a public (permissionless) or private (permissioned)

blockchain. The most well-known public blockchain applications, for example, are Bitcoin [1]

and Ethereum [32]. On the other hand, a private blockchain is an invite-only network run by

a central authority that requires members to go through a verification process before being

accepted.

2.1 Blockchain Technology

Blockchain is a decentralized technology with specific features like impenetrable infor-

mation infrastructure, transparency, and cryptographic encryption tools built-in [33]. It is

a series of blocks that makes up a distributed ledger. The underlying cryptographic tech-

nology used to authenticate network participants makes blockchain’s decentralized platform

tamper-proof. Furthermore, Blockchain technology has several possible applications that

can aid in handling the ongoing pandemic crisis. It can be used to streamline vaccine and

drug clinical trials, raise public awareness, monitor donations, and fundraising events trans-

parently, and serve as a credible data tracker [34, 35, 36]. Since once a block is authenticated

and checked, it is chained to previous blocks with a specific hash; it takes many resources to

change blocks added to the blockchain network. As a result, changing one block will alter
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this hash, alerting all participants, making it nearly impossible to update or remove data.

Furthermore, all network users have access to the data stored on the blockchain, ensuring

accountability among participants.
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Figure 2.1: The blockchain infrastructure introduced in the Bitcoin paper [1].

Like a traditional public ledger, a blockchain is a series of blocks that contain a complete

list of transaction records [37]. A blockchain is depicted in Figure 2.1 as an example [1].

A block has only one parent block if the block header contains a previous block hash. The

first block in a blockchain is known as the genesis block that hasn’t been parented by any

other blocks. The structure of a block is depicted in Figure 2.2 [1]. Three types of block

metadata make up the block header. First, there is a reference to a previous block hash,

a 256-bit hash value that points to the previous block in the blockchain and connects this

block to the previous block. The timestamp and nonce, a 4-byte field that starts at 0 and

grows with each hash calculation, are the second collection of metadata. The Merkle tree

root hash, the hash value of all the transactions in the block and is used to summarize all

the transactions in the block effectively, is the third piece of metadata.
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Figure 2.2: Structure of a block [1].

2.1.1 Taxonomy of blockchain systems

There are three types of blockchain systems currently in use: public blockchain, private

blockchain, and consortium blockchain [38]. All records are available to the public in a public

blockchain, and everyone can participate in the consensus process. On the other hand, a

consortium blockchain will only allow a small number of pre-selected nodes to participate

in the consensus process. When it comes to a private blockchain, only nodes from a single

entity will be eligible to participate in the consensus process. Since it is entirely regulated

by one entity, a private blockchain is considered a centralized network. Since only a small

percentage of nodes are chosen to establish consensus, the consortium blockchain built by

many organizations is partly decentralized [39].

All these three forms of blockchain infrastructure differs based on the following proper-

ties:
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• Consensus process: The consensus mechanism of the decentralized blockchain may

be joined by an entity from anywhere in the world. Both consortium and private

blockchains are permissioned, unlike public blockchain. Every node in a public blockchain

could participate in the consensus process. In a consortium blockchain, only a small

number of nodes are responsible for validating the block. In the case of a private chain,

it is entirely under the control of one entity, deciding on the final consensus process [37].

• Read permission: The primary distinction between public and private blockchains is

that public blockchains are decentralized, and transactions are available to the public.

In contrast, private and consortium blockchains allow the consortium or organization

to determine if the stored information is public or limited [37].

• Immutability: It is almost impossible to tamper with transactions in a public blockchain

since records are maintained on many participants. Transactions in a private blockchain

or a consortium blockchain, on the other hand, can be tampered with [37].

• Anonymity : The key feature of public Blockchains is anonymity. In private and per-

missioned Blockchains identification is typically necessary for systems that are operated

and controlled by known entities [37].

Satoshi Nakamoto was the first to propose the concept of blockchain in the seminal

Bitcoin paper [1] in 2008 to address the double-spending problem in digital currency sys-

tems [40, 41]. The success of Bitcoin ignited an increase in interest in developing blockchain

technology and applying it to various fields. The blockchain infrastructure is focused mainly

on how consensus processes are applied. In today’s blockchain networks, there are four basic

consensus mechanisms, and they are Proof of Work (PoW) [42], Proof of Stake (PoS) [43],

Practical Byzantine Fault Tolerance (PBFT) [44], and Delegated Proof of Stake (DPoS) [45].

Some blockchain systems also use a few other consensus mechanisms, such as Proof of Band-

width (PoB) [46], Proof of Elapsed Time (PoET) [47], and Proof of Authority (PoA) [48].
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Hyperledger Fabric [21] has recently gained interest in the implementation of various

blockchain-based applications. Hyperledger is a permissioned blockchain that makes use of

the Raft consensus algorithm [22]. Raft operates by having the cluster elect a leader. Raft is a

consensus algorithm for maintaining a replicated ledger across every node. The raft has been

described as crash fault tolerant (CFT). It achieves consensus by first appointing a prominent

leader and then delegating complete control of the replicated log to that leader [22]. Since it

is tokenless, anybody who is a participant of the blockchain infrastructure will participate in

the consensus. Furthermore, it is non-resource intensive, decreases transaction fee costs, and

improves performance. As a result, we use Hyperledger Fabric to incorporate our proposed

contactless delivery system.

2.2 Blockchain for Traceability

The use of blockchain technology has been demonstrated for improving the healthcare

segment in different regions [49]. Blockchain can be used in managing clinical trials as

it can reduce the duration of the trial and ensure the patient records are transparent and

traceable. It also helps in making data sharing more accessible and ensure that all regulations

are followed. In medical supply chain management, blockchain can be used to track medical

equipment and improve inventory planning [50]. Long supply chains provide unnecessary

opacity, making forecasting and planning supplies difficult. Blockchain connects all entities

in the supply chain and provides transparency and security; hence blockchain is well suited

for the supply chain. It can be used to safeguard user privacy and does not share personal

information widely and also enables users to exchange information on a case-by-case basis.

A group of European privacy experts created a blockchain-based architecture for COVID-19

contact tracing via Bluetooth [49, 50]. Blockchain can also be used in the region of contact

tracing [51, 52] and can help to keep track of the patient’s movements [52]. Blockchain

can also provide real-time information on contaminated areas and assists in the detection of

virus-free areas [51, 52]. The coalition is a free app in the United States that allows users
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to keep track of their health. Other users are alerted to the possibility of interacting with

an infected person. The solution tracks meetings using Bluetooth-enabled cryptography

technology and generates anonymous random IDs to safeguard the user’s identity, with all

data saved locally on the user’s phone [51].

Several researchers have indicated that blockchain technology be used to fix concerns

related to the COVID-19 pandemic. These approaches can be categorized based on track-

ing technologies [53, 54] and using the tracked data to inform people about COVID-19

risks [54, 55, 49]. Furthermore, several blockchain frameworks have been suggested or intro-

duced in supply chain management, such as Alipay’s creation of a blockchain-based solution

that enables humanitarian organizations to track and distribute relief supplies [50]. The

transaction validation method can be accelerated because blockchain eliminates all third-

party delegates and unavoidable delays in handling and processing. The VeChain network

is one example of this accelerated process. Although partnering with production offices and

facilities, the VeChain network ensures the credibility and reliability of new KN95 masks

imported from China [56]. Every package shipped from China includes a VeChain NFT

(non-fungible token) chip and a two-factor authentication QR code to verify the product’s

authenticity. To ensure that the masks are genuine, it tracks individual data such as product

ownership and manufacturing position. The scan also reveals important details about the

KN95 masks, such as manufacturing dates and locations, as well as logistical points in the

supply chain.

The fact that blockchain can be programmed to adopt a decentralized architecture is one

of the advantages of using it to store this data. Both organizations have the same permissions

to access the blockchain information in a decentralized architecture. Many of the currently

proposed systems, on the other hand, are based on a centralized infrastructure in which only

approved users have access to data. Singapore’s touch tracing solution, TraceTogether, is

an example of this unified architecture. This application uses Bluetooth technology to keep

track of possible coronavirus exposure amongst people [57, 58, 13]. The primary issue with
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these systems is that they violate user privacy. All Bluetooth-based communication tracing

solutions are vulnerable to threats such as man-in-the-middle, sniffing, jamming, replay, and

spoofing attacks due to Bluetooth’s unreliable wireless interface.

A blockchain can be programmed to adopt a decentralized architecture is one of the

advantages of using it to store data. Both organizations have the same permissions to access

the blockchain information in a decentralized architecture. A blockchain-based approach

with a decentralized architecture to solve this privacy problem is one example of previous

work. A well-defined blockchain-enabled privacy-preserving trace enables an efficient com-

munication tracing network by allowing information transfer without jeopardizing individual

privacy. The BeepTrace framework [53] uses blockchain technology to provide encrypted and

anonymous personal identification, allowing authorities and health care providers to notify

individuals who may be at risk of infection as a result of contact with an infected person.

To produce location data, the device uses two blockchains and a public key provided by

the government or a public entity, as well as a diagnostician key to validate test results.

The BeepTrace system uses blockchain technology to provide an encrypted and anonymous

personal identity, allowing authorities and healthcare providers to reach out to people who

may be at risk of infection due to contact with an infected person. The disadvantage of this

method is that BeepTrace contact tracing solutions have high communication and server

usage costs.
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Chapter 3

Proposed Blockchain-based Contactless Delivery Framework

The current pandemic is causing major supply chain disruptions around the world.

Industrial manufacturing has come to a halt, either due to a lockdown or because factories

are not prepared or built to meet the modern social distancing model and to operate with

minimal physical contact. Import and export bans have also affected the global supply

chain. COVID-19’s precise extent of instability in the global supply chain is difficult to

determine at this time; however, it has resulted in severe supply and demand crises. There

is either high demand or a high supply depending on the form of the product. An increase

in demand for household essentials has resulted from panic purchasing. Likewise, medical

equipment and pharmaceutical supply chains struggle to keep the entire chain intact and

meet the high demand. In order to maintain “social distancing,” we have become suspicious

of physical touch. The need for shipping combined with the physical distance has resulted in

a rise in demand for contactless parcel delivery, particularly for high-risk populations. Most

post-delivery companies are now using contactless delivery more than ever before, and the

process is now a proven workflow for them. According to Bloomberg, FedEx and UPS have

scrapped the usual signature and authentication rules for most package deliveries in response

to the Coronavirus pandemic. This is to protect consumers and delivery personnel. As the

COVID-19 pandemic maintains its grip on many parts of the world, standard life patterns

have become radically altered. A few months ago, most of us would not have given a trip

to the grocery store or dining out with friends a second thought. Now, the simple act of

going out to run a few errands has become an ordeal. That is why many people around

the world have decided it is easier to shop online. Blockchain technology can help create a

more resilient supply chain. All stakeholders can be anonymously linked with blockchain,
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creating a trustless climate. Immutable data logs support auditability, provenance, and

accountability, while smart contracts with well-designed access constraints and automation

provide a high degree of security and automation.

Before the pandemic, online shopping had been on the rise for years. The E-commerce

market share increased to 16 percent in 2019, up from 14.4% in 2018 and 13.2% in 2017. With

governments urging people to restrict their travel and follow social distancing guidelines,

it is no wonder that e-commerce has exploded in popularity. In March and early April,

online spending in the United States increased by 30% over the previous year, a substantial

improvement over the 20% year-over-year rise seen in recent years. Consumers who want to

avoid risking a trip to potentially crowded shopping centers have turned to online shopping,

but many are searching for even more protection. As a result, contactless and touchless

delivery solutions are becoming increasingly popular. Fast food and other delivery dining

options have become the most common, However, it is now being introduced across various

items, from prescription drugs to new cars. The pandemic of COVID-19 has ignited an

increase in demand for easy-to-use online shopping options that allow people to avoid taking

unnecessary risks. Contactless delivery is a modern delivery system that enables packages

to be sent and received without being physically present. To ensure even greater protection,

companies in the delivery supply chain should monitor not only packages but also possible

locations in the supply chain where coronavirus exposure may have occurred. There is a

need for a system that can log and transmit this information while protecting the users’

privacy. For various service providers, delivery personnel, and consumers, we suggest using

a blockchain-based architecture to provide a contactless delivery system for tracing delivery

traces and the medical status of the delivery personnel.

The proposed blockchain framework’s primary stakeholders are service providers, de-

livery personnel, and consumers. Each key member(node) must create and maintain their

identity (i.e., address, account, or participant’s identity) in the system. To ensure supply

chain transparency, the service provider must monitor the blockchain ledger for any changes
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between the time an order is placed and the time it is delivered. If a difference exists, this will

help [23]. A blockchain transaction has a target smart contract feature, a payload containing

input values to the function call, and is always signed by the submitter. Smart contracts

are used to execute the underlying functionalities, such as data storage and management.

Smart contracts are code lines stored on a blockchain that is automatically executed when

predetermined terms and conditions are met. The blockchain nodes execute these smart

contracts by processing transactions submitted by the user. This can be achieved as an

on-chain or off-chain operation.
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Figure 3.1: The proposed approach for our blockchain-based contactless delivery system.
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3.1 Architecture of the proposed blockchain-based framework

In our proposed infrastructure, we use Hyperledger Fabric. The Hyperledger fabric’s

architecture is highly scalable and configurable, allowing for creativity, flexibility, and opti-

mization across a wide variety of industries, including banking, finance, insurance, healthcare,

human resources, supply chain, and even digital music delivery. This platform is also per-

missioned, which means that, unlike a public permissionless network, users are identifiable

to one another rather than anonymous and therefore completely untrustworthy. Although

participants do not completely trust one another, a network may be run under a governance

model based on the trust that does exist, such as a legal agreement or a mechanism for

resolving disputes. Hyperledger Fabric allows for plug-and-play modules such as consensus

and membership services. Hyperledger Fabric enables various entities in a network to use

their certificate authority and, as a result, incorporate a variety of cryptographic algorithms

for signing, verifying, and attestation of identity. This is accomplished using an Membership

Service Provider (MSP), which is a part of the Hyperledger Fabric that abstracts membership

operations. All the cryptographic protocols and mechanisms involved in issuing certificates,

validating certificates, and user authentication are performed by an MSP. An MSP defines

its definition of identity and the rules that validate and authenticate those identities [59].

Hyperledger Fabric’s adaptable and modular architecture makes it suitable for a wide range

of industry applications. It employs a novel consensus approach that allows for scalability

while preserving privacy.

In our architecture, we use Hyperledger Fabric along with the non-resource intensive

consensus algorithm Raft. The Raft consensus algorithm is a distributed crash fault tolerance

algorithm that ensures the system can decide and process client requests in the event of a

failure [22].The Raft protocol employs a “leader and follower” model, in which a channel’s

ordering nodes dynamically elect a leader, who then replicates messages to the follower nodes.

The three states of raft nodes are always follower, candidate, or leader. First, every node

acts as a follower. If the leader has been elected, the follower can accept the log entries sent
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by a leader. However, in case there is no leader, elected followers can cast votes for a leader.

Nodes self-promote to the candidate state if no log entries or heartbeats are obtained for a

fixed period. Nodes in the candidate state ask for votes from other nodes. If a candidate

receives a majority of votes, it is elevated to the position of leader. The client sends a

command to the leader node in a request. Then the dominant node logs the request and

sends it to all follower nodes. The request will be appended to the follower node’s log, and

a confirmation message will be sent. The command log will be sent to the managed state

machine once the leading node has received most of the confirmation messages from the

following nodes. The follower node will send the log to the state machine it manages once

the leading node has done so. The result is sent to the client by the dominant node. Raft

can be described as a replicated log management consensus algorithm, which ensures that

followers’ logs are identical to the leader’s logs, allowing the entire distributed system to

function as a single entity even in the event of a failure.

The main members of our blockchain-based system securely record order information,

delivery traces, and medical status in the blockchain while monitoring each delivery person-

nel’s delivery traces and medical status in a private manner. As shown in Figure 3.1, our

proposed framework allows customers may submit an order to a service provider, who will

then update the blockchain with all relevant details about the order. The delivery personnel

then updates the blockchain with details about the package’s status and delivery locations

after the service provider’s information has been published. There are two functions that

are not shown in Figure 3.1: delete order and edit order. These two features are only ac-

cessible to the service provider and can only be used if the customer requests them. The

customer can access the blockchain at any point during the process to 1) check the position

of the delivery personnel and 2) view any details about possible coronavirus exposure. In

this section, we will focus on the details and implementation of the proposed framework. We

implement the proposed framework using the following steps:
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3.1.1 Create Order

The calling entity will use this function to build and upload a new order to the blockchain.

The service provider is the only one who can call this function. The service provider should

simply concatenate the current date with the customer’s last name and pass through this

function to create the order ID. Furthermore, the service provider is responsible for uploading

the health status of the delivery personnel assigned to the order. The createOrder() function

checks to see whether the caller of this function is a valid entity, based on a predefined set of

access policies(Figure 3.2) after the order number is generated and the health status of the

delivery personnel is obtained. The order ID, entity uploading the order, item information

and availability, delivery personnel details, and customer details will all be successfully up-

loaded to the blockchain if this passes. Several major restaurant chains, for example, have

begun offering delivery services. To ensure safe delivery during a pandemic, our proposed

blockchain-based system will be a priceless asset for these restaurants and restaurant chains.

Restaurant workers will accept food delivery requests from customers and upload the order,

and destination information to the blockchain using the createOrder() functions.

3.1.2 Update Information

The update() function is used to update the details on the blockchain for delivery per-

sonnel. The ID number of the delivery personnel and their current location are passed as

arguments to this feature. The service provider can use the update() feature to update the

delivery personnel’s ID number and pick up location in a blockchain transaction. To protect

the privacy of the delivery personnel, a unique identification number will be used to link

them to the order. The employee ID number of the delivery personnel, for example, may

be used. Only the delivery personnel and their manager will be able to link the number to

the correct person. The delivery personnel uses update() to include all locations they stop

at on the delivery route when delivering. If delivery personnel is sick, the service provider

may track down all of the stops along the route and isolate anyone who might have been
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exposed. The customer can keep track of this information by querying the blockchain to see

if the order has been exposed to any contamination. This function generates a new block

containing the modified information and connects it to the order block since the ledger is

immutable. The restaurant will then choose an employee to deliver the food after the order

has been verified. The health status of the delivery person will need to be submitted to the

blockchain using the update() feature, as most dining establishments already require their

employees to undergo daily health screenings. The location of each stop will be uploaded

into the blockchain using the update() function if the delivery personnel has several stops on

their route for multiple deliveries.

3.1.3 Transfer Order

A function in our system is used to transfer ownership of an order from one entity to the

next. To transfer order, the current owner effectively hands it off to the next person in the

delivery chain. The service provider is the initial owner, and the order is then transferred

to the delivery personnel. The order will be passed to the customer when the delivery

personnel is able to deliver it. The order ID and information about the new owner are

passed as arguments to the transferOrder() feature. This function can only be used by the

service provider and delivery personnel, according to our access policy. This function, when

called, instructs our smart contract to switch the current owner to the new owner. The

transferOrder() function adds protection to the supply chain by allowing backtracking to

find out where a package went missing or was stolen. In addition, the transfer order function

ensures non-repudiation by allowing users to monitor the item’s official ownership at each

stage of the delivery chain. For instance, after assigning delivery personnel to deliver the

food, a restaurant uses the transfer() function to transfer ownership of the order to delivery

personnel. When the order is delivered to the customer, delivery personnel uses the transfer()

function the ownership of the order is transferred to the customer.
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3.1.4 Confirm Delivery

Receiving confirmation that the order has been completed is the final stage in our frame-

work. Since our system is based on a contactless delivery system, it is the customer’s duty to

verify that the delivery has been completed. The customer can use the setDelConfirmation()

function to accomplish this. As arguments, this function accepts the order ID, transfer con-

firmation , and delivery location. The arguments will be compared to their intended order

ID, transfer confirmation, and delivery location values when this transaction occurs. If the

information is right, the delivery will be deemed effective, and the transfer’s status will be

updated on the blockchain. Otherwise, the blockchain data can be used to trace a problem

back to its source. Furthermore, the customer cannot demand the order’s creation to the

service provider by confirming delivery. Since we are establishing a contactless system, the

delivery person will place the food on the customer’s doorstep, inform them of their deliv-

ery, and then proceed with further deliveries as usual. Even the delivery personnel does

the delivery confirmation using the setDelConfirmation() function. Only when both delivery

personnel and customer confirms the delivery then only the order delivery will be completed.

The customer must use the setDelConfirmation() function to confirm that they received the

food.

3.1.5 Location Tracking and Health Monitoring

The customer and service provider may use the getTrace() and getMedStatus() functions

to monitor the delivery personnel’s position and health status. Both of these functions are

functionally identical and take the same argument: order ID. When the function is named,

it will immediately query the blockchain for the function being used and return either the

location information or the medical status of the delivery personnel. In the case of an

infection, contact tracing may be used to map a possible infection route in the delivery system

by tracking the location and medical condition of the delivery personnel. Contact tracing

would allow the service provider to identify all delivery personnel that was involved with
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the same route and remove them from the delivery options. This also allows the customer

to be aware if their package could be contaminated and then take necessary precautions to

protect themselves. In addition to consumer protection, the delivery personnel’s privacy is

protected because they are only identified by an identification number. The customer may

use the getMedStatus() and getTrace() functions to query the blockchain for details about

the delivery person’s health status and location at any time after placing the order. This

is advantageous because if a cust6omer became sick after delivery, they could search the

blockchain to see if the delivery personnel is sick. This will also allow the restaurant to

keep an eye on the blockchain and contact customers who may have been served by infected

delivery personnel, and track down any other delivery personnel who may contact the sick

one.

3.1.6 Delete Order

If a customer places an incorrect order or no longer requires it, they may ask the service

provider to delete it. If the service provider agrees, the customer’s order will be removed by

calling the delOrder() function. Only the order ID is passed as an argument to this function.

Only if no delivery personnel has been assigned to the order can it be removed. There is no

way to delete an order that has already been transferred to delivery personnel. We ensure

that no intermediary entities can remove the order and then steal the package by restricting

access to this function to only the service provider.

3.1.7 Edit Order

If the customer wants to change some of the order’s information, they may ask the

service provider to do so. If the service provider accepts the request, they may use the

editOrder() function to start a transaction. This function can only be called by the service

provider. The order ID and the customer’s details are passed as arguments to this function.

There is no way to change an order that has already been transferred to delivery personnel.
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By limiting access to this request to only the service provider, any adversaries are prevented

from maliciously altering information about the order, possibly resulting in a lost or stolen

delivery.

3.2 Usage in the Service Industry

Many restaurants were forced to innovate to raise sales after dining rooms were forced

to close across the country in March. According to research by the financial services firm

Rewards Network, a substantial portion (42%) added delivery. According to Rewards Net-

work, 31% said they intended to continue investing in the program, indicating that they

believe demand for delivery will remain stable. Grubhub’s average order size during the

second quarter was $39, up 20% year over year, according to a letter to shareholders sent in

august 2020. For example, in June 2020, the average DoorDash order was about $36 com-

pared to $33 in January 2020. To reduce the chance of person-to-person transmission for

both customer and the delivery personnel, customers request contactless delivery, in which

couriers drop off the food at customers door or a specified location without any personal

interaction. Due to concerns about the coronavirus, a growing number of food and grocery

delivery services in the United States are giving option to the customers to have their orders

left at their doorstep. As people skip public transportation and focus on home delivery in-

stead of visiting restaurants and supermarkets, delivery personnel who offer rides and deliver

grocery or restaurant orders are on the front lines of the coronavirus epidemic. McDonald’s,

Starbucks, KFC, and Pizza Hut have all introduced contactless delivery systems in an effort

to reduce coronavirus transmission from person to person [60, 61].

Food distribution is arguably one of the most desired facilities during a pandemic. To

monitor the status of orders, several large restaurant chains have introduced some kind of

delivery service. Unfortunately, none of them provide any detail about the delivery person-

nel’s COVID-19 exposure. Our proposed architecture, on the other hand, would provide a

scalable system that can serve both large restaurant chains and smaller restaurants. As a
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result, our proposed blockchain-based framework would be an invaluable tool in ensuring

safe delivery during a pandemic for these restaurants. Our framework would allow the ser-

vice providers to set up a delivery system that is safe and secure. Also, they could monitor

without the help of any third party. Using the createOrder() and update() functions listed in

Section 3.1, restaurant personnel will be able to accept food delivery requests from customers

and after assigning the delivery personnel upload the order and delivery location information

to the blockchain. Customers will be able to monitor the status of their orders as well as

their location using these functions. The restaurant will then pick an employee to deliver

the food after the order has been established. The health status of the delivery person will

simply need to be submitted to the blockchain using the update() feature, as most dining

establishments already require their employees to undergo daily health screenings. The loca-

tion of each stop will be uploaded into the blockchain using the text update() function if the

delivery person has multiple stops for multiple deliveries on their path. If they become sick

afterwards, the restaurant will notify those on the delivery route, as well as the employees,

that they were possibly exposed. Since we are creating a contactless system, the delivery

person will simply place the food on the customer’s doorstep, inform them of their delivery,

and then proceed with other deliveries as normal. When the customer receives the food, they

must use the setDelConfirmation() function to confirm that they received it. The customer

may use the getMedStatus() and getTrace() functions to ask the blockchain for details about

the delivery person’s health status and location at any time after placing the order. This is

advantageous since, if a customer became ill after delivery, they could search the blockchain

to see if the delivery personnel is sick as well. This will also allow the restaurant to keep an

eye on the blockchain and reach out to customers that were possibly served by an infected

delivery person, as well as track down any other delivery personnel who may have come into

contact with the sick one.
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3.3 Access Control

By associating a Policy with a resource, the fabric uses access control lists (ACLs) to

manage resource access. Policies are essential to the operation of fabric because they enable

the identity (or collection of identities) associated with a request to be compared to the policy

associated with the resource required to complete the request. Endorsement policies are used

to decide whether a transaction has been endorsed correctly. The policies specified in the

channel configuration are referenced as both alteration and access control policies, and they

are defined in the channel configuration itself. We use an access control policy to regulate

and protect the operations in the blockchain system. They are controlling which individuals

are required to perform which operations are possible with access control. Figure 3.2 depicts

the main access control policies of our prototype framework. The policies are enforced to

give access to the operations; otherwise, the entity will be denied access. The policy R1

allows all users to read all of the blockchain’s resources. Only the service provider has access

to R2, which allows him to create, change, and delete orders. This is to keep the blockchain

system’s operations secure. Only the service provider can delete an order with R3, while

both the service provider and the delivery personnel can transfer ownership of an order

with R4. Both service providers and delivery personnel handle transfer operations; hence,

both service providers and delivery personnel can access the transfer operation. Both the

customer and delivery personnel can confirm the item’s delivery with R5. The order delivery

will be considered only when both customer and delivery personnel provide confirmation.

Only the delivery personnel and the service provider can change the location of the delivery

personnel with R6. Only the service provider has access to R7 and R8, which allow only

the service provider to update the order information and the health status of the delivery

personnel, respectively. This is to track and trace the location and medical status of the

delivery personnel. Despite the fact that R6 and R8 refer to the same feature, R8 is used

to prevent delivery personnel from updating their own medical status. This rule is in place
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to ensure that the medical condition being updated is accurate and to avoid illegitimate

information.

Rule R5 {

description: ""

participant(r): "com.order.entity"

operation: UPDATE

resource(d): 

"com.order.transfervalue"

transaction(t): 

"com.order.confirmation"

condition: (r.type == “Customer”

&& r.type == “Deliverypersonnel”)

action: ALLOW }

Rule R4 {

description: ""

participant(r): "com.order.entity"

operation: UPDATE

resource(d): "com.order.receiver"

transaction(t): "com.order.transfer"

condition: (r.type == “Deliverypersonnel” 

&&  r.type == “Serviceprovider”)

action: ALLOW }

Rule R6 {

description: ""

participant(r): "com.order.entity"

operation: UPDATE

resource(d): 

"com.order.deliverypersonnellocation"

transaction(t): 

"com.order.deliverypersonnelupdate"

condition: (r.type == “Deliverypersonnel” 

&& r.type == “Serviceprovider” )

action: ALLOW }

Rule R2 {

description: ""

participant(r): "com.order.entity"

operation: ALL

resource: "com.order.orderID"

condition: (r.type == 

"Serviceprovider")

action: ALLOW }

Rule R1 {

description: ""

participant: "ANY"

operation: READ

resource: "com.order.*"

action: ALLOW }

Rule R3 {

description: ""

participant(r): "com.order.entity"

operation: UPDATE

resource(d): "com.order.orderID"

transaction(t): "com.order.delete"

condition: (r.type == 

“Serviceprovider” )

action: ALLOW }

Rule R7   {

description: ""

participant(r): "com.order.entity"

operation: UPDATE

resource(d): "com.order.item"

transaction(t): 

"com.order.orderedit"

condition: ( r.type == 

“Serviceprovider” )

action: ALLOW }

Rule R8 {

description: ""

participant(r): "com.order.entity"

operation: UPDATE

resource(d): 

"com.order.deliverypersonnelmedicalst

atus"

transaction(t): 

"com.order.deliverypersonnelupdate"

condition: (r.type == “Serviceprovider” )

action: ALLOW }

Figure 3.2: Access Control Policies.
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Chapter 4

Results and Discussions

Our proposed architecture will include a contactless, safe delivery system. It is cost-

effective for small businesses while still being flexible for larger companies. We provide

quantitative evidence for the success and implementation of our framework in this section.

We will also discuss how we keep our system protected and secure for everyone involved.

4.1 Performance Evaluation

The method of evaluating the performance of a system under test is known as per-

formance evaluation. This evaluation can include system-wide metrics like response time

or latency and activity-specific metrics like the time it takes to write a block to persistent

storage. Any performance evaluation aims to comprehend and record the system’s or subsys-

tem’s performance [62]. Benchmarking is a method of comparing one system to another or

to previous measurements of the same system. As a blockchain benchmark tool, Hyperledger

Caliper [63] is used.
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Figure 4.1: Implementation of proposed Blockchain-based framework

We assessed throughput and latency to assess our proposed blockchain-based system.

For our testing environment, we used three desktop computers, each with an eight-core
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processor and 16GB RAM. Using Hyperledger Fabric 1.4.1 docker containers and CouchDB

state databases, we created ten organizations in a single channel [64]. We deployed three

simulated customers using Raft on our three machines. We simulated five service providers

on machine one to create the orders. Figure 4.1 depicts the implementation of the proposed

blockchain based framework.

By stressing our system with varying transaction rates and batch sizes, we were able to

evaluate its latency and throughput. To see how these variables impact our framework’s end-

to-end latency and throughput, we used batch sizes of 1, 10, 30, 40, 50, and 70 transactions

and transaction rates of 5, 10, 15, 20, and 25 transactions per second. Figure 4.2 depicts

the latency of various functions during various transactions of varying batch sizes. We can

see that as the number of transactions per second grows, the latency grows as well. In

addition, our findings show that increasing batch size reduces latency. For a batch size of

1, the relationship between latency and transaction rate is basically linear. In the range of

15 to 20 transactions per second, the latency significantly increases for batch sizes greater

than one. The number of blocks in which the transactions were packaged and committed can

explain the increase in latency. When the batch size is increased from 1 to 10 transactions,

the difference between the number of blocks committed is small, compared to the difference

between the number of blocks when the batch size is increased from 30 to 40 transactions.

Figure 4.3 indicates throughput with different transaction rates of 1, 10, 30, 40, 50,

and 70 transactions per second and different batch sizes of 5, 10, 15, 20, 25 transactions per

second. The throughput grew linearly as the transaction rate increased. As batch size grows,

there are more transactions per block, resulting in a reduction in the total number of blocks.

This is what helps the throughput to grow in tandem with the transaction rate. As a device

reaches its maximum capacity, throughput stays fairly constant as the number of concurrent

transactions grows. The throughput increased linearly as the number of transactions per

second increased until it reached saturation. This means that all peer blocks were full, and

the container’s CPU and disk I/O were being used up.
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Figure 4.2: Latency versus transaction rate with different batch sizes.

29



Figure 4.3: Throughput versus transaction rate with different batch sizes.
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We need to consider what each function does in order to clarify the difference in function

linearities on our graphs. The createOrder(), update(), transferOrder(), and setDelconfirma-

tion() functions read and write on blockchain, while the query(), getTrace(), and getMed-

icalStatus() functions are read-only. We see similar throughput and latency behaviors for

functions that perform both read and write operations. The functions that use read-only

operations, on the other hand, have lower latency than the read and write functions. The

read and write latency increases linearly for the read and write functions in the trial with

a batch size of 1. The latency of all other block sizes is less than 9 seconds. As previously

stated, as the transaction arrival rate increased, the throughput increased linearly until it

flattened out around the saturation stage. The peers then became saturated, absorbing all

of the container’s available CPU and disk I/O. When our transaction rate hits about 25

transactions per second, we note a bottleneck in throughput. According to our findings, 30

transactions have the best combination of low average latency and high average through-

put. Network delay, consensus delay among multiple orderers, chaincode execution time,

endorsement delay, and block validation delay are all factors that affect performance.

Our framework implementation aims to show how a blockchain-based system can track

the coronavirus exposure of a delivery personnel, which helps limit the spread of COVID-

19. Despite the current performance climate, our proposed architecture may still function

properly. Pongnumkul et al. [65] compared the efficiency of Ethereum and Hyperledger

Fabric as private blockchain networks with differing numbers of transactions and found that

Hyperledger Fabric has a higher throughput and lower latency than Ethereum. Hence,

we found Hyperledger Fabric more preferable for our implementation. Thakkar et al. [66]

showed that the throughput increased linearly as predicted with an increase in transaction

arrival rate until it flattened out at around the saturation point of 140 tps. The latency

increased dramatically when the arrival rate approached or exceeded the saturation stage.

Similarly, latency increases linearly as the number of transactions per second increases in

our system. In addition, throughput increased linearly until it flattened about 25 tps. Our
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framework is set up to run on a single channel. The total machine throughput should

be proportional to the channel numbers at all times. The throughput improved as the

number of channels increased and the latency decreased [66]. Hence, our result observation

shows that our framework is feasible for a variety of applications. We can further optimize

the performance of our framework to scale up. Furthermore, growing computing capacity,

modifying endorsement policies, and using a different state database could help to improve

system efficiency [66].

4.2 User Privacy

To protect consumer privacy, it’s critical to keep the health-related data of delivery

personnel safe. Our system requires service providers and delivery personnel to keep track

of delivery locations as well as the medical status of the delivery personnel. Since it is

based on blockchain technology, our proposed architecture guarantees reliable supply chain

provenance and protects the privacy of all parties concerned. Our system ensures delivery

personnel’s privacy by associating them with a unique identification number rather than a

personal name since they are expected to provide confidential details to the service provider

(i.e., a regular health check). Our system does not require the service provider or delivery

personnel to upload the name of the delivery person in order to protect the medical privacy

of the delivery personnel. Instead, each participant will be given a unique identifier. The

delivery personnel will be assigned a unique identification number randomly for that day. The

next day a different unique identification number will be assigned to the delivery personnel.

Only the service provider will know the mapping between the unique identification number

and the delivery personnel. Only their identification number is stored in the blockchain

to protect the privacy of delivery personnel. When a customer inquires about the delivery

person’s location or medical status, they can only see the person’s ID number and the details

they are querying. The mapping between ID and person will be known only by the service

provider and the person who delivers the service.
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4.3 Security and Reliability of the Framework

One of our proposed blockchain-based framework’s objectives is to track delivery person-

nel’s traces in the supply chain. This is essential in order to set up a contact tracing system

if the delivery personnel are infected. It is important to assess the framework’s security in

order to ensure that the data stored in our blockchain is safe and cannot be tampered with.

We must ensure that the entities involved are unable to maliciously interfere with any of

the blockchain data, in addition to blockchain protection. Only registered users have access

to the blockchain because it is a permissioned blockchain. We also use an access control

policy to grant and limit write access to the various parts of our framework’s database. All

entities can read the data, but only a few can write it. Even with permissioned entry, one

might argue that our system has two distinct concerns: illegitimate medical test results and

illegitimate location information.

4.3.1 Illegitimate Medical Test Result

It is really important to have correct health related data of delivery personnel. As

customer and service provider needs to take risk-informed decisions depending on delivery

personnel’s medical status. Suppose delivery personnel turns out to be COVID positive. In

that case, one can trace the medical status of the delivery personnel from the blockchain

and take the risk-informed decision and inform the customers accordingly. When an em-

ployee provides an inaccurate COVID-19 test report to the service provider accidentally or

intentionally, it may result in an invalid medical result updated to the blockchain. The test

must be official and checked by an authentic institution, such as a hospital or a COVID-19

test center, to answer this issue. The service provider will not upload the test result to the

blockchain until the results have been confirmed. Furthermore, by introducing a separate

blockchain function specifically, for this reason, medical test results could be validated by

approved officials. We may introduce additional functions to remove or change the data if an

incorrect medical test is submitted to the blockchain. We would set up a new access policy
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provision to limit access to these functions to only trusted individuals. Delivery personnel

will go through daily health check screening and provide the medical test result to the service

provider. The only service provider will be allowed to update the delivery personnel’s test

result to the blockchain. Our access policy will prevent editing its medical status. This

will prevent the updation of delivery personnel’s incorrect COVID-19 test results to the

blockchain.

4.3.2 Illegitimate Location Information

In the blockchain, an illegitimate update of delivery personnel location information hap-

pens when a permissioned user updates the incorrect location information, either accidentally

or on purpose. If delivery personnel by mistake or intentionally updates wrong delivery loca-

tion information, then it creates a discrepancy. The customer will claim that the order is not

delivered. In that case, we need to trace back the delivery personnel’s location. We imple-

ment location checking into our blockchain-based architecture to account for this possibility.

We need a transaction to update the current location of the transfer when an order is (i)

transferred from owner to owner or (ii) transferred to the customer. If a service provider is

transferring an order to a delivery person, the service provider updates the blockchain with

their current location. To avoid an invalid location update, this should match the current

expected location of the order. When the package is delivered, the delivery personnel must

also update their current location, which will be compared to the expected location. The

customer can eventually update their current location after receiving the order, which will

be compared to the (i) original order delivery address and (ii) location that the delivery

personnel uploaded for the order transfer. If there are any inconsistencies in place, checking

the blockchain records is an easy way to figure out where the problem started. A red flag will

be raised in case of a discrepancy that the delivery personnel is not at the delivery location.

In that case, the service provider can query the blockchain and see if the delivery personnel’s

location is not the same as that of the expected delivery location. Then service provider can
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question the delivery personnel about what went wrong. This feature avoids the updation

of wrong delivery personnel location update to the blockchain. This will help in building a

proper safe, and secure contactless delivery system.

4.4 System Usage during Post COVID-19 Pandemic

Demand for delivery services has increased as a result of the pandemic. Online delivery

has become a part of the daily life of customers. Even after the COVID-19 pandemic gets

over, the requirement for contactless delivery will persist. Customers’ safety is a primary

priority and will continue to be a source of concern. The vaccination information of delivery

personnel can also be updated to the blockchain to make the system more secure in a

contactless way. If the vaccination information is added, our architecture will help in having

a more safe and secure contactless delivery system. Our framework can be used to assist

local businesses in developing and operating a safe and reliable contactless delivery system,

even though the world is not in the grip of a pandemic. Our framework can be used to

enable local businesses to build and manage a safe and secure contactless delivery system

even though the world is not in the grip of a pandemic. Because of the ease, customers would

most likely become accustomed to using delivery services. More companies would be able

to survive and remain in operation for longer periods of time if they are allowed to continue

serving consumers regardless of whether or not there is a crisis. Our architecture can be

used in the future since it provides a safe and secure solution for contactless distribution.

4.5 Future Research Direction and Conclusion

With blockchain, we can securely and immutably exchange any transaction/information

in real-time between related parties present as nodes in the chain. Blockchain technology

has several applications that could help with the current pandemic crisis. While it may

not prevent the emergence of new viruses, it can be used to establish the first line of rapid

defense by connecting a network of connected devices whose primary purpose is to stay alert
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about disease outbreaks. As a result, the use of blockchain-enabled systems will aid in the

prevention of pandemics by allowing for early disease identification, rapid drug trials, and

effective management of outbreaks and treatment [67]. Companies in the delivery supply

chain should track shipments and potential locations in the supply chain where coronavirus

exposure might have occurred to ensure even greater safety. A system that can log and

transmit this information while protecting the users’ privacy is needed. Existing blockchain-

based approaches can be classified based on how they use monitoring technology and how

they use the collected data to warn people about COVID-19 threats. Existing strategies,

on the other hand, have some flaws. Some methods are expensive in terms of connectivity

and server use, and some Bluetooth-based solutions are vulnerable to adversarial attacks.

We propose using a blockchain-based architecture to provide a contactless delivery system

for tracing delivery traces and the medical status of delivery personnel for different service

providers, delivery personnel, and customers.

The emphasis of future research will be on adding vaccination information to the

blockchain for the delivery personnel. To minimize the spread of Covid-19, most coun-

tries are now providing COVID-19 vaccines to their citizens as soon as possible. Vaccination

helps to prevent the transmission of coronavirus. Keeping distribution personnel’s vaccine

records up to date would help to prevent the spread of COVID-19. Additional work can be

done to add the delivery proof to the blockchain. This will help when the customer raises a

missing order request if delivery personnel updates the delivery proof, like taking pictures af-

ter keeping the packet at the customer’s door. In that case, the service provider can trace the

delivery proof and prove that the order was correctly delivered at their door. On the other

hand, if there is no delivery proof, the service provider can question the delivery personnel

about the discrepancy.

In conclusion, we have presented a blockchain-based framework to provide a secure and

safe contactless delivery system for COVID-19 and other pandemics.For each order created

and delivered in the framework, one could track delivery personnel’s medical test status, a
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trace of travel of delivery personnel to different locations. All the service providers, delivery

personnel, and end users or customers could benefit from the framework since it helps the

customer to have a contactless delivery system. Finally, we have proposed a blockchain-

based platform for delivering products in COVID-19 and other pandemics in a stable and

safe contactless manner. One could monitor delivery personnel’s medical test status and

trace travel of delivery personnel to various locations for each order produced and delivered

in the system. The platform will benefit both service providers, distribution personnel, and

end-users or consumers because it allows customers to provide a contactless delivery system.

To test the efficacy of our proposed solution, the results depicted latency and throughput

at various transaction rates and batch sizes. To ensure that this architecture is safe and

accurate, we conducted a thorough attack analysis. Our proposed architecture, which is

based on blockchain technology, ensures secure supply chain provenance and safeguards the

privacy of all parties involved. To ensure that order is kept sanitized and treated safely,

further research is needed. The vaccination information of delivery personnel can also be

updated to the blockchain to make the system more secure in a contactless way. Even if the

world is not in the grip of a pandemic, our framework can be used to help local businesses

develop and operate a safe and secure contactless delivery system. Customers will most

likely become accustomed to using delivery services as a result of the convenience. Since it

offers a safe and reliable solution for contactless delivery, our architecture can be used in the

future.
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