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Abstract

Within the realm of author identification, where researchers work to classify writing
samples by author, researchers are using more and diverse feature sets to try to improve
classification accuracy. From a computational cost perspective, these additional feature sets
become problematic. Further, adding more feature sets may inadvertently decrease classification
accuracy. Therefore, selecting the appropriate subset of features is an important challenge for
researchers.

However, the feature subset selection concern becomes even more challenging due to a
couple of complexities. The first complexity is that different datasets require different feature
sets for good identification performance. A feature set that performs well with one dataset may
not perform well with another. So, it is important to customize the feature set to the
characteristics of the dataset. The second complexity is that it appears that feature selection
makes author identification systems more susceptible to adversarial attacks. These attacks occur
when authors attempt to obfuscate their writing style or impersonate another author’s writing
style.

The focus of the research in this work is in this second area of complexity, namely,
understanding the susceptibility of adversarial attacks on author identification systems due to
feature selection. Specifically, this research investigates the susceptibility of adversarial attacks
on author identification systems that use genetic-based and swarm intelligence-based feature
selection. The intent of this research is to observe and characterize the factors affecting
adversarial susceptibility by considering several parameters, including dataset content, dataset

size and feature selection algorithm.
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This work employs two datasets: the CASIS dataset, which is a collection of blog posts,
and the PAN19 dataset, which is a collection of extracts from Twitter feeds and includes bot-
generated writing samples. We vary the dataset sizes to ascertain the effects of a larger author
pool. We also vary the bias towards minimizing the feature set. Then, we analyze the data to
determine those factors that correlate with successful adversarial attacks on author identification

systems both with and without feature selection.
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Chapter 1

Introduction
1.1 Motivation

Author identification (Ald) is the task of classifying the authorship of text samples [5, 6].
This task can be used for several purposes ranging from identifying the literary work of
anonymous authors [4] to forensic applications [5]. Ald has been a topic of interest since at least
the late nineteenth century when Thomas Mendenhall [48] attempted to settle the controversy of
the authorship of works attributed to Shakespeare, which some believed had been authored by
Bacon.

The process of Ald begins by extracting features from text samples with known authors
[5]. Then, the process looks for patterns of features that uniquely correlate to the samples’
authors. Armed with feature profiles that correspond with specific authors, the author
identification system (AIdS) extracts these same features from text samples with unknown
authors and matches the resulting features to the known authors’ feature profiles.

The features that AIdSs extract from text samples are varied [8, 10]. The features may
include simple stylometric features [4, 42], such as character and word frequencies [6], word
length histograms [49], and more sophisticated features such as text sample topic classifications
[26], and author sentiments or states of mind [21]. The combination of features the AIdS uses is
known as a feature set.

A common measure of an AIdS is accuracy, which is the percentage of anonymous
samples the system can correctly identify. Therefore, a goal of Ald researchers is to improve
systems’ accuracy. It turns out that effectiveness of an AIdS depends heavily on the feature set

employed by the system [28]. In addition, the effectiveness of a feature set varies depending on



the text sample datasets [9]. AIdSs may be able to classify some datasets well with one feature
set, but these same systems with the same feature set may not perform as well on a different
dataset [9]. This variability causes researchers to explore a wide variety of feature sets [4, 5, 6, 7
8,9, 10].

As the number of features increase, so to do the computational costs of extracting and
processing the features. Further, additional features do not always improve the accuracy of
AldSs [13]. In some instances, they may detract from the accuracy [9]. Therefore, selecting the
appropriate feature set for a given dataset is paramount to the AIdS performance.

The task of selecting the most salient features is called feature selection [53]. In its
simplest form, feature selection amounts to trying various combination of features to see how
they affect the performance of an AIdS for a given test dataset. The problem is that each
additional feature considered combinatorically increases the cost of finding the best feature set.
Therefore, feature selection becomes an optimization problem, to which conventional algorithms
are poorly suited [3, 11, 28].

Genetic-based and Swarm-based algorithms are well suited to optimization problems
[28], like feature selection, where conventional search algorithms perform poorly [11]. Feature
selection approaches work to identify a feature mask, which determines which features, from the
total set of features, the AIdS uses. Genetic algorithms (GA) [11], which are based on natural
selection, start with a population of random feature masks, and “breed”” new masks into the
population by combining aspects of parents’ feature masks. Following the ideas of natural
selection, the population keeps those masks that are most effective, and eliminates less effective
feature masks. Swarm-based feature selection algorithms [13] are based on the behavior of

communities of organisms in nature and use these behaviors to search for optimal masks within



the feature space. Both optimization techniques result in a feature mask tuned for optimal, or
near optimal, performance for a specific feature set/dataset pairing [61].

There are situations where authors may prefer anonymity [40]. For example, authors may
fear repercussions for expressing unpopular views, or may fear that their reputation may bias a
conversation. In these situations, authors’ interests are at odds with the goals of Ald. Therefore,
there is a competing body of research that seeks to thwart the effectiveness of author
identification, known as adversarial authorship [40, 41]. There are two general strategies to
adversarial authorship [40]. One strategy seeks to hide an author’s identity by obfuscating the
author’s writing style [40]. The second strategy seeks to impersonate another author’s style [40].

If adversarial authorship researchers are to be successful, they must consider the features
employed by AIdSs and find ways to confuse AIdSs based on these features. Similarly, Ald
researchers must understand the techniques of their adversaries and work to identify and
circumvent these techniques. As these two groups work to confound each other, an arms race
emerges in which each group escalates the race by finding new strategies, tactics and techniques.

A recent concern has emerged within this Ald arms-race with respect to feature selection
[35]. Although limiting the number of features can reduce computational costs and improve
identification accuracy, in some cases, feature selection creates a susceptibility, which
adversarial researchers may be able to exploit [35]! Recent research has observed that, with some
feature set/dataset combinations, adversarial attacks result in greater efficacy than when feature
selection is not used [35]. This observation is significant to both identification researchers as
well as adversarial researchers.

The question becomes, how significant is this feature selection vulnerability and what

principles govern its exposure? This is the focus of this research. In this work, we quantify the



effects of adversarial attacks on AIdSs, with and without feature selection. We want to consider
the effects of parameters such as feature set characteristics, the dataset type, and the number of
authors, on the susceptibility of feature selection.
1.2 Dissertation Overview

Motivated by the challenges outlined in Section 1.1, this work will proceed as follows. In
Chapter 2, we provide a literature review, including author identification, feature selection
methods, genetic-based and swarm-based algorithms. Chapter 3, describes the datasets used in
this study which include subsets of the CASIS-1000 dataset and the PAN19 dataset. Chapter 4
presents a comparison of genetic and swarm intelligence-based feature selection algorithms for
author identification. Chapter 5, describes the good, the bad and the ugly of using genetic-based
feature selection for author identification. Chapter 6, expands on the work from the previous
chapters by increasing the size of the dataset and including several feature selection algorithms.
Chapter 7 presents an analysis of the effects of genetic and swarm intelligence feature selection
on adversarial author identification using many authors. Chapter 8, expands the research from
Chapter 7 by considering the PAN19 dataset. In Chapter 9, we present conclusions and

recommend future directions.



Chapter 2

Overview: Literature Review

In this chapter, we review many areas of related research including Author Identification
(AId), author profiling, feature selection methods, Evolutionary Computation (EC), Swarm
Intelligence (SI), Evolutionary Feature Selection, and Genetic & Evolutionary Feature Selection
(GEFeS).
2.1 Author Identification

Ald identifies the authors of writing samples [6]. Author Identification (AId) is a
behavioral biometric [12]. Author Identification Systems (AIdS) [10] are machine learning
systems that extract features from text and use those features to classify text samples of an author
[4]. AIdSs use features [5] that range from simple character n-grams [6], to psychological states
of mind [7]. The number features that an AIdS uses can be large [28]. This large number of
features leads to computation that is expensive both in time and space. Additionally, not all
features are helpful [13]. Effective features for one dataset may not be effective in another [9].
Therefore, identifying salient features improves accuracy of AIdS and minimizes compute costs.

The theoretical foundation of Ald is found in the idea that authors comport individual
styles, and that those familiar with an author’s works can recognize those styles [4]. These ideas
reach back to the 1880°s where T.C. Mendenhall suggested that authors might produce works
with word-length spectrograms that are specific to the author [48]. In Mendenhall’s case, he
considered text style indicators such as mean word length and histograms of word lengths, which
produced what he termed a “characteristic curve”.

With the application of machine learning to the task of Ald, we refer to the stylistic

indicators we extract from text as features [5]. AIdSs commonly have two components that deal



with features [2]. The first component extracts features from training text samples and indexes
metadata about these features with the author’s identity of the text sample [2]. The second
component extracts features from anonymous test text sample but then attempts to match the
features to those in the index so as to predict the author of the test text sample [2, 4].

In [10], Stamatatos reviews advancements in Ald during the decade starting around the
beginning of the millennium. Stamatatos reviews approaches used to quantify writing styles. The
author also classifies, critiques, and evaluates various Ald approaches, as well and identifies
additional research areas. Stamatatos classifies stylometric features into categories of lexical
features, character features, syntactic features, semantic features, and application specific
features.

Lexical features are those features concerned with tokens, such as words, numbers and
punctuation. These token occurrences may be counted to create vectors of word frequencies.
This approach is simple and easy; however, Stamatatos points out that simple lexical approaches
disregard information like word order.

An approach even simpler than using lexical features is using character features [4]. This
approach views a text sample as a mere sequence of characters or short sequences of characters
known as n-grams [4]. Like lexical approaches, character approaches calculate frequencies of
characters or n-grams. According to [49], this approach is useful for Ald. However, one issue
with using n-grams is selecting a value for n. Smaller values (e.g., 2, 3) are computationally
easier because these values produce smaller frequency tables. However, larger values would be
more likely to capture sematic aspects. Also, in [10] Stamatatos points out that using n-grams is
language independent, but some languages with more average characters per word (e.g., German

or Greek) would benefit from larger values of n.



Syntactic features use tools to parse the text and identify parts of speech, and sentence
construction, etc. [4]. This requires more computation to extract the features but may be more
effective based on the assumption that authors unconsciously use identifying syntactic structures
[10, 63]. Examples of syntactic features include parts of speech, dependency features, and parse
tree metrics [50].

Semantic features amount to using the meaning of words to identify topics within sample
text. In [10], the survey, at that time did not identify great success using sematic features,
however since then, some researchers have achieved some success as in [51]. In a comparison of
feature sets in [19, 46], the authors found a semantic feature set known as Topic Modeling to be
most useful for a blog dataset where topics tended to be highly correlated with authors.

Application specific features include those that are applicable within a limited domain
[10, 63]. For example, in an email dataset, structures such as greetings and farewells, or in
HTML documents, various tags may be used as features. Also, some natural languages may lend
themselves to specific features such as familiar versus formal as in French (i.e., vous vs. tu).

[10] also discusses attribution approaches and identifies two main classes (as well as a
hybrid approach). The first approach, termed profile-based combines all training samples for an
author into a single large sample. The second approach, instance-based, keeps the training
samples separate for each author. The profile-based approach includes probability-based (e.g.,
naive Bayes) methods [64], compression-based methods and common n-gram methods. The
instance-based approaches include vector-spaces [65], similarity-based approaches, and meta-
learning approaches.

Stamatatos [10] discusses evaluation concerns, which is really a discussion of attributes

of an effective dataset for evaluating AIdSs. Stamatatos identifies various parameters, which



should be considered when comparing and evaluating AIdSs such as text length, language, genre,
and topic.
2.2 Author Profiling

Author profiling is like author identification, but rather than identifying a specific author,
author profiling seeks to identify latent demographic features of authors [73, 74, 75, 76].
Identifiable latent traits include the author’s age, gender, and native language, geographic
location [73, 76], with great interest on identifying age and gender [73]. Identifying these traits
may be useful for targeted marketing, personalization, and forensics [73].

The approach used to perform Author Profiling is similar to Author Identification in that
researchers extract features and use these features to create a profile [75]. The features used for
profiling include words, word classes, parts of speech, and n-grams [75]. [74] classifies Author
Profiling features into one of two categories: style-related or content-related. Style-related
features include parts of speech, function words and “blog words” (e.g., lol, ur, hyperlinks) [74,
76]. Content-related features include topic-related words (e.g., job, sports, family) [74].

2.3 Feature Selection Methods

Feature selection is the task of identifying and using a subset of the features. As shown in
[52], for Ald there are two potential benefits from feature selection: first, feature selection
reduces the dimensionality of the problem and, therefore, the computational requirements to
solve the problem; second, feature selection can improve accuracy. Many methods may be
applied to feature selection [53]. [44, 28], consider EC-based approaches, while [13] focuses SI-
based approaches.

Feature Selection is an optimization problem that is well suited to genetic search and SI

[11, 28]. Researchers use these algorithms to find a subset of features that combines Ald



accuracy with feature minimization using a scalarized evaluation function. Feature selection
approaches may be classified generally into three categories based on how they evaluate the
feature subset: wrappers, filters, and embedded approaches [53, 13]. Wrapper approaches
directly employ the classification mechanism in evaluating the feature subset. The benefit of
using a wrapper approach is its accuracy. Filter approaches evaluate the feature subset using a
measure that correlates with classification accuracy, thereby reducing the computational costs of
feature selection. Embedded approaches also attempt to reduce the computational costs of feature
selection by incorporating feature selection as part of the training process.

Chandrashekar, et al. [53] identify the stability of feature selection algorithms as a
concern. Unstable feature selection occurs when adding more training data causes the feature
subset to change. When the feature selection algorithm produces a different feature subset as the
training data changes, then the algorithm becomes unreliable.

Chandrashekar, et al. [53] also suggest two classifiers for feature selection: Linear
Support Vector Machine (LSVM) [66] and Radial Basis Function Network (RBF) [67]. The
LSVM classifies by constructing a hyper-plane within the feature space, whereas the RBF is a
feed-forward neural network.

Chandrashekar, et al. [53] conclude by summarizing the important considerations of
feature selection as simplicity, stability, the feature subset size relative to the feature set size, the
accuracy, and the computational requirements.

2.4 Evolutionary Computation

EC [54, 55, 56] is an optimization approach generally based on principles of natural

selection and may employ three approaches: genetic algorithms (GAs) [11], evolutionary

programming (EP) [68], and evolutionary strategies [54, 69]. EC algorithms must generate a



population of individuals, evaluate the fitness of individuals, breed new individuals, and
eliminate individuals from the population. The variations of how each of these algorithmic
phases are performed constitute the distinction between the various EC algorithms.

According to Back, et al. [54], there are three design concerns when developing an EC
algorithm including the representation of the individual, the reproduction/mutation of new
individuals, and the selection mechanism. Individuals often represent solutions to an
optimization problem and take the form of arrays of binary or real values, with a preference for
binary representations due to its computational simplicity. The introduction of new individuals
into the population is a result of reproduction and mutation. Recombination takes the form of
crossover with variations in how many parents are used, how the parents are selected, etc. The
selection mechanism determines which individuals remain in the population and which are
removed. Various selection strategies include proportional selection, rank-based selection, and
tournament selection.

2.5 Swarm Intelligence

SI algorithms [1, 2, 3, 17] are optimization algorithms, often inspired by behavior in
nature, where agents interact locally in such a way as to cause a global emergent behavior.
Examples of these algorithms include particle swarm optimization (PSO), bee-inspired
algorithms, bacterial and ant foraging-based algorithms, and firefly and fish swarms [1, 2, 3, 17,
55].

Kennedy et al. [31], and Mavrovouniotis et al. [55] describe the PSO algorithm, where
agents, represented as a location and velocity, are randomly disbursed across a search space. The

location of each agent represents a potential solution to the optimization problem at hand. Agents
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move through the space based on the velocity, and the velocity is updated based a combination
of the best position seen by all agents and the best position seen by the individual agent.

The artificial bee colony optimization (ABCO) algorithm is an optimization algorithm
based on foraging activity of a hive of bees [33, 55]. In this algorithm, bees forage in random
locations for nectar. The locations represent possible solutions to the optimization problem. The
amount of nectar available to an individual bee corresponds to the result of the fitness function
when using the foraging location as parameters to the function. During each iteration of the
algorithm, bees report their locations and fitness to the (global) hive to create a probability
density function for finding nectar. Onlooker bees use this density function to select areas to
investigate and similarly report their results. When further investigation fails to yield more
optimal solutions, bees abandon these areas and strike out in new random locations.

Ant system optimization (ASO) is different from the other main swarm intelligence
algorithms in that the location of the agents (ants) does not represent an optimization solution.
Instead, the path the agent pursues represents the solution [34, 55]. The ASO algorithm is a
reinforcement learning algorithm, which is well suited to optimization problems like the
traveling salesman problem in that ants deposit pheromones along the graph during their
journeys, and the edges with the most pheromones become part of the optimal solution.

There are many other less popular swarm intelligence algorithms [55], including bacterial
foraging optimization, artificial fish swarm optimization, and the firefly algorithm.

2.6 Evolutionary Computing Based Feature Selection
Feature selection is often a high dimensionality problem to which evolutionary

computing is well suited [28, 44, 54, 56, 71]. The survey in [56], identifies four main

11



characteristics for studying EC feature selection including representation, evaluation, selection
approaches, and EC approaches.

In [56], de la Iglesia identifies seven representations which include binary, variable
length, fixed length, decimal encoding, feature set with model parameters, rough set, and
complex. There are three evaluation categories including single criteria, multicriteria, and
constrained optimization. Within the area of feature selection evaluation approaches, de la Iglesia
suggests that wrapper approaches are the most widely used, but de la Iglesia also addresses filter,
embedded and hybrid approaches. In the survey, de la Iglesia reviews several evolutionary
computation paradigms used for feature selection including GAs, ASO, PSO, GP, estimation of
distribution algorithms, memetic algorithms, and multi-objective optimization algorithms. Ding
et al. [71] focus on PSO and GA to optimize feature selection for Linear Support Vector
Machines (LSVM).

According to de la Iglesia [56], EC feature selection is effective at reducing the number
of features while improving accuracy. However, these approaches require more work when data
is missing or noisy. de la Iglesia further suggests that PSO and ASO perform feature selection
better than GAs.

2.7 Swarm Intelligence Based Feature Selection

Because Sl is a useful optimization approach, where conventional search algorithms fail,
SI has become a mainstay in feature selection [13, 29, 31, 33, 34, 35, 45, 55, 57, 58, 70]. Nguyen
et al. [13] review, in detail, the three most popular SI algorithms for feature selection (PSO,
ABCO, and ASO), focusing on feature representations and search mechanisms. The algorithm
descriptions are consistent with those presented in section 2.3.1. In [70] Brezo¢nik et al. survey

64 different SI algorithms and organize them into a taxonomy of eight categories based on the
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algorithms’ biological inspiration (insect, bacteria, bird, mammal, fish, frog, group hunting,
other). Nguyen et al. [13] point out that continuous feature representations are suitable for SI
feature selection, but binary representations require some algorithm extension. The common SI
fitness function combines classification accuracy with minimizing the number of features, which
improves overall performance of the SI system [13]. Other attempts to improve performance are
algorithm specific. The PSO algorithm uses a global best position and a local best position.
Therefore, attempts to improve PSO work to enhance these two positions. Since the focus of
ASO is on pheromones, optimization approaches tend to consider ways to balance exploration
and exploitation. Nguyen et al. suggest that ABCO is the least mature of the three main
algorithms, therefore, common optimization approaches amount to combining this algorithm
with others.

Brezocnik et al. [70] suggest a framework to assist researchers in developing SI feature
selection approaches to specific problem types. They also identify two open concerns about SI
feature selection research, specifically that researchers need to fully describe their algorithms so
that results are reproducible, and the number of evaluations needs to be the terminating criteria
for a common comparison approach.

Nguyen et al. [13] identifies five challenges of using SI in feature selection including
representation, computational cost, feature selection bias, multi-objective feature selection, and
embedded SI feature selection. Representation is challenging because most of the SI algorithm
study has used continuous representations, but binary representations are more natural for feature
selection and in some instances perform better. Further, features are not always independent, so a
representation that articulates the dependencies would be useful. SI algorithms bare a high

computational cost because they require many iterations. Feature selection bias occurs when the
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resulting feature set works well for the training data but does not work generally. Multi-objective
feature selection becomes a challenge because, often, SI approaches equally weight accuracy and
feature reduction. Arguably, accuracy is more important. Therefore, a multi-objective approach
would be more effective. While embedded SI feature selection algorithms balance effectiveness
and efficiency, most SI feature selection approaches are either wrapper approaches or filter
approaches.

2.8 Genetic & Evolutionary Based Feature Selection

Studies using GEFeS include [14, 18, 19, 30, 46, 47]. GEFeS uses a genetic steady-state
algorithm that evolves binary feature masks. On each iteration of the evolution, the algorithm
uses binary tournament selection to identify two parents, then uses crossover with mutation to
generate an offspring. This algorithm uses wrapper-based evaluation to assess the initial
population as well as each offspring. The fitness function combines accuracy as determined by
the classification function, with a reduction of features. Since the algorithm is steady state, on
each iteration, after creating the offspring, the algorithm removes the worst performer from the
population.

In [14, 18, 19], Gaston et al. apply multimodal machine learning [38, 39] by combining
different feature sets and using Genetic & Evolutionary Feature Selection (GEFeS) to identify
salient features. These multi-modal feature sets include Linguistic Inquiry and Word Count
(LIWC) [20], sentiment analysis (OpinionFinder) [21, 22, 23, 24, 25], and topic modeling
(Mallet) [26, 27]. In [19], Gaston et al. consider various weightings to balance Ald accuracy
while minimizing the number of features. Gaston et al. also improve accuracy by sequencing the
AIdS preprocessing pipeline so as to perform Term Frequency-Inverse Document Frequency (tf-

idf), standardization, and normalization on the various multimodal features prior to combining
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them. The results of Chapters 4, 5, 6, and 8, show that GEFeS generally outperforms SI feature

selection algorithms in these studies.
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Chapter 3

Datasets
3.1 CASIS-25

The first dataset used in this work is the CASIS-25 dataset [36, 37], which is a subset of
the CASIS-1000 dataset [36, 37]. The CASIS-1000 dataset is a set of 4,000 blog post writing
samples created by 1,000 authors with four samples per author. The CASIS-25 dataset consists
of 25 authors’ samples with four samples per author, or a total of 100 writing samples. This work
forms a set of 25 adversarial texts by selecting the fourth of each author’s samples and modifying
the text using AuthorCAAT-V and AIM-IT [36, 43] to disguise the samples. These 25
adversarial samples are not part of the CASIS-25 dataset proper but are derivatives. When used,
these adversarial texts can be used as replacements for the fourth original writing sample of each
author.

AuthorCAAT-V [36, 43] is a human-assisted adversarial authoring tool that helps
disguise writing samples using paraphrasing and iterative translation to obfuscate characteristics
of the source author or imitate the characteristics of another author. The AuthorCAAT-V user
performs these actions by using the tool to paraphrase or iteratively translate text. If the resulting
text is sufficiently disguised, the user can accept the text. Otherwise, the user can use the derived
text as the source for another iteration.

3.2 CASIS-50

Like the CASIS-25 dataset, the CASIS-50 dataset is a subset of the CASIS-1000 data set.

However, the CASIS-50 dataset has 50 authors, with four writing samples each, for a total of 200

samples. These 50 authors include the same 25 authors in the CASIS-25 dataset as well as an
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additional 25 authors. The adversarial texts used for this dataset are the same 25 adversarial texts
created for the CASIS-25 dataset.
3.3 CASIS-100

The CASIS-100 dataset is a super set of the CASIS-50 dataset with an additional 50
authors, again with four writing samples each. The CASIS-100 adversarial texts are the same 25
adversarial texts derived from the CASIS-25 dataset.
3.4 PAN19-25
The PAN19-25 dataset consists of a subset of 100 writing samples used in the third author
profiling task at PAN 2015 [57]. This dataset consists of Twitter feed writing samples that have
been classified by authors’ attributes — human versus bot, and in the case of human, female
versus male. We selected 25 authors (eight female, eight male and nine bots) with four samples
each for a total of 100 samples.

Like the CASIS-25 adversarial samples, we selected the fourth sample from each author

and derived an adversarial sample using AuthorCAAT-V.
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Chapter 4

A Comparison of Genetic & Swarm Intelligence-Based Feature Selection Algorithms for Author

Identification

4.1 Motivation

Researchers are moving beyond stylometric features to improve author identification
systems. They are exploring non-traditional and hybrid feature sets that include areas like
sentiment analysis [21, 22, 23, 24, 25] and topic models [26, 27]. This type of feature set
exploration leads to the concern of determining which features are best suited for which systems
and datasets. In this chapter, we compare Genetic Search [11, 30] and a number of Swarm
Intelligence (SI) [15, 17, 29, 31] methods for feature selection, spcifically, Particle Swarm
Optimization (PSO) [1, 2, 3, 31, 55], Artificial Bee Colony Optimization (ABCO) [33, 55], Ant
Systems Optimization (ASO) [34, 55] and Glowworm Swarm Optimization (GSO) [35]. The

results of the work presented in this chapter we published in [46].

4.2 The Feature Selection Algorithm Comparison Experiment

In this experiment, we compare six feature selection algorithms (GEFeS, PSO, ABCO, ASO,
GSO and random sampling (RAND)) for author identification on a subset of the CASIS-25 dataset
[36, 37]. Each of these feature selection algorithms generates binary feature masks where a 1
indicates applying the feature and 0 indicates ignoring the feature. The random sampling feature
selection algorithm stochastically generates, and then evaluates, feature masks and chooses the best.
We constructed the feature set as a concatenation of 93 LIWC [20] features, 176 OpinionFinder

[21] features and 45 [26, 27] Mallet features for a total of 314 features. Mallet is a topic modeling
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program that does not predetermine the topics, but rather the topics emerge based on clustering.

The number of features must be specified. We selected 45 topics based on the work in [19].

We evaluate each of the algorithms using a wrapper approach, which is to say we employ the
AldSs to evaluate the subset of features. We use three different AldSs, each using a different
classification algorithm, including Linear Support Vector Machine (LSVM), a Radial Basis
Function (RBF) and a Multi-Level Perceptron (MLP). We compare all combinations of feature
selection algorithms and AIdS classification algorithms. We gather 30 samples of each feature
selection/classification combination. Also, we limit each sampled combination to 15,000

evaluations.

This experiment preprocesses the dataset features as outlined in [19], which is to say we perform
tf/idf, normalization and standardization on each of the separate feature sets (produced by LIWC,
OpinioFinder and Mallet) before concatenating the features into the final feature set. The

experiment uses four-fold cross validation.

All feature selection algorithms share the same scalarized fitness function. The fitness function

combines Ald accuracy with feature minimization. Formally, the fitness function is:
Fitness(mask;) = a; — wf; 4.1

where mask; is the it" agent in the population, «; is the Ald accuracy achieved using the mask, w
is the feature reduction weight [0, 1] that biases the impact of the feature reduction, and S; is the
ratio of features used (i.e., the number of ones in the mask divided by the mask size). We used seven
values for w (0.0, 0.1,0.3,0.5, 0.7, 0.9, 1.0). Notice that when w = 0.0, the fitness relies completely

on accuracy, whereas w = 1.0 biases the fitness towards feature reduction.
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The fitness function, which requires evaluating the accuracy of each member of the population
with respect to the AIdS, becomes the dominant performance component of feature selection
algorithms. Therefore, for this research to conduct an unbiased comparison of the feature selection
algorithms, each algorithm uses the same fixed number (15,000) of evaluations as a halting
criterion. While we train the algorithms according to the fitness function presented in Equation 4.1,

we evaluate the algorithms based on accuracy alone.

Some of the feature selection algorithms have hyper-parameters that affect the algorithms’
behavior. For example, PSO has social factor and cognitive factor hyper-parameters. To determine
the optimum values for these hyper-parameters, we compared several values and found that a value
of 1.3 for the social factor and 2.8 for the cognitive factor performed best. These values are

consistent with [32]. We also used a Clerc constriction coefficient [16] K, where

K=2(2) [2-¢-Vg2-4g|
p=91+92,
@1 = cogintive factor and
@2 = social factor.

We determined the optimal swarm size for this experiment to be 100. Therefore, the PSO algorithm
performs 149 iterations for a total of 15,000 evaluations (i.e., one evaluation of each initial particle

position as well as an evaluation after each particle movement).

ASO has a population size hyper-parameter. We experimented with several sizes and found that
optimum PSO population sizes are larger than population sizes for PSO. Specifically, we use a
population size of 500. This means that we only perform 30 iterations of the ASO algorithm to

arrive at a total of 15,000 evaluations.
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ABCO has two hyper-parameters: exploration rate and an ineffective visit count. The exploration
rate is the number of bits in the feature mask, which corresponds to the bee location, that change to
allow exploration within a vicinity. Ineffective visit count is the number of times a bee visits a
vicinity without encountering improvement. When a bee reaches the maximum ineffective count,
the bee stochastically selects a different location to forage. This experiment uses values of 0.1 for
the exploration rate, and 10 for the ineffective visit count. Further, the initial bee swarm size is 100
consisting of 50 worker bees and 50 onlooker bees. Since each bee performs a single evaluation on

each iteration, we limit the number of iterations to 150 for a total of 15,000 evaluations.

In GSO, there are two hyper-parameters that control the luciferin levels of each glowworm:
decay rate and fitness rate. The decay rate is the amount the luciferin dissipates on each iteration,
and the fitness rate is the amount that the current fitness affects the luciferin levels. After some
experimentation, we selected a decay rate of 0.15 and a fitness rate of 0.7. In GSO, agents update
their direction based on stochastically selecting from a probability density function derived based
on luciferin levels and distance. Once agents select a new direction, they move in that direction
based on a step-size hyper-parameter. Exploration allowed us to select a useful step-size of 0.1. We
also used a swam size of 100 which allows 150 iterations of the algorithm for a total of 15,000

evaluations.

For GEFeS algorithm, we used the work in [19] to select the hyper-parameters. Specifically, we
used a population size of 100. Initial feature masks are stochastically generated with roughly 50%
of features selected. We breed offspring from two parents with a mutation rate of 2%, where each
parent is selected using binary tournament selection. Each iteration of the algorithm generates one

offspring and removes the single least-fit individual from the population, which means we can
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perform 14,900 iterations (since the original population is initially evaluated) for a total of 15,000

evaluations.

The random selection algorithm serves as a reference baseline to help understand the value of
the more intelligent feature selection algorithms. This algorithm stochastically generates and

evaluates 15,000 feature masks to identify the most effective feature mask.
4.3 Feature Selection Algorithm Comparison Analysis

In this section, we summarize the experiment’s results. See Appendix A for a review of the

detailed results. Specifically, in this section we will analyze:

o The effects of varying the AIdS classification function,

e The effects of w on accuracy,

e The effects of feature selection algorithms on both accuracy and feature reduction,

e The effects of feature sets on feature consistency.

Table 4.1 compares accuracy and feature reduction for each of the three AIdS classification
algorithms (LSVM, RBF, MLP) and all six of the feature selection algorithms (ABCO, ASO,
GEFeS, GSO, PSO, RAND) for w = 0.5 as a representative value. The first column identifies the
AIdS classification algorithm. The second column identifies the feature selection algorithm. The
third column is the accuracy (percent of correctly identified authors). The fourth column is the
feature reduction expressed as percentage of features used. The third and fourth columns contain
two values; the first value is the best value of the observed 30 runs (i.e., highest accuracy and lowest

features used), and the second value in the parentheses is the mean value of the 30 runs.
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Table 4.1. Feature Selection Algorithm Comparison Experiment Results Summary with w = 0.5.

Classifier

Feature Selector

% Accuracy

% Features Used

ABCO 98.00 (95.07) 48.09 (48.05)
ASO 99.00 (97.20) 35.03 (36.33)
LSUM GEFeS 100.00 (99.90) | 15.92 (14.76)
GSO 95.00 (91.70) 50.96 (49.21)
PSO 99.00 (94.93) 47.27 (46.41)
RAND 84.00 (70.13) 52.23 (49.11)
ABCO 97.00 (93.80) 48.09 (47.56)
ASO 98.00 (95.80) 35.67 (35.04)
- GEFeS 100.00 (99.53) | 16.88 (16.20)
GSO 95.00 (90.73) 50.64 (49.90)
PSO 96.00 (92.93) 45.22 (47.37)
RAND 78.00 (65.77) 48.73 (51.07
ABCO 94.00 (88.40) 51.91 (47.95)
ASO 99.00 (95.90) 34.39 (37.06)
MLp GEFeS 100.00 (97.77) | 16.56 (17.77)
GSO 95.00 (90.07) 51.27 (49.68)
PSO 96.00 (89.97) 50.32 (49.75)
RAND 81.00 (67.33) 43.95 (47.62)
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There are several points of interest in Table 4.1. First, notice that accuracy results are generally
above 90% for all feature selection algorithms across all classification algorithms, with the notable
exception of the RAND algorithm. This exception is evidence that the genetic-based and swarm

intelligence-based algorithms are indeed intelligent.

Further, if we compare accuracies for any specific feature selection algorithm across
classification algorithms, we see that the values remain relatively consistent. This is evidence that
the classification algorithm is not a significant factor. Or, in other words, all three classification
algorithms perform comparably. As a side note to this observation, the MLP algorithm requires

much longer training computation times, which do not appear to yield superior results.

A third point of interest may be observed by considering the Features Used column. Notice that
even though accuracies are similar, there is a significant difference between the percentage of
features used based on feature selection algorithm. GEFeS clearly dominates with much lower
percentage of features used. ASO is moderately lower than the other four feature selection
algorithms, but the percentage of features used for ABCO, GSO, PSO and RAND all hover near

50%.

Let us turn our attention to the effects of w on the various feature selection algorithms. Table 4.2
summarizes the mean accuracies (across the 30 samples) of all six algorithms (ABCO, ASO,
GEFeS, GSO, PSO, RAND) for all seven values of w using the LSVM classification mechanism.
We only show LSVM in this table since, as previously discussed, the classification algorithm does

not appear to have significant impact on accuracies.
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Table 4.2. Feature Selection Algorithm Comparison Mean Accuracies for Several Values of w

using LSVM.
w | ABCO | ASO | GEFeS | GSO | PSO | RAND
0.0 | 9533% | 96.93% | 99.77% | 93.87% | 95.23% | 69.13%
0.1 |96.07% | 97.00% | 99.97% | 92.83% | 95.83% | 71.07%
0.3 | 95.40% | 97.40% | 99.90% | 91.97% | 95.63% | 69.33%
0.5 | 95.07% | 97.20% | 99.90% | 91.70% | 94.93% | 70.13%
0.7 | 93.80% | 96.73% | 99.93% | 91.07% | 94.47% | 70.37%
0.9 |93.13% | 9537% | 99.83% |91.17% | 94.10% | 72.73%
1.0 | 92.93% | 94.53% | 99.73% | 91.43% | 93.90% | 72.10%
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Again, as we look at individual rows across columns of Table 4.2, it becomes apparent that GEFeS
has the best accuracies, which is consistent with our observations of Table 4.1. ASO also performs
better than the four remaining algorithms, and RAND performs worst, which reinforces our belief

that genetic-based and swarm-based algorithms do perform intelligently.

Now, consider individual columns of Table 4.2. Recall that we evaluate using the fitness function
described by Equation 4.1, but we report raw accuracies. Therefore generally, we would expect that
as we increase w (which applies increased pressure to reduce features), we might see reduced
accuracies. Indeed, this seems to be the case for four of the six feature selection algorithms (ABCO,
ASO, GSO & PSO). But GEFeS and RAND do not appear to be subject to this influence. In fact,
there is a slight improvement in RAND accuracies as w increases. This is evidence that feature
selection not only reduces computation, but also can improve accuracy. On the other hand, GEFeS
accuracy is independent of values of w. However, we do see a significant reduction in features as a

result of increasing w (see tables in Appendix A for supporting data).

Finally, we address feature consistency, or in other words, how frequently a feature is selected.
We performed an ANOV A ranking analysis of the feature selection algorithms for each of the AIdS
and for all the feature weight values. We did this by first performing an ANOVA ranking for each
of the feature selection algorithms to find the best equivalence class from each algorithm. Then, we
combined these top equivalence classes and performed a combined ANOV A ranking analysis. This

explains why not all feature reduction weighting values appear for all algorithms in the final

ANOVA rankings.

Table 4.3 shows results for the final rankings of this analysis. The first column, labeled
“AldS”, indicates the three AIdS configurations (i.e., LSVM, RBF, and MLP) for the corresponding

rows. The second column, labeled “Class List Rank”, identifies the ranking of the equivalence class
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for that AIdS. The third column, labeled “Equivalence Class”, enumerates the feature selection
algorithm(s) and feature reduction weights belonging to the equivalence class. Note that a hyphen
between feature reduction weight values indicates a range of values, whereas commas indicate
individual values.

In Table 4.3, the top equivalence class for LSVM includes the range of all seven values of
w, whereas for RBF the top equivalence class excludes w = 0.3 and w = 0.7, and MLP excludes
w = 1.0. These excluded values for w did not make the first cut of the ANOVA analysis, so they do

not appear in the final ANOVA analysis results.
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Table 4.3. Equivalency Class Lists by AIdS.

AldS Cl;s:nll;ist Equivalence Class

1 GEFeS 0.0-1.0

2 ASO0.5,0.9,1.0
LSVM 3 ABCO 0.0,0.1,PSO 0.0-0.5

4 GS00.1,0.3

5 RAND0.0-1.0

1 GEFeS 0.0,0.1,0.5,0.9. 1.0

2 ASO03-1.0
RBF 3 PSO 0.1-0.5

4 GS0O 0.0-0.1

5 ABCO0.0-0.5

6 RAND0.0-1.0

1 GEFeS 0.1 -0.9

2 ASO0.5-1.0

3 PS0O 0.0 - 0.5, GSO 0.0 - 0.5,
MLP ABCO0.0-0.3

4 ABCO 0.5

5 ABCO 0.7

6 RAND0.0-1.0
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For each AIdS configuration and its best performer of the corresponding top equivalence
class, we considered which features consistently appeared in the feature masks. We calculated the
consistency ratio by, for each feature, summing the number of times the feature was used and
dividing it by the total number of observed samples (i.e., 30).

Figures 4.1-4.3 are bar charts presenting feature consistency of the best algorithms (selected
by choosing the best algorithm from each of the top equivalence classes for each AIdS), where the
Y axis has the feature number, and the X axis indicates the value of the consistency ratio. The first
93 features (i.e., 1-93 as shown in blue) correspond to LIWC features. The next 176 features (i.e.,
94-269 as shown in red) correspond to sentiment analysis features, and the final 45 features (i.e.,
270-314 as shown in gold) are topic modeling features. Figure 4.1 presents the feature consistency
for LSVM with GEFeS using w = 0.1. Figure 4.2 presents feature consistency of RBF also for
GEFeS where w = 0.1 and Figure 4.3 presents feature consistency of MLP for GEFeS where w =

0.3.
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Figure 4.1. GEFeSisym Feature Consistency, Feature Reduction Weight = 0.1.
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Figure 4.2. GEFeSrpr Feature Consistency, Feature Reduction Weight = 0.1.
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Figure 4.3. GEFeSwmrp Feature Consistency, Feature Reduction Weight = 0.3.
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One might incorrectly anticipate that optimizing purely for accuracy (i.e., w = 0.0) would
yield the best observed accuracy across all feature weights, but surprisingly, this is seldom the case.
Instead, we see a general trend where best accuracy is achieved when w is between 0.1 to 0.9. This
attests to the benefit of feature reduction beyond computational advantages. On the other hand, w =
1.0, which increases the bias towards feature reduction, intuitively diminishes accuracy.

Also, it is interesting to note that GEFeS was very successful at significantly reducing the
number of features, while still maintaining high accuracy across all AIdS configurations. ASO was
moderately successful at reducing the number of features, whereas with the other four algorithms,
one can observe there is some influence of the feature weight on the number of features, but not
nearly to the extent of GEFeS or ASO.

As indicated in Table 4.3, although we discovered one fewer equivalence class for the
LSVM AIdS configuration, we can still recognize a general trend. We see that GEFeS is the
dominant feature selection algorithm. ASO is consistently in the second equivalence classes, and
PSO appears in each of the third equivalence classes. ABCO and GSO are in the lower
equivalence classes and, as expected, RAND is the worst performer.

These results give us a foundation for understanding the effects of genetic-based and
Swarm Intelligence-based feature selection with respect to several diverse feature sets, values of
w, and classification algorithms. We see from this chapter that feature selection is an effective
way of improving AIdSs. We see that different feature sets perform differently, so in future
chapters we can be more judicious about selecting feature sets. Also, having determined that the

classification algorithm is not an interesting factor, the work in future chapters will use only

LSVM.
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Some attributes not explored in this chapter, but which are worthy of consideration are varying
the dataset, including the number of authors, the number of samples and the sample length. This
chapter focuses on discrete feature selection. It will be valuable to consider these same

combinations of algorithms using feature weighting [8].
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Chapter 5

The Good, the Bad and the Ugly of Using Genetic-Based Feature Selection for Author

Identification

5.1 Motivation

Researchers continue to investigate approaches to refine author identification. As we saw
in the previous chapter, one such approach uses genetic search to reduce the number of features,
to improve accuracy, and to reduce computational costs. However, it is necessary to consider the
exposures that result from these otherwise helpful improvements. In this chapter, we compare the
effects of author identification adversarial attacks when using and not using genetic-based feature
selection. We compare these results across four feature sets including Linguistic Inquiry & Word

Count, Topic Modeling, Stylometry as well as a multimodal hybrid of all three.

5.2 The Genetic-Based Feature Selection for Author Identification Experiment

The intent of this chapter is to investigate the interaction between author identification, genetic-
based feature selection and various feature sets including LIWC, Topic Modeling, Stylometry, and
a hybrid of the three. We preprocess the resulting features in the same manner as outlined in Chapter
4, except we substitute Stylometry for Sentiment Analysis. As in Chapter 4, this experiment uses a
subset of the CASIS-1000 dataset [36, 37]. Recall that the CASIS-1000 dataset consists of blog
posts from 1,000 authors. Each author has four samples for a total of 4,000 samples. In this
experiment, we use a subset of 25 authors, with four samples per author, for a total of 100 samples.

We refer to this dataset as the CASIS-25 dataset [36, 37, 43]. In addition to the original dataset, we
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created 25 more adversarial samples, one per author. Each of these samples is a derivation of the
fourth authors’ samples. We use AuthorCAAT-V and AIM-IT [43] to create the adversarial
versions of the samples. All other processing, including calculating fitness and reporting accuracy,

follows the procedure outlined in Chapter 4.

We assess the AIdS accuracy across four feature sets with and without feature selection as well
as with and without adversarial texts. The AIdS uses a Linear Support Vector Machine (LSVM)

[14, 18, 19, 46, 47] classifier algorithm.

We perform two sets of similar experiments that differ only in the way we test for accuracy.
Since the dataset consists of four writing samples per author, in both sets of experiments we train
the AIdS on three of the samples. Then, for the first set of experiments, we test the accuracy on the
fourth samples. We denote this approach with the notation: 75+(org = 25, adv = 25). This notation
indicates that we train on 75 writing samples, test on 25 of the original writing samples, and then
test again on the corresponding 25 adversarial writing samples of the 25 authors. In the second set
of experiments, we test using all four writing samples. Then for comparison’s sake, we swap the
fourth samples for an adversarial version of the sample and test accuracy again as previously
described. We denote this as 75+(org = 100, adv = 100). In this case, the notation indicates that we
train on 75 of the writing samples, test on all 100 original writing samples, and then perform a
second test on the 75 original writing samples combined with the 25 adversarial writing samples.
Both sets of experiments calculate accuracy across all four feature sets (i.e., LIWC, Topic
Modeling, Stylometry and a Hybrid of all three). All experiments also vary the feature reduction
weight (w), as in Chapter 4, using values of 0.0, 0.1, 0.3, 0.5, 0.7, 0.9 and 1.0. In addition, we test

all feature sets with no feature selection as a baseline.
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Following the same procedure outlined in Chapter 4, we run GEFeS 30 times and allow each
run a total of 15,000 feature mask evaluations. For the baseline results, since no feature selection is

involved, we only need to run the tests once.

To review the GEFeS configuration as described in Chapter 4, we configure the GEFeS hyper-
parameters as described in [19]. We start with an initial population of 100 randomly generated
individuals (i.e., feature masks) consisting of approximately 50% of the features selected. We then
run 14,900 generations, where we create a single child for each generation. We create the child by
selecting two parents each using binary tournament selection, which is to say that for each parent,
we select two individuals form the population at random and use the best as the parent. Given the
two parents, we use crossover with a 2% mutation rate to generate the child. Since this is a steady
state GA, we eliminate the least fit individual from the population. Note that the algorithm must
initially evaluate all members of the population as well as each child. Since we have 100 individuals

in the population and 14,900 children, the algorithm requires a total of 15,000 evaluations.

5.3 Genetic-Based Feature Selection for Author Identification Results Analysis
This section reviews the results of the experiment to identify general trends and points of interest.

See Appendix B for a detailed treatment of the results.

We introduce a new metric, Use?, in this chapter, which is a value indicating a feature set’s

relative susceptibility to adversarial attacks. We define this metric formally in Table 5.1.

37



Table 5.1. A Formal Definition of the Use? Value.

at —a¥ o —af

Use?=-24 b9 b
au aa

b b

Where:
ay is the GEFeS accuracy of original samples
ary, is the baseline accuracy of original samples
ay is the GEFeS accuracy of adversarial samples
ay is the baseline accuracy of adversarial samples
Use? = 0: use feature selection

Use? < 0: do not use feature selection

The value of Use? captures the relationship of the effectiveness of the adversarial attack without
feature selection, compared to the same attack with feature selection. Positive Use? values favor

the use of feature selection and negative values favor the avoidance of feature selection.

Table 5.2 is a representative summary of the results from this experiment. While there are many
data points resulting from this experiment (see Appendix B), this table serves as a basis for the
general intuition we glean from this experiment. In the table, the first column is a feature set label
for each of the rows. The second and third columns show accuracies measured without feature
selection (i.e., Baseline). The third and fourth columns show accuracies when using feature
selection. Columns two and four, labeled Original, are measured accuracies without adversarial
samples, and columns three and five are measured accuracies with adversarial samples. Column six

1s the calculated Use? metric value.
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Table 5.2. Representative Summary Data (w = 0.5, 75+(org = 25, adv = 25)).

Baseline

Feature Selection

Feature Set Original Adversarial Original Adversarial
LIWC 68.00% 56.00% 88.53% 16.40% | -0.41
Topic Modeling 84.00% 8.00% 91.87% 11.20% 0.49
Stylometry 60.00% 32.00% 96.27% 4.13% | -0.27
Hybrid 92.00% 32.00% 100.00% 9.20% | -0.63

If we first look at the baseline original accuracies, we might rank the feature sets based on

effectiveness from an AIdS perspective as follows:

1. Hybrid —92.00%
2. Topic Modeling — 84.00%
3. LIWC - 68.00%

4. Stylometry — 60.00%

Notice that the Hybrid feature set out-performs any of the individual feature sets (LIWC, Topic
Modeling and Stylometry). Clearly, combining feature sets can yield synergy. Also, as we saw in
Chapter 4, Topic Modeling outperforms the other non-hybrid feature sets. We hypothesize that this

is because topic features are particularly well suited to the blogpost dataset.
Next, consider how the rankings change when we apply feature selection:

1. Hybrid — 100.00%
2. Stylometry —96.27%
3. Topic Modeling — 91.87%

4. LIWC - 88.53%

We see that, when using feature selection, accuracies improve across all feature sets. We also

see that the Hybrid feature set is the top performer. Based on these results alone, we might be
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convinced that all feature selection is good, and that the hybrid feature set is the most effective. But

let us dig deeper into the data.

When we introduce adversarial samples and consider the accuracies, we see that the Hybrid
feature set drops to the middle of the pack and LIWC dominates (in both the Baseline column and
the Feature selection column). Based on these data, we might be persuaded to resort to using the
LIWC feature set. However, if we use the LIWC feature set exclusively and there are no adversarial

samples, we will have inadvertently reduced the AIdS effectiveness.

This is where the Use? metric comes into play. By comparing the effects of adversarial attacks
on the baseline relative to adversarial attacks with feature selection, we can determine which feature
set displays the most relative susceptibility. Using the Use? metric we can rank the feature sets from

least to most susceptible as follows:

1. Topic Modeling
2. Stylometry
3. LIWC

4. Hybrid

In this case, Topic Modeling emerges as the most robust feature set.

One final point of interest; when we consider the results from the second set of experiments
75+(org = 100, adv = 100), see a slight movement in favor of using feature selection due to the
dilution of the number of adversarial samples. However, these feature sets maintain roughly the
same susceptibility rankings (see Appendix B for details). This indicates that benefits we see from
feature selection, when applying a weaker adversarial attack, would need to be diluted even further

before we would strongly consider using the Hybrid feature set.
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5.4 Summary
To summarize this chapter, we might ask: what can we conclude? Unfortunately, the answer is:

not enough!

This experiment in this chapter shows that, although feature selection can improve AIdS
accuracy, in the face of an adversarial attack, in some cases, feature selection can be a disadvantage.
However, this appears to be true only for some feature sets. We make three conclusions from this

experiment:

1. The Good: Feature selection increases accuracy while decreasing the number of features

needed.

2. The Bad: Our results show that, in some cases, feature selection can make AIdSs more

susceptible to adversarial author identification attacks.
3. The Ugly: We do not yet have a clear understanding of the characteristics of this
susceptibility.

Later chapters are devoted to characterizing, understanding, and predicting when susceptibility
to adversarial author identification attacks will occur. The results laid out in this chapter form a
foundation for warranted additional work. In the following chapters, we will consider varying the

dataset size and constitution as well as feature selection mechanisms.
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Chapter 6

Adversarial Authorship, Swarm Intelligence Feature Selection, and CAISIS-50 Dataset
6.1 Motivation

The research in the previous chapter is evidence of vulnerability when using genetic-
based feature selection on the CASIS-25 dataset. This research piques the interest in
understanding the parameters of adversarial authorship vulnerabilities to feature selection. In this
chapter we consider additional feature selection approaches and increase the size of the dataset.

Specifically, in addition to Genetic & Evolutionary Feature Selection (GEFeS), we
consider several Swarm Intelligence (SI) based feature selection algorithms, including Particle
Swarm Intelligence (PSO), Artificial Bee Colony Optimization (ABCO), Ant System
Optimization (ASO), and Glowworm Swarm Optimization (GSO). In addition, we employ a
Random (RAND) feature selection algorithm as a baseline algorithm. We continue to use the
same four feature sets from the previous chapter (i.e., LIWC, Topic Modeling, Stylometry, and
Hybrid). We double the dataset size with the CASIS-50 dataset.

The intent of the work in this chapter is to consider the extent of the vulnerabilities when
using these addition feature selection algorithms. We also want to investigate the effects of
increasing the dataset size, specifically, increasing the number of authors.

6.2 Adversarial Authorship, Swarm Intelligence Feature Selection and CASIS-50 Dataset
Experiment
As mentioned in the previous section, this experiment uses the same six feature selection

algorithms GEFeS, PSO, ABCO, ASO, GSO and RAND) as discussed in Chapter 4, and the
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CASIS-25 and CASIS-50 datasets. We configure the six algorithms as described in Section 4.2.
Also, we continue to use a Linear Support Vector Machine (LSVM) for author classification as
described in the previous chapter, including the fitness function described in Equation 4.1.
Again, we vary the values of the feature reduction weighting factor (w) using the same seven
values consistent with previous chapters (i.e., 0.0, 0.1, 0.3, 0.5, 0.7, 0.9, 1.0). Further, the
experiment runs 15,000 evaluations per feature selection algorithm per experiment measurement
and uses 30 measurements.

For each of the measurements, we trained on all but 25 samples, and we calculated
accuracy by testing with and without adversarial samples, both individually (i.e., on only the held
out 25 samples) and across all samples. This means, for the CASIS-50 dataset, we trained on 175
samples (3 samples for the first 25 authors, plus four samples for the other 25 authors), and
tested using the 25 samples from the first 25 authors, and all 200 samples, swapping in the
adversarial samples as well. For the CASIS-25 dataset we trained on 75 samples and tested on 25
and 100 samples, respectively.

The experiment outlined in this chapter uses, in addition to the CASIS-25 dataset, the
CASIS-50 dataset, which is a subset of the CASIS-1000 dataset [36, 37], and a superset of the
CASIS-25 dataset. Like the CASIS-25 dataset, the CASIS-50 dataset consists of blog posts, with
four posts per author. The CASIS-50 dataset contains all the samples of the CASIS-25 dataset as
describe in the previous chapter, plus an additional 25 authors with four samples each for a total
of 200 samples. In addition to the original 200 samples, we used 25 adversarial samples, one
sample from each of the first 25 authors (these are the same adversarial samples used in the
previous chapter). These samples were created by taking the fourth writing sample from each of

the first 25 authors and applying Author-CAAT-V and AIM-IT [43]. For both the CASIS-25 and
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CASIS-50 datasets, we use the preprocessing and feature extraction mechanisms as described in
Chapter 4.
6.3 Adversarial Authorship, Swarm Intelligence Feature Selection and CASIS-50 Dataset
Experiment Analysis

This section reviews the results of the experiment to identify general trends and points of interest.

See Appendix C for a detailed treatment of the results.

This experiment yields results where the baseline accuracies are zero. As a result, we
extend the definition of the Use? metric from what we defined in Table 5.1 to that shown in
Table 6.1, which avoids zeros in the denominator.

Table 6.1. The Enhanced Definition of the Use? Value.

a

at —ay a?—-a
g b g b u a
, a, #0)A(ap, #0
Use? = ay ay (@ YA (@) )
ay—ap,  (ap=0)V (a5 =0)
Where:
ay is feature selection accuracy of original samples

a), is baseline accuracy of original samples

ay is feature selection accuracy of adversarial samples
ay, is baseline accuracy of adversarial samples

Use? > 0: use feature selection

Use? < 0: do not use feature selection

Table 6.2 shows a representative summary of the results from this experiment. So as to
summarize, Table 6.2 only shows results for three (GEFeS, ASO, PSO) of the six feature
selection algorithms for w = 0.5. The first column (Feature Set) identifies the feature set used to
observe the results. The second column (Dataset) distinguishes between the CASIS-25 and the

CASIS-50 datasets. The third column (Alg) identifies which of the three representative feature
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selection algorithms was used. The remaining columns show the results of the experiment for
each feature set, dataset, and algorithm configuration. The columns labeled Baseline show results
when not using feature selection, and the columns labeled Feature Selection show results when
using feature selection. Under each of these labels are two columns that show results without
adversarial samples (Original) and with adversarial samples (Adversarial). The last column
indicates the Use? value as defined in Table 6.1.

When Use? values are negative, the configuration demonstrates a vulnerability to feature
selection. An intuitive review of the Use? values in Table 6.2 reveals that nearly all the Topic
Modeling configurations (with the single exception of PSO/CASIS-25/100) sport positive values.
This observation is consistent with that made in the previous chapter, namely that Topic
Modeling seems resilient to the feature selection vulnerability. Of course, the Topic
Modeling/CASIS-50/25 Use? values are positive due to the complete author identification failure
in the baseline using adversarial samples. Therefore, since feature selection allows some
identification, these values are positive.

Looking beyond Topic Modeling in the results, we find a handful of positive Use? values
associated with ASO. The frequency of these positive values is hardly enough to warrant
referring to this as a trend, but it may indicate some tendency towards immunity from the feature
selection vulnerability. The only other positive value is for the configuration of

Stylometry/CASIS-25/GEFeS/100.
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Table 6.2. Representative Summary Data (w = 0.5).

Baseline

Feature Selection

Feature Set Alg Test Original Adversarial Original = Adversarial

GEFeS 25 68.00% 56.00% 88.53% 16.40% | -0.41

100 | 92.00% 88.00% 97.13% 79.10% | -0.06

25 68.00% 56.00% 76.00% 61.07% 0.21

CASIS-25 | ASO 100 92.00% 88.00% 94.00% 92.27% 0.04

PSO 25 68.00% 56.00% 80.40% 20.93% | -0.44

LIWC 100 92.00% 88.00% 95.07% 80.20% | -0.07

GEFeS 25 68.00% 44.00% 88.00% 19.73% | -0.26

200 96.00% 93.00% 97.00% 79.93% | -0.13

25 68.00% 44.00% 76.40% 59.87% 0.48

CASS OIS0 200 | 96.00% 93.00% 94.10% 89.97% | -0.05

PSO 25 68.00% 44.00% 76.40% 21.07% | -0.40

200 | 96.00% 93.00% 94.10% 80.27% | -0.16

GEFeS 25 84.00% 8.00% 91.87% 11.20% 0.49

100 96.00% 77.00% 96.53% 76.37% 0.00

25 84.00% 8.00% 86.13% 12.00% 0.53

CASIS-25 | ASO 100 | 96.00% 77.00% 96.53% 78.00% 0.02

PSO 25 84.00% 8.00% 85.33% 9.60% 0.22

. . 100 | 96.00% 77.00% 93.70% 74.77% | -0.05
Topic Modeling

GEFeS 25 | 40.00% 0.00% 91.60% 10.93% 1.29

200 85.00% 80.00% 96.47% 76.30% 0.09

25 | 40.00% 0.00% 86.40% 11.87% 1.16

ool 200 | 85.00% 80.00% 96.60% 77.97% 0.11

PSO 25 40.00% 0.00% 85.07% 9.20% 1.13

200 | 85.00% 80.00% 93.30% 74.33% 0.03

GEFeS 25 60.00% 32.00% 96.27% 4.13% | -0.27

100 | 90.00% 83.00% 99.07% 76.03% 0.02

25 60.00% 32.00% 80.27% 6.13% | -0.47

CASIS-25 | ASO 100 90.00% 83.00% 95.07% 76.53% | -0.02

PSO 25 60.00% 32.00% 73.87% 4.27% | -0.64

Stylometry 100 90.00% 83.00% 93.47% 76.07% | -0.05

GEFeS 25 | 48.00% 20.00% 96.27% 4.00% 0.21

200 | 93.50% 90.00% 99.07% 76.00% | -0.10

25 48.00% 20.00% 81.13% 5.87% 0.04

Casliny ) (0 200 | 93.50% 90.00% 95.03% 76.47% | -0.17

PSO 25 | 48.00% 20.00% 74.80% 4.93% | -0.20

200 93.50% 90.00% 93.70% 76.23% | -0.15

GEFeS 25 92.00% 32.00% | 100.00% 9.20% | -0.63

100 | 98.00% 83.00% | 100.00% 77.30% | -0.05

25 92.00% 32.00% 95.60% 6.8% | -0.75

CASIS-25 | ASO 100 98.00% 83.00% 98.90% 76.70% | -0.06

PSO 25 92.00% 32.00% 95.60% 9.60% | -0.66

Hybrid 100 98.00% 83.00% 98.90% 77.40% | -0.06

GEFeS 25 92.00% 12.00% | 100.00% 8.40% | -0.21

200 | 99.00% 89.00% | 100.00% 77.10% | -0.12

25 92.00% 12.00% 95.60% 7.07% | -0.37

CASIE20M(RASO0 200 99.00% 89.00% 98.90% 76.77% | -0.14

PSO 25 92.00% 12.00% 95.47% 10.93% | -0.05

200 | 99.00% 89.00% 98.87% 77.73% | -0.13
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When we consider the effects increasing the number of authors by comparing similar
configurations that vary only in the number of tests, we see that Use? values increase for all
configurations with 25 tests. However, when testing using all samples (100 or 200), except for
the Topic Modeling configurations, we see just the opposite where Use? values decrease. Table
6.3 makes it easier to compare Use? values as this table is limited to testing using all samples,
and places similar Feature Set/Alg in adjacent rows. From Table 6.3, we discover that, with the
exception of the Topic Modeling feature set, increasing the number of authors and testing all

samples appears to increase the feature selection vulnerability.
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Table 6.3. Representative Summary Data Arranged to Compare Dataset Size (w = 0.5,
Test = 100 or Test = 200).

Baseline Feature Selection

Feature Set Alg Dataset Test Original Adversarial Original Adversarial
GEFeS CASIS-25 100 92.00% 88.00% 97.13% 79.10% | -0.06
CASIS-50 200 96.00% 93.00% 97.00% 79.93% | -0.13
LIWC ASO CASIS-25 100 | 92.00% 88.00% 94.00% 92.27% 0.04
CASIS-50 200 | 96.00% 93.00% 94.10% 89.97% | -0.05
PSO CASIS-25 100 92.00% 88.00% 95.07% 80.20% | -0.07
CASIS-50 200 96.00% 93.00% 94.10% 80.27% | -0.16
GEFeS CASIS-25 100 96.00% 77.00% 96.53% 76.37% 0.00
CASIS-50 200 85.00% 80.00% 96.47% 76.30% 0.09
Topic Modelin ASO CASIS-25 100 96.00% 77.00% 96.53% 78.00% 0.02
P g CASIS-50 200 85.00% 80.00% 96.60% 77.97% 0.11
PSO CASIS-25 100 96.00% 77.00% 93.70% 74.77% | -0.05
CASIS-50 200 85.00% 80.00% 93.30% 74.33% 0.03
GEFeS CASIS-25 100 90.00% 83.00% 99.07% 76.03% 0.02
CASIS-50 200 93.50% 90.00% 99.07% 76.00% | -0.10
Stvlomet ASO CASIS-25 100 90.00% 83.00% 95.07% 76.53% | -0.02
ty i CASIS-50 200 93.50% 90.00% 95.03% 76.47% | -0.17
PSO CASIS-25 100 90.00% 83.00% 93.47% 76.07% | -0.05
CASIS-50 200 93.50% 90.00% 93.70% 76.23% | -0.15
GEFeS CASIS-25 100 98.00% 83.00% 100.00% 77.30% | -0.05
CASIS-50 200 99.00% 89.00% 100.00% 77.10% | -0.12
Hybrid ASO CASIS-25 100 98.00% 83.00% 98.90% 76.70% | -0.06
CASIS-50 200 99.00% 89.00% 98.90% 76.77% | -0.14
PSO CASIS-25 100 98.00% 83.00% 98.90% 77.40% | -0.06
CASIS-50 200 99.00% 89.00% 98.87% 77.73% | -0.13
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6.4 Summary

As the results of this chapter show, we see further evidence that feature selection renders
AldSs susceptible to adversarial attacks under certain situations. The important question is: what
are the specific conditions that lead to susceptibility?

Based on the results of this chapter, it appears that adversarial susceptibility is generally
independent of the feature selection algorithm. Also, some feature sets (specifically Topic
Modeling) seem to perform better under attack than others. However, this appears to be less
pronounced in the case of fewer authors (CASIS-25) when testing across all samples. With more
authors (CASIS-50), we see that Topic Modeling performs well for both testing strategies.

Topic Modeling may perform well because of the adversarial techniques employed in the
study. That is to say that techniques based on iterative translation and paraphrasing will not
affect the topic of discourse. This may indicate that either Topic Modeling is an effective feature
set against adversarial attacks (especially with a blog-post dataset where authors tend to discuss
their topics of interest), or it may be necessary to develop effective topic-related adversarial

techniques.
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Chapter 7

An Analysis of the Effects of Genetic and Swarm Intelligence Based Feature Selection on

Adversarial Author Identification Using Many Authors

7.1. Motivation

In previous chapters, we have assessed the effectiveness of genetic-based and SI-based
feature selection for AIdS. Further, we have provided evidence of the vulnerability these feature
selection methods expose to adversarial author Identification. In the previous chapter, besides
introducing SI-based feature selection, we explored the effects of doubling the number of authors
in the dataset from 25 to 50. In this chapter, we extend the research along this dimension by,
again, doubling the number of authors from 50 to 100, giving us an additional datapoint in our
understanding.
7.2. Genetic and Swarm Intelligence Based Feature Selection on Adversarial Author
Identification Using Many Authors Experiment

This experiment uses precisely the same configuration as detailed in Section 6.2; except
we introduce a third dataset. Recall that the experiment in Chapter 6 used the CASIS-25 and the
CASIS-50 datasets. In this experiment, in addition to these two previous datasets, we introduce
the CASIS-100 dataset, which is a superset of the CASIS-50 dataset, and a subset of the CASIS-
1000 dataset (see Section 3.3). The CASIS-100 dataset consists of four samples for each of 100
authors. Since the CASIS-100 dataset is a superset of the CASIS-25 dataset, we can also

continue to use the 25 adversarial samples from the CASIS-25 dataset. Following the training
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and testing process used in Chapter 6, we train on 375 of the 400 samples from the CASIS-100
dataset, and test on the remaining 25 samples as well as all 400 samples, with and without the
adversarial samples.

To summarize the experiment configurations, we use six feature selection algorithms
(GEFeS, ABCO, ASO, GSO, PSO, RAND), an LSVM AIdS, seven values of w (0.0, 0.1, 0.3,
0.5, 0.7, 0.9, 1.0), four feature sets (LIWC, Topic Modeling, Stylometry, Hybrid), three datasets
(CASIS-25, CASIS-50, CASIS-100), with and without adversarial samples, with 30 runs of each
configuration for a total of 30,240 observations.

7.3. Genetic and Swarm Intelligence Based Feature Selection on Adversarial Author
Identification Using Many Authors Experiment Analysis

This section provides a summary of the results observed from this experiment. For a
discussion of detailed results, see Appendix D.

We present the summary results using six charts. There is one chart for each dataset/test-
method combination. The charts reflect the resulting Use? values from these experiments as defined
in Table 6.1. Recall that the Use? value represents the relative improvement of accuracies due to
feature selection, with and without adversarial samples. When the Use? value is positive, it indicates
a preference for using feature selection, even when under adversarial attack. A value less-than or
equal to zero indicates a preference to avoid feature selection when under adversarial attack. In the
event that the accuracy is zero (either with or without feature selection), then Use? takes on the
value of the difference attained by using feature selection (notice that this difference is bounded by
zero on the lower end).

Each of Figures 7.1-7.6, are graphs with lines representing a combination of a feature

selection algorithm and a feature set. Each graph considers a combination of a dataset (i.e., CASIS-
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25, CASIS-50, CASIS100), and a testing/training approach (i.e., testing on only the adversarial
samples versus all the samples), for a total of six graphs. We considered the top three feature
selection algorithms (i.e., GEFeS, PSO, ASO), and four feature sets (i.e., LIWC, Topic Modeling,
Stylometry, Hybrid), for a total of 12 curves per graph. The vertical axis of the graph represents the
Use? values and contains values that range from negative values to positive values. The line mid-
way up the vertical access labeled “0” represents the separation between using (above the line)
feature selection, and not using (below the line) feature selection as calculated according to Table
6.1. The horizontal axis represents the various values of w.

Figure 7.1 shows the Use? values for the CASIS-25 dataset where we trained on 75 samples
and tested on only the 25 samples, swapping in the adversarial samples to calculate the Use? values
as per Table 6.1. Notice that all feature selection algorithms may be used for the Topic Modeling
feature set, and that ASO also works for LIWC. All other feature selection/feature set combinations

demonstrate a vulnerability to adversarial attacks.
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Use? Values 75+(org = 25, adv = 25)

e G EFe S Hy brid @ e» oGEFeS LIWC e GEFeS Topic Modeling® ® ® ® ® GEFeS Stylometry
e P SO Hybrid @ = opSO LIWC e PSO Topic Modeling ®® e PSO Stylometry
e ASO Hybrid e a» o ASO LIWC emmms ASO Topic Modeling e e e e ¢ ASO Stylometry

0.8

0.6

0.4

0.2

-0.2

-0.4

-0.6

-0.8

0.(%% 10.00% 30.00% 50.00% 70.00% 90.00% 100.00%

T USSR

"o.
®e
- \ ®oq
- Car, St
- e R SR -
- -8, = - an e» - e - aes e s a» > - e
N“" '--....:-_-B-- .=‘~

vt s iaded

-o.......

Figure 7.1. Use? Values CASIS-25, 75+(org = 25, adv = 25).
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Figure 7.2 uses the same dataset, but tests using all samples (again swapping in the 25
adversarial samples to be able to calculate the Use? values according to Table 6.1). We see from
this graph, that ASO continues to work well for LIWC and Topic Modeling feature sets, as does
GEFeS with Stylometry. GEFeS, using Topic Modeling, is marginal (mostly close to zero), with
one instance positive and two are negative. However, all other feature selection/feature set

combinations appear to be vulnerable to adversarial attacks.
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Figure 7.2. Use? Values CASIS-25, 75+(org = 100, adv = 100).
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Figure 7.3 switches to the CASIS-50 dataset and employs the testing on the 25 samples (like
Figures 7.1 and 7.5). Here, we see that Topic Modeling is resilient to adversarial attacks for all three
feature selection algorithms. We also see that ASO is positive for the LIWC feature set and the
Stylometry feature set, as is GEFeS also (for Stylometry). Other combinations appear to be mostly

susceptible to adversarial attacks.
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Use? Values 175+(org = 25, adv = 25)
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Figure 7.3. Use? Values CASIS-50, 175+(org = 25, adv = 25).
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Figure 7.4 again uses the CASIS-50 dataset with testing across all samples (similar to
Figures 7.2 and 7.6). In this graph we see that only Topic Modeling (but across all feature selection

algorithms) resists adversarial attacks.
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Use? Values 175+(org = 200, adv = 200)
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Figure 7.4. Use? Values CASIS-50, 175+(org = 200, adv = 200).

59



Figure 7.5 shows results using the CASIS-100 dataset and testing on only 25 samples. We
see that Topic Modeling performs well, except for ASO which is marginal. However, interestingly
we see that ASO and Stylometry perform well for lower values of w, but as w increases, ASO
becomes susceptible to adversarial attacks. We also see that the combination of GEFeS and

Stylometry is marginally positive.
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Figure 7.5. Use? Values CASIS-100, 375+(org = 25, adv = 25).
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Figure 7.6 Uses the CASIS-100 dataset and tests on all samples. In this experiment,
Stylometry is the only feature set that resists Adversarial attacks mostly only for GEFeS and ASO.

All other combinations of feature selection and feature sets are marginal at best.
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Use? Values 375+(org = 400, adv = 400)
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Figure 7.6. Use? Values CASIS-100, 375+(org = 400, adv = 400).
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Finally, we include three representative feature consistency charts for each of the three
datasets studied in this chapter (CASIS-25, CASIS-50, CASIS-100). All three charts represent
results observed when using GEFeS for feature selection with w = 0.5. In these bar charts, the
bars represent the ratio that each feature was selected across the 30 runs. The chart is divided into
three sections by color, where the blue bars represent LIWC features, red bars represent Topic
Modeling features, and green bars represent Stylometry features.

Figure 7.7 shows the feature consistency of the CASIS-25 dataset. This chart shows a
dramatic difference between the feature sets, with the Topic Modeling feature set (red) having
most of the consistency. The Stylometry feature set (green) is least consistent, and the LIWC

feature set (blue) is moderately in between.
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Figure 7.7. Feature Consistency for the CASIS-25 Hybrid Feature Set (w = 0.5).
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Figure 7.8, which shows the feature consistency for the CASIS-50 dataset, looks similar to
Figure 7.7 and maintains the same relative ranking of consistency between the three feature sets.
However, as we increase the number of authors from 25 to 50, while the Topic Modeling feature
set (red) is clearly still the dominantly most consistent feature set, we can see a bit less

differentiation between the LIWC feature set (blue) and the Stylometry feature set (green).
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Figure 7.8. Feature Consistency for the CASIS-50 Hybrid Feature Set (w = 0.5).
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Figure 7.9 shows feature consistency for the CASIS-100 dataset. With the increase in the
number of authors, the Topic Modeling feature set (red) is still clearly most consistent. However,
the differentiation between the LIWC feature set (blue) and the Stylometry feature set is much
less dramatic. In fact, it is not intuitively obvious which feature set has the most consistently used

features.
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CASIS-100 Feature Consistency (Hybrid, @ = 0.5)
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Figure 7.9. Feature Consistency for the CASIS-100 Hybrid Feature Set (w = 0.5).
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7.4. Summary

In this chapter, we demonstrate that feature selection improves AIdS accuracy, but at a
possible cost. We demonstrate that sometimes feature selection is susceptible to adversarial
authorship attacks. Further, while it is not yet clear what all the factors are that affect feature
selection susceptibility, a significant factor appears to be the feature set itself.

Future research needs to continue to explore and eventually characterize the susceptibility
of feature selection to adversarial authorship attacks. We need to come to understand and predict
feature selection susceptibilities. This includes exploring the parameters of datasets such as dataset

size, number of authors and dataset constitution.
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Chapter 8

A Study of the Harmful Effects of Genetic and Swarm Based Feature Selection with Respect to
Adversarial Author Profiling
8.1. Motivation

The previous chapters detail experiments in genetic-based and SI-based feature selection
algorithms and the effects of this feature selection on adversarial author identification.
Specifically, chapter 4 demonstrated that genetic-based and SI-based feature selection can
improve AldS accuracy. Chapters 5, 6 and 7 give evidence that, while feature selection may
improve accuracy for non-adversarial configurations, this same feature selection renders AIdSs
vulnerable to adversarial attacks. All work done in chapters 4, 5, 6, and 7 has focused on a single
dataset type, namely blog posts as contained in the CASIS-25, CASIS-50, and CASIS-100
datasets. This leads to a question of the possible influence of dataset type on the feature selection
vulnerability.

The work in this chapter uses the same feature sets as well as the same feature selection
algorithms but varies the dataset to use Twitter-based writing samples to shed further light on
this susceptibility phenomena. The feature set used in this chapter’s study has the added
advantage that all samples have been labeled not only with an author identifier, but also an
author type (male, female, or bot). The author type designation allows us to also explore the

effects of genetic-based and SI-based feature selection on author profiling.
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8.2. Genetic and Swarm Based Feature Selection with Respect to Adversarial Author
Profiling Experiment

This chapter’s experiment builds on previous chapters’ experiments to investigate the
interaction between author identification, various EC feature selection algorithms and feature sets,
but extends the previous work by addressing a different dataset. Since this chapter builds on
previous work, this experiment uses the same feature selection algorithms as chapters 6 and 7,
namely LIWC, Topic Modeling, Stylometry and a hybrid of the previous three. Similarly, this work
employs the same feature selection algorithms chapters 4, 6 and 7, namely GEFeS, PSO, ABCO,
ASO, GSO, and RAND. The dataset for this work is a subset of the PAN19 dataset as described in
Section 3.4. This data set consists of tweets contributed by humans (both male and female) and
bots. For this research, we created a subset of the PAN19 dataset by selecting 25 authors (eight
male, eight female and nine bots) we designate as the PAN19-25 dataset. We created five samples
for each author by combining four tweets per sample. We combined the tweets to create large
enough samples to give the AIdS a fair chance at functioning well. Since there are 25 authors with
five samples each, we use a total of 125 classified samples. We then selected one of the five samples
from each of the authors for adversarial processing, which generated another 25 adversarial
samples. It may be noted that some of the tweet content (two of the 25 samples) did not lend itself
well to adversarial processing, so the effects of the processing were limited on these two samples.
This configuration allows us to perform five-fold cross-validation. Other than the changes resulting

from introducing a new dataset, this experiment follows the same process used in chapters 6 and 7.
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8.3 Genetic and Swarm Based Feature Selection with Respect to Adversarial Author Profiling
Experiment Analysis

We calculate a derivative metric from the results referred to as Use? based on the work in
Chapter 6. The idea of Use? is to have an indicator that tells if feature selection should be used or
not, based on the effects of adversarial attacks. Table 8.1 gives a formal definition of Use?. Note
that this definition of Use? varies slightly from that in Table 6.1 in that we have introduced p, which
allows us to adjust the amount of concern we place on the adversarial effect. Note that for a value
of p = 0, we are interested only in the improvement obtained from feature selection. Alternatively,
when p = 1 we are concerned with the adversarial effects of feature selection. The explanation in
Table 8.1 refers to feature selection accuracy versus baseline accuracy, and original samples versus
adversarial samples. Feature selection accuracy refers to accuracy achieved using feature selection,
and baseline accuracy refers to accuracy achieved using all features of the specified feature set.
Original samples are samples without adversarial texts and adversarial samples include the
adversarial texts.

Intuitively, the Use? indicator represents the relative change in accuracies (when using and
not using feature selection) with and without adversarial samples. If the value of Use? is less than
zero, feature selection creates a susceptibility to adversarial attack. But if Use? is greater than or
equal to zero, the benefit of using feature selection outweighs a risk of susceptibility to adversarial

attacks.

73



Table 8.1. The Definition of the Use? Value.

(1—,9)“5_“g+p“3_‘xZ (@t #0) A (al # 0)
Use?= ay ap b b
ay — ap, (ap=0)V (apy =0)

p is adversarial risk weighting factor

ay is feature selection accuracy original samples
ary, is baseline accuracy of original samples

ay is feature selection accuracy adversarial samples
ay, is baseline accuracy of adversarial samples

Use? > 0: use feature selection

Use? < 0: do not use feature selection

To help make sense of these raw data, we have compiled two charts (figures 8.1 & 8.2) that
map Use? values as a function of w. Figure 8.1 represents results trained on 100 samples and tested
on 25 (100+(org = 25, adv = 25)) evaluation configuration, and Figure 8.2 also trains on 100
samples, but tests on all 125 (100+(org = 125, adv = 125)). In these charts, the line color indicates
the feature selection algorithms, and the line type indicates the feature set. Note that we have
omitted GSO, ABCO, and RAND feature selection algorithms to make the charts more legible. See
Appendix E for a treatment of the detailed results.

In Figure 8.1 notice that the Topic Modeling lines for each of the three feature selection
algorithms remain in the positive space. Also, notice that the GEFeS Hybrid line is dominant, and
the ASO Hybrid line is sometimes positive and sometimes negative. The remainder of the lines are

distinctly negative.
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Use? Values 100+(org = 25, adv = 25)
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Figure 8.1. Use? Values as a Function of w, PAN19-25, 100+(org = 25, adv = 25).
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Figure 8.2 tells a very different story with the Hybrid lines remaining manly in the positive

space. All other lines are negative, and Topic Modeling clearly is most negative.
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Use? Values 100+(org = 125, adv = 125)
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Figure 8.2. Use? Values as a Function of w, PAN19-25, 100+(org = 125, adv = 125).
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Consider the feature consistency as shown in Figure 8.3. This figure color codes the three
feature sets: LIWC is blue, Topic Modeling is red and Stylometry is green. From this figure we see
that Topic Modeling has four out of 46 (8.70%) of the most dominant (greater than 90% consistent)
features, whereas LIWC has three out of 93 features (3.23%) and Stylometry only has 1 out of 427
features (0.002%). This is further evidence that Topic Modeling is a productive feature set for this

dataset (both relatively and absolutely).
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PAN19-25 Feature Consistency (Hybrid, @ = 0.5)
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Figure 8.3. Feature Consistency for the Hybrid Feature Set (w = 0.5).

The intent of this research is to try to understand characteristics of adversarial attacks on
author identification using feature selection. As such, we make the following observations based
on figures 8.1 and 8.2.

The first observation is that intuitively, the line types in the chart seem to cluster more than
do the line colors. This is easiest to notice in Figure 8.2. This observation means that feature sets
are a better indicator of susceptibility for this dataset, than is the feature selection algorithm.

A second observation is that although the feature set is likely the most significant factor in
determining susceptibility, GEFeS almost always dominates the other feature selection algorithms.
Although the results are mixed, more often than not, PSO dominates ASO. However, it is important
to note that for some feature sets, GEFeS would still not be advised based on the Use? values.

In addition to the author identification work included herein, the PAN19-25 dataset is tagged
with an attribute that identifies authors as bot, male or female. This affords an opportunity to
consider the effects of feature selection on adversarial Author Profiling. To explore these effects,
we created confusion matrices for the feature selection mechanism and feature set combination that
performed best (i.e., had highest Use? values) for each of the seven values of w. These matrices are
included as tables 8.2 through 8.8 for the non-adversarial samples, and tables 8.9 through 8.15 with
adversarial samples. The row and columns are both labeled 1-25, which is the author identification
number. Author identification numbers 1-9 are bot samples, 10-17 are male samples and 18-25 are
female samples. The rows of the matrix represent the correct identification and columns represent
the predicted identification. Each matrix represents the cumulative results for the 30 runs, and the
value in each cell represents the ratio of selection. Therefore, the sum of the values of each row

equals 1.0 (unless there are sight rounding errors). A perfect system of prediction would have 1’s
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along the diagonal. We have highlighted the mistaken predictions with a color-code where the cells
that represent incorrect predictions less than one third of the time are green, cells with incorrect
predictions that occur between one-third and two-thirds are yellow, and cell with incorrect
predictions two-thirds or more are red. The blue diagonal cells contain the ratio of time the system
correctly identified the author.

The cell color-coding yields an intuitive feel for the effectiveness of both author
identification and profiling. For example, a quick glance at Table 8.2 versus its adversarial
counterpart, 8.9 shows much more color on Table 8.9, indicating that adversarial attacks are
effective. We also see that as w increases (from Table 8.2 through Table 8.8, or Table 8.9 through
Table 8.15), which emphasizes reducing features, the color of the matrices increases, indicating that
reducing the features does have a cost with respect to accuracy.

Intuitively, as shown in Table 8.2, in the absence of adversarial attack and with w value of
0.0, we see that ASO is very effective at identifying the author. The limited missteps appear to occur
most frequently when identifying bots, with a slight propensity for profiling bots as females.
However, compare Table 8.2 with Table 8.6 (still ASO, but with w = 0.7). As w increases, we see
that incorrect profiling generally still predicts females (for bots and females), but incorrect bot
predictions also increase, such that males are least frequently incorrectly profiled. Varying the
feature selection mechanism and increasing w (Table 8.8) does not appear to have a significant
impact on this trend.

In Table 8.9, we see that the incorrect predictions appear to occur most frequently for males
followed by bots and females. Also, it appears that bots and females are more difficult to predict
than males. Compare this to Table 8.13 (w = 0.7) where females have fewer incorrect predictions

than males or bots.
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Finally, in Table 8.15 (PSO with w = 1.0), we see that bots appears to be more frequently
predicted correctly than males or females. This shift appears to occur when transitioning from Table
8.13 to Table 8.14, which may be evidence that the shift is due to the feature selection mechanism

(over a change in w), since tables 8.9-8.13 use ASO, and tables 8.14 and 8.15 use PSO.
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Table 8.2. Confusion Matrix for ASO, Hybrid, w
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Table 8.3. Confusion Matrix for ASO, Hybrid, w
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Table 8.4. Confusion Matrix for ASO, Hybrid, w
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Table 8.5. Confusion Matrix for ASO, Hybrid, w
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Table 8.6. Confusion Matrix for ASO, Hybrid, w
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Table 8.7. Confusion Matrix for PSO, Hybrid, w
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Table 8.8. Confusion Matrix for PSO, Hybrid, w = 1.0.
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=0.0.

Table 8.9. Confusion Matrix for ASO with Adversarial Samples, Hybrid, w
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Table 8.10. Confusion Matrix for ASO with Adversarial Samples, Hybrid, w = 1.0.
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Table 8.11. Confusion Matrix for ASO with Adversarial Samples, Hybrid, w = 0.3.

Tag Predicted Bot Male Female

Known [Authord| 1| 2| 3] 4] 5| 6] 7] 8 o 10| 11| 12| 13| 1a] 15| 16] 17| 18 19 20| 21] 22| 23] 24] 25
1| o] o|oo7[023[0a3] o[0a3| o o007 o[023] o o|loas] o o o o o o o o o o
2| o o|lo23] o of o oa of of o o|lo23[ o of o203 o o o o o o o o o
3| olo003[007] o[ 003 ofoo3] of of oz o[o37] of o|lo33[ of o of ofees o o o o o
4| oloos[0o3[ o of o ofoos of of o[ 03[ of of olos7| o o o o o o|oos o o

Bot s| o] oloo7| of oa] o[o33] o o|loos] ofos7| of o|o23] o o o ooz o o o o o
6| o|oo3| o oloo7 o[007 o o|o3[ of 03[ of olo27] o o o oles[ o o o o o
7 o o[ oa] ofoa7] ofo0a3s] o ofoe3] ofo33[ o ofoaz] o of of ofeer o of of o o
8 o of oloos] o of oaf o of oa o 02 o o|lo47[007] o o o|ees[ o o o o o
9 o of o olo37] o 02| of ofo27] o|oo7[ of o[ oz o o o o o o o o o o
20 o o of o o o o o of oaf o|ooz[ o o|loiz[ o of@Ell o o o o o o o
11 o o of ofoo3] o ofoo3s] ofos3[ of 03[ of olo47] o of of ofoes[ of of of o o
12 o8l o o o of o of of o of o o ofos3s o o o of o o o o o o

Male 138 o of of o o oloo7 of o ol 02[ o oloo3] o o o o o o o o o o
14 o of of of of ofoo3s] of o o[oo3[ of of of of of o of of of of of of o
15| o] ofoo3[ ofoo7]l o of of ofoo3] of 03[ o|oo3[0s3] o of o o o o o o o o
16 ol of o oloo7l of oa] of o007 ofo33] o|oo0s[037/003 o o o o o o o o o
17 o o of ofoo3] ofo023] of ofo17[ ofo3s][ of o[ 02 of o of ofees[ of of of of o
18 o] o|os7[ o007 o o o o of o|o23 of 012003 o of o o o o o o o o
19| o[0o3] of o of o|[oo7[003] of 02 of 03[ o|oo7| 01 o of of o 02 of o o o o
20] o0[003[007] o|003] o[003 of o|oo3[ of 03[ olo33[0a3] of o o oloes[ o o o o o

Female 210 o] olo33] o o o o o o o o o o of o o of of of o o o o o
22| o[003[0a3] ofo003[003] o of o[ o3 o[ 03[ o ofo33] of o of ofoe3] of o of o o
23] ol ol of o|loos] ofoo3[003 ofoo7 of 03[ o o|o47[003] o o oloe3[ o of o o o
24 o oloo7] o007 o o o of oa o|o33] o|o003037] of0e3 o o o o o o o o
25 o o o o o o o o o o ofoa o o o of o ofee7[ o of of of o

92




Table 8.12. Confusion Matrix for ASO with Adversarial Samples, Hybrid, w = 0.5.

Tag Predicted Bot Male Female

Known |Author ID 1 2 3 4 5 6 7 8 9| 10| 11| 12| 13| 14| 15| 16| 17| 18| 19| 20| 21| 22| 23| 24| 25
1 0 0| 0.23| 0.07| 0.07 0[ 0.27 0f 0.03 0 0| 0.07 0 0 0 0 0| 0.27 0 0 0 0 0 0 0
2 0 0| 0.13 0 0 0| 04 0 0 0 0| 0.03 0 0| 0.07| 0.3] 0.03[ 0.03 0 0 0 0 0 0 0
3 0] 0.07| 033 0] 0.03 0] 0.1 0] 0.03 0 0| 0.07 0 0| 0.07| 0.17 0| 0.13 0 0 0 0 0 0 0
4 0 0 0 0 0 0 0 0f 0.03 0 0| 0.03 0 0 0 0 0 0 0 0 0 0 0 0

Bot 5 0 0| 0.23 0| 0.17 0| 0.33 0 0 0 0| 0.03 0 0| 0.17] 0.07 0 0 0 0 0 0 0 0 0
6 0 0| 0.03 0| 0.1) 0.03f 0.07 0| 0.1} 0.03 0| 0.07 0 0/ 0.13| 04 0 0 0| 0.03 0 0 0 0 0
7 0 0| 0.23 0| 0.23]| 0.03| 0.07 0 0 0 0| 0.07 0 0| 02]0.13 0 0 0| 0.03 0 0 0 0 0
8 0 0 0 0 0| 0.03 0 0| 0.03 0 0| 0.03 0| 0.07| 0.4/ 043 0 0 0 0 0 0 0 0 0
9 0 0 0 0] 0.13 0f 0.23 0[ 0.03| 0.03 0| 0.07 0 0 0f 05 0 0 0 0 0 0 0 0 0
10 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0- 0 0 0 0 0 0 0
11 0 0 0 0[ 0.07( 0.03 0 0f 0.03 0 0| 0.07 0 0| 0.43]| 0.33 0| 0.03 0 0 0 0 0 0 0
12 0| 06 0 0 0 0 0 0 0 0 0 0 0 0| 0.33]| 0.07 0 0 0 0 0 0 0 0 0

Male 13 0 0 0 0/ 0.07 0| 033 0| 0.03| 03 0| 0.07 0 0| 017 0 0| 0.03 0 0 0 0 0 0 0
14 0 0 0 0 0 0 0.4 0 0| 0.57 0| 0.03 0 0 0 0 0 0 0 0 0 0 0 0 0
15 0 0 0 o[ 01 0| 0.03 0] 0.03 0 0| 0.07 0] 0.03| 0.63| 0.1 0 0 0 0 0 0 0 0 0
16 0 0 0 0 0.1f 0.03| 0.03 0| 0.03| 0.03 0| 0.07 0] 0.03| 0.27( 0.4 0 0 0 0 0 0 0 0 0
17 0 0 0 0] 0.03 0] 0.07 0| 0.03 0 0| 0.07 0 0] 02| 0.6 0 0 0 0 0 0 0 0 0
18 0 0| 05 0| 0.1) 0.03 0 0 0 0 0| 0.07 0f 01 0f 02 0 0 0 0 0 0 0 0 0
19 0 0 0 0 0| 0.03]| 0.03 0| 0.03| 0.03 0| 0.07 0] 05/ 01f 0.1 0 0 0f 01 0 0 0 0 0
20 0 0| 0.03 0| 0.07 0.03 0 0 0 0 0| 0.07 0| 043| 0.1 0.23 0 0 0| 0.03 0 0 0 0 0

Female 21 0 0| 0.37 0 0| 0.07 0 0 0 0 0 0 0| 0.57 0 0 0 0 0 0 0 0 0 0 0
22 0 0| 0.17 0/ 0.03]| 0.03 0 0f 0.03 0 0| 0.07 0f 0.03| 0.33( 0.27 0| 0.03 0 0 0 0 0 0 0
23 0 0 0 0| 0.07| 0.03 0 0f 0.03 0 0| 0.07 0 0| 0.43]| 0.37 0 0 0 0 0 0 0 0 0
24 0 0| 0.27 0] 0.17) 0.03 0 0] 0.03 0 0| 0.07 0 0| 0.17] 0.27 0 0 0 0 0 0 0 0 0
25 0 0 0 0 0 0 0 0f 0.03 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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Table 8.13. Confusion Matrix for ASO with Adversarial Samples, Hybrid, w = 0.7.

Tag Predicted Bot Male Female

Known [Authord| 1] 2| 3] 4] 5| 6] 7] 8] 9| 0] 11| 12] 13] 14 15| 16| 17| 18] 19] 20] 21] 22] 23] 24] 25
1o o[ oa] 03[007] o[027] o] o of oloo7] o of o|loa7| o|003] o o o o o o o
2 o o0|l007/003] o o[007 o o o o o o] o|oo3[ os[oaz7l o o o o o o|oos o
3| o[ 003] 02]003[007]003[ 003 o o[003] o] o1 o] o|oo3[037] o[007] o o o o o o o
a| o] o[oo7] o[003] o[ o o of of o oaf o o|oo3 of ofoo3[ o o o o o o

Bot s| o oloi3[003] 03[ 01[007] o of o o of o o|oo7fo27[ o oloes o o o o o o
6| o o|loo03[003] 02| 01[007 o o o o003 o] o[oo3] o4 o o ofoa o o o o o
7] o o|lo007] 003 02[023[003 o o o o|l0o3] o o|oo7l 03[ o o oloes o o o o o
8 o o o|loo3[003[ 0a o[ o of of oloo3] of o|o3[oe[ o o003 o o o o o o
o o o o|003[037] o[0s3] o[ o of o of of o|oo3[oa3] o o o o o o o o o
10 o o o o o o o o o o o o o o o o oM@ oi o o o o o o
1] o of o o|[oi3[017[003 of o[o03] o003 o] o|ois[o47[ o o o o o o o o o
12| o of o| ofloo3[003[ of o o of o ofoe3[ 02 o o o o o o o o of o

Male 138 o of o ofloa3] of 03[ o ofo27]l o of o of oif 02 o o o o o o o o o
18 o of o oloo3] o os| o o|o43] o o o o ofloo3[ o o o o o o o o o
15| o] o[o007]/ 003 027]013[003] o o o o|003] o[oo3] o2[ 02[ o o o o o o o o o
16| o o0|lo003] o|017[017[007] of o0[003] o0|003] o|003[003[043[ o o o o o o o o o
17 o ol o o|oo7[003] 0a] o o[o03] o007 o[003 o[oe3[003] o o o o o o o o
18] o] o[027/003[027]007] o o of of o of ofoo3 o[o33[ of o o o o o o o o
19 o] o o|loo3[o007] 03[ o o ofoo3 o003 of o2[003[027] o of oloe3 o o o o o
20 o o|003] o|o013[ 02[003 of o o of of o oafoo7[o43[ o o o o o o o o o

Female 210 o olo033] o o[0o7] o of o of o of of o2 o[oas[ o of o of ofo27 o o o
22| o o|loo7/003] 02| 03[ o o o o oloo3] o|oo3[00o7[037] o o o o o o o o o
23] o o o| o| oi[013[007] o o|003] ofoo3] of o|oa3[ os| o o o o of ol o o o
24| o o|oa3[003] 03[ 0] o of o of of o of o o[ 03] o o o o o o o|loos o
25| o o o o o o o o o o o o o o oM of o o o o o o o o
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Table 8.14. Confusion Matrix for PSO with Adversarial Samples, Hybrid, w = 0.9.

Tag Predicted Bot Male Female

Known |Author ID 1 2 3 4 5 6 7 8 9] 10/ 11| 12| 13| 14| 15/ 16| 17| 18| 19| 20 21| 22| 23| 24| 25
1 0| 0.1 0.03f 0.27 0 0 0| 0.03 0] 0.07 0| 0.13 0| 0.1 0.07| 0.03 0| 0.03 0 0| 0.03 0| 0.1 0 0
2 0] 0.03| 0.23 0 0 0] 0.07 0 0f 0.17 0| 0.03 of 01 0| 0.07| 0.07| 0.1 0| 0.03| 0.03 0| 0.07 0 0
3 0| 03] 013 0 0 0 0[ 0.03 0f 0.13 0| 0.03 0| 0.03| 0.03| 0.03| 0.13 0 0| 0.03| 0.03| 0.03| 0.03 0 0
4 0| 0.03]| 0.03 0 0 0| 0.03 0 0] 01 0| 0.13 0 0] 01| 0.1 0.03 0] 0.13 0| 0.13| 0.03| 0.1] 0.03 0

Bot 5 0 0[ 0.13 0 0 0] 0.03 0 0] 0.13| 0.03 0 0[ 0.03| 0.07( 0.13| 0.07| 0.03 0| 0.07 0] 0.03| 0.23 0 0
6 0| 0.27| 0.03 0 0 0] 0.1 0.03 0] 02 0| 0.03 0] 0.03| 0.03| 0.03 0 0 0] 01 0] 0.03] 0.1 0 0
7 0 0] 0.07 0 0 0| 0.03 0 0] 01 0| 0.2| 0.03] 0.1f 0.07( 0.07 0 0 0] 01| 0.1f0.03 0.1 0 0
8 0| 01 0 0 0 0| 0.03 0 0] 0.17 0 0 0] 0.03| 0.1f 0.17 0 0 0 0 0] 0.03| 0.37 0 0
9 0 0 0 0 0 0 0 0 0| 0.33| 0.03 0] 0.03| 0.03 0| 0.37] 0.07 0 0 0 0 0| 0.13 0 0
10 0 0 0 0f 0.07 0 0 0 0 0.2 0 0| 0.03| 0.03| 0.07| 0.1 0| 0.1)0.27 0] 0.03| 0.03| 0.07 0 0
11 0| 0.07 0 0 0 0 0 0 0| 0.23 0 0] 0.03] 0.03| 0.1f 0.17 0 0 0 0[ 0.03 0.03[ 0.3 0 0
12 0] 0.37| 0.03 0 0| 0.03 0 0 0| 0.07 0| 0.03 0] 0.03| 0.27| 0.03 0 0 0 0 0] 0.03] 0.1 0 0

Male 13 0 0 0 0 0 0 0| 0.03 0| 0.57 0| 0.03 0f 0.03 0 0f 0.03 0 0 0 0 0f 03 0 0
14| 0.03 0 0 0 0 0| 0.03]| 0.03 0 0| 0.03 0| 0.03 0| 0.03 0 0 0 0 0 0[ 0.07 0 0
15 0] 0.03| 0.03 0] 0.03| 0.07 0 0 0] 02 0| 0.03 0] 0.07| 0.27| 0.07 0] 0.03 0 0 0[ 0.03| 0.13 0 0
16 0 0 0 0 0] 0.03]| 0.07 0 0f 0.17 0| 0.07 0f 0.03| 0.03( 0.17 0 0 0 0[ 0.2 0.07( 0.17 0 0
17 0 0 0 0| 0.03 0 0| 0.03 0| 0.13 0| 0.2 0| 0.07 0.07| 0.1| 0.1| 0.03 0| 0.07| 0.07 o[ 01 0 0
18 0] 0.03]| 0.27 0 0 0 0 0 0] 0.07 0| 0.03 0| 0.1 0.13f 0.17 0 0 0 0 0] 0.03| 0.17 0 0
19| 0.13 0 0 0 0 0 0 0 0[ 0.33 0 0| 0.07) 0.13| 0.03 0 0 0 0| 0.07 0] 0.03] 0.2 0 0
20 0 0| 0.07 0 0 0| 0.07 0 0| 02 0| 0.07| 0.03] 0.13| 0.03| 0.07 0| 0.03 0| 0.03 0] 0.07| 0.2 0 0

Female 21 0 0| 01 0 0 0] 0.07 0 0] 0.17 0| 0.03 0/ 0.17f 0.03| 0.2] 0.03 0 0| 0.07 0] 0.03] 0.1 0 0
22| 0.07 0| 0.07 0 0] 0.03 0| 0.07 0] 0.17 0| 0.03]| 0.03] 0.03| 0.1f 0.17 0] 0.03 0 0 0 0| 02 0 0
23 0] 0.03 0 0 0 0 0| 0.07 0] 01 0| 0.1 0] 0.03f 0.03| 0.2 0 0 0| 03] 0.03 0| 0.1 0 0
24 0 0f 0.03 0 0] 0.03 0 0] 0.03| 0.17 0| 0.07 0f 0.03| 0.1f 0.03| 0.37| 0.03 0 0 0| 0.03| 0.07 0 0
25 0 0 0 0 0 0] 0.07| 0.03 0] 0.13] 0.03 0 0 0] 0.03| 0.57 0 0 0 0 0 0] 0.13 0 0
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Table 8.15. Confusion Matrix for PSO with Adversarial Samples, Hybrid, w = 1.0.

Tag Predicted Bot Male Female

Known |Author ID 1 2 3 4 5 6 7 8 9| 10| 11| 12| 13| 14| 15/ 16| 17| 18| 19| 20| 21| 22| 23| 24| 25
1| 0.03| 0.03 0| 0.2 0 0] 0.03 0 0| 0.03| 0.03| 0.3 0 0/ 0.03| 0.03]| 0.03| 0.03| 0.03 0.03 0 0f 0.13 0 0
2| 0.03 0f 0.13 0] 0.03 0f 01 0 0| 0.2| 0.03] 0.2 0 0| 0.03 0/ 0.07] 0.03 0 0] 0.03 of 01 0 0
3| 0.03]| 0.33]| 0.03 0 0 0 0 0 0| 0.17| 0.03| 0.17 0 0 0 0| 0.07 0 0 0| 0.07 0f 01 0 0
4| 0.03| 0.07 0 0 0 0 0] 0.03 0] 0.13 0| 03 0 0 0| 0.07| 0.07| 0.03| 0.13 0 0 0f 0.13 0 0

Bot 5 0 0] 0.07 0 0| 0.03 0] 0.03 0] 0.17 0| 02 0 0| 0.03]| 0.03| 0.03f 0.03[ 0.07| 0.03 0 0| 0.27 0 0
6 0f 0.27 0 0 0 0 0 0 0] 01 0| 02 0 0[ 0.03| 0.1) 0.03]| 0.03 0] 0.13 0 0f 0.1 0 0
7 0 0] 0.1 0| 0.03 0 0 0 0| 01 0| 037 0 0| 0.03 0| 0.07] 0.03]| 0.03| 0.07 0| 0.03]| 0.13 0 0
8 0 0 0 0 0 0 0 0 0] 0.17 0| 0.13 0 0] 0.03| 0.17| 0.03| 0.03 0 0 0 0| 0.43 0 0
9 0 0 0 0| 0.03 0 0 0] 0.03| 0.43 0| 0.13 0 0 0| 0.13| 0.07 0 0 0 0 0| 0.17 0 0
10 0 0 0 0| 01 0 0 0 0| 0.13 0| 01 0 0 0 0| 0.03| 0.13| 043 0 0 0| 0.07 0 0
11| 0.03| 0.03 0 0| 0.03 0 0] 0.03 0| 0.23]| 0.03| 0.17 0 0] 0.13| 0.07| 0.03 0 0 0 0 0| 02 0 0
12 0| 04 0 0 0 0 0] 0.03 0| 0.1] 0.03| 0.17 0 0| 0.13 0| 0.03 0 0 0 0 0| 01 0 0

Male 13 0 0 0 0 0 0 0f 0.03 0 0.5 0| 0.2 0 0| 0.03| 0.07| 0.03 0 0 0 0 0} 0.13 0 0
14 0 0 0 0 0 0 0 0 0| 0.63 0| 02 0 0| 0.03| 0.03| 0.03 0] 0.03 0 0 0| 0.03 0 0
15 0 0 0 0[ 0.03 0 0f 0.03 0 03 0| 0.2 0f 0.03| 0.17| 0.07| 0.07| 0.03 0 0 0 0| 0.07 0 0
16 0 0 0 0| 0.03 0| 0.03 0 0] 0.13| 0.03| 0.23 0 0] 0.03]| 0.13| 0.03| 0.03( 0.03 0| 0.1] 0.03]| 0.13 0 0
17 0 0 0 0| 0.03 0 0] 0.03 0] 0.17 0| 04 0 0| 0.07 0| 0.13]| 0.03 0| 0.03 0 0| 0.07| 0.03 0
18 0 0] 0.17 0] 0.03 0 0 0 0] 0.17 0] 0.13 0f 0.03 0| 0.1 0.07| 0.03| 0.03 0 0] 0.1]0.13 0 0
19 0 0 0 0 0 0 0] 0.03 0] 0.27 0| 0.23 0/ 0.07| 0.03| 0.03| 0.07| 0.03 0| 0.07 0 0| 0.17 0 0
20 0 0 0 0| 0.1 0 0| 0.07 0| 0.2| 0.03| 0.2 0| 0.07 0| 0.03| 0.07| 0.03| 0.03| 0.03 0 0f 0.13 0 0

Female 21 0 0| 0.1 0 0| 0.03 0 0 0| 0.1] 0.03| 0.07 0| 0.17| 0.07| 0.23| 0.03| 0.03 0 0 0] 0.03| 0.1 0 0
22 0] 0.03 0 0 0 0] 0.03]| 0.13 0| 0.1] 0.03| 0.23| 0.03| 0.03 0| 0.03| 0.03| 0.03 0 0 0 0| 0.27 0 0
23 0 0 0 0 0 0 0 0 0| 0.2 0| 02 0 0| 0.07| 0.17| 0.07| 0.03 0] 0.13 0 0] 0.13 0 0
24 0 0 0 0 0 0 0 0 0] 0.23 0| 0.13 0 0| 0.03 0| 0.47| 0.03 0 0 0 0[ 0.07) 0.03 0
25 0 0 0 0 0 0 0 0 0] 01 0] 01 0 0] 0.03| 0.6| 0.03 0 0 0 0 0f 0.13 0 0

96




8.4 Summary

In this chapter, we show that feature selection improves the accuracy of author identification.
However, we also show evidence that feature selection renders author identification systems
susceptible to adversarial attacks. Further, with respect to these two previous assertions, this work
is consistent with the findings of chapters 6 and 7, but on different datasets. Also consistent with
chapter 7, the feature set appears to be a dominate factor in predicting this phenomenon.

This work is far from definitive! While the evidence mounts as to the causes and effects of
adversarial attacks on AldSs using feature selection, still it is not precisely clear how to predict the
vulnerability. We call for future research to investigate additional feature sets and datasets to help

illuminate these issues.
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Chapter 9

Conclusion & Future Directions

The arms race between author identification and adversarial authorship continues to
escalate. This work examined an aspect of this arms race, namely the impact of EC-based feature
selection on adversarial authorship. Specifically, this research first compared various EC-based
feature selection algorithms, including GEFeS, PSO, ASO, ABCO and GSO. The results indicate
that while all these feature selection algorithms perform well, GEFeS maintains a slight edge.
Next, this research investigated the susceptibility of EC-based feature selection to adversarial
authorship attacks, which verified that for at least some feature sets and feature selection
combinations, feature selection presents a vulnerability. To attempt to better understand this
vulnerability, this research slightly increased the number of authors and adjusted the feature sets,
which continued to demonstrate the vulnerability. The research then further explored this issue
by increasing the number of authors again. According to the results, as the number of authors
increase, author identification generally becomes less accurate. Finally, this research explored
the effects of varying the dataset from a blog dataset to a twitter dataset. This dataset change
shows evidence that the feature set and dataset match-up is important, as some feature sets
appear to work better for certain datasets.

To recap the significant events in the author arms race, authors created anonymous text.
Then, identification researchers extracted stylometric features and learned to match them to

authors. Anonymous authors retaliated by finding ways to obfuscate these stylometric features.
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Identification researchers responded by exploring feature sets beyond stylometry, to which
anonymous authors looked for workarounds. As the number of features used by researchers has
grown, it has become important to perform feature selection, not only to reduce computational
costs, but also to improve identification accuracy. Finally, adversarial attacks exploit feature
selection.

The top-of-mind question for researchers in this area must be how will identification
researchers respond to the current escalation? With companies, such as OpenAl, creating
massively deep neural networks such as GPT-3 [60], perhaps the next step will be a matter of
overpowering computational horsepower for both author identification and author obfuscation.
While such massive computation may mean researchers no longer need to consider the
computational impact of adding more features to a problem, this does not address the
demonstrated fact that feature selection can improve accuracy. However, as shown in this work,
feature selection also creates a vulnerability as it improves accuracy. So, massive computation
does not make this research moot. In fact, it may become even more important as researchers
explore the vulnerabilities of these massive artificial intelligence systems. Certainly, one of the
impacts of these massive systems is that the table-stakes for research are escalating along with
the arms race.

While this research has made great strides in demonstrating and beginning to explain the
vulnerability resulting from feature selection, we cannot claim that this research is
comprehensive! Based on this research, it does not appear likely that there will be a silver-bullet
feature set that is immune to adversarial attacks. However, it may be possible to further

understand the interplay between datasets and feature sets, with the intent being to create meta-
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metrics that will predict the effects of this interplay. More results from additional datasets,

feature sets and possible feature set selection algorithms are warranted.
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Appendix A

Feature Selection Algorithm Comparison Detailed Results

This following is a detailed explanation of the results from the experiments described in
Chapter 4 and in [46]. The following is extracted directly from the results section of [46].

While we train the algorithms according to the fitness function presented in Equation 4.1,
we evaluate the algorithms based on accuracy alone. Tables A.1 - A.6 show results for each feature
selection algorithm (i.e., ABCO, ASO, GSO, PSO, GEFeS and RAND). Each table shows accuracy
and feature reduction performance of feature selection algorithms for each AIdS. The first column,
labeled “Hybrid” indicates the feature selection algorithm with the AIdS (subscripted) hybrid. The
second column, “w”, is the feature reduction weight as presented in Equation 4.1. The third column,
“% Accuracy”, lists the accuracy achieved for the combination of feature selection algorithm, AIdS,
and feature reduction weight (w). Each cell shows the best accuracy achieved, as well as the mean
(shown in parenthesis) across the 30 samples. The fourth column, “% Features”, indicates the
percentage of the 314 features that were used. In the fourth column, each cell shows the percentage
of features used for the corresponding best accuracy (not to be confused with the best feature
reduction), as well as the mean number of features used for all 30 samples. Note that because, in
the fourth column, the best feature reduction corresponds to the sample with the best accuracy, it
is possible for the best feature reduction to have a value higher than the mean feature reduction
value.

For each category of feature selection algorithm, AIdS and feature reduction weight (w),

the tables highlight, in bold font, the best accuracy, mean accuracy, feature reduction, and mean
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feature reduction values. Note that when there was a tie for best accuracy, the mean accuracy was
used to break the tie.

Table A.1 presents the results of the ABCO feature selection algorithm. For LSVM, the best
and best mean accuracy (98.00, 96.07) was achieved when w = 0.1. The best feature reduction
(46.50) and best mean feature reduction (44.02) was achieved with w = 1.0. For RBF, the best
accuracy (97.00) was achieved with w = 0.3, and the best mean accuracy (94.43) was achieved
with w = 0.1. The best feature reduction (44.27) and best mean feature reduction (44.05) was
achieved at w = 1.0 and w = 0.9 respectively. The MLP AIdS achieved best accuracy (96.00) with
w = 0.7 and best mean accuracy (89.40) with w = 0.3. The best feature reduction (44.27) was
achieved with w = 0.9 and the best mean feature reduction (45.14) was achieved using w = 1.0.

Table A.2 presents the results for ASO feature selection. The best accuracy and best mean
accuracy for LSVM (99.00, 97.40) and RBF (98.00, 96.00) was achieved when w = 0.3. For MLP,
the best accuracy (100.0) occurred where w = 0.9 and the best mean (96.43) occurred where w =
0.7. For LSVM, RBF and MLP, the best feature reduction (20.06, 20.38, 22.29) and best mean
feature reduction (20.59, 19.45, 22.85) occurred where w = 1.0.

The results for GSO are in Table A.3. The best accuracy (99.00) and best mean accuracy
(93.87) for LSVM occurred where w = 0.0, whereas the best feature reduction (46.18) and the best
mean feature reduction (45.08) occurred using w = 1.0. For RBF, the best accuracy (96.00)
occurred using w = 0.3 and the best mean accuracy (92.30) occurred using w = 0.0. The best
feature reduction (41.72) and best mean feature reduction (46.13) was observed using w = 0.9. For
MLP, the best accuracy (96.00) was observed using w = 0.9, the best mean accuracy (90.17) using
w = 0.1, the best feature reduction (43.31) using w = 0.3, and the best mean feature reduction

(44.66) using w = 1.0.
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Table A.4 presents the results for PSO. For LSVM, the best accuracy (100.00) occurred
with w = 0.3, the best mean accuracy (95.83) with w = 0.1, the best feature reduction (45.22)
using w = 0.1, and the best mean feature reduction (43.13) using w = 0.9. For RBF, the best
accuracy (98.00) occurred with w = 0.3, the best mean accuracy (94.70) with w = 0.1, the best
feature reduction (44.27) using w = 0.7, and the best mean feature reduction (43.78) using w =
1.0. For MLP, the best accuracy (96.00) occurred with w = 0.5, the best mean accuracy (90.17)
with w = 0.3, the best feature reduction (38.45) using w = 0.9, and the best mean feature reduction
(43.94) using w = 1.0.

Table A.5 presents the results of the RAND algorithm. For LSVM, the best accuracy (87.00)
and best mean accuracy (72.73) occurred with w = 0.9, the best feature reduction (45.54) using
w = 0.9, and the best mean feature reduction (45.76) using w = 1.0. For RBF, the best accuracy
(85.00) occurred with w = 0.3, the best mean accuracy (69.03) with w = 0.9, the best feature
reduction (44.90) using w = 0.7, and the best mean feature reduction (46.68) using w = 0.9. For
MLP, the best accuracy (82.00) occurred with w = 0.1, the best mean accuracy (69.90) with w =
0.9, the best feature reduction (43.95) using w = 0.5, and the best mean feature reduction (46.17)
using w = 1.0.

Table A.6 presents the GEFeS results. The best accuracy and best mean accuracy occurred
at w = 0.1 for LSVM (100.0, 99.97) and RBF (100.0, 99.83), and w = 0.3 for MLP (100.0, 98.37).
The best feature reduction and best mean feature reduction occurred at w = 1.0 for LSVM (12.74,
13.47) and RBF (14.97, 14.32). For MLP, the best feature reduction (15.29) occurred using w =

0.9, and best mean feature reduction (14.14) using w = 1.0.
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Table A.1. ABCO Algorithm Accuracy and Feature Reduction Performance.

Hybrid

ABCOLsvMm

o
0.0
0.1
0.3

% Accuracy
97.00 (95.33)
98.00 (96.07)
98.00 (95.40)

% Features
52.55(54.72)
47.45 (50.79)
51.91 (48.69)

0.5

98.00 (95.07)

48.09 (48.05)

0.7
0.9
1.0

96.00 (93.80)
97.00 (93.13)
96.00 (92.93)

49.36 (45.87)
47.77 (44.34)
46.50 (44.02)

ABCORBF

0.0
0.1
0.3

96.00 (94.27)
94.00 (94.43)
97.00 (94.30)

56.69 (54.24)
50.64 (51.85)
52.55 (50.04)

0.5

97.00 (93.80)

48.09 (47.56)

0.7

97.00 (92.77)

47.45 (45.88)

0.9

96.00 (92.07)

48.41 (44.05)

1.0

95.00 (91.70)

44.27 (44.77)

ABCOMLP

0.0
0.1
0.3
0.5
0.7

93.00 (88.50)
93.00 (88.63)
94.00 (89.40)
94.00 (88.40)
96.00 (87.87)

49.36 (52.52)
52.23(52.13)
49.36 (50.33)
51.91 (47.95)
51.59 (46.59)

0.9

94.00 (87.07)

44.27 (45.24)

1.0

93.00 (86.43)

46.50 (45.14)
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Table A.2. ASO Algorithm Accuracy and Feature Reduction Performance.

Hybrid

(O]

% Accuracy

% Features

ASOLsvMm

0.0

98.00 (96.93)

63.69 (64.06)

0.1
0.3
0.5
0.7

98.00 (97.00)
99.00 (97.40)
99.00 (97.20)
98.00 (96.73)

54.78 (57.49)
42.04 (46.35)
35.03 (36.33)
26.43 (28.22)

0.9

97.00 (95.37)

23.89 (23.33)

1.0

99.00 (94.53)

20.06 (20.59)

ASORBF

0.0
0.1
0.3

97.00 (96.00)
98.00 (95.70)
98.00 (96.00)

60.51 (62.93)
59.55 (57.83)
44.90 (44.98)

0.5

98.00 (95.80)

35.67 (35.04)

0.7

98.00 (95.67)

27.39 (27.52)

0.9

97.00 (93.13)

22.61 (21.51)

1.0

96.00 (92.80)

20.38 (19.45)

ASOmMLP

0.0

97.00 (94.37)

60.19 (62.39)

0.1

97.00 (95.13)

54.46 (56.72)

0.3

97.00 (95.57)

44.27 (45.76)

0.5

99.00 (95.90)

34.39 (37.06)

0.7

99.00 (96.43)

29.94 (30.40)

0.9

100.0 (96.40)

24.20 (24.95)

1.0

98.00 (95.80)
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Table A.3. GSO Algorithm Accuracy and Feature Reduction Performance.

Hybrid

GSOLsvMm

®
0.0

% Accuracy
99.00 (93.87)

% Features
52.23 (53.38)

0.1

96.00 (92.83)

55.73 (52.18)

0.3

97.00 (91.97)

47.77 (50.19)

0.5
0.7
0.9

95.00 (91.70)
96.00 (91.07)
96.00 (91.17)

50.96 (49.21)
48.09 (47.45)
46.82 (46.67)

1.0

95.00 (91.43)

46.18 (45.08)

GSORBF

0.0

95.00 (92.30)

57.01 (53.82)

0.1

94.00 (90.50)

59.24 (52.66)

0.3

96.00 (90.47)

50.32 (50.94)

0.5

95.00 (90.73)

50.64 (49.90)

0.7

96.00 (88.87)

51.27 (47.78)

0.9

94.00 (87.77)

41.72 (46.13)

1.0

95.00 (88.20)

43.95 (46.15)

GSOwmLpr

0.0

95.00 (89.90)

56.37 (52.73)

0.1

95.00 (90.17)

48.73 (52.11)

0.3
0.5
0.7

94.00 (90.10)
95.00 (90.07)
94.00 (89.10)

43.31 (50.25)
51.27 (49.68)
45.54 (46.30)

0.9

96.00 (89.17)

47.13 (44.87)

1.0

93.00 (87.87)

45.22 (44.66)
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Table A.4. PSO Algorithm Accuracy and Feature Reduction Performance.

Hybrid

PSOLsvm

®
0.0

% Accuracy
99.00 (95.23)

% Features
50.64 (53.12)

0.1

98.00 (95.83)

45.22 (48.39)

0.3

100.0 (95.63)

51.91 (47.99)

0.5
0.7

99.00 (94.93)
98.00 (94.47)

47.27 (46.41)
46.82 (44.48)

0.9

97.00 (94.10)

45.54 (43.13)

1.0

97.00 (93.90)

45.86 (43.67)

PSOgrBr

0.0

96.00 (93.83)

56.69 (54.59)

0.1

97.00 (94.70)

50.64 (49.11)

0.3
0.5

98.00 (94.13)
96.00 (92.93)

46.18 (47.94)
45.22 (47.37)

0.7

97.00 (92.80)

44.27 (44.86)

0.9
1.0

98.00 (92.70)
95.00 (92.37)

47.13 (43.97)
45.22 (43.78)

PSOmLpr

0.0
0.1
0.3

94.00 (89.40)
93.00 (89.50)
95.00 (90.17)

51.59 (53.18)
48.73 (50.14)
50.32 (49.75)

0.5

96.00 (89.97)

50.32 (49.75)

0.7
0.9

94.00 (87.27)
94.00 (88.13)

45.54 (45.86)
38.45 (44.46)

1.0

92.00 (87.07)

45.86 (43.94)
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Table A.5. RAND Algorithm Accuracy and Feature Reduction Performance.

Hybrid

®

% Accuracy

% Features

RANDLsvMm

0.0

85.00 (69.13)

54.78 (52.74)

0.1

84.00 (71.07)

51.91 (52.13)

0.3

85.00 (69.33)

51.27 (50.69)

0.5

84.00 (70.13)

52.23 (49.11)

0.7

83.00 (70.37)

47.13 (47.89)

0.9

87.00 (72.73)

45.54 (46.57)

1.0

84.00 (72.10)

49.68 (45.76)

RANDRgsr

0.0

78.00 (69.00)

54.14 (52.64)

0.1

81.00 (67.77)

51.27 (53.03)

0.3

85.00 (66.53)

53.82 (51.00)

0.5

78.00 (65.77)

48.73 (51.07)

0.7

81.00 (66.80)

44.90 (48.51)

0.9

78.00 (69.03)

4522 (46.68)

1.0

78.00 (65.97)

45.54 (47.31)

RANDwMLP

0.0

79.00 (68.03)

52.87 (52.81)

0.1

82.00 (68.53)

50.64 (52.49)

0.3

81.00 (68.80)

52.23 (51.52)

0.5

81.00 (67.33)

43.95 (47.62)

0.7

81.00 (68.50)

49.36 (48.21)

0.9

80.00 (69.90)

45.54 (46.38)

1.0

79.00 (67.07)

4777 (46.17)
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Table A.6. GEFeS Algorithm Accuracy and Feature Reduction Performance.

Hybrid

()

% Accuracy

% Features

GEFeSLsvm

0.0
0.1
0.3
0.5

100.00 (99.77)
100.00 (99.97)
100.00 (99.90)
100.00 (99.90)

55.73 (54.98)
14.97 (15.94)
14.01 (15.80)
15.92 (14.76)

0.7

100.00 (99.93)

15.61 (14.08)

0.9

100.00 (99.83)

14.65 (13.89)

1.0

100.00 (99.73)

12.74 (13.47)

GEFeSrBr

0.0
0.1

100.00 (98.87)
100.00 (99.83)

52.55 (54.38)
21.02 (19.03)

0.3

100.00 (99.53)

16.88 (17.39)

0.5

100.00 (99.53)

16.88 (16.20)

0.7

100.00 (99.57)

16.56 (15.65)

0.9

100.00 (99.27)

14.97 (14.43)

1.0

100.00 (99.33)

14.97 (14.32)

GEFeSmLp

0.0
0.1

99.00 (96.17)
100.00 (98.27)

48.41 (52.90)
32.48 (28.28)

0.3

100.00 (98.37)

21.97 (21.36)

0.5

100.00 (97.77)

16.56 (17.77)

0.7
0.9
1.0

100.00 (98.27)
100.00 (98.07)
100.00 (97.43)
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Appendix B

Genetic-Based Feature Selection for Author Identification Detailed Results

This following is a detailed explanation of the results from the experiments described in
Chapter 5.

Although we train the algorithm according to the fitness function presented in Equation 4.1,
we report only the accuracy, not the fitness value. Tables B.2 — B.5 show the results for the first set
of experiments, which uses each of the feature sets and calculates accuracy only on the fourth
sample (including swapping the adversarial sample). Tables B.6 — B.9 show the results for the
second set of experiments, which also uses each of the feature sets, but calculates the accuracy using
all four samples (also including swapping the adversarial sample).

In each of these tables, the first column, w, represents the feature reduction weight as
presented in Equation 4.1. The next pair of columns, labeled Baseline, shows the results achieved
with no feature mask. The first of the baseline columns, labeled Original, shows the accuracy using
the original author samples, whereas the second column, labeled Adversarial, shows the accuracy
when introducing the adversarial samples. Note that since there is no feature mask, the feature
reduction weight has no effect on the accuracy. Therefore, the values of these columns are
denormalized for the sake of readability and are the same for all rows of a given feature set.

The next pair of columns, labeled GEFeS shows accuracy using GEFeS feature selection.
The first of the pair of columns, labeled Original, shows accuracy using original author samples (as

opposed to the adversarial samples modified to disguise the author), and the second column of the
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pair, labeled Adversarial, shows the accuracy achieved when swapping in the disguised adversarial
samples.

The final column, labeled Use?, is a value that indicates the AIdS’s susceptibility to
adversarial authorship attacks using feature selection for that feature set given the specific feature
reduction value (w). Formally, the expression for this value is as defined in Table 5.1.

The value of Use? captures the relationship of the effectiveness of the adversarial attack
without feature selection, compared to the same attack with feature selection. Positive Use? values
favor the use of feature selection and negative values favor the avoidance of feature selection.

Table B.1 shows the results for the experiments using only the LIWC feature set, where the
AIdS trained on the first three samples and tested on the fourth original and adversarial sample
texts. One can see that the baseline (i.e., no feature selection) accuracy for the non-adversarial, or
original, samples is 68.00%, whereas the adversarial attack lowers the baseline accuracy to 56.00%.
As previously mentioned, w has little effect on accuracy, so the measured accuracies remain similar
— as they do for these two columns across all eight tables. The fourth column shows accuracies for
the non-adversarial, or original, writing samples using GEFeS feature selection ranging from
87.73% (w = 1.0) to 89.07% (w = 0.3). The fifth column shows that with adversarial samples and
GEFeS feature selection, the accuracy drops to a range of 15.73% (w = 0.7) to 35.07% (w = 0.0).
The last column indicates that the most favorable accuracy drop (from the AIdS perspective) occurs
with w = 0.0, yielding a Use? value, as defined in Table 5.1, of -0.07. The least favorable drop
occurs with w = 0.7, yielding a Use? value of -0.42.

In Table B.2, which is based on experiments using the Topic Modeling feature set, the
baseline accuracies are 84.00% and 8.00% respectively for the original and adversarial samples.

Using GEFeS, the accuracies improve to ranges of 91.33% (w = 0.1) to 92.00% (w = 0.1) for
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original samples, and 10.53% (w =0.1) to 11.73% (w = 0.0) with adversarial samples. Unlike Table
B.1, all Use? values (see Table 5.1) in Table B.2 are positive, ranging from 0.40 (w = 0.1) to 0.56
(w = 0.0), indicating that feature selection is desirable for all values of w using Topic Modeling.

The results in Table B.3 reflect experiments using the Stylometry feature set. The baseline
accuracies are 60.00% for the original samples and 32.00% for the adversarial samples. Of the three
independent feature sets, Stylometry yields the highest range of original GEFeS feature selection
accuracies ranging from 95.33% (w = 0.0) to 97.47% (w = 0.1). Stylometry also yields the lowest
range of adversarial GEFeS accuracies ranging from 4.00% (w = 0.3, 0.7, 0.9 & 1.0) to 4.27% (w
= 0.0). Despite this most significant swing among the three independent feature sets when using
feature selection, the Use? indicators, as defined in Table 5.1, are moderately negative due to the
relative drop in baseline accuracies.

Table B.4 shows the results of the hybrid feature set, which is a combination of the previous
three feature sets. Synergistically, this feature set yields the highest non-adversarial, or original,
accuracies for both the baseline and GEFeS, at 92.00% and a range of 99.73% (w = 0.0) to 100.00%
(w =0.1-0.7) respectively. The adversarial baseline is 32.00%. The drop in the GEFeS adversarial
accuracy is moderate ranging from 8.27 (w = 0.1) to 12.13% (w = 0.0). The notably good
performance of the baseline compared with the lackluster performance of feature selection explains
why the Use? values, as defined in Table 5.1, are the most disparaging, ranging from -0.54 (w =
0.0) to -0.65 (w = 0.1).

Table B.5 revisits the LIWC feature set with baseline accuracies of 92.00% and 88.00% for
original and adversarial samples respectively. The GEFeS accuracies range from 96.93% (w = 1.0)

t0 97.27% (w =0.3) and 79.00% (w = 0.9) to 83.77% (w = 0.0) for original and adversarial samples.
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The Use? values, as defined in Table 5.1, are slightly negative ranging from 0.00 (w = 0.0) to -0.06
(w=0.5-1.0).

Table B.6 uses the Topic Modeling feature set. This table shows baseline accuracies of
96.00% for non-adversarial, or original, samples and 77.00% for adversarial samples. When we
employ feature selection, we see similar numbers with a range of 96.23% (w =0.1 & 1.0) to 96.87%
(w = 0.0), and a range of 75.10% (w = 1.0) to 76.80 (w = 0.0), for original and adversarial
respectively. The Use? value, as defined in Table 5.1, remains relatively stable near 0.00,
fluctuating only by -0.01 (w = 0.1 & 1.0).

Table B.7 shows the results for the Stylometry feature set. The baseline accuracies are
90.00% for original samples and 83.00% for adversarial samples. Using GEFeS, the non-adversarial
sample accuracies range from 98.83% (w = 0.0) to 99.87 (w = 1.0), and for adversarial samples,
the accuracies remain relatively close to 76.00%, ranging from 76.00% (w = 0.3, 0.7, 0.9 & 1.0) to
76.07% (w = 0.0). The Use? values, as defined in Table 5.1, are slightly positive with values of
0.01 (w=10.0,0.9 & 1.0) and 0.02 (w = 0.1 - 0.7), which is slightly better than the results for Topic
Modeling shown in Table B.6.

Table B.8 is the Hybrid feature set, which consists of a combination of the three previous
feature sets, with baseline accuracies of 98.00% and 83.00% for non-adversarial, or original, and
adversarial samples. Feature selection yields an original accuracy near or at 100.00%, with the
lowest accuracy being 99.93% (w = 0.0). The adversarial samples have an accuracy ranging from
77.07% (w = 0.1), to 78.03% (w = 0.0). The Use? values, as defined in Table 5.1, are all negative
with a value of -0.05 with the exception of w = 0.0, which has a value of -0.04.

If we compare the baseline accuracies of tables B.1 - B.4 for original samples, we would

likely rank the usefulness of the feature sets, from an AIdS perspective, from best to worst as:
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1. Hybrid
2. Topic Modeling
3. LIWC

4. Stylometry

It is interesting that the Hybrid feature set outperforms any of its individual constituent
feature sets. This demonstrates the synergy of feature set combinations. It is also interesting to note
the high ranking of Topic Modeling among the base feature sets. We hypothesize that this is because

the samples are blog posts and that bloggers tend to focus on specific topics.

If we now compare the relative rankings of the feature sets when using feature selection, we

see a ranking of:

1. Hybrid

2. Stylometry

3. Topic Modeling
4. LIWC

Once again, Hybrid ranks as the top feature set. With no analysis of the susceptibility of
adversarial attacks, we would happily prefer the Hybrid feature set. But the story is not quite that

simple.

If we consider the susceptibility of each of the feature sets, using tables B.1 - B.4 we can

rank them from least susceptible to most susceptible as:
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1. Topic Modeling
2. Stylometry
3. LIWC

4. Hybrid

Recall that tables B.5 - B.8 are the results with accuracy testing using all four samples. As
a result, we see a slight skew in favor of using feature selection due to the dilution of the number of
adversarial samples. However, these feature sets maintain roughly the same susceptibility ranking
based on tables B.5 - B.8. This indicates that benefits we see from feature selection, when applying
a weaker adversarial attack, would need to be diluted even further before we would strongly
consider using the Hybrid feature set.

Table B.1. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the LIWC Feature Set - 93 Features, 75+(org = 25, adv = 25).

Baseline GEFeS
® | Original | Adversarial | Original | Adversarial % FJ:::res Use?
0.0 | 68.00% 56.00% 88.80% 35.07% 51.50% -0.07
0.1| 68.00% 56.00% 88.00% 17.73% 49.20% -0.39
0.3| 68.00% 56.00% 89.07% 17.33% 48.22% -0.38
0.5| 68.00% 56.00% 88.53% 16.40% 49.11% -0.41
0.7 | 68.00% 56.00% 88.00% 15.73% 48.77% -0.42
0.9| 68.00% 56.00% 88.40% 16.27% 48.89% -0.41
1.0| 68.00% 56.00% 87.73% 16.93% 49.53% -0.41
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Table B.2. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the Topic Modeling Feature Set - 45 Features, 75+(org = 25, adv = 25).

Baseline GEFeS
o | Original | Adversarial | Original | Adversarial % Fsg::res Use?
0.0 | 84.00% 8.00% 92.00% 11.73% 52.20% 0.56
0.1 | 84.00% 8.00% 91.33% 10.53% 51.57% 0.40
0.3 | 84.00% 8.00% 91.47% 11.20% 50.64% 0.49
0.5 | 84.00% 8.00% 91.87% 11.20% 51.47% 0.49
0.7 | 84.00% 8.00% 91.47% 10.80% 51.12% 0.44
0.9 | 84.00% 8.00% 91.47% 11.33% 51.54% 0.51
1.0 | 84.00% 8.00% 91.47% 10.93% 51.54% 0.46

Table B.3. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the Stylometry Feature Set - 428 Features, 75+(org = 25, adv = 25).

Baseline GEFeS

® | Original | Adversarial | Original | Adversarial % FS:::res Use?
0.0 | 60.00% 32.00% 95.33% 4.27% 49.34% -0.28
0.1 | 60.00% 32.00% 97.47% 4.13% 39.06% -0.25
0.3 | 60.00% 32.00% 96.00% 4.00% 36.64% -0.27
0.5 | 60.00% 32.00% 96.27% 4.13% 34.38% -0.27
0.7 | 60.00% 32.00% 96.40% 4.00% 32.06% -0.27
0.9 | 60.00% 32.00% 94.67% 4.00% 29.87% -0.30
1.0 | 60.00% 32.00% 95.47% 4.00% 28.96% -0.28
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Table B.4. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the Hybrid Feature Set -566 Features, 75+(org = 25, adv = 25).

Baseline GEFeS Use?
® | Original | Adversarial | Original | Adversarial % FS:::res
0.0 | 92.00% 32.00% 99.73% 12.13% 52.33% -0.54
0.1 | 92.00% 32.00% 100.00% 8.27% 13.77% -0.65
0.3 | 92.00% 32.00% 100.00% 10.13% 12.89% -0.60
0.5 | 92.00% 32.00% 100.00% 9.2% 12.77% -0.63
0.7 | 92.00% 32.00% 100.00% 9.07% 12.40% -0.63
0.9 | 92.00% 32.00% 99.87% 8.67% 11.67% -0.64
1.0 | 92.00% 32.00% 99.87% 8.67% 11.20% -0.64

Table B.5. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the LIWC Feature Set - 93 Features, 75+(org = 100, adv = 100).

Baseline GEFeS
® | Original | Adversarial | Original | Adversarial % Flej:::res Use?
0.0 | 92.00% 88.00% 97.20% 83.77% 51.50% 0.00
0.1 | 92.00% 88.00% 97.00% 79.43% 49.20% -0.05
0.3 | 92.00% 88.00% 97.27% 79.33% 48.22% -0.05
0.5 | 92.00% 88.00% 97.13% 79.10% 49.11% -0.06
0.7 | 92.00% 88.00% 97.00% 78.93% 48.77% -0.06
0.9 | 92.00% 88.00% 97.03% 79.00% 48.89% -0.06
1.0 | 92.00% 88.00% 96.93% 79.23% 49.53% -0.06
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Table B.6. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the Topic Modeling Feature Set - 45 Features, 75+(org = 100, adv = 100).

Baseline GEFeS
@ | Original | Adversarial | Original | Adversarial % FSsa;:res Use?
0.0 | 96.00% 77.00% 96.87% 76.80% 52.20% 0.01
0.1 | 96.00% 77.00% 96.23% 76.03% 51.57% -0.01
0.3 | 96.00% 77.00% 96.50% 76.43% 50.64% 0.00
0.5 | 96.00% | 77.00% 96.53% 76.37% 51.47% | 0.00
0.7 | 96.00% 77.00% 96.50% 76.33% 51.12% 0.00
0.9 | 96.00% 77.00% 96.63% 76.60% 51.54% 0.00
1.0 | 96.00% 77.00% 96.23% 75.10% 51.54% -0.01

Table B.7. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the Stylometry Feature Set - 428 Features, 75+(org = 100, adv = 100).

Baseline GEFeS

® | Original | Adversarial | Original | Adversarial % FS:;:res Use?
0.0 | 90.00% 83.00% 98.83% 76.07% 49.34% 0.01
0.1 | 90.00% 83.00% 99.37% 76.03% 39.06% 0.02
0.3 | 90.00% 83.00% 99.00% 76.00% 36.64% 0.02
0.5 | 90.00% 83.00% 99.07% 76.03% 34.38% 0.02
0.7 | 90.00% 83.00% 99.10% 76.00% 32.06% 0.02
0.9 | 90.00% 83.00% 99.67% 76.00% 29.87% 0.01
1.0 | 90.00% 83.00% 99.87% 76.00% 28.96% 0.01
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Table B.8. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the Hybrid Feature Set - 566 Features, 75+(org = 100, adv = 100).

Baseline GEFeS

o | Original | Adversarial | Original | Adversarial % F&::res Use?
0.0 | 98.00% 83.00% 99.93% 78.03% 52.33% -0.04
0.1 | 98.00% 83.00% 100.00% 77.07% 13.77% -0.05
0.3 | 98.00% 83.00% 100.00% 77.53% 12.89% -0.05
0.5 | 98.00% 83.00% 100.00% 77.30% 12.77% -0.05
0.7 | 98.00% 83.00% 100.00% 77.27% 12.40% -0.05
0.9 | 98.00% 83.00% 99.97% 77.17% 11.67% -0.05
1.0 | 98.00% 83.00% 99.97% 77.17% 11.20% -0.05
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Appendix C
Adversarial Authorship, Swarm Intelligence Feature Selection, and CAISIS-50 Dataset Detailed

Results

This following is a detailed explanation of the results from the experiments described in
Chapter 6.

We summarize the results of these experiments in tables C.3 — C.18, included in this
chapter. Each table represents the results for a specific dataset (CASIS-25 or CASIS-50) and a
specific training/testing strategy. For CASIS-25 the possible testing/training strategies include
training on 75 samples and testing on 25 samples (labeled as 75+(org = 25, adv = 25)) or
training on 75 samples and testing on all 100 samples (labeled as 75+(org = 100, adv = 100)).
For the CASIS-50 dataset, the training/testing strategies included training on 175 samples and
testing on 25 samples (labeled as 175+(org = 25, adv = 25)) or training on 175 samples and
testing using all 200 samples (labeled as 175+(org = 200, adv = 200)). We choose to test on
only 25 samples for the two testing strategies because we have 25 adversarial samples, which
allows us to compare original and adversarial sample results.

Each table consists of eight columns. The first column, labeled w, is the feature reduction
weighting factor as described in Equation 4.1. Notice that each table has seven super-rows for
each of the seven weighting factor values (i.e., 0.0, 0.1, 0.3, 0.5, 0.7, 0.9, 1.0). The second
column, labeled FS Alg, lists the feature selection algorithm used for the measurements of the
row. Note that each feature selection algorithm appears in a row corresponding to each of the
seven feature reduction weighting values. So, with seven weighting values and six feature

selection algorithms, each table has 42 rows of measurements. The third and fourth columns
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have a super-label of Baseline. These columns represent author classification accuracy without
feature selection. The third column, labeled Orig, indicates author classification accuracy
without adversarial samples. The fourth column, labeled Adv, indicates the classification
accuracy when adversarial samples are swapped in. Since no feature selection is used for the
accuracies reported in these two columns, the accuracies for each column are the same for all
rows. The fifth, sixth and seventh columns have the super-label With Feature Selection,
indicating that these columns show values measured when using the feature selection algorithms.
The fifth and sixth columns labeled Orig and Adv respectively, represent the accuracies
measured without and with adversarial samples. The seventh column, labeled % Features Used,
indicates the percent of features used in the most fit mask. Column eight is labeled Use?. This
column represents a value calculated using the previous columns as shown in Table 6.1. The
Use? value is an indicator of when it is useful to use feature selection, based on the relative
degradation due to feature selection. Use? values greater that zero indicate it is favorable to use
feature selection, whereas values less than or equal to zero indicate not using feature selection.
Tables C.2 — C.9, report results for the CASIS-25 dataset, and tables C.10 — C.17 report
results for the CASIS-50 dataset. Tables C.2 — C.5, train on 75 samples and test using 25 samples
(75+(org = 25, adv = 25)). Tables C.6 — C.9, also train on 75 samples, but test using all 100
samples (75+(org = 100, adv = 100)). Similarly, tables C.10 — C.13, train on 175 samples and
test using 25 samples (175+(org = 25, adv = 25)). Whereas tables C.14 — C.17, train on 175
samples but test on all 200 samples (175+(org = 200, adv = 200)). Each of these sets of four
tables use a different feature selection algorithm. Table C.1 explains the relationships between

the tables to help navigate the results.
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Table C.1. Results Tables Relationships.

CASIS-25 CASIS-50
75 + (org =25, 75 + (org =100, 175 + (org =25, 175 + (org =200,
adv = 25) adv =100) adv = 25) adv =200)
LIWC Table C.2 Table C.6 Table C.10 Table C.14
Topic Modeling Table C.3 Table C.7 Table C.11 Table C.15
Stylometry Table C.4 Table C.8 Table C.12 Table C.16
Hybrid Table C.5 Table C.9 Table C.13 Table C.17

Table C.2 shows measurements taken using the LIWC dataset and 75+(org = 25, adv =
25). Without feature selection (i.e., baseline), we see baseline accuracies of 68.00% without
adversarial samples (i.e., original samples), and 56.00% when introducing adversarial samples.
When we employ feature selection but not adversarial samples, we see accuracies ranging from
72.27% with w of 1.0 using RAND feature selection, to 89.07% with w of 0.3 using GEFeS. By
introducing adversarial samples, we see the range drop to between 15.73% (w = 0.7, GEFeS) and
64.53% (w = 0.0, ASO). These accuracies yield negative Use? values ranging from -0.07 (w =
0.0, GEFeS) to -0.59 (w = 0.9, RAND).

Table C.3 reflects the measurements using the Topic Modeling feature set and 75+(org =
25, adv =25). We see a large drop in the baseline accuracies, going from 84.00% to 8.00%.
When we introduce feature selection, we see a general improvement in accuracies, ranging from
77.47% (w = 0.9, RAND) to 92.00% (w = 0.0, GEFeS) without adversarial samples, and a range
of 8.67% (w = 0.7, PSO) to 12.00% (several occurrences). These improved accuracies yield
positive Use? values ranging from 0.02 (w = 0.0 & 0.9, RAND) to 0.56 (w = 0.0, GEFeS).

The results of Table C.4 used the Stylometry feature set and 75+(org = 25, adv = 25). We

see moderate baseline accuracies of 60.00% for original samples and 32.00% when we introduce
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adversarial samples. While we see a significant improvement in accuracies with feature selection
for original samples ranging from 64.40% (w = 0.7, RAND) to 97.47% (w = 0.1, GEFeS), we
also see a drop in accuracies when we introduce adversarial samples ranging from 4.00% to an
outlying 14.80% (w = 0.0, ASO). These badly impacted accuracies, due to feature selection,
unsurprisingly yield firmly negative Use? values ranging from -0.22 (w = 0.0, ASO) to -0.80 (w
=0.7 & 1.0, RAND).

In Table C.5, we see results using the Hybrid feature set and 75+(org = 25, adv = 25).
The baseline original accuracy is a stellar 92.00%, and when introducing adversarial samples, the
accuracy drops to 32.00%. Feature selection helps the original sample accuracies slightly to a
range of 90.00% (w = 1.0, RAND) to 100.00% (several values of w, GEFeS). But the
introduction of adversarial samples damages the accuracies to a range of 6.80% (w = 0.5, ASO)
to 12.93% (w = 0.1, GSO). As we would expect, the Use? values reflect the adversarial
vulnerability with negative values ranging from -0.54 (w = 0.0, GEFeS) to -0.76 (w = 1.0, ASO).

With Table C.6, we return to the LIWC dataset, this time testing on all samples 75+(org =
100, adv = 100). Since we are testing on all samples, we see the baseline accuracies are higher at
92.00% for original samples and 88.00% with the adversarial samples. When we employ feature
selection, the change in accuracies is subtle ranging from 93.07% (w = 0.1 & 0.9, RAND) to
97.27% (w = 0.3, GEFeS) for original samples, and 78.93 (w = 0.7, GEFeS) to 91.13% (w = 0.0,
ASOQO). The Use? values are marginal, with ASO showing some slightly positive values near 0.04,
and the other algorithms having slightly negative values ranging from 0.00 to -0.09.

Table C.7 uses the Topic Modeling dataset, which performed relatively well under
adversarial attack (see Table 6.4), but we see a different story when we change the testing

strategy to 75+(org = 100, adv = 100). We see the baseline accuracies improve to 96.00% for the
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original samples and a whopping 77.00% with the adversarial samples. However, in this case,
feature selection often reduces accuracies with original samples ranging from 90.73% (w = 0.9,
RAND) to 96.87% (w = 0.0, GEFeS), and with adversarial samples, a range of 47.70 (w = 0.9,
RAND) to 85.04% (w = 0.0, ASO). Not surprisingly, the Use? values are mostly slightly
negative ranging from 0.02 to -0.10.

The measurements of Table C.8 reflect using the Stylometry dataset and 75+(org = 100,
adv = 100). The baseline accuracies are 90.00% for original samples and 83.00% for adversarial
samples. Feature selection renders the original sample accuracies slightly better, ranging from
91.10% (w = 0.7, RAND) to 99.87% (w = 1.0, GEFeS). But the adversarial sample accuracies
suffer, ranging from 76.00% to 78.70% (w = 0.0, ASO). Therefore, the Use? values are mostly
slightly negative ranging from 0.02 to -0.07.

Table C.9 is the final table using the CASIS-25 dataset. This table reflects measurements
using the Hybrid dataset 75+(org = 100, adv = 100). The baseline accuracies are 98.00% and
83.00% for original and adversarial samples, respectively. While there is not a lot of room for
improvement in original accuracies, feature selection manages some improvement, ranging from
97.50 (w = 1.0, RAND) to 100.00%. However, we see a general reduction in accuracy when
using feature selection with adversarial samples ranging from 76.70% (w = 0.5, ASO) to 78.23%
(w = 0.1, GSO). As expected, the Use? values are negative ranging from -0.04 (w = 0.0,
GEFeS), to -0.07.

Table C.10 is the first of the CASIS-50 dataset tables and uses the LIWC dataset
175+(org = 25, adv = 25). Like Table 6.3, we do not have the advantage of testing with
previously seen samples, so the baseline accuracies drop back to 68.00% for original samples

and 44.00% for adversarial samples. Feature selection improves original sample accuracies with
p p g p
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a range of 70.80% (w = 0.5, RAND) to 89.97% (w = 0.0, GEFeS). But we see a general drop in
accuracies with adversarial samples ranging from 13.33% (w = 0.1, GEFeS) to 64.13% for the
outlier ASO algorithm (w = 0.0, ASO). As a result, the Use? values are positive for ASO ranging
from 0.27 to 0.57, while the other feature selection algorithms’ Use? values are usually negative.

Table C.11 uses Topic Modeling 175+(org = 25, adv = 25). The original sample baseline
accuracy is 40%, but the adversarial samples reduce the accuracy to complete failure (0.00%).
Feature selection significantly improves accuracies for original samples, and also offers some
improvement for adversarial samples. The baseline accuracy of 0.00% causes the conditional
clause of Table 6.1 to fire, and since the adversarial samples have some accuracy ranging from
9.20% to 12.00%, the Use? values are all positive, because some accuracy with feature selection
is better than no accuracy.

In Table C.12, the measurements reflect using Stylometry 175+(org = 25, adv = 25). The
baseline accuracies without and with adversarial samples are 48.00% and 20.00%, respectively.
With feature selection, we see improvement in original sample accuracies, ranging from 63.73%
(w =0.0, RAND) t0 96.93% (w = 0.1, GEFeS). But we see reduced accuracies for feature
selection with the introduction of adversarial samples ranging from 4.00% to 14.27% (w = 0.0,
ASO). Because GEFeS and ASO performed better than the other algorithms when under
adversarial attack with feature selection, their Use? values were positive (0.04 to 0.37), while the
remainder of the Use? values were negative (-0.20 to -0.47).

Table C.13 reflects measurements using the Hybrid feature set and 175+(org = 25, adv =
25). The baseline accuracies were 92.00% and 12.00% for original and adversarial samples.
Feature selection generally improved accuracies for original samples with a range of 89.07% (w

=0.9, RAND) to 100.00% (GEFeS). The results of feature selection with adversarial samples
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were mixed with some minor improvements and mostly slight degradation ranging from 6.00%
(w=0.3, ASO) to 12.67% (w = 0.7, ABCO). Correspondingly, the Use? values are mixed, but
mostly negative ranging from -0.41 (w = 0.1, ASO) to 0.08 (w = 0.0, GSO).

Table C.14 returns one last time to the LIWC feature set but uses 175+(org = 200, adv =
200). The baseline accuracies are 96.00% and 93.00% for original and adversarial samples.
Feature selection was mostly unhelpful with original sample accuracies ranging from 92.67 (w =
0.5, RAND) to 97.47% (w = 0.0, GEFeS). As a result, the Use? values are consistently negative
ranging from -0.04 (w = 0.1, ASO) to -0.18 (w = 0.7, RAND).

Table C.15 uses Topic Modeling 175+(org = 200, adv = 200). The baseline accuracies are
85.00% and 80.00% for original and adversarial samples. Feature selection demonstrates an
improvement when using original samples ranging from 90.73% (w = 0.7, RAND) to 96.83 (w =
1.0, ASO), and shows only slight degradation when introducing adversarial samples ranging
from 70.00% (w = 0.5, GEFeS) to 85.33% (w = 0.1, ASO). The resulting Use? values are mostly
positive ranging from -0.02 (w = 0.7, RAND) to 0.11 (ASO).

In Table C.16, we see results using Stylometry 175+(org =200, adv = 200) with baseline
accuracies of 93.50% and 90.00% for original and adversarial samples. Feature selection does
not introduce much improvement for original sample accuracies, which range from 91.17% (w =
1.0, RAND) to 99.23% (w = 0.1, GEFeS). Adversarial samples performed even worse with a
range of 76.00% to 78.57 (w = 0.0, ASO). The resulting Use? values are negative ranging from -
0.09 (w = 0.1, GEFeS) to -0.18 (RAND).

Finally, Table C.17, shows measurements for the Hybrid feature set 175+(org = 200, adv
= 200). Baseline accuracies are high at 99.00% for original samples and 89.00% for adversarial

samples. Since there is not much headroom for the original samples, feature selection accuracies
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are only slightly better ranging from 97.27% (w = 0.9, RAND) to 100.00% (GEFeS). The
adversarial sample accuracies show worse performance ranging from 76.50% (w = 0.3, ASO) to

78.17% (w = 0.7, ABCO). Therefore, the Use? values are negative clustering very close to -0.13.
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Table C.2. CASIS-25, LIWC Feature Set - 93 Features, 75+(org = 25, adv = 25).

Baseline With Feature Selection Use?

w FS Alg Orig Adv Orig Adv %

Features
Used

GEFeS | 68.00% | 56.00% | 88.80% | 35.07% | 57.46% | -0.07
PSO 68.00% | 56.00% | 77.47% | 27.87% | 56.16 % | -0.36
0.0 ABCO 68.00% | 56.00% | 78.00% | 27.20% | 56.13% | -0.37
’ ASO 68.00% | 56.00% | 75.87% | 64.53% | 75.88% 0.27
GSO 68.00% | 56.00% | 74.40% | 28.13% | 57.78% | -0.40
RAND 68.00% | 56.00% | 73.20% | 22.67% | 50.25% | -0.52
GEFeS | 68.00% | 56.00% | 88.00% | 17.73% | 44.12% | -0.39
PSO 68.00% | 56.00% | 78.27% | 22.27% | 53.66% | -0.45
o1 ABCO 68.00% | 56.00% | 77.07% | 23.20% | 53.05% | -0.45
’ ASO 68.00% | 56.00% | 75.60% | 64.40% | 74.41% 0.26
GSO 68.00% | 56.00% | 76.80% | 27.20% | 57.31% | -0.38
RAND 68.00% | 56.00% | 72.27% | 23.07% | 50.18% | -0.52
GEFeS | 68.00% | 56.00% | 89.07% | 17.33% | 43.37% | -0.38
PSO 68.00% | 56.00% | 78.53% | 25.87% | 53.66% | -0.38
03 ABCO 68.00% | 56.00% | 76.27% | 24.00% | 52.83% | -0.45
ASO 68.00% | 56.00% | 76.40% | 61.87% | 72.62% 0.23
GSO 68.00% | 56.00% | 72.80% | 25.33% | 55.70% | -0.48
RAND 68.00% | 56.00% | 74.27% | 23.07% | 50.29% | -0.50
GEFeS | 68.00% | 56.00% | 88.53% | 16.40% | 44.73% | -0.41
PSO 68.00% | 56.00% | 80.40% | 20.93% | 50.57% | -0.44
05 ABCO 68.00% | 56.00% | 75.07% | 22.40% | 52.54% | -0.50
’ ASO 68.00% | 56.00% | 76.00% | 61.07% | 71.47% 0.21
GSO 68.00% | 56.00% | 74.40% | 24.67% | 55.34% | -0.47
RAND 68.00% | 56.00% | 72.67% | 26.00% | 49.32% | -0.47
GEFeS | 68.00% | 56.00% | 88.00% | 15.73% | 48.16% | -0.42
PSO 68.00% | 56.00% | 79.33% | 23.47% | 53.26% | -0.41
0.7 ABCO 68.00% | 56.00% | 76.00% | 24.00% | 53.01% | -0.45
’ ASO 68.00% | 56.00% | 75.87% | 57.47% | 69.61% 0.14
GSO 68.00% | 56.00% | 74.13% | 23.60% | 52.83% | -0.49
RAND 68.00% | 56.00% | 74.13% | 22.13% | 50.75% | -0.51
GEFeS | 68.00% | 56.00% | 88.40% | 16.27% | 42.22% | -0.41
PSO 68.00% | 56.00% | 76.53% | 22.53% | 51.25% | -0.47
0. ABCO 68.00% | 56.00% | 77.73% | 22.40% | 52.69% | -0.46
’ ASO 68.00% | 56.00% | 76.40% | 54.67% | 67.10% 0.10
GSO 68.00% | 56.00% | 74.80% | 19.73% | 52.69% | -0.55
RAND 68.00% | 56.00% | 72.40% | 19.33% | 49.43% | -0.59
GEFeS | 68.00% | 56.00% | 87.73% | 16.93% | 4093% | -0.41
PSO 68.00% | 56.00% | 77.20% | 21.33% | 51.79% | -0.48
1.0 ABCO 68.00% | 56.00% | 76.13% | 17.20% | 49.78% | -0.57
’ ASO 68.00% | 56.00% | 75.60% | 51.87% | 66.63% 0.04
GSO 68.00% | 56.00% | 75.33% | 23.73% | 51.51% | -0.47
RAND 68.00% | 56.00% | 73.07% | 23.87% | 49.68% | -0.50
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Table C.3. CASIS-25, Topic Modeling Feature Set - 45 Features, 75+(org = 25, adv = 25).

Baseline With Feature Selection Use?

7 FS Alg Orig Adv Orig Adv %

Features

Used
GEFeS 84.00% 8.00% 92.00% | 11.73% 77.11% 0.56
PSO 84.00% 8.00% 85.20% 9.73% 73.19% 0.23
ABCO 84.00% 8.00% 87.07% | 10.00% 75.56% 0.29
g ASO 84.00% | 8.00% | 85.87% | 11.87% | 85.04% 0.51
GSO 84.00% | 8.00% | 85.20% | 9.20% | 74.74% 0.16
RAND 84.00% | 8.00% | 78.53% | 8.67% | 50.67% 0.02
GEFeS | 84.00% | 8.00% | 91.33% | 10.53% | 70.74% 0.40
PSO 84.00% | 8.00% | 87.07%| 9.33% | 70.22% 0.20
0.1 ABCO 84.00% | 8.00% | 88.13% | 9.73% | 71.26% 0.27
’ ASO 84.00% 8.00% 85.47% | 12.00% 84.81% 0.52
GSO 84.00% 8.00% 84.13% 9.33% 71.70% 0.17
RAND 84.00% | 8.00% | 78.53% | 8.93% | 50.44% 0.05
GEFeS | 84.00% | 8.00% | 91.47% | 11.20% | 69.41% 0.49
PSO 84.00% | 8.00% | 87.60% | 9.33% | 71.85% 0.21
03 ABCO 84.00% | 8.00% | 88.27% | 9.73% | 71.48% 0.27
ASO 84.00% | 8.00% | 85.73% | 12.00% | 84.22% 0.52
GSO 84.00% | 8.00% | 84.80% | 9.20% | 72.22% 0.16
RAND 84.00% 8.00% 78.80% 8.80% 48.74% 0.04
GEFeS 84.00% 8.00% 91.87% | 11.20% 70.00% 0.49
PSO 84.00% 8.00% 85.33% 9.60% 70.22% 0.22
0.5 ABCO 84.00% | 8.00% | 87.87% | 9.07% | 71.70% 0.18
’ ASO 84.00% | 8.00% | 86.13% | 12.00% | 84.07% 0.53
GSO 84.00% | 8.00% | 85.20% | 9.20% | 72.89% 0.16
RAND 84.00% | 8.00% | 78.67% | 9.20% | 49.41% 0.09
GEFeS | 84.00% | 8.00% | 91.47% | 10.80% | 70.15% 0.44
PSO 84.00% 8.00% 86.40% 8.67% 70.07% 0.11
0.7 ABCO 84.00% 8.00% 87.87% 9.20% 74.00% 0.20
’ ASO 84.00% 8.00% 86.67% | 12.00% 83.19% 0.53
GSO 84.00% | 8.00% | 84.00%| 9.47% | 72.37% 0.18
RAND 84.00% | 8.00% | 81.33% | 9.20% | 49.85% 0.12
GEFeS | 84.00% | 8.00% | 91.47% | 11.33% | 69.85% 0.51
PSO 84.00% | 8.00% | 85.47% | 893% | 68.89% 0.13
0.9 ABCO 84.00% | 8.00% | 87.73% | 9.60% | 72.89% 0.24
’ ASO 84.00% | 8.00% | 86.93% | 12.00% | 83.04% 0.53
GSO 84.00% 8.00% 85.87% 9.33% 71.93% 0.19
RAND 84.00% 8.00% 77.47% 8.80% 47.70% 0.02
GEFeS 84.00% 8.00% 91.47% | 10.93% 70.15% 0.46
PSO 84.00% | 8.00% | 86.40% | 9.33% | 71.41% 0.20
1.0 ABCO 84.00% | 8.00% | 87.47% | 9.47% | 71.26% 0.22
ASO 84.00% | 8.00% | 87.20% | 12.00% | 82.67% 0.54
GSO 84.00% | 8.00% | 85.33% | 9.60% | 72.89% 0.22
RAND 84.00% | 8.00% | 78.93%| 893% | 48.07% 0.06
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Table C.4. CASIS-25, Stylometry Feature Set - 428 Features, 75+(org = 25, adv = 25).

Baseline With Feature Selection Use?

) FS Alg Orig Adv Orig Adv %

Features
Used

GEFeS | 60.00% | 32.00% | 95.33% | 4.27% 48.77% | -0.28
PSO 60.00% | 32.00% | 71.47% | 4.27% 51.25% | -0.68
ABCO 60.00% | 32.00% | 70.27% | 4.00% 51.31% | -0.70
0.0 ASO 60.00% | 32.00% | 79.33% | 14.80% 57.31% | -0.22
GSO 60.00% | 32.00% | 69.87% | 4.13% 51.85% | -0.71
RAND 60.00% | 32.00% | 65.87% | 4.67% 49.99% | -0.76
GEFeS | 60.00% | 32.00% | 97.47% | 4.13% 34.21% | -0.25
PSO 60.00% | 32.00% | 71.07% | 4.13% 48.36% | -0.69
ABCO 60.00% | 32.00% | 71.07% | 4.13% 49.51% | -0.69
01 ASO 60.00% | 32.00% | 80.13% | 10.67% 54,05% | -0.33
GSO 60.00% | 32.00% | 71.73% | 4.40% 51.09% | -0.67
RAND 60.00% | 32.00% | 68.93% | 4.00% 50.32% | -0.73
GEFeS | 60.00% | 32.00% | 96.00% | 4.00% 32.38% | -0.27
PSO 60.00% | 32.00% | 73.33% | 4.13% 48.27% | -0.65
03 ABCO 60.00% | 32.00% | 70.67% | 4.40% 48.89% | -0.68
’ ASO 60.00% | 32.00% | 79.33% | 8.40% 47.47% | -0.42
GSO 60.00% | 32.00% | 68.40% | 4.27% 49.14% | -0.73
RAND 60.00% | 32.00% | 65.73% | 4.13% 50.38% | -0.78
GEFeS | 60.00% | 32.00% | 96.27% | 4.13% 29.43% | -0.27
PSO 60.00% | 32.00% | 73.87% | 4.27% 47.31% | -0.64
ABCO 60.00% | 32.00% | 71.47% | 4.53% 48.96% | -0.67
0.5 ASO 60.00% | 32.00% | 80.27% | 6.13% 41.64% | -0.47
GSO 60.00% | 32.00% | 71.20% | 4.00% 49.00% | -0.69
RAND 60.00% | 32.00% | 65.87% | 4.00% 49.91% | -0.78
GEFeS | 60.00% | 32.00% | 96.40% | 4.00% 26.10% | -0.27
PSO 60.00% | 32.00% | 74.00% | 4.00% 47.18% | -0.64
0.7 ABCO 60.00% | 32.00% | 71.20% | 4.00% 47.06% | -0.69
’ ASO 60.00% | 32.00% | 81.87% | 4.67% 36.51% | -0.49
GSO 60.00% | 32.00% | 69.20% | 4.00% 48.70% | -0.72
RAND 60.00% | 32.00% | 64.40% | 4.13% 49.60% | -0.80
GEFeS | 60.00% | 32.00% | 94.67% | 4.00% 23.29% | -0.30
PSO 60.00% | 32.00% | 73.73% | 4.13% 45.69% | -0.64
ABCO 60.00% | 32.00% | 72.53% | 4.00% 46.90% | -0.67
09 ASO 60.00% | 32.00% | 82.67% | 4.00% 32.76% | -0.50
GSO 60.00% | 32.00% | 68.80% | 4.00% 46.88% | -0.73
RAND 60.00% | 32.00% | 65.73% | 4.40% 50.79% | -0.77
GEFeS | 60.00% | 32.00% | 95.47% | 4.00% 21.54% | -0.28
PSO 60.00% | 32.00% | 71.20% | 4.13% 45.33% | -0.68
1.0 ABCO 60.00% | 32.00% | 69.47% | 4.27% 45.80% | -0.71
ASO 60.00% | 32.00% | 83.60% | 4.00% 30.97% | -0.48
GSO 60.00% | 32.00% | 68.87% | 4.27% 46.14% | -0.72
RAND 60.00% | 32.00% | 64.53% | 4.00% 50.10% | -0.80
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Table C.5. CASIS-25, Hybrid Feature Set — 566 Features, 75+(org = 25, adv = 25).

Baseline With Feature Selection Use?

7 FS Alg Orig Adv Orig Adv %

Features
Used

GEFeS | 92.00% | 32.00% | 99.73% | 12.13% | 52.09% | -0.54
PSO 92.00% | 32.00% | 96.27% | 11.20% | 51.21% | -0.60
0.0 ABCO 92.00% | 32.00% | 94.67% | 10.93% | 51.64% | -0.63
’ ASO 92.00% | 32.00% | 96.13% | 7.47% | 57.04% | -0.72
GSO 92.00% | 32.00% | 95.07% | 11.87% | 51.48% | -0.60
RAND 92.00% | 32.00% | 92.80% | 11.60% | 50.37% | -0.63
GEFeS | 92.00% | 32.00% | 100.00% | 8.27% | 13.47% | -0.65
PSO 92.00% | 32.00% | 96.53% | 10.53% | 47.83% | -0.62
o1 ABCO 92.00% | 32.00% | 95.20% | 10.93% | 49.58% | -0.62
’ ASO 92.00% | 32.00% | 96.13% | 6.93% | 51.01% | -0.74
GSO 92.00% | 32.00% | 94.13% | 12.93% | 50.21% | -0.57
RAND 92.00% | 32.00% | 94.13% | 11.73% | 49.77% | -0.61
GEFeS | 92.00% | 32.00% | 100.00% | 10.13% | 13.12% | -0.60
PSO 92.00% | 32.00% | 96.00% | 9.73% | 46.77% | -0.65
03 ABCO 92.00% | 32.00% | 95.47% | 10.27% | 47.89% | -0.64
ASO 92.00% | 32.00% | 96.13% | 6.93% | 39.08% | -0.74
GSO 92.00% | 32.00% | 92.80% | 12.13% | 49.55% | -0.61
RAND 92.00% | 32.00% | 93.33% | 10.13% | 50.22% | -0.67
GEFeS | 92.00% | 32.00% | 100.00% | 9.20% | 12.74% | -0.63
PSO 92.00% | 32.00% | 95.60% | 9.60% | 45.47% | -0.66
05 ABCO 92.00% | 32.00% | 95.73% | 9.47% | 47.35% | -0.66
’ ASO 92.00% | 32.00% | 95.60% | 6.80% | 29.86% | -0.75
GSO 92.00% | 32.00% | 93.60% | 9.60% | 48.10% | -0.68
RAND 92.00% | 32.00% | 92.00% | 11.60% | 50.24% | -0.64
GEFeS | 92.00% | 32.00% | 100.00% | 9.07% | 12.40% | -0.63
PSO 92.00% | 32.00% | 96.27% | 10.00% | 44.69% | -0.64
0.7 ABCO 92.00% | 32.00% | 94.80% | 10.40% | 45.94% | -0.64
’ ASO 92.00% | 32.00% | 94.93% | 7.07% | 22.82% | -0.75
GSO 92.00% | 32.00% | 94.13% | 8.93% | 47.39% | -0.70
RAND 92.00% | 32.00% | 90.67% | 10.00% | 50.17% | -0.70
GEFeS | 92.00% | 32.00% | 99.87% | 8.67% | 11.81% | -0.64
PSO 92.00% | 32.00% | 93.07% | 9.73% | 43.82% | -0.68
0.9 ABCO 92.00% | 32.00% | 94.13% | 10.80% | 45.27% | -0.64
’ ASO 92.00% | 32.00% | 93.73% | 7.73% | 17.92% | -0.74
GSO 92.00% | 32.00% | 93.20% | 10.53% | 45.76% | -0.66
RAND 92.00% | 32.00% | 90.67% | 9.73% | 49.67% | -0.71
GEFeS | 92.00% | 32.00% | 99.87% | 8.67% | 11.28% | -0.64
PSO 92.00% | 32.00% | 93.73% | 8.53% | 43.42% | -0.71
1.0 ABCO 92.00% | 32.00% | 93.33% | 12.27% | 44.59% | -0.60
’ ASO 92.00% | 32.00% | 93.73% | 7.07% | 16.49% | -0.76
GSO 92.00% | 32.00% | 92.00% | 12.00% | 45.55% | -0.63
RAND 92.00% | 32.00% [ 90.00% | 12.27% | 49.91% | -0.64
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Table C.6. CASIS-25, LIWC Feature Set - 93 Features, 75+(org = 100, adv = 100).

Baseline With Feature Selection Use?

w FS Alg Orig Adv Orig Adv %

Features
Used

GEFeS | 92.00% | 88.00% | 97.20% | 83.77% 57.46% 0.00
PSO 92.00% | 88.00% | 94.37% | 81.97% 56.16 % | -0.05
0.0 ABCO 92.00% | 88.00% | 94.47% | 81.77% 56.13% | -0.05
’ ASO 92.00% | 88.00% | 93.97% | 91.13% 75.88% 0.05
GSO 92.00% | 88.00% | 93.53% | 81.97% 57.78% | -0.06
RAND 92.00% | 88.00% | 93.27% | 80.63% 50.25% | -0.08
GEFeS | 92.00% | 88.00% | 97.00% | 79.43% 44.12% | -0.05
PSO 92.00% | 88.00% | 94.50% | 80.50% 53.66% | -0.07
o1 ABCO 92.00% | 88.00% | 94.27% | 80.80% 53.05% | -0.07
’ ASO 92.00% | 88.00% | 93.90% | 91.10% 74.41% 0.04
GSO 92.00% | 88.00% | 94.20% | 81.80% 57.31% | -0.06
RAND 92.00% | 88.00% | 93.07% | 80.83% 50.18% | -0.08
GEFeS | 92.00% | 88.00% | 97.27% | 79.33% 43.37% | -0.05
PSO 92.00% | 88.00% | 94.63% | 81.47% 53.66% | -0.06
03 ABCO 92.00% | 88.00% | 94.00% | 80.90% 52.83% | -0.07
’ ASO 92.00% | 88.00% | 94.10% | 90.47% 72.62% 0.04
GSO 92.00% | 88.00% | 93.20% | 81.33% 55.70% | -0.07
RAND 92.00% | 88.00% | 93.50% | 80.70% 50.29% | -0.08
GEFeS | 92.00% | 88.00% | 97.13% | 79.10% 44.73% | -0.06
PSO 92.00% | 88.00% | 95.07% | 80.20% 50.57% | -0.07
05 ABCO 92.00% | 88.00% | 93.77% | 80.60% 52.54% | -0.08
’ ASO 92.00% | 88.00% | 94.00% | 90.27% 71.47% 0.04
GSO 92.00% | 88.00% | 95.53% | 81.10% 55.34% | -0.07
RAND 92.00% | 88.00% | 93.13% | 81.47% 49.32% | -0.07
GEFeS | 92.00% | 88.00% | 97.00% | 78.93% 48.16% | -0.06
PSO 92.00% | 88.00% | 94.80% | 80.83% 53.26% | -0.06
0.7 ABCO 92.00% | 88.00% | 93.93% | 80.93% 53.01% | -0.07
’ ASO 92.00% | 88.00% | 93.97% | 89.37% 69.61% 0.03
GSO 92.00% | 88.00% | 93.50% | 80.87% 52.83% | -0.08
RAND 92.00% | 88.00% | 93.40% | 80.40% 50.75% | -0.08
GEFeS | 92.00% | 88.00% | 97.03% | 79.00% 42.22% | -0.06
PSO 92.00% | 88.00% | 94.13% | 80.63% 51.25% | -0.07
0. ABCO 92.00% | 88.00% | 94.40% | 80.57% 52.69% | -0.07
’ ASO 92.00% | 88.00% | 94.10% | 88.67% 67.10% 0.02
GSO 92.00% | 88.00% | 93.67% | 79.90% 52.69% | -0.08
RAND 92.00% | 88.00% | 93.07% | 79.80% 49.43% | -0.09
GEFeS | 92.00% | 88.00% | 96.93% | 79.23% 40.93% | -0.06
PSO 92.00% | 88.00% | 94.30% | 80.33% 51.79% | -0.07
1.0 ABCO 92.00% | 88.00% | 94.03% | 79.30% 49.78% | -0.09
’ ASO 92.00% | 88.00% | 93.90% | 87.97% | 66.63% 0.01
GSO 92.00% | 88.00% | 93.80% | 80.90% 51.51% | -0.07
RAND 92.00% | 88.00% | 93.27% | 80.97% 49.68% | -0.08

143



Table C.7. CASIS-25, Topic Modeling Feature Set - 45 Features, 75+(org = 100, adv = 100).

Baseline With Feature Selection Use?

w FS Alg Orig Adv Orig Adv %

Features

Used
GEFeS 96.00% | 77.00% 96.87% | 76.80% 77.11% 0.01
PSO 96.00% | 77.00% 93.73% | 74.87% 73.19% -0.05
ABCO 96.00% | 77.00% 95.03% | 75.77% 75.56% -0.03
A ASO 96.00% | 77.00% | 96.47% | 77.97% 85.04% 0.02
GSO 96.00% | 77.00% | 94.30% | 75.30% 74.74% | -0.04
RAND 96.00% | 77.00% | 91.33% | 73.78% 50.67% | -0.09
GEFeS | 96.00% | 77.00% | 96.23% | 76.03% 70.74% | -0.01
PSO 96.00% | 77.00% | 93.73% | 74.30% 70.22% | -0.06
0.1 ABCO 96.00% | 77.00% | 94.93% | 75.33% 71.26% | -0.03
’ ASO 96.00% | 77.00% 96.37% | 78.00% 84.81% 0.02
GSO 96.00% | 77.00% 93.67% | 74.97% 71.70% -0.05
RAND 96.00% | 77.00% | 91.07% | 73.67% 50.44% | -0.09
GEFeS | 96.00% | 77.00% | 96.50% | 76.43% 69.41% 0.00
PSO 96.00% | 77.00% | 94.33% | 74.77% 71.85% | -0.05
03 ABCO 96.00% | 77.00% | 95.00% | 75.37% 71.48% | -0.03
ASO 96.00% | 77.00% | 96.43% | 78.00% 84.22% 0.02
GSO 96.00% | 77.00% | 93.53% | 74.63% 72.22% | -0.06
RAND 96.00% | 77.00% 91.20% | 73.70% 48.74% -0.09
GEFeS 96.00% | 77.00% 96.53% | 76.37% 70.00% 0.00
PSO 96.00% | 77.00% 93.70% | 74.77% 70.22% -0.05
ABCO 96.00% | 77.00% | 95.13% | 75.43% 71.70% | -0.03
0.3 ASO 96.00% | 77.00% | 96.53% | 78.00% 84.07% 0.02
GSO 96.00% | 77.00% | 93.70% | 74.70% 72.89% | -0.05
RAND 96.00% | 77.00% | 90.87% | 73.50% 49.41% | -0.10
GEFeS | 96.00% | 77.00% | 96.50% | 76.33% 70.15% 0.00
PSO 96.00% | 77.00% 94.33% | 74.90% 70.07% -0.04
ABCO 96.00% | 77.00% 94.90% | 75.23% 74.00% -0.03
Lk ASO 96.00% | 77.00% 96.67% | 78.00% 83.19% 0.02
GSO 96.00% | 77.00% | 93.90% | 75.27% 72.37% | -0.04
RAND 96.00% | 77.00% | 92.57% | 74.53% 49.85% | -0.07
GEFeS | 96.00% | 77.00% | 96.63% | 76.60% 69.85% 0.00
PSO 96.00% | 77.00% | 94.00% | 74.87% 68.89% | -0.05
ABCO 96.00% | 77.00% | 95.43% | 75.90% 72.89% | -0.02
0.9 ASO 96.00% | 77.00% | 96.73% | 78.00% 83.04% 0.02
GSO 96.00% | 77.00% 94.37% | 75.23% 71.93% -0.04
RAND 96.00% | 77.00% 90.73% | 73.57% 47.70% -0.10
GEFeS 96.00% | 77.00% 96.23% | 75.10% 70.15% -0.01
PSO 96.00% | 77.00% | 94.07% | 74.80% 71.41% | -0.05
1.0 ABCO 96.00% | 77.00% | 94.97% | 75.47% 71.26% | -0.03
ASO 96.00% | 77.00% | 96.80% | 78.00% 82.67% 0.02
GSO 96.00% | 77.00% | 94.03% | 75.10% 72.89% | -0.05
RAND 96.00% | 77.00% | 91.07% | 73.57% 48.07% | -0.10 |
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Table C.8. CASIS-25, Stylometry Feature Set - 428 Features, 75+(org = 100, adv = 100).

Baseline With Feature Selection Use?

w FS Alg Orig Adv Orig Adv %

Features

Used
GEFeS | 90.00% | 83.00% | 98.83% | 76.07% 48.77% 0.01
PSO 90.00% | 83.00% | 92.87% | 76.07% 51.25% | -0.05
ABCO 90.00% | 83.00% | 92.57% | 76.00% 51.31% | -0.06
LA ASO 90.00% | 83.00% | 94.83% | 78.70% 57.31% 0.00
GSO 90.00% | 83.00% | 92.47% | 76.03% 51.85% | -0.06
RAND 90.00% | 83.00% | 91.47% | 76.17% 49.99% | -0.07
GEFeS | 90.00% | 83.00% | 99.37% | 76.03% 34.21% 0.02
PSO 90.00% | 83.00% | 92.77% | 76.03% 48.36% | -0.05
ABCO 90.00% | 83.00% | 92.77% | 76.03% 49.51% | -0.05
0.1 ASO 90.00% | 83.00% | 95.03% | 77.67% 54.05% | -0.01
GSO 90.00% | 83.00% | 92.93% | 76.10% 51.09% | -0.05
RAND 90.00% | 83.00% | 92.23% | 76.00% 50.32% | -0.06
GEFeS | 90.00% | 83.00% | 99.00% | 76.00% 32.38% 0.02
PSO 90.00% | 83.00% | 93.33% | 76.03% 48.27% | -0.05
03 ABCO 90.00% | 83.00% | 92.67% | 76.10% 48.89% | -0.05
’ ASO 90.00% | 83.00% | 94.83% | 77.10% 47.47% | -0.02
GSO 90.00% | 83.00% | 92.10% | 76.07% 49.14% | -0.06
RAND 90.00% | 83.00% | 91.43% | 76.03% 50.38% | -0.07
GEFeS | 90.00% | 83.00% | 99.07% | 76.03% 29.43% 0.02
PSO 90.00% | 83.00% | 93.47% | 76.07% 47.31% | -0.05
05 ABCO 90.00% | 83.00% | 92.87% | 76.13% 48.96% | -0.05
’ ASO 90.00% | 83.00% | 95.07% | 76.53% 41.64% | -0.02
GSO 90.00% | 83.00% | 92.80% | 76.00% 49.00% | -0.05
RAND 90.00% | 83.00% | 91.47% | 76.00% 49.91% | -0.07
GEFeS | 90.00% | 83.00% | 99.10% | 76.00% 26.10% 0.02
PSO 90.00% | 83.00% | 93.50% | 76.00% 47.18% | -0.05
0.7 ABCO 90.00% | 83.00% | 92.80% | 76.00% 47.06% | -0.05
’ ASO 90.00% | 83.00% | 95.47% | 76.17% 36.51% | -0.02
GSO 90.00% | 83.00% | 92.30% | 76.00% 48.70% | -0.06
RAND 90.00% | 83.00% | 91.10% | 76.03% 49.60% | -0.07
GEFeS | 90.00% | 83.00% | 99.67% | 76.00% 23.29% 0.01
PSO 90.00% | 83.00% | 93.43% | 76.03% 45.69% | -0.05
ABCO 90.00% | 83.00% | 93.13% | 76.00% 46.90% | -0.05
0.9 ASO 90.00% | 83.00% | 95.67% | 76.00% 32.76% | -0.02
GSO 90.00% | 83.00% | 92.20% | 76.00% 46.88% | -0.06
RAND 90.00% | 83.00% | 91.43% | 76.10% 50.79% | -0.07
GEFeS | 90.00% | 83.00% | 99.87% | 76.00% 21.54% 0.01
PSO 90.00% | 83.00% | 92.80% | 76.03% 45.33% | -0.05
1.0 ABCO 90.00% | 83.00% | 92.37% | 76.07% 45.80% | -0.06
’ ASO 90.00% | 83.00% | 95.90% | 76.00% 30.97% | -0.02
GSO 90.00% | 83.00% | 92.17% | 76.07% 46.14% | -0.06
RAND 90.00% | 83.00% | 91.13% | 76.00% 50.10% | -0.07
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Table C.9. CASIS-25, Hybrid Feature Set - 566 Features, 75+(org = 100, adv = 100).

Baseline With Feature Selection Use?

w FS Alg Orig Adv Orig Adv %

Features

Used
GEFeS | 98.00% | 83.00% | 99.93% | 78.03% | 52.09% -0.04
PSO 98.00% | 83.00% | 99.07% | 77.80% | 51.21% -0.05
ABCO 98.00% | 83.00% | 98.67% | 77.73% | 51.64% -0.06
L ASO 98.00% | 83.00% | 99.03% | 76.87% | 57.04% -0.06
GSO 98.00% | 83.00% | 98.77% | 77.97% | 51.48% -0.05
RAND 98.00% | 83.00% | 98.20% | 77.90% | 50.37% -0.06
GEFeS | 98.00% | 83.00% | 100.00% | 77.07% | 13.47% -0.05
PSO 98.00% | 83.00% | 99.13% | 77.63% | 47.83% -0.05
ABCO 98.00% | 83.00% | 98.80% | 77.73% | 49.58% -0.06
01 ASO 98.00% | 83.00% | 99.03% | 76.73% | 51.01% -0.06
GSO 98.00% | 83.00% | 98.53% | 78.23% | 50.21% -0.06
RAND 98.00% | 83.00% | 98.53% | 77.93% | 49.77% -0.06
GEFeS | 98.00% | 83.00% | 100.00% | 77.53% | 13.12% -0.05
PSO 98.00% | 83.00% | 99.00% | 77.43% | 46.77% -0.06
03 ABCO 98.00% | 83.00% | 98.87% | 77.57% | 47.89% -0.06
ASO 98.00% | 83.00% | 99.03% | 76.73% | 39.08% -0.06
GSO 98.00% | 83.00% | 98.20% | 78.03% | 49.55% -0.06
RAND 98.00% | 83.00% | 98.33% | 77.53% | 50.22% -0.06
GEFeS | 98.00% | 83.00% | 100.00% | 77.30% | 12.74% -0.05
PSO 98.00% | 83.00% | 98.90% | 77.40% | 45.47% -0.06
ABCO 98.00% | 83.00% | 98.93% | 77.37% | 47.35% -0.06
i ASO 98.00% | 83.00% | 98.90% | 76.70% | 29.86% -0.06
GSO 98.00% | 83.00% | 98.40% | 77.40% | 48.10% -0.06
RAND 98.00% | 83.00% | 98.00% | 77.90% | 50.24% -0.07
GEFeS | 98.00% | 83.00% | 100.00% | 77.27% | 12.40% -0.05
PSO 98.00% | 83.00% | 99.07% | 77.50% | 44.69% -0.06
ABCO 98.00% | 83.00% | 98.70% | 77.60% | 45.94% -0.06
o ASO 98.00% | 83.00% | 98.73% | 76.77% | 22.82% -0.07
GSO 98.00% | 83.00% | 98.53% | 77.23% | 47.39% -0.06
RAND 98.00% | 83.00% | 97.67% | 77.50% | 50.17% -0.07
GEFeS | 98.00% | 83.00% | 99.97% | 77.17% | 11.81% -0.05
PSO 98.00% | 83.00% | 98.27% | 77.43% | 43.82% -0.06
ABCO 98.00% | 83.00% | 98.53% | 77.70% | 45.27% -0.06
09 ASO 98.00% | 83.00% | 98.43% | 76.93% | 17.92% -0.07
GSO 98.00% | 83.00% | 98.30% | 77.63% | 45.76% -0.06
RAND 98.00% | 83.00% | 97.67% | 77.43% | 49.67% -0.07
GEFeS | 98.00% | 83.00% | 99.97% | 77.17% | 11.28% -0.05
PSO 98.00% | 83.00% | 98.43% | 77.13% | 43.42% -0.07
1.0 ABCO 98.00% | 83.00% | 98.33% | 78.07% | 44.59% -0.06
ASO 98.00% | 83.00% | 98.43% | 76.77% | 16.49% -0.07
GSO 98.00% | 83.00% | 98.00% | 78.00% | 45.55% -0.06
RAND 98.00% | 83.00% | 97.50% | 78.07% | 49.91% -0.06
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Table C.10. CASIS-50, LIWC Feature Set - 93 Features, 175+(org = 25, adv = 25).

Baseline With Feature Selection Use?

w FS Alg Orig Adv Orig Adv %

Features
Used

GEFeS | 68.00% | 44.00% | 89.97% | 34.00% 57.67% 0.09
PSO 68.00% | 44.00% | 78.53% | 25.07% 55.66% | -0.28
0.0 ABCO 68.00% | 44.00% | 75.20% | 25.60% 57.74% | -0.31
’ ASO 68.00% | 44.00% | 75.73% | 64.13% 75.91% 0.57
GSO 68.00% | 44.00% | 73.47% | 25.47% 57.85% | -0.34
RAND 68.00% | 44.00% | 72.00% | 23.60% 48.57% | -0.40
GEFeS | 68.00% | 44.00% | 88.40% | 13.33% 43.19% | -0.40
PSO 68.00% | 44.00% | 78.00% | 24.93% 52.76% | -0.29
0.1 ABCO 68.00% | 44.00% | 78.00% | 22.80% 52.62% | -0.33
’ ASO 68.00% | 44.00% | 76.00% | 63.47% 74.87% 0.56
GSO 68.00% | 44.00% | 75.87% | 26.53% 56.88% | -0.28
RAND 68.00% | 44.00% | 74.53% | 22.67% 49.68% | -0.39
GEFeS | 68.00% | 44.00% | 89.07% | 16.13% 45.05% | -0.32
PSO 68.00% | 44.00% | 80.13% | 25.60% 51.72% | -0.24
03 ABCO 68.00% | 44.00% | 77.60% | 23.47% 54.44% | -0.33
’ ASO 68.00% | 44.00% | 76.13% | 61.60% 72.80% 0.52
GSO 68.00% | 44.00% | 75.73% | 23.07% 5491% | -0.36
RAND 68.00% | 44.00% | 72.67% | 22.93% 50.11% | -0.41
GEFeS | 68.00% | 44.00% | 88.00% | 19.73% 42.97% | -0.26
PSO 68.00% | 44.00% | 76.40% | 21.07% 53.80% | -0.40
05 ABCO 68.00% | 44.00% | 77.73% | 18.67% 53.84% | -0.43
’ ASO 68.00% | 44.00% | 76.40% | 59.87% 71.43% 0.48
GSO 68.00% | 44.00% | 75.33% | 23.20% 53.66% | -0.36
RAND 68.00% | 44.00% | 70.80% | 19.20% 49.43% | -0.52
GEFeS | 68.00% | 44.00% | 89.47% | 16.00% 42.44% | -0.32
PSO 68.00% | 44.00% | 77.87% | 22.53% 51.47% | -0.34
0.7 ABCO 68.00% | 44.00% | 77.47% | 19.20% 53.76% | -0.42
’ ASO 68.00% | 44.00% | 76.67% | 56.67% 69.39% 0.42
GSO 68.00% | 44.00% | 73.47% | 23.13% 53.91% | -0.42
RAND 68.00% | 44.00% | 71.33% | 21.73% 50.32% | -0.46
GEFeS | 68.00% | 44.00% | 88.00% | 16.80% 42.01% | -0.32
PSO 68.00% | 44.00% | 77.07% | 20.13% 51.22% | -0.41
ABCO 68.00% | 44.00% | 77.20% | 20.13% 51.40% | -0.41
0.9 ASO 68.00% | 44.00% | 75.33% | 53.60% 67.60% 0.33
GSO 68.00% | 44.00% | 74.27% | 25.87% 53.12% | -0.32
RAND 68.00% | 44.00% | 73.47% | 23.20% 50.47% | -0.39
GEFeS | 68.00% | 44.00% | 87.87% | 14.93% 41.86% | -0.37
PSO 68.00% | 44.00% | 77.20% | 21.60% 51.72% | -0.37
1.0 ABCO 68.00% | 44.00% | 78.40% | 22.53% 51.72% | -0.33
ASO 68.00% | 44.00% | 75.69% | 50.80% 66.52% 0.27
GSO 68.00% | 44.00% | 75.33% | 23.33% 54.12% | -0.36
RAND 68.00% | 44.00% | 71.47% | 19.07% 50.90% | -0.52
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Table C.11. CASIS-50, Topic Modeling Feature Set - 45 Features, 175+(org = 25, adv = 25).

Baseline With Feature Selection Use?

w FS Alg Orig Adv Orig Adv %

Features

Used
GEFeS | 40.00% | 0.00% | 91.47% | 10.80% 76.96% 1.29
PSO 40.00% | 0.00% | 87.07% | 10.27% 73.26% 1.18
0.0 ABCO 40.00% | 0.00% | 87.20% | 9.60% 74.89% 1.18
’ ASO 40.00% | 0.00% | 85.73% | 11.73% 84.96% 1.14
GSO 40.00% | 0.00% | 84.67% | 9.20% 72.59% 1.12
RAND 40.00% | 0.00% | 79.60% | 9.47% 74.89% 0.99
GEFeS | 40.00% | 0.00% | 91.47% | 10.67% 70.15% 1.29
PSO 40.00% | 0.00% | 84.93% | 9.07% 70.52% 1.12
0.1 ABCO 40.00% | 0.00% | 87.20% | 9.60% 73.26% 1.18
’ ASO 40.00% | 0.00% | 85.87% | 12.00% 85.33% 1.15
GSO 40.00% | 0.00% | 84.80% | 9.87% 73.78% 1.12
RAND 40.00% | 0.00% | 79.33% | 9.73% 73.26% 0.98
GEFeS | 40.00% | 0.00% | 91.87% | 10.67% 71.04% 1.30
PSO 40.00% | 0.00% | 85.60% | 10.00% 70.74% 1.14
03 ABCO 40.00% | 0.00% | 88.47% | 9.87% 72.52% 1.19
ASO 40.00% | 0.00% | 85.73% | 12.00% 84.44% 1.14
GSO 40.00% | 0.00% | 86.00% | 9.33% 75.70% 1.15
RAND 40.00% | 0.00% | 79.33% | 9.20% 72.52% 0.98
GEFeS | 40.00% [ 0.00% | 91.60% | 10.93% 70.00% 1.29
PSO 40.00% | 0.00% | 85.07% | 9.20% 70.44% 1.13
05 ABCO 40.00% | 0.00% | 86.80% | 10.00% 72.44% 1.17
’ ASO 40.00% | 0.00% | 86.40% | 11.87% 83.33% 1.16
GSO 40.00% | 0.00% | 83.87%| 9.60% 73.04% 1.10
RAND 40.00% | 0.00% | 80.13% | 9.33% 72.44% 1.00
GEFeS | 40.00% | 0.00% | 91.20% | 11.60% 70.30% 1.28
PSO 40.00% | 0.00% | 87.20% | 9.33% 70.89% 1.18
0.7 ABCO 40.00% | 0.00% | 88.00% | 9.87% 71.70% 1.20
’ ASO 40.00% | 0.00% | 86.40% | 12.00% 83.19% 1.16
GSO 40.00% | 0.00% | 85.33% | 8.93% 71.19% 1.13
RAND 40.00% | 0.00% | 78.80% | 9.20% 71.70% 0.97
GEFeS | 40.00% | 0.00% | 92.13% | 10.53% 70.30% 1.30
PSO 40.00% | 0.00% | 84.53% | 9.20% 71.85% 1.11
ABCO 40.00% | 0.00% | 87.20% | 9.47% 72.30% 1.18
0.9 ASO 40.00% | 0.00% | 87.07% | 12.00% 82.81% 1.18
GSO 40.00% | 0.00% | 86.13% | 9.60% 71.48% 1.15
RAND 40.00% | 0.00% | 79.87% | 10.00% 72.30% 1.00
GEFeS | 40.00% | 0.00% | 92.13% | 10.67% 69.85% 1.30
PSO 40.00% | 0.00% | 87.73% | 9.60% 69.19% 1.19
1.0 ABCO 40.00% | 0.00% | 88.27% | 9.73% 72.15% 1.21
ASO 40.00% | 0.00% | 87.33% | 12.00% 83.11% 1.18
GSO 40.00% | 0.00% | 83.87% | 10.13% 72.81% 1.10
RAND 40.00% | 0.00% | 78.93% | 9.33% 72.15% 0.97
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Table C.12. CASIS-50, Stylometry Feature Set - 428 Features, 175+(org = 25, adv = 25).

Baseline With Feature Selection Use?

w FS Alg Orig Adv Orig Adv %

Features

Used
GEFeS | 48.00% | 20.00% | 94.80% | 4.13% 49.55% 0.18
PSO 48.00% | 20.00% | 72.93% | 4.40% 50.79% | -0.26
0.0 ABCO 48.00% | 20.00% | 69.87% | 4.27% 51.21% | -0.33
’ ASO 48.00% | 20.00% | 79.33% | 14.27% 57.25% 0.37
GSO 48.00% | 20.00% | 72.93% | 4.13% 51.51% | -0.27
RAND 48.00% | 20.00% | 63.73% | 4.00% 50.07% | -0.47
GEFeS | 48.00% | 20.00% | 96.93% | 4.00% 34.35% 0.22
PSO 48.00% | 20.00% | 72.93% | 4.13% 48.47% | -0.27
0.1 ABCO 48.00% | 20.00% | 71.73% | 4.20% 49.09% | -0.29
’ ASO 48.00% | 20.00% | 79.33% | 10.93% 54.05% 0.20
GSO 48.00% | 20.00% | 69.60% | 4.40% 51.27% | -0.33
RAND 48.00% | 20.00% | 66.93% | 4.40% 50.40% | -0.39
GEFeS | 48.00% | 20.00% | 96.27% | 4.00% 32.54% 0.21
PSO 48.00% | 20.00% | 75.47% | 4.00% 48.12% | -0.23
03 ABCO 48.00% | 20.00% | 69.87% | 4.27% 49.31% | -0.33
ASO 48.00% | 20.00% | 79.07% | 9.07% 47.10% 0.10
GSO 48.00% | 20.00% | 71.07% | 4.27% 49.20% | -0.31
RAND 48.00% | 20.00% | 68.80% | 4.00% 49.70% | -0.37
GEFeS | 48.00% | 20.00% | 96.27% | 4.00% 29.88% 0.21
PSO 48.00% | 20.00% | 74.80% | 4.93% 47.74% | -0.20
05 ABCO 48.00% | 20.00% | 70.93% | 4.27% 48.15% | -0.31
’ ASO 48.00% | 20.00% | 81.13% | 5.87% 41.29% 0.04
GSO 48.00% | 20.00% | 68.67% | 4.27% 48.36% | -0.36
RAND 48.00% | 20.00% | 65.07% | 4.80% 49.82% | -0.40
GEFeS | 48.00% | 20.00% | 96.00% | 4.27% 26.00% 0.21
PSO 48.00% | 20.00% | 75.47% | 4.40% 46.97% | -0.21
0.7 ABCO 48.00% | 20.00% | 72.53% | 4.27% 47.98% | -0.28
’ ASO 48.00% | 20.00% | 81.20% | 4.93% 36.21% 0.06
GSO 48.00% | 20.00% | 71.07% | 4.13% 47.62% | -0.31
RAND 48.00% | 20.00% | 66.53% | 4.40% 50.19% | -0.39
GEFeS | 48.00% | 20.00% | 96.73% | 4.13% 23.16% 0.20
PSO 48.00% | 20.00% | 71.73% | 4.00% 46.50% | -0.31
ABCO 48.00% | 20.00% | 70.00% | 4.00% 46.44% | -0.34
0.9 ASO 48.00% | 20.00% | 83.47% | 4.00% 32.22% 0.06
GSO 48.00% | 20.00% | 68.80% | 4.27% 47.30% | -0.35
RAND 48.00% | 20.00% | 66.20% | 4.40% 50.97% | -0.42
GEFeS | 48.00% | 20.00% | 96.40% | 4.13% 21.81% 0.22
PSO 48.00% | 20.00% | 74.40% | 4.13% 45.56% | -0.24
1.0 ABCO 48.00% | 20.00% | 69.47% | 4.00% 46.16% | -0.35
ASO 48.00% | 20.00% | 83.60% | 4.00% 30.50% 0.06
GSO 48.00% | 20.00% | 68.40% | 4.27% 47.23% | -0.36
RAND 48.00% | 20.00% | 64.67% | 4.27% 49.78% | -0.44
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Table C.13. CASIS-50, Hybrid Feature Set - 566 Features, 175+(org = 25, adv = 25).

Baseline With Feature Selection Use?

w FS Alg Orig Adv Orig Adv %

Features
Used

GEFeS | 92.00% | 12.00% | 100.00% | 11.20% 52.59% 0.02
PSO 92.00% | 12.00% | 95.87% | 10.53% 51.38% | -0.28
ABCO 92.00% | 12.00% | 94.93% | 12.27% 51.50% 0.05
B2 ASO 92.00% | 12.00% | 96.00% | 7.73% 56.50% | -0.31
GSO 92.00% | 12.00% | 94.93% | 12.53% 51.36% 0.08
RAND 92.00% | 12.00% | 93.07% | 11.87% 50.08% 0.00
GEFeS | 92.00% | 12.00% | 100.00% | 8.53% 13.53% | -0.20
PSO 92.00% | 12.00% | 96.27% | 8.80% 46.76% | -0.22
0.1 ABCO 92.00% | 12.00% | 95.60% | 12.00% 49.50% 0.04
’ ASO 92.00% | 12.00% | 95.87% | 6.67% 50.49% | -0.41
GSO 92.00% | 12.00% | 94.67% | 10.40% 50.69% | -0.10
RAND 92.00% | 12.00% | 92.40% | 11.47% 50.03% | -0.04
GEFeS | 92.00% | 12.00% | 100.00% | 8.67% 13.14% | -0.19
PSO 92.00% | 12.00% | 97.07% | 11.47% 46.36% 0.01
03 ABCO 92.00% | 12.00% | 95.60% | 11.07% 48.29% | -0.04
’ ASO 92.00% | 12.00% | 96.27% | 6.00% 39.12% | -0.45
GSO 92.00% | 12.00% | 93.60% | 11.73% 48.89% 0.00
RAND 92.00% | 12.00% | 91.73% | 11.33% 49.97% | -0.06
GEFeS | 92.00% | 12.00% | 100.00% | 8.40% 12.66% | -0.21
PSO 92.00% | 12.00% | 95.47% | 10.93% 45.78% | -0.05
0.5 ABCO 92.00% | 12.00% | 96.27% | 11.33% 47.46% | -0.01
’ ASO 92.00% | 12.00% | 95.60% | 7.07% 30.01% | -0.37
GSO 92.00% | 12.00% | 93.33% | 11.83% 47.93% 0.00
RAND 92.00% | 12.00% | 91.33% | 11.20% 50.44% | -0.07
GEFeS | 92.00% | 12.00% | 100.00% | 9.47% 12.39% | -0.12
PSO 92.00% | 12.00% | 95.73% | 10.53% 44.43% | -0.08
0.7 ABCO 92.00% | 12.00% | 94.93% | 12.67% 46.40% 0.09
’ ASO 92.00% | 12.00% | 95.07% | 7.73% 22.69% | -0.32
GSO 92.00% | 12.00% | 93.33% | 10.13% 46.81% | -0.14
RAND 92.00% | 12.00% | 90.80% | 9.73% 50.04% | -0.20
GEFeS | 92.00% | 12.00% | 99.87% | 8.67% 11.60% | -0.19
PSO 92.00% | 12.00% | 94.67% | 10.40% 44.00% | -0.10
0.9 ABCO 92.00% | 12.00% | 94.00% | 9.87% 45.15% | -0.16
’ ASO 92.00% | 12.00% | 93.60% | 6.93% 18.17% | -0.40
GSO 92.00% | 12.00% | 94.13% | 11.73% 45.32% 0.00
RAND 92.00% | 12.00% | 89.07% | 9.73% 50.05% | -0.22
GEFeS | 92.00% | 12.00% | 100.00% | 8.53% 11.78% | -0.20
PSO 92.00% | 12.00% | 93.33% | 10.13% 43.00% | -0.14
1.0 ABCO 92.00% | 12.00% | 93.60% | 10.00% 44.41% | -0.15
ASO 92.00% | 12.00% | 93.33% | 7.33% 16.20% | -0.37
GSO 92.00% | 12.00% | 92.80% | 8.00% 45.42% | -0.32
RAND 92.00% | 12.00% | 90.93% | 10.40% 49.59% | -0.14
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Table C.14. CASIS-50, LIWC Feature Set - 93 Features, 175+(org =200, adv = 200).

Baseline With Feature Selection Use?

w FS Alg Orig Adv Orig Adv %

Features
Used

GEFeS | 96.00% | 93.00% | 97.47% | 83.50% 57.67% | -0.09
PSO 96.00% | 93.00% | 94.63% | 81.27% 55.66% | -0.14
0.0 ABCO 96.00% | 93.00% | 93.80% | 81.40% 57.74% | -0.15
’ ASO 96.00% | 93.00% | 93.93% | 91.03% 75.91% | -0.04
GSO 96.00% | 93.00% 93.33% | 81.33% 57.85% -0.15
RAND 96.00% | 93.00% 92.97% | 80.87% 48.57% -0.16
GEFeS 96.00% | 93.00% 97.07% | 78.30% 43.19% -0.15
PSO 96.00% | 93.00% 94.47% | 81.20% 52.76% -0.14
ABCO 96.00% | 93.00% 94.50% | 80.70% 52.62% -0.15
0.1 ASO 96.00% | 93.00% | 94.00% | 90.87% 74.87% | -0.04
GSO 96.00% | 93.00% | 93.97% | 81.63% 56.88% | -0.14
RAND 96.00% | 93.00% | 93.57% | 80.60% 49.68% | -0.16
GEFeS | 96.00% | 93.00% | 97.23% | 79.00% 45.05% | -0.14
PSO 96.00% | 93.00% 95.03% | 81.40% 51.72% -0.13
03 ABCO 96.00% | 93.00% 94.40% | 80.87% 54.44% -0.15
’ ASO 96.00% | 93.00% 94.03% | 90.40% 72.80% -0.05
GSO 96.00% | 93.00% | 93.93% | 80.77% 5491% | -0.15
RAND 96.00% | 93.00% | 93.17% | 80.73% 50.11% | -0.16
GEFeS | 96.00% | 93.00% | 97.00% | 79.93% 4297% | -0.13
PSO 96.00% | 93.00% | 94.10% | 80.27% 53.80% | -0.16
0.5 ABCO 96.00% | 93.00% | 94.43% | 79.76% 53.84% | -0.16
’ ASO 96.00% | 93.00% 94.10% | 89.97% 71.43% -0.05
GSO 96.00% | 93.00% 93.83% | 80.80% 53.66% -0.15
RAND 96.00% | 93.00% 92.67% | 79.77% 49.43% -0.18
GEFeS | 96.00% | 93.00% | 97.37% | 79.00% 42.44% | -0.14
PSO 96.00% | 93.00% | 94.47% | 80.63% 51.47% | -0.15
0.7 ABCO 96.00% | 93.00% | 94.37% | 79.80% 53.76% | -0.16
’ ASO 96.00% | 93.00% | 94.17% | 89.17% 69.39% | -0.06
GSO 96.00% | 93.00% | 93.37% | 80.53% 53.91% | -0.16
RAND 96.00% | 93.00% | 92.83% | 80.43% 50.32% | -0.17
GEFeS 96.00% | 93.00% 96.97% | 79.17% 42.01% -0.14
PSO 96.00% | 93.00% 94.27% | 80.03% 51.22% -0.16
ABCO 96.00% | 93.00% 94.30% | 80.03% 51.40% -0.16
- ASO 96.00% | 93.00% 93.83% | 88.40% 67.60% -0.07
GSO 96.00% | 93.00% | 93.57% | 81.47% 53.12% | -0.15
RAND 96.00% | 93.00% | 93.37% | 80.80% 50.47% | -0.16
GEFeS | 96.00% | 93.00% | 96.97% | 78.73% 41.86% | -0.14
PSO 96.00% | 93.00% | 94.30% | 80.40% 51.72% | -0.15
1.0 ABCO 96.00% | 93.00% 94.60% | 80.63% 51.72% -0.15
’ ASO 96.00% | 93.00% 93.90% | 87.70% 66.52% -0.08
GSO 96.00% | 93.00% 93.80% | 80.80% 54.12% -0.15
RAND 96.00% | 93.00% | 92.87% | 79.77% 50.90% | -0.17
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Table C.15. CASIS-50, Topic Modeling Feature Set - 45 Features, 175+(org = 200, adv = 200).

Baseline With Feature Selection Use?

w FS Alg Orig Adv Orig Adv %

Features
Used

GEFeS | 85.00% | 80.00% | 96.90% | 76.73% 76.96% 0.10
PSO 85.00% | 80.00% | 94.87% | 75.67% 73.26% 0.06
0.0 ABCO 85.00% | 80.00% | 95.53% | 76.13% 74.89% 0.08
’ ASO 85.00% | 80.00% | 96.43% | 77.93% 84.96% 0.11
GSO 85.00% | 80.00% | 94.37% | 75.50% 72.59% 0.05
RAND 85.00% | 80.00% | 92.03% | 74.50% 74.89% 0.01
GEFeS | 85.00% | 80.00% | 96.10% | 75.90% 70.15% 0.08
PSO 85.00% | 80.00% | 93.67% | 74.70% 70.52% 0.04
0.1 ABCO 85.00% | 80.00% | 94.93% | 75.53% 73.26% 0.06
’ ASO 85.00% | 80.00% | 96.47% | 78.00% 85.33% 0.11
GSO 85.00% | 80.00% | 94.03% | 75.30% 73.78% 0.05
RAND 85.00% | 80.00% | 91.37% | 73.97% 73.26% 0.00
GEFeS | 85.00% | 80.00% | 96.53% | 76.23% 71.04% 0.09
PSO 85.00% | 80.00% | 93.77% | 74.87% 70.74% 0.04
03 ABCO 85.00% | 80.00% | 95.00% | 75.60% 72.52% 0.06
’ ASO 85.00% | 80.00% | 96.43% | 78.00% 84.44% 0.11
GSO 85.00% | 80.00% | 94.53% | 75.%37 75.70% 0.05
RAND 85.00% | 80.00% | 91.13% | 73.60% 72.52% | -0.01
GEFeS | 85.00% | 80.00% | 96.47% | 76.30% 70.00% 0.09
PSO 85.00% | 80.00% | 93.30% | 74.33% 70.44% 0.03
05 ABCO 85.00% | 80.00% | 94.73% | 75.53% 72.44% 0.06
’ ASO 85.00% | 80.00% | 96.60% | 77.97% 83.33% 0.11
GSO 85.00% | 80.00% | 93.50% | 74.93% 73.04% 0.04
RAND 85.00% | 80.00% | 91.40% | 73.70% 72.44% 0.00
GEFeS | 85.00% | 80.00% | 96.37% | 76.47% 70.30% 0.09
PSO 85.00% | 80.00% | 93.93% | 74.47% 70.89% 0.04
0.7 ABCO 85.00% | 80.00% | 95.33% | 75.80% 71.70% 0.07
’ ASO 85.00% | 80.00% | 96.60% | 78.00% 83.19% 0.11
GSO 85.00% | 80.00% | 94.03% | 74.93% 71.19% 0.04
RAND 85.00% | 80.00% | 90.63% | 73.23% 71.70% | -0.02
GEFeS | 85.00% | 80.00% | 96.30% | 75.90% 70.30% 0.08
PSO 85.00% | 80.00% | 93.23% | 74.40% 71.85% 0.03
0.5 ABCO 85.00% | 80.00% | 94.63% | 75.20% 72.30% 0.05
’ ASO 85.00% | 80.00% | 96.77% | 78.00% 82.81% 0.11
GSO 85.00% | 80.00% | 94.63% | 75.50% 71.48% 0.06
RAND 85.00% | 80.00% | 91.47% | 74.00% 72.30% 0.00
GEFeS | 85.00% | 80.00% | 96.57% | 76.20% 69.85% 0.09
PSO 85.00% | 80.00% | 94.97% | 75.43% 69.19% 0.06
1.0 ABCO 85.00% | 80.00% | 95.30% | 75.67% 72.15% 0.07
’ ASO 85.00% | 80.00% | 96.83% | 78.00% 83.11% 0.11
GSO 85.00% | 80.00% | 93.33% | 74.90% 72.81% 0.03
RAND 85.00% | 80.00% | 91.17% | 73.77% 72.15% | -0.01
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Table C.16. CASIS-50, Stylometry Feature Set - 428 Features, 175+(org = 200, adv = 200).

Baseline With Feature Selection Use?

w FS Alg Orig Adv Orig Adv %

Features

Used
GEFeS 93.50% | 90.00% 98.70% | 76.03% 49.55% -0.10
PSO 93.50% | 90.00% 93.23% | 76.10% 50.79% -0.16
ABCO 93.50% | 90.00% 92.47% | 76.07% 51.21% -0.17
L ASO 93.50% | 90.00% | 94.83% | 78.57% 57.25% | -0.11
GSO 93.50% | 90.00% | 93.23% | 76.03% 51.51% | -0.16
RAND 93.50% | 90.00% | 90.93% | 76.00% 50.07% | -0.18
GEFeS | 93.50% | 90.00% | 99.23% | 76.00% 34.35% | -0.09
PSO 93.50% | 90.00% | 93.23% | 76.03% 48.47% | -0.16
ABCO 93.50% | 90.00% | 92.93% | 76.10% 49.09% | -0.16
0.1 ASO 93.50% | 90.00% 94.83% | 77.73% 54.05% -0.17
GSO 93.50% | 90.00% 92.40% | 76.10% 51.27% -0.17
RAND 93.50% | 90.00% | 91.73% | 76.10% 50.40% | -0.17
GEFeS | 93.50% | 90.00% | 99.07% | 76.00% 32.54% | -0.10
PSO 93.50% | 90.00% | 93.87% | 76.00% 48.12% | -0.15
03 ABCO 93.50% | 90.00% | 92.47% | 76.07% 49.31% | -0.13
ASO 93.50% | 90.00% | 94.77% | 77.27% 47.10% | -0.12
GSO 93.50% | 90.00% | 92.77% | 76.07% 49.20% | -0.16
RAND 93.50% | 90.00% 92.20% | 76.00% 49.70% -0.17
GEFeS 93.50% | 90.00% 99.07% | 76.00% 29.88% -0.10
PSO 93.50% | 90.00% 93.70% | 76.23% 47.74% -0.15
0.5 ABCO 93.50% | 90.00% | 92.73% | 76.07% 48.15% | -0.13
’ ASO 93.50% | 90.00% | 95.03% | 76.47% 41.29% | -0.17
GSO 93.50% | 90.00% | 92.17% | 76.07% 48.36% | -0.17
RAND 93.50% | 90.00% | 91.27% | 76.20% 49.82% | -0.18
GEFeS | 93.50% | 90.00% | 99.00% | 76.07% 26.00% | -0.10
PSO 93.50% | 90.00% 93.87% | 76.10% 46.97% -0.15
0.7 ABCO 93.50% | 90.00% 93.13% | 76.07% 47.98% -0.16
’ ASO 93.50% | 90.00% | 95.30% | 76.23% 36.21% | -0.13
GSO 93.50% | 90.00% | 92.77% | 76.03% 47.62% | -0.16
RAND 93.50% | 90.00% | 91.63% | 76.10% 50.19% | -0.17
GEFeS | 93.50% | 90.00% | 98.93% | 76.03% 23.16% | -0.10
PSO 93.50% | 90.00% | 92.93% | 76.00% 46.50% | -0.16
ABCO 93.50% | 90.00% | 92.50% | 76.00% 46.44% | -0.17
0.9 ASO 93.50% | 90.00% | 95.87% | 76.00% 32.22% | -0.13
GSO 93.50% | 90.00% 92.20% | 76.07% 47.30% -0.17
RAND 93.50% | 90.00% 91.30% | 76.10% 50.97% -0.18
GEFeS 93.50% | 90.00% 99.10% | 76.03% 21.81% -0.10
PSO 93.50% | 90.00% | 93.60% | 76.03% 45.56% | -0.15
1.0 ABCO 93.50% | 90.00% | 92.37% | 76.00% 46.16% | -0.17
ASO 93.50% | 90.00% | 95.90% | 76.00% 30.50% | -0.13
GSO 93.50% | 90.00% | 92.10% | 76.07% 47.23% | -0.17
RAND 93.50% | 90.00% | 91.17% | 76.07% 49.78% | -0.18
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Table C.17. CASIS-50, Hybrid Feature Set - 566 Features, 175+(org = 200, adv = 200).

Baseline With Feature Selection Use?

) FS Alg Orig Adv Orig Adv %

Features

Used
GEFeS | 99.00% | 89.00% | 100.00% | 77.80% 52.59% | -0.12
PSO 99.00% | 89.00% | 99.97% | 77.63% 51.38% | -0.13
ABCO 99.00% | 89.00% | 98.73% | 78.07% 51.50% | -0.13
2 ASO 99.00% | 89.00% | 99.00% | 76.93% 56.50% | -0.14
GSO 99.00% | 89.00% 98.73% | 78.13% 51.36% -0.12
RAND 99.00% | 89.00% 98.27% | 77.97% 50.08% -0.13
GEFeS 99.00% | 89.00% | 100.00% | 77.13% 13.53% -0.12
PSO 99.00% | 89.00% | 99.07% | 77.20% 46.76% | -0.13
o1 ABCO 99.00% | 89.00% | 98.90% | 78.00% 49.50% | -0.12
’ ASO 99.00% | 89.00% | 98.97% | 76.67% 50.49% | -0.14
GSO 99.00% | 89.00% | 98.67% | 77.60% 50.69% | -0.13
RAND 99.00% | 89.00% | 98.10% | 77.87% 50.03% | -0.13
GEFeS | 99.00% | 89.00% | 100.00% | 77.17% 13.14% | -0.12
PSO 99.00% | 89.00% 99.27% | 77.87% 46.36% -0.12
03 ABCO 99.00% | 89.00% 98.90% | 77.77% 48.29% -0.13
ASO 99.00% | 89.00% 99.07% | 76.50% 39.12% -0.14
GSO 99.00% | 89.00% | 98.40% | 77.93% 48.89% | -0.13
RAND 99.00% | 89.00% | 97.93% | 77.83% 4997% | -0.14
GEFeS | 99.00% | 89.00% | 100.00% | 77.10% 12.66% | -0.12
PSO 99.00% | 89.00% | 98.87% | 77.73% 45.78% | -0.13
0.5 ABCO 99.00% | 89.00% | 99.07% | 77.83% 47.46% | -0.12
’ ASO 99.00% | 89.00% 98.90% | 76.77% 30.01% -0.14
GSO 99.00% | 89.00% 98.33% | 77.97% 47.93% -0.13
RAND 99.00% | 89.00% 97.83% | 77.80% 50.44% -0.14
GEFeS | 99.00% | 89.00% | 100.00% | 77.37% 12.39% | -0.12
PSO 99.00% | 89.00% | 98.93% | 77.63% 44.43% | -0.13
0.7 ABCO 99.00% | 89.00% | 98.73% | 78.17% 46.40% | -0.12
’ ASO 99.00% | 89.00% | 98.77% | 76.93% 22.69% | -0.14
GSO 99.00% | 89.00% | 98.33% | 77.53% 46.81% | -0.14
RAND 99.00% | 89.00% | 97.70% | 77.43% 50.04% | -0.14
GEFeS 99.00% | 89.00% 99.97% | 77.17% 11.60% -0.12
PSO 99.00% | 89.00% 98.67% | 77.60% 44,00% -0.13
ABCO 99.00% | 89.00% 98.50% | 77.47% 45.15% -0.13
0.9 ASO 99.00% | 89.00% | 98.40% | 76.73% 18.17% | -0.14
GSO 99.00% | 89.00% | 98.53% | 77.93% 45.32% | -0.13
RAND 99.00% | 89.00% | 97.27% | 77.43% 50.05% | -0.15
GEFeS | 99.00% | 89.00% | 100.00% | 77.13% 11.78% | -0.12
PSO 99.00% | 89.00% | 98.33% | 77.53% 43.00% | -0.14
1.0 ABCO 99.00% | 89.00% 98.40% | 77.50% 44.41% -0.14
’ ASO 99.00% | 89.00% 98.33% | 76.83% 16.20% -0.14
GSO 99.00% | 89.00% 98.20% | 77.00% 45.42% -0.14
RAND 99.00% | 89.00% | 97.73% | 77.60% 49.59% | -0.14
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Appendix D
An Analysis of the Effects of Genetic and Swarm Intelligence Feature Selection on Adversarial

Author Identification Using Many Authors Detailed Results

We generated the results in this appendix using six feature selection algorithms (i.e., GEFeS,
PSO, ABCO, ASO and GSO) and followed the process outlined Chapter 7. Tables D.1-D.24, show
the results of these experiments. In the table title, we indicate the dataset (CASIS-25, CASIS-50, or
CASIS-100), the feature set (LIWC, Topic Modeling, Stylometry or Hybrid), and the
training/testing configuration, where 75+(org = 25, adv = 25) indicates we trained on 75 samples
and tested on 25 original samples and 25 adversarial samples, 75+(org = 100, adv = 100) indicates
we trained on 75 samples and tested on all 100 samples (75 original samples, plus 25 samples, either
original or adversarial), 175+(org = 25, adv = 25) indicates we trained on 175 samples and tested
on 25 original samples and 25 adversarial samples, and 175+(org = 200, adv = 200) indicates we
trained on 175 samples and tested using those 175 samples plus either the 25 original samples or
the 25 adversarial samples. Similarly, 375+(org = 25, adv = 25) means we trained on 375 samples
and tested with 25 samples (adversarial and non-adversarial), whereas 375+ (org = 400, adv = 400)
denotes training on 375 samples, but testing with all 400 samples, exchanging the adversarial
samples as previously explained. Since there are three datasets, four feature sets and two testing
approaches, we end up with 24 (3 x 4 x 2) tables of results.

Tables D.1-D.4, show the results of experiments for the CASIS-25 dataset using the
75+(org =25, adv = 25), training/testing approach, where the individual tables vary the feature set.

Tables 7.6-7.9, also use the CASIS-25 dataset, but use the 75+(org = 100, adv = 100)
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training/testing approach. Similarly, tables D.9-D.12, use the CASIS-50 dataset and the 175+ (org
= 25, adv = 25) training/testing approach. Whereas tables D.13-D.16, use the CASIS-50 dataset
and the 175+(org = 200, adv = 200) training/testing approach. Finally, tables D.17-D.20, use the
CASIS-100 dataset using the 375+(org = 25, adv = 25) training/testing approach, and tables D.21-
D.24, also use the CASIS-100 dataset with the 375+(org = 400, adv = 400) training/testing
approach.

Tables D.1-D.24 are laid out as follows. The first column, labeled w, is the feature reduction
weighting parameter as described in Equation 4.1. The second column, labeled FS Alg, identifies
the feature selection algorithm for each of the values of w. The remainder of the columns are divided
into three groups.

The first group of columns, labeled Baseline, are columns with data generated using no
feature selection. Therefore, the values in each of the rows are the same since these values are
affected neither by feature reduction nor feature selection. Notice that this first group has two
columns labeled Orig, meaning original text, and Adv, meaning adversarial text. These values are
the average accuracies across the 30 runs without and with the adversarial texts.

The second group of columns, labeled With Feature Selection, contains three columns
representing results used when employing feature selection. The first two columns of the group,
labeled Orig and Adv, correspond to accuracies without and with adversarial samples. The third
column, labeled % Features Used, shows the average percent of features used across the 30
experimental evaluations.

The third group of columns, consisting of a single column labeled Use?, is a value indicating

the preference to use, or not use, feature selection. Table 6.1 gives the definition for this value.
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Table D.1 gives the measurements generated using the LIWC feature set and the CASIS-25
dataset training on three of the samples and testing on the fourth (i.e., 75+(org = 25, adv = 25)).
The baseline accuracies, without feature selection, are 68.00% with original samples and 56.00%
when introducing adversarial samples. As previously mentioned, w has little effect on accuracy, so
the measured accuracies remain similar, as they do for these two columns across all 24 tables. The
fifth column shows accuracies for the non-adversarial, or original, writing samples using the six
feature selection algorithms ranging from 72.27% (w = 0.1 using RAND) to 89.07% (w = 0.3 using
GEFeS). The sixth column shows that with adversarial samples and feature selection, the accuracy
drops to a range of 15.73% (w = 0.7 using GEFeS) to 64.53% (w = 0.0 using ASO). The last column
indicates that the most favorable accuracy drop (from the AIdS perspective) occurs with w = 1.0
using ASO, yielding a Use? value, as defined in Table 1, of 0.04. The least favorable drop occurs
with w = 0.9 using RAND, yielding a Use? value of -0.59.

The method for generating the results for Table D.2, was similar to the method for Table
D.1, except Table D.2 uses the Topic Modeling feature set. The baseline accuracies for original
samples are 84.00%, and 8.00% when introducing adversarial samples. Using feature selection, the
accuracies improve to ranges of 77.47% (w = 0.9 using RAND) to 92.00% (w = 0.0 using GEFeS)
for original samples, and 8.67% (w = 0.0 using RAND and w = 0.7 using PSO) to 12.00% (using
ASO for w > 0.0) with adversarial samples. Unlike Table D.1, all Use? values (see Table 6.1) in
Table D.2 are positive, ranging from 0.02 (using RAND with w = 0.0 or w =0.9) to 0.56 (w = 0.0
using GEFeS), indicating that feature selection is desirable for all values of w using Topic
Modeling.

Table D.3 is like Table D.1 and Table D.2 but uses the Stylometry feature set. In Table D.3,

the baseline accuracy for original samples is 60.00%, and 32.00% with adversarial samples. When

157



we compare the accuracies of original samples among the three independent feature sets using
feature selection, we see that Stylometry has the broadest range of values, ranging from 64.40% (w
= 0.7 using RAND) to 97.47% (w = 0.1 using GEFeS). We also see from Table D.3 that the
adversarial accuracies when using feature selection are generally lower than the other three
independent feature sets, ranging from 4.00% with several configurations of w across all feature
selection algorithms, to 14.80% (w = 0.0 using ASO). With this significant swing when using
feature selection, the Use? indicators, as defined in Table 6.1, are firmly negative, ranging from -
0.22 (w = 0.0 using ASO) to -0.80 (w = 0.7 and 1.0 using RAND).

Table D.4 shows the results of the CASIS-25 dataset using 75+(org = 25, adv = 25) with
the hybrid feature set, which is a combination of the previous three feature sets. In comparison to
the three independent feature sets, the Hybrid feature set sports the highest accuracies without
adversarial samples (for both baseline and with feature selection, at 92.00% and a range of 90.00%
(w = 1.0 using RAND) to 100.00% (w = 0.1, 0.3, 0.5 & 0.7 using GEFeS) respectively. However,
when using adversarial samples, the baseline drops to 32.00% and when using feature selection
drops to a range of 6.80% (w = 0.5 using ASO) to 12.93% (w = 0.1 using GSO). This massive
swing in accuracies when introducing adversarial samples results in extremely negative Use?
values, as defined in Table 6.1, ranging from -0.54 (w = 0.0 using GEFeS) to -0.75 (w = 0.5 & 0.7
using ASO).

Table D.5 starts over with the LIWC feature set and the CASIS-25 dataset, but this time
using 75+(org = 100, adv = 100). Notice that this configuration is similar to that used in Table D.1
but differs in that this configuration tests all 100 samples (with and without the adversarial texts).
The baseline accuracies are 92.00% and 88.00% for original and adversarial samples respectively.

The feature selection accuracies range from 93.07% (w = 0.1 using RAND, and w = 0.9 using
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RAND or GEFeS) to 97.27% (w = 0.3 using GEFeS) and 78.93% (w = 0.7 using GEFeS) to 91.13%
(w = 0.0 using ASO) for original and adversarial samples. The Use? values, as defined in Table 6.1,
are mostly negative ranging from 0.05 (w = 0.0 using ASO) to -0.09 (w = 0.9 using RAND and w
= 1.0 using ABCO).

Table D.6 continues using the CASIS-25 dataset and 75+(org = 100, adv = 100), but
employs the Topic Modeling feature set. The baseline accuracies in Table D.6, are 96.00% for
original samples and 77.00% for adversarial samples. In Table D.6 the accuracies are not
significantly influenced by the introduction of adversarial samples, with accuracies ranging from
90.73% (w = 0.9 using RAND) to 96.87% (w = 0.0 using GEFeS), and a range of 73.50 % (w = 0.5
using RAND) to 78.00 (using ASO for all values except w = 0.0), for original and adversarial
respectively. We note that the Use? values do not show much variation, with only a minor
movement from -0.10 (w = 1.0 using RAND) to 0.02 (using ASO for all values of w).

In Table D.7 we see the results again for the Stylometry feature set for CASIS-25, but this
time testing with all samples (75+(org = 100, adv = 100)). The baseline accuracies are 90.00% and
83.00% for original samples and adversarial samples respectively. Using feature selection, the non-
adversarial sample accuracies range from 91.10% (w = 0.7 using RAND) to 99.87 (w = 1.0 using
GEFeS), and for adversarial samples, the accuracies remain relatively close to 76.00%, ranging
from several occurrences of 76.00% to 77.67% (w = 0.1 using ASO). The Use? value, as defined
in Table 6.1, hovers near 0.0 with values of 0.02 (for various algorithms and values of w), to -0.07
when using RAND for most values of w.

Table D.8 CASIS-25 using 75+(org = 100, adv = 100), is the Hybrid feature set with
baseline accuracies of 98.00% and 83.00% for non-adversarial, or original, and adversarial samples.

Feature selection yields an original accuracy near or at 100.00% (GEFeS with w = 0.1, 0.3, 0.5 &
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0.7), with the lowest accuracy being 97.50% (w = 1.0 using RAND). The adversarial samples have
an accuracy ranging from 76.70% (w = 0.5 using ASO), to 78.23% (w = 0.1 using GSO). The Use?
values, as defined in Table 6.1, are all slightly negative with values between -0.04 and -0.07.

Starting with Table D.9 we switch to using the CASIS-50 dataset, with tables D.9-D.12
using 175+(org = 25, adv = 25), which is to say we trained using 175 samples and tested on 25
with and without the adversarial samples. Tables D.13-D.16 use 175+(org = 200, adv = 200),
which also trained on 175 samples, but tested using all 200 samples.

Table D.9 uses the LIWC feature set with accuracies for baseline (i.e., no feature selection)
being 68.00% for original samples and 44.00% when using adversarial samples. Feature selection
yields accuracies on original samples ranging from 71.33% (using RAND with w = 0.7) to 89.97
(using GEFeS with w = 0.0). Testing with adversarial samples, the accuracies drop to the range of
13.33% (w = 0.1 using GEFeS) to 64.13% (w = 0.0 using ASO). The Use? values have a broad
spread of values ranging from a high of 0.57 (w = 0.0 using ASO) to -0.42 w = 0.7 using ABCO or
GSO).

Table D.10 uses the Topic Modeling feature set. The baseline accuracy values are 40.00%
for original samples and 0.00% for the adversarial samples. This poor performance demonstrates
the adverse effect of increasing the number of authors when using topic modeling. Also, note that
the complete failure to classify correctly a single baseline adversarial sample causes the Use?
conditional (see Table 6.1) to fire resulting in unusually higher (positive) values. Notice that with
feature selection, the accuracy increases to a range of 78.80% (w = 0.7 using RAND) to 92.13%
(w = 0.9 & 1.0 using GEFeS) for original samples. Accuracies for adversarial samples range from
8.93% (w = 0.7 using GSO) to 12.00% (w = 0.1, 0.3, 0.7, 0.9 & 1.0 using ASO). The Use?

conditional captures this case where, in the face of an adversarial attack, complete failure occurs
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without feature selection, but some success is realized with feature selection. Therefore, the Use?
values are positive, ranging from 0.97 to 1.30.

The results of Table D.11, reflect using the Stylometry feature set with baseline accuracies
of 48.00% for original samples, and 20.00% for adversarial samples. Feature selection raises the
accuracies of the original samples to a range of 63.73% (w = 0.0 using RAND) to 96.93 (w = 0.1
using GEFeS). However, when we applied feature selection to the adversarial samples, we saw the
accuracies drop to a range of 4.00% (for several values of w and several algorithms) to 14.27% (w
= 0.0 using ASO). Generally, the Use? values are often negative, with a low-end of -0.47 (w = 0.0
using RAND). However, because the baseline values are so low, we see some Use? values are
positive, with a high-end of 0.37 (w = 0.0 using ASO).

Table D.12 reflects the values using the Hybrid feature set. The baseline accuracies are
92.00% for original samples, and 12.00% for adversarial samples. Using feature selection on the
original samples, we see a range of accuracies from 89.07% (w = 0.9 using RAND) to 100.00%
(for all values of w except 0.9 using GEFeS). Accuracies using feature selection on adversarial
samples range from 6.00% (w = 0.3 using ASO) to 12.67 (w = 0.7 using ABCO). The Use? values
are mixed, ranging from a high of 0.09 (w = 0.7 using ABCO) to a low of -0.45 (w = 0.3 using
ASO).

As previously noted, in tables D.13-D.16, we switch to using 175+(org = 200, adv = 200),
still using the CASIS-50 dataset. The data in Table D.14, reflects using the LIWC feature set. The
baseline accuracies are 96.00% for original samples and 93.00% for adversarial samples. We see a
large jump in the baseline accuracies, compared to Table D.9, due to the change in testing using
many of the samples also used in training. This same effect carries over to the use of feature

selection with accuracies of original samples ranging from 92.67% (w = 0.5 using RAND) to

161



97.47% (w = 0.0 using GEFeS), and for adversarial samples, a range of 78.30% (w = 0.1 using
GEFeS) to 91.03% (w = 0.0 using ASO). Because both the baseline and feature selection accuracies
are high, the Use? values are slightly negative, ranging from a high of -0.04 (w = 0.1 using ASO)
to a low of -0.18 (w = 0.5 using RAND).

The results shown in Table D.14, are based on the Topic Modeling feature set with baseline
accuracies of 85.00% for original samples and 80.00% when swapping in the adversarial samples.
The feature selection accuracies for original samples range from 90.63% (w = 0.7 using RAND) to
96.90% (w = 0.0 using GEFeS), and when swapping in the adversarial samples the accuracies range
from 73.23 % (w = 0.7 using RAND) to 78.00% (for several values of w using ASO). The Use?
values are generally positive, except for a few RAND values of -0.01 and -0.02 (w = 0.3, 0.7 &
1.0). The high-end of the Use? range is 0.11 for ASO (all values of w).

Table D.15 shows results when using the Stylometry feature set with baseline accuracies of
93.50% for original samples and 90.00% when including adversarial samples. Feature selection
accuracies range from 90.93% (w = 0.0 using RAND) t0 99.23% (w = 0.1 using GEFeS) for original
samples, and for adversarial samples a range of 76.00% (for most of the feature selection algorithms
at various settings for w) to 78.57% (w = 0.0 using ASO). The Use? values are all negative and
range from -0.09 (w = 0.1 using GEFeS) to -0.18 (w = 0.0, 0.5, 0.9 & 1.0 using RAND).

The results of Table D.16 consider the Hybrid dataset with baseline values of 99.00% for
original values and 89.00% when swapping in adversarial samples. Feature selection gives a range
of accuracies on original samples of 97.27% (w = 0.9 using RAND) to 100.00% (w =0.0-0.7 & 1.0
using GEFeS). Feature selection using the adversarial samples drops the accuracy range to 76.50%
(w = 0.3 using ASO) to 78.17% (w = 0.7 using ABCO). Once again, the Use? values are negative

clumping tightly between -0.12 and -0.15.
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As previously mentioned, the results in tables D.17-D.24, are based on experiments using
the CASIS-100 dataset. Table D.17 is like Table D.1 and Table D.9. Table D.17 trains on all but
adversarial samples and tests with and without the adversarial samples using the LIWC feature set.
We see the baseline original and adversarial accuracies are 52% and 44% respectively. When using
feature selection, the non-adversarial accuracies range from 47.47% (w = 0.9 using RAND) to
56.67% (w = 0.1 using ASO). Adversarial accuracies range from 1.47% (w = 0.3 using GEFeS) to
14.00% (w = 0.1 using ASO). The Use? values are strongly negative ranging from -0.57 (w = 0.0
using ASO) to -1.04 (w = 0.9 using ABCO).

Table D.18, like tables D.2 and D.10, uses the Topic Modeling feature set. Baseline
accuracies are low (0.00% to 32.00%). Feature selection improves accuracies only slightly ranging
from 32.00% to 43.87% (w = 0.9 using GEFeS) for non-adversarial samples, and 0.00% to 0.27%
(w = 1.0 using RAND). Because the baseline adversarial accuracies are zero, the conditional is used
to calculate the Use? values, which mostly are only slightly positive (the only exception being a
value of -0.02 w = 0.1 using RAND), ranging from 0.00 to 0.12 (w = 0.9 using GEFeS).

Table D.19 is similar to tables D.3 and D.11 using the Stylometry feature set. The baseline
accuracies are 28.00% for original samples and 12.00% for adversarial samples. Using feature
selection improves only the original sample accuracies, which range from just below 30.00% (w =
0.5 using RAND), to 55.73% (w = 0.5 using GEFeS). Adversarial accuracies with feature selection
are abysmal for most of the feature selection algorithms ranging roughly between 0.00% - 1.00%.
But ASO sometimes demonstrates an improvement over the baseline (especially for low values of
w) ranging from 0.00% (w = 1.0) to 19.20% (w = 0.1 and 0.3). This causes the Use? values to be

mostly negative, except for lower values of w for ASO, which are strongly positive (0.31 to 1.32).
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Table D.20 uses the Hybrid feature set and training/testing configurations similar to tables
D.4 and D.12. The baseline accuracy for original samples is promising at 72.00%. However,
introducing adversarial samples drops the accuracy to 8.00%. Interestingly, feature selection is not
always helpful with values that range from 65.07% (w = 0.0 using RAND) to 83.73% (w = 0.9
using GEFeS). Accuracies using adversarial samples causes a significant drop ranging from 0.27%
(w = 0.7 using GEFeS) to just over 5% (w = 0.0 using GEFeS). This significant degradation forces
the Use? values to be firmly negative ranging from -0.24 (w = 0.0 using GEFeS) to -0.97 (w = 1.0
using RAND).

Tables D.21-D.24 revisit the CASIS-100 dataset with the same feature sets (i.e., LIWC,
Topic Modeling, Stylometry and Hybrid), but test using all samples. Table D.21 (compare with
tables D.5 and D.13), shows results using the LIWC feature set. Baseline accuracies are high
(96.75%) with only a slight drop due to adversarial samples (96.25). Feature selection doesn’t have
a significant effect on original accuracies with a range of 96.22% (w = 1.0 using GSO) to 97.17%
(w = 0.0 using ASO). The Use? values are only slightly negative, ranging from -0.01 to -0.04.

Table D.22 uses the Topic Modeling feature set (like tables D.6 and D.14) with baseline
accuracies for both original and adversarial samples at 88.75% and 86.75%. Feature selection
generally is not very helpful with accuracies ranging from about low 87% (notice this is a drop from
the baseline) to the high 88% for original samples and the high 84% to the mid 86% for adversarial
samples. Notice that feature selection does not improve accuracies much, but also does not hinder
adversarial accuracies either. As a result, Use? values are only slightly negative ranging from 0.00
to -0.04.

Table D.23, like tables D.7 and D.15, uses the Stylometric feature set with baseline

accuracies of 95.50% and 94.50% (original and adversarial). Feature selection has a slightly positive
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effect on original samples causing the accuracies to range from 95.58% (w = 0.5 using RAND) to
97.23% (w = 0.5 using GEFeS). Accuracies using feature selection and adversarial samples
generally remain high, ranging from 93.75% (only slightly worse than the baseline) to 94.95%
(using ASO), which causes the Use? values mostly to be slightly positive, ranging from a few
occurrences of -0.01 to 0.02.

Finally, Table D.24, uses the Hybrid feature set (like tables D.8 and D.16), with baseline
accuracies of 98.25% and 94.25% (original and adversarial respectively). In these results we see
that feature selection causes perhaps only a slight improvement in original samples with ranges of
accuracies from 97.80% (w = 0.0 using RAND) to 98.94% (w = 0.5 using GEFeS). These ranges
yield Use? values that hover around 0.00, ranging from -0.01 to 0.01.

As the intent of this work is to begin to shed some light on the susceptibility of feature
selection on adversarial authorship attacks, it is helpful to make some general observations about
these data.

The first observation has to do with the effects of increasing the number of authors in the
dataset. For example, if we compare the baseline values in tables D.4, D.12, and D.20, where all
tables use Hybrid features and test on 25 samples, we see that the increased number of authors has
little impact on original accuracies (92.00%, 92.00% and 72.00), but some impact on adversarial
accuracies (32.00%, 12.00% and 8.00%). Compare this to tables D.2, D.10, and D.18 which use the
Topic Modeling feature set, where the same accuracies change more drastically (84.00%, 40.00%
and 32.00% for original samples, and 8.00%, 0.00%, and 0.00% for adversarial samples). From
these two examples, we can draw the conclusion that different feature sets react differently (at least
when no feature selection is used) as the number of authors grow, both in terms of original samples

and adversarial samples.
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A second observation is that, for baseline original samples across all datasets, the Hybrid
feature set dominates author identification accuracies (92.00%, 98.00%, 92.00%, 98.00%, 72.00%
and 98.25%), whereas the LIWC feature set dominates (56.00%, 88.00%, 44.00%, 93.00%,
44.00%, 96.25%) when using adversarial samples. This indicates that, even without feature
selection, feature sets react differently to adversarial attacks.

A third observation is a result of comparing Use? values across tables. We see that, for the
LIWC, Stylometry and Hybrid feature sets, Use? values are generally neutral or negative. However,
the Topic Modeling feature set has Use? values that are neutral or positive. From this observation
we may draw the conclusion that, when using feature selection, feature sets reactive relatively
differently, to adversarial attacks.

The fourth observation is that for all tables, except ASO in Table D.9, the Use? values
appear to be clustered within the table (as opposed to the values of other tables), even across the
various feature selection algorithms (including the RAND algorithm!), and across values of w. This
observation may indicate that the feature set is perhaps the dominate factor in determining

adversarial author identification susceptibility.
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Table D.1. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the CASIS-25, LIWC Feature Set - 93 Features, 75+(org = 25, adv = 25).

Baseline With Feature Selection Use?

) FS Alg Orig Adv Orig Adv %

Features
Used

GEFeS | 68.00% | 56.00% | 88.80% | 35.07% | 57.46% | -0.07
PSO 68.00% | 56.00% | 77.47% | 27.87% | 56.16% | -0.36
0.0 ABCO 68.00% | 56.00% | 78.00% | 27.205| 56.13% | -0.37
’ ASO 68.00% | 56.00% | 75.87% | 64.53% | 75.88% 0.27
GSO 68.00% | 56.00% | 74.40% | 28.13% | 57.78% | -0.40
RAND 68.00% | 56.00% | 73.20% | 22.67% | 50.25% | -0.52
GEFeS | 68.00% | 56.00% | 88.00% | 17.73% | 44.12% | -0.39
PSO 68.00% | 56.00% | 78.27% | 22.27% | 53.66% | -0.45
0.1 ABCO 68.00% | 56.00% | 77.07% | 23.20% | 53.05% | -0.45
’ ASO 68.00% | 56.00% | 75.60% | 64.40% | 74.41% 0.26
GSO 68.00% | 56.00% | 76.80% | 27.20% | 57.31% | -0.38
RAND 68.00% | 56.00% | 72.27% | 23.07% | 50.18% | -0.52
GEFeS | 68.00% | 56.00% | 89.07% | 17.33% | 43.37% | -0.38
PSO 68.00% | 56.00% | 78.53% | 25.87% | 53.66% | -0.38
03 ABCO 68.00% | 56.00% | 76.27% | 24.00% | 52.83% | -0.45
’ ASO 68.00% | 56.00% | 76.40% | 61.87% | 72.62% 0.23
GSO 68.00% | 56.00% | 72.80% | 25.33% | 55.70% | -0.48
RAND 68.00% | 56.00% | 74.27% | 23.07% | 50.29% | -0.50
GEFeS | 68.00% | 56.00% | 88.53% | 16.40% | 44.73% | -0.41
PSO 68.00% | 56.00% | 80.40% | 20.93% | 50.57% | -0.44
0.5 ABCO 68.00% | 56.00% | 75.07% | 22.40% | 52.54% | -0.50
’ ASO 68.00% | 56.00% | 76.00% | 61.07% | 71.47% 0.21
GSO 68.00% | 56.00% | 74.40% | 24.67% | 55.34% | -0.47
RAND 68.00% | 56.00% | 72.67% | 26.00% | 49.32% | -0.47
GEFeS | 68.00% | 56.00% | 88.00% | 15.73% | 48.16% | -0.42
PSO 68.00% | 56.00% | 79.33% | 23.47% | 53.26% | -0.41
0.7 ABCO 68.00% | 56.00% | 76.00% | 24.00% | 53.01% | -0.45
’ ASO 68.00% | 56.00% | 75.87% | 57.47% | 69.61% 0.14
GSO 68.00% | 56.00% | 74.13% | 23.60% | 52.83% | -0.49
RAND 68.00% | 56.00% | 74.13% | 22.13% | 50.75% | -0.51
GEFeS | 68.00% | 56.00% | 88.40% | 16.27% | 42.22% | -0.41
PSO 68.00% | 56.00% | 76.53% | 22.53% | 51.25% | -0.47
0.5 ABCO 68.00% | 56.00% | 77.73% | 22.40% | 52.69% | -0.46
’ ASO 68.00% | 56.00% | 76.40% | 54.67% | 67.10% 0.10
GSO 68.00% | 56.00% | 74.80% | 19.73% | 52.69% | -0.55
RAND 68.00% | 56.00% | 72.40% | 19.33% | 49.43% | -0.59
GEFeS | 68.00% | 56.00% | 87.73% | 16.93% | 4093% | -0.41
PSO 68.00% | 56.00% | 77.20% | 21.33% | 51.79% | -0.48
1.0 ABCO 68.00% | 56.00% | 76.13% | 17.20% | 49.78% | -0.57
’ ASO 68.00% | 56.00% | 75.60% | 51.87% | 66.63% 0.04
GSO 68.00% | 56.00% | 75.33% | 23.73% | 51.51% | -0.47
RAND 68.00% | 56.00% | 73.07% | 23.87% | 49.68% | -0.50
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Table D.2. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the CASIS-25, Topic Modeling Feature Set - 45 Features, 75+(org = 25, adv =

25).

Baseline With Feature Selection Use?

® FS Alg Orig Adv Orig Adv %

Features

Used
GEFeS 84.00% 8.00% 92.00% | 11.73% 77.11% 0.56
PSO 84.00% 8.00% 85.20% 9.73% 73.19% 0.23
0.0 ABCO 84.00% 8.00% 87.07% | 10.00% 75.56% 0.29
’ ASO 84.00% 8.00% 85.87% | 11.87% 85.04% 0.51
GSO 84.00% | 8.00% | 85.20% | 9.20% | 74.74% 0.16
RAND | 84.00% | 8.00% | 7853% | 8.67% | 50.67% 0.02
GEFeS | 84.00% | 8.00% | 91.33% | 10.53% | 70.74% 0.40
PSO 84.00% | 8.00% | 87.07% | 9.33% | 70.22% 0.20
- ABCO 84.00% | 8.00% | 88.13%| 9.73% | 71.26% 0.27
’ ASO 84.00% 8.00% 85.47% | 12.00% 84.81% 0.52
GSO 84.00% 8.00% 84.13% 9.33% 71.70% 0.17
RAND 84.00% 8.00% 78.53% 8.93% 50.44% 0.05
GEFeS 84.00% 8.00% 91.47% | 11.20% 69.41% 0.49
PSO 84.00% 8.00% 87.60% 9.33% 71.85% 0.21
03 ABCO 84.00% 8.00% 88.27% 9.73% 71.48% 0.27
ASO 84.00% | 8.00% | 85.73% | 12.00% | 84.22% 0.52
GSO 84.00% | 8.00% | 84.80% | 9.20% | 72.22% 0.16
RAND | 84.00% | 8.00% | 78.80% | 8.80% | 48.74% 0.04
GEFeS | 84.00% | 8.00% | 91.87% | 11.20% | 70.00% 0.49
PSO 84.00% | 8.00% | 85.33% | 9.60% | 70.22% 0.22
05 ABCO 84.00% | 8.00% | 87.87%| 9.07% | 71.70% 0.18
’ ASO 84.00% | 8.00% | 86.13% | 12.00% | 84.07% 0.53
GSO 84.00% 8.00% 85.20% 9.20% 72.89% 0.16
RAND 84.00% 8.00% 78.67% 9.20% 49.41% 0.09
GEFeS 84.00% 8.00% 91.47% | 10.80% 70.15% 0.44
PSO 84.00% 8.00% 86.40% 8.67% 70.07% 0.11
0.7 ABCO 84.00% 8.00% 87.87% 9.20% 74.00% 0.20
’ ASO 84.00% 8.00% 86.67% | 12.00% 83.19% 0.53
GSO 84.00% | 8.00% | 84.00% | 9.47% | 72.37% 0.18
RAND | 84.00% | 8.00% | 81.33% | 9.20% | 49.85% 0.12
GEFeS | 84.00% | 8.00% | 91.47% | 11.33% | 69.85% 0.51
PSO 84.00% | 8.00% | 85.47% | 8.93% | 68.89% 0.13
ABCO 84.00% | 8.00% | 87.73% | 9.60% | 72.89% 0.24
0.9 ASO 84.00% | 8.00% | 86.93% | 12.00% | 83.04% 0.53
GSO 84.00% | 8.00% | 85.87% | 9.33% | 71.93% 0.19
RAND 84.00% 8.00% 77.47% 8.80% 47.70% 0.02
GEFeS 84.00% 8.00% 91.47% | 10.93% 70.15% 0.46
PSO 84.00% 8.00% 86.40% 9.33% 71.41% 0.20
1.0 ABCO 84.00% 8.00% 87.47% 9.47% 71.26% 0.22
ASO 84.00% | 8.00% | 87.20% | 12.00% | 82.67% 0.54
GSO 84.00% | 8.00% | 85.33% | 9.60% | 72.89% 0.22
RAND [ 84.00% | 8.00% | 7893% | 8.93% | 48.07% 0.06
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Table D.3. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the CASIS-25, Stylometry Feature Set - 428 Features, 75+(org = 25, adv = 25).

Baseline With Feature Selection Use?

) FS Alg Orig Adv Orig Adv %

Features

Used
GEFeS | 60.00% | 32.00% | 95.33% | 4.27% 48.77% | -0.28
PSO 60.00% | 32.00% | 71.47% | 4.27% 51.25% | -0.68
ABCO 60.00% | 32.00% 70.27% 4.00% 51.31% -0.70
A ASO 60.00% | 32.00% | 79.33% | 14.80% 57.31% | -0.22
GSO 60.00% | 32.00% | 69.87% | 4.13% 51.85% | -0.71
RAND 60.00% | 32.00% | 65.87% | 4.67% 49.99% | -0.76
GEFeS | 60.00% | 32.00% | 97.47% | 4.13% 34.21% | -0.25
PSO 60.00% | 32.00% | 71.07% | 4.13% 48.36% | -0.69
0.1 ABCO 60.00% | 32.00% | 71.07% | 4.13% 49.51% | -0.69
’ ASO 60.00% | 32.00% 80.13% | 10.67% 54.05% -0.33
GSO 60.00% | 32.00% | 71.73% | 4.40% 51.09% | -0.67
RAND 60.00% | 32.00% | 68.93% | 4.00% 50.32% | -0.73
GEFeS 60.00% | 32.00% 96.00% 4.00% 32.38% -0.27
PSO 60.00% | 32.00% | 73.33% | 4.13% 48.27% | -0.65
03 ABCO 60.00% | 32.00% | 70.67% | 4.40% 48.89% | -0.68
ASO 60.00% | 32.00% 79.33% 8.40% 47.47% -0.42
GSO 60.00% | 32.00% | 68.40% | 4.27% 49.14% | -0.73
RAND 60.00% | 32.00% | 65.73% | 4.13% 50.38% | -0.78
GEFeS 60.00% | 32.00% 96.27% 4.13% 29.43% -0.27
PSO 60.00% | 32.00% 73.87% 4.27% 47.31% -0.64
ABCO 60.00% | 32.00% | 71.47% | 4.53% 48.96% | -0.67
DS ASO 60.00% | 32.00% 80.27% 6.13% 41.64% -0.47
GSO 60.00% | 32.00% 71.20% 4.00% 49.00% -0.69
RAND 60.00% | 32.00% | 65.87% | 4.00% 4991% | -0.78
GEFeS | 60.00% | 32.00% | 96.40% | 4.00% 26.10% | -0.27
PSO 60.00% | 32.00% | 74.00% | 4.00% 47.18% | -0.64
ABCO 60.00% | 32.00% | 71.20% | 4.00% 47.06% | -0.69
B ASO 60.00% | 32.00% | 81.87% | 4.67% 36.51% | -0.49
GSO 60.00% | 32.00% 69.20% 4.00% 48.70% -0.72
RAND 60.00% | 32.00% | 64.40% | 4.13% 49.60% | -0.80
GEFeS | 60.00% | 32.00% | 94.67% | 4.00% 23.29% | -0.30
PSO 60.00% | 32.00% 73.73% 4.13% 45.69% -0.64
ABCO 60.00% | 32.00% 72.53% 4.00% 46.90% -0.67
0.9 ASO 60.00% | 32.00% | 82.67% | 4.00% 32.76% | -0.50
GSO 60.00% | 32.00% | 68.80% | 4.00% 46.88% | -0.73
RAND 60.00% | 32.00% | 65.73% | 4.40% 50.79% | -0.77
GEFeS | 60.00% | 32.00% | 95.47% | 4.00% 21.54% | -0.28
PSO 60.00% | 32.00% | 71.20% | 4.13% 45.33% | -0.68
1.0 ABCO 60.00% | 32.00% 69.47% 4.27% 45.80% -0.71
ASO 60.00% | 32.00% | 83.60% | 4.00% 30.97% | -0.48
GSO 60.00% | 32.00% | 68.87% | 4.27% 46.14% | -0.72
RAND 60.00% | 32.00% 64.53% 4.00% 50.10% -0.80
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Table D.4. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the CASIS-25, Hybrid Feature Set -566 Features, 75+(org = 25, adv = 25).

Baseline With Feature Selection Use?

) FS Alg Orig Adv Orig Adv %

Features
Used

GEFeS | 92.00% | 32.00% | 99.73% | 12.13% | 52.09% | -0.54
PSO 92.00% | 32.00% | 96.27% | 11.20% | 51.21% | -0.60
o0 ABCO 92.00% | 32.00% | 94.67% | 10.93% | 51.64% | -0.63
’ ASO 92.00% | 32.00% 96.13% 7.47% 57.04% -0.72
GSO 92.00% | 32.00% | 95.07% | 11.87% | 51.48% | -0.60
RAND 92.00% | 32.00% | 92.80% | 11.60% | 50.37% | -0.63
GEFeS | 92.00% | 32.00% | 100.00% | 8.27% | 13.47% | -0.65
PSO 92.00% | 32.00% 96.53% | 10.53% 47.83% -0.62
ABCO 92.00% | 32.00% | 95.20% | 10.93% | 49.58% | -0.62
- ASO 92.00% | 32.00% | 96.13% | 6.93% | 51.01% | -0.74
GSO 92.00% | 32.00% | 94.13% | 12.93% | 50.21% | -0.57
RAND 92.00% | 32.00% 94.13% | 11.73% 49.77% -0.61
GEFeS | 92.00% | 32.00% | 100.00% | 10.13% | 13.12% | -0.60
PSO 92.00% | 32.00% | 96.00% | 9.73% | 46.77% | -0.65
03 ABCO 92.00% | 32.00% 95.47% | 10.27% 47.89% -0.64
’ ASO 92.00% | 32.00% 96.13% 6.93% 39.08% -0.74
GSO 92.00% | 32.00% | 92.80% | 12.13% | 49.55% | -0.61
RAND 92.00% | 32.00% | 93.33% | 10.13% | 50.22% | -0.67
GEFeS 92.00% | 32.00% | 100.00% 9.20% 12.74% -0.63
PSO 92.00% | 32.00% 95.60% 9.60% 45.47% -0.66
0.5 ABCO 92.00% | 32.00% | 95.73% | 9.47% | 47.35% | -0.66
’ ASO 92.00% | 32.00% | 95.60% | 6.80% | 29.86% | -0.75
GSO 92.00% | 32.00% 93.60% 9.60% 48.10% -0.68
RAND 92.00% | 32.00% | 92.00% | 11.60% | 50.24% | -0.64
GEFeS | 92.00% | 32.00% | 100.00% | 9.07% | 12.40% | -0.63
PSO 92.00% | 32.00% | 96.27% | 10.00% | 44.69% | -0.64
0.7 ABCO 92.00% | 32.00% 94.80% | 10.40% 45.94% -0.64
’ ASO 92.00% | 32.00% | 94.93% | 7.07% | 22.82% | -0.75
GSO 92.00% | 32.00% | 94.13% | 8.93% | 47.39% | -0.70
RAND 92.00% | 32.00% | 90.67% | 10.00% | 50.17% | -0.70
GEFeS 92.00% | 32.00% 99.87% 8.67% 11.81% -0.64
PSO 92.00% | 32.00% | 93.07% | 9.73% | 43.82% | -0.68
0.9 ABCO 92.00% | 32.00% | 94.13% | 10.80% | 45.27% | -0.64
’ ASO 92.00% | 32.00% | 93.73% | 7.73% | 17.92% | -0.74
GSO 92.00% | 32.00% 93.20% | 10.53% 45.76% -0.66
RAND 92.00% | 32.00% | 90.67% | 9.73% | 49.67% | -0.71
GEFeS | 92.00% | 32.00% | 99.87% | 8.67% | 11.28% | -0.64
PSO 92.00% | 32.00% 93.73% 8.53% 43.42% -0.71
1.0 ABCO 92.00% | 32.00% | 93.33% | 12.27% | 44.59% | -0.60
ASO 92.00% | 32.00% | 93.73% | 7.07% | 16.49% | -0.76
GSO 92.00% | 32.00% | 92.00% | 12.00% | 45.55% | -0.63
RAND 92.00% | 32.00% 90.00% | 12.27% 49.91% -0.64
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Table D.5. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the CASIS-25, LIWC Feature Set - 93 Features, 75+(org = 100, adv = 100).

Baseline With Feature Selection Use?

7 FS Alg Orig Adv Orig Adv %

Features
Used

GEFeS | 92.00% | 88.00% | 97.20% | 83.77% 57.46% 0.00
PSO 92.00% | 88.00% | 94.37% | 81.97% 56.16 % | -0.05
0.0 ABCO 92.00% | 88.00% | 94.47% | 81.77% 56.13% | -0.05
’ ASO 92.00% | 88.00% | 93.97% | 91.13% 75.88% 0.05
GSO 92.00% | 88.00% | 93.53% | 81.97% 57.78% | -0.06
RAND 92.00% | 88.00% | 93.27% | 80.63% 50.25% | -0.08
GEFeS | 92.00% | 88.00% | 97.00% | 79.43% 44.12% | -0.05
PSO 92.00% | 88.00% | 94.50% | 80.50% 53.66 % | -0.07
0.4 ABCO 92.00% | 88.00% | 94.27% | 80.80% 53.05% | -0.07
’ ASO 92.00% | 88.00% | 93.90% | 91.10% 74.41% 0.04
GSO 92.00% | 88.00% | 94.20% | 81.80% 57.31% | -0.06
RAND 92.00% | 88.00% | 93.07% | 80.83% 50.18% | -0.08
GEFeS | 92.00% | 88.00% | 97.27% | 79.33% 43.37% | -0.05
PSO 92.00% | 88.00% | 94.63% | 81.47% 53.66% | -0.06
03 ABCO 92.00% | 88.00% | 94.00% | 80.90% 52.83% | -0.07
ASO 92.00% | 88.00% | 94.10% | 90.47% 72.62% 0.04
GSO 92.00% | 88.00% | 93.20% | 81.33% 55.70% | -0.07
RAND 92.00% | 88.00% | 93.50% | 80.70% 50.29% | -0.08
GEFeS | 92.00% | 88.00% | 97.13% | 79.10% 44.73% | -0.06
PSO 92.00% | 88.00% | 95.07% | 80.20% 50.57% | -0.07
05 ABCO 92.00% | 88.00% | 93.77% | 80.60% 52.54% | -0.08
’ ASO 92.00% | 88.00% | 94.00% | 90.27% 71.47% 0.04
GSO 92.00% | 88.00% | 95.53% | 81.10% 55.34% | -0.07
RAND 92.00% | 88.00% | 93.13% | 81.47% 49.32% | -0.07
GEFeS | 92.00% | 88.00% | 97.00% | 78.93% 48.16% | -0.06
PSO 92.00% | 88.00% | 94.80% | 80.83% 53.26% | -0.06
0.7 ABCO 92.00% | 88.00% | 93.93% | 80.93% 53.01% | -0.07
’ ASO 92.00% | 88.00% | 93.97% | 89.37% 69.61% 0.03
GSO 92.00% | 88.00% | 93.50% | 80.87% 52.83% | -0.08
RAND 92.00% | 88.00% | 93.40% | 80.40% 50.75% | -0.08
GEFeS | 92.00% | 88.00% | 97.03% | 79.00% 42.22% | -0.06
PSO 92.00% | 88.00% | 94.13% | 80.63% 51.25% | -0.07
0.5 ABCO 92.00% | 88.00% | 94.40% | 80.57% 52.69% | -0.07
’ ASO 92.00% | 88.00% | 94.10% | 88.67% 67.10% 0.02
GSO 92.00% | 88.00% | 93.67% | 79.90% 52.69% | -0.08
RAND 92.00% | 88.00% | 93.07% | 79.80% 49.43% | -0.09
GEFeS | 92.00% | 88.00% | 96.93% | 79.23% 4093% | -0.06
PSO 92.00% | 88.00% | 94.30% | 80.33% 51.79% | -0.07
1.0 ABCO 92.00% | 88.00% | 94.03% | 79.30% 49.78% | -0.09
ASO 92.00% | 88.00% | 93.90% | 87.97% | 66.63% 0.01
GSO 92.00% | 88.00% | 93.80% | 80.90% 51.51% | -0.07
RAND 92.00% | 88.00% | 93.27% | 80.97% 49.68% | -0.08
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Table D.6. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the CASIS-25, Topic Modeling Feature Set - 45 Features, 75+(org = 100, adv =

100).
Baseline With Feature Selection Use?
w FS Alg Orig Adv Orig Adv %
Features
Used

GEFeS | 96.00% | 77.00% | 96.87% | 76.80% 77.11% 0.01
PSO 96.00% | 77.00% | 93.73% | 74.87% 73.19% | -0.05
0.0 ABCO 96.00% | 77.00% | 95.03% | 75.77% 75.56% | -0.03
’ ASO 96.00% | 77.00% | 96.47% | 77.97% 85.04% 0.02
GSO 96.00% | 77.00% | 94.30% | 75.30% 74.74% | -0.04
RAND 96.00% | 77.00% | 91.33% | 73.78% 50.67% | -0.09
GEFeS | 96.00% | 77.00% | 96.23% | 76.03% 70.74% | -0.01
PSO 96.00% | 77.00% | 93.73% | 74.30% 70.22% | -0.06
01 ABCO 96.00% | 77.00% 94.93% | 75.33% 71.26% -0.03
’ ASO 96.00% | 77.00% | 96.37% | 78.00% 84.81% 0.02
GSO 96.00% | 77.00% | 93.67% | 74.97% 71.70% | -0.05
RAND 96.00% | 77.00% | 91.07% | 73.67% 50.44% | -0.09
GEFeS 96.00% | 77.00% 96.50% | 76.43% 69.41% 0.00
PSO 96.00% | 77.00% | 94.33% | 74.77% 71.85% | -0.05
03 ABCO 96.00% | 77.00% | 95.00% | 75.37% 71.48% | -0.03
ASO 96.00% | 77.00% 96.43% | 78.00% 84.22% 0.02
GSO 96.00% | 77.00% 93.53% | 74.63% 72.22% -0.06
RAND 96.00% | 77.00% 91.20% | 73.70% 48.74% -0.09
GEFeS 96.00% | 77.00% 96.53% | 76.37% 70.00% 0.00
PSO 96.00% | 77.00% 93.70% | 74.77% 70.22% -0.05
05 ABCO 96.00% | 77.00% 95.13% | 75.43% 71.70% -0.03
’ ASO 96.00% | 77.00% 96.53% | 78.00% 84.07% 0.02
GSO 96.00% | 77.00% 93.70% | 74.70% 72.89% -0.05
RAND 96.00% | 77.00% 90.87% | 73.50% 49.41% -0.10
GEFeS 96.00% | 77.00% 96.50% | 76.33% 70.15% 0.00
PSO 96.00% | 77.00% 94.33% | 74.90% 70.07% -0.04
0.7 ABCO 96.00% | 77.00% 94.90% | 75.23% 74.00% -0.03
’ ASO 96.00% | 77.00% 96.67% | 78.00% 83.19% 0.02
GSO 96.00% | 77.00% 93.90% | 75.27% 72.37% -0.04
RAND 96.00% | 77.00% 92.57% | 74.53% 49.85% -0.07
GEFeS 96.00% | 77.00% 96.63% | 76.60% 69.85% 0.00
PSO 96.00% | 77.00% 94.00% | 74.87% 68.89% -0.05
ABCO 96.00% | 77.00% 95.43% | 75.90% 72.89% -0.02
o ASO 96.00% | 77.00% 96.73% | 78.00% 83.04% 0.02
GSO 96.00% | 77.00% 94.37% | 75.23% 71.93% -0.04
RAND 96.00% | 77.00% 90.73% | 73.57% 47.70% -0.10
GEFeS | 96.00% | 77.00% | 96.23% | 75.10% 70.15% | -0.01
PSO 96.00% | 77.00% 94.07% | 74.80% 71.41% -0.05
1.0 ABCO 96.00% | 77.00% 94.97% | 75.47% 71.26% -0.03
ASO 96.00% | 77.00% | 96.80% | 78.00% 82.67% 0.02
GSO 96.00% | 77.00% | 94.03% | 75.10% 72.89% | -0.05

RAND 96.00% | 77.00% | 91.07% | 73.57% 48.07% | -0.10 |
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Table D.7. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the CASIS-25, Stylometry Feature Set - 428 Features, 75+(org = 100, adv = 100).

Baseline With Feature Selection Use?

) FS Alg Orig Adv Orig Adv %

Features
Used

GEFeS | 90.00% | 83.00% | 98.83% | 76.07% 48.77% 0.01
PSO 90.00% | 83.00% | 92.87% | 76.07% 51.25% | -0.05
0.0 ABCO 90.00% | 83.00% | 92.57% | 76.00% 51.31% | -0.06
’ ASO 90.00% | 83.00% | 94.83% | 78.70% 57.31% 0.00
GSO 90.00% | 83.00% | 92.47% | 76.03% 51.85% | -0.06
RAND 90.00% | 83.00% | 91.47% | 76.17% 49.99% | -0.07
GEFeS | 90.00% | 83.00% | 99.37% | 76.03% 34.21% 0.02
PSO 90.00% | 83.00% | 92.77% | 76.03% 48.36% | -0.05
ABCO 90.00% | 83.00% | 92.77% | 76.03% 49.51% | -0.05
01 ASO 90.00% | 83.00% | 95.03% | 77.67% 54.05% | -0.01
GSO 90.00% | 83.00% | 92.93% | 76.10% 51.09% | -0.05
RAND 90.00% | 83.00% | 92.23% | 76.00% 50.32% | -0.06
GEFeS | 90.00% | 83.00% | 99.00% | 76.00% 32.38% 0.02
PSO 90.00% | 83.00% | 93.33% | 76.03% 48.27% | -0.05
03 ABCO 90.00% | 83.00% | 92.67% | 76.10% 48.89% | -0.05
’ ASO 90.00% | 83.00% | 94.83% | 77.10% 47.47% | -0.02
GSO 90.00% | 83.00% | 92.10% | 76.07% 49.14% | -0.06
RAND 90.00% | 83.00% | 91.43% | 76.03% 50.38% | -0.07
GEFeS | 90.00% | 83.00% | 99.07% | 76.03% 29.43% 0.02
PSO 90.00% | 83.00% | 93.47% | 76.07% 47.31% | -0.05
ABCO 90.00% | 83.00% | 92.87% | 76.13% 48.96% | -0.05
. ASO 90.00% | 83.00% | 95.07% | 76.53% 41.64% | -0.02
GSO 90.00% | 83.00% | 92.80% | 76.00% 49.00% | -0.05
RAND 90.00% | 83.00% | 91.47% | 76.00% 4991% | -0.07
GEFeS | 90.00% | 83.00% | 99.10% | 76.00% 26.10% 0.02
PSO 90.00% | 83.00% | 93.50% | 76.00% 47.18% | -0.05
0.7 ABCO 90.00% | 83.00% | 92.80% | 76.00% 47.06% | -0.05
’ ASO 90.00% | 83.00% | 95.47% | 76.17% 36.51% | -0.02
GSO 90.00% | 83.00% | 92.30% | 76.00% 48.70% | -0.06
RAND 90.00% | 83.00% | 91.10% | 76.03% 49.60% | -0.07
GEFeS | 90.00% | 83.00% | 99.67% | 76.00% 23.29% 0.01
PSO 90.00% | 83.00% | 93.43% | 76.03% 45.69% | -0.05
ABCO 90.00% | 83.00% | 93.13% | 76.00% 46.90% | -0.05
. ASO 90.00% | 83.00% | 95.67% | 76.00% 32.76% | -0.02
GSO 90.00% | 83.00% | 92.20% | 76.00% 46.88% | -0.06
RAND 90.00% | 83.00% | 91.43% | 76.10% 50.79% | -0.07
GEFeS | 90.00% | 83.00% | 99.87% | 76.00% 21.54% 0.01
PSO 90.00% | 83.00% | 92.80% | 76.03% 45.33% | -0.05
1.0 ABCO 90.00% | 83.00% | 92.37% | 76.07% 45.80% | -0.06
’ ASO 90.00% | 83.00% | 95.90% | 76.00% 30.97% | -0.02
GSO 90.00% | 83.00% | 92.17% | 76.07% 46.14% | -0.06
RAND 90.00% | 83.00% | 91.13% | 76.00% 50.10% | -0.07
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Table D.8. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the CASIS-25, Hybrid Feature Set - 566 Features, 75+(org = 100, adv = 100).

Baseline With Feature Selection Use?
w FS Alg Orig Adv Orig Adv %
Features
Used

GEFeS 98.00% | 83.00% 99.93% | 78.03% 52.09% -0.04
PSO 98.00% | 83.00% | 99.07% | 77.80% | 51.21% -0.05
ABCO 98.00% | 83.00% | 98.67% | 77.73% | 51.64% -0.06
L ASO 98.00% | 83.00% | 99.03% | 76.87% | 57.04% -0.06
GSO 98.00% | 83.00% | 98.77% | 77.97% | 51.48% -0.05
RAND 98.00% | 83.00% 98.20% | 77.90% 50.37% -0.06
GEFeS | 98.00% | 83.00% | 100.00% | 77.07% | 13.47% -0.05
PSO 98.00% | 83.00% 99.13% | 77.63% 47.83% -0.05
01 ABCO 98.00% | 83.00% | 98.80% | 77.73% | 49.58% -0.06
’ ASO 98.00% | 83.00% | 99.03% | 76.73% | 51.01% -0.06
GSO 98.00% | 83.00% | 98.53% | 78.23% | 50.21% -0.06
RAND 98.00% | 83.00% | 98.53% | 77.93% | 49.77% -0.06
GEFeS | 98.00% | 83.00% | 100.00% | 77.53% | 13.12% -0.05
PSO 98.00% | 83.00% | 99.00% | 77.43% | 46.77% -0.06
03 ABCO 98.00% | 83.00% 98.87% | 77.57% 47.89% -0.06
ASO 98.00% | 83.00% | 99.03% | 76.73% | 39.08% -0.06
GSO 98.00% | 83.00% | 98.20% | 78.03% | 49.55% -0.06
RAND 98.00% | 83.00% | 98.33% | 77.53% | 50.22% -0.06
GEFeS | 98.00% | 83.00% | 100.00% | 77.30% | 12.74% -0.05
PSO 98.00% | 83.00% 98.90% | 77.40% 45.47% -0.06
0.5 ABCO 98.00% | 83.00% | 98.93% | 77.37% | 47.35% -0.06
’ ASO 98.00% | 83.00% 98.90% | 76.70% 29.86% -0.06
GSO 98.00% | 83.00% | 98.40% | 77.40% | 48.10% -0.06
RAND 98.00% | 83.00% 98.00% | 77.90% 50.24% -0.07
GEFeS | 98.00% | 83.00% | 100.00% | 77.27% | 12.40% -0.05
PSO 98.00% | 83.00% | 99.07% | 77.50% | 44.69% -0.06
ABCO 98.00% | 83.00% | 98.70% | 77.60% | 45.94% -0.06
L ASO 98.00% | 83.00% | 98.73% | 76.77% | 22.82% -0.07
GSO 98.00% | 83.00% | 98.53% | 77.23% | 47.39% -0.06
RAND 98.00% | 83.00% | 97.67% | 77.50% | 50.17% -0.07
GEFeS 98.00% | 83.00% 99.97% | 77.17% 11.81% -0.05
PSO 98.00% | 83.00% | 98.27% | 77.43% | 43.82% -0.06
0.9 ABCO 98.00% | 83.00% | 98.53% | 77.70% | 45.27% -0.06
’ ASO 98.00% | 83.00% | 98.43% | 76.93% | 17.92% -0.07
GSO 98.00% | 83.00% | 98.30% | 77.63% | 45.76% -0.06
RAND 98.00% | 83.00% | 97.67% | 77.43% | 49.67% -0.07
GEFeS | 98.00% | 83.00% | 99.97% | 77.17% | 11.28% -0.05
PSO 98.00% | 83.00% 98.43% | 77.13% 43.42% -0.07
1.0 ABCO 98.00% | 83.00% | 98.33% | 78.07% | 44.59% -0.06
ASO 98.00% | 83.00% | 98.43% | 76.77% | 16.49% -0.07
GSO 98.00% | 83.00% | 98.00% | 78.00% | 45.55% -0.06
RAND 98.00% | 83.00% | 97.50% | 78.07% | 49.91% -0.06
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Table D.9. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the CASIS-50, LIWC Feature Set - 93 Features, 175+(org = 25, adv = 25).

Baseline With Feature Selection Use?

) FS Alg Orig Adv Orig Adv %

Features

Used
GEFeS | 68.00% | 44.00% | 89.97% | 34.00% 57.67% 0.09
PSO 68.00% | 44.00% | 78.53% | 25.07% 55.66% | -0.28
ABCO 68.00% | 44.00% | 75.20% | 25.60% 57.74% | -0.31
0.0 ASO 68.00% | 44.00% | 75.73% | 64.13% 75.91% 0.57
GSO 68.00% | 44.00% | 73.47% | 25.47% 57.85% | -0.34
RAND 68.00% | 44.00% | 72.00% | 23.60% 48.57% | -0.40
GEFeS | 68.00% | 44.00% | 88.40% | 13.33% 43.19% | -0.40
PSO 68.00% | 44.00% | 78.00% | 24.93% 52.76% | -0.29
0.4 ABCO 68.00% | 44.00% | 78.00% | 22.80% 52.62% | -0.33
’ ASO 68.00% | 44.00% | 76.00% | 63.47% 74.87% 0.56
GSO 68.00% | 44.00% | 75.87% | 26.53% 56.88% | -0.28
RAND 68.00% | 44.00% | 74.53% | 22.67% 49.68% | -0.39
GEFeS | 68.00% | 44.00% | 89.07% | 16.13% 45.05% | -0.32
PSO 68.00% | 44.00% | 80.13% | 25.60% 51.72% | -0.24
03 ABCO 68.00% | 44.00% | 77.60% | 23.47% 54.44% | -0.33
ASO 68.00% | 44.00% | 76.13% | 61.60% 72.80% 0.52
GSO 68.00% | 44.00% | 75.73% | 23.07% 5491% | -0.36
RAND 68.00% | 44.00% | 72.67% | 22.93% 50.11% | -0.41
GEFeS | 68.00% | 44.00% | 88.00% | 19.73% 42.97% | -0.26
PSO 68.00% | 44.00% | 76.40% | 21.07% 53.80% | -0.40
ABCO 68.00% | 44.00% | 77.73% | 18.67% 53.84% | -0.43
0.5 ASO 68.00% | 44.00% | 76.40% | 59.87% 71.43% 0.48
GSO 68.00% | 44.00% | 75.33% | 23.20% 53.66% | -0.36
RAND 68.00% | 44.00% | 70.80% | 19.20% 49.43% | -0.52
GEFeS | 68.00% | 44.00% | 89.47% | 16.00% 42.44% | -0.32
PSO 68.00% | 44.00% | 77.87% | 22.53% 51.47% | -0.34
ABCO 68.00% | 44.00% | 77.47% | 19.20% 53.76% | -0.42
L= ASO 68.00% | 44.00% | 76.67% | 56.67% 69.39% 0.42
GSO 68.00% | 44.00% | 73.47% | 23.13% 53.91% | -0.42
RAND 68.00% | 44.00% | 71.33% | 21.73% 50.32% | -0.46
GEFeS | 68.00% | 44.00% | 88.00% | 16.80% 42.01% | -0.32
PSO 68.00% | 44.00% | 77.07% | 20.13% 51.22% | -0.41
ABCO 68.00% | 44.00% | 77.20% | 20.13% 51.40% | -0.41
s ASO 68.00% | 44.00% | 75.33% | 53.60% 67.60% 0.33
GSO 68.00% | 44.00% | 74.27% | 25.87% 53.12% | -0.32
RAND 68.00% | 44.00% | 73.47% | 23.20% 50.47% | -0.39
GEFeS | 68.00% | 44.00% | 87.87% | 14.93% 41.86% | -0.37
PSO 68.00% | 44.00% | 77.20% | 21.60% 51.72% | -0.37
1.0 ABCO 68.00% | 44.00% | 78.40% | 22.53% 51.72% | -0.33
ASO 68.00% | 44.00% | 75.69% | 50.80% 66.52% 0.27
GSO 68.00% | 44.00% | 75.33% | 23.33% 54.12% | -0.36
RAND 68.00% | 44.00% | 71.47% | 19.07% 50.90% | -0.52
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Table D.10. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the CASIS-50, Topic Modeling Feature Set - 45 Features, 175+(org = 25, adv =

25).

Baseline With Feature Selection Use?

w FS Alg Orig Adv Orig Adv %

Features
Used

GEFeS | 40.00% | 0.00% | 91.47% | 10.80% 76.96% 1.29
PSO 40.00% | 0.00% | 87.07% | 10.27% 73.26% 1.18
0.0 ABCO 40.00% | 0.00% | 87.20% | 9.60% 74.89% 1.18
’ ASO 40.00% | 0.00% | 85.73% | 11.73% 84.96% 1.14
GSO 40.00% | 0.00% | 84.67% | 9.20% 72.59% 1.12
RAND 40.00% | 0.00% | 79.60% | 9.47% 74.89% 0.99
GEFeS | 40.00% | 0.00% | 91.47% | 10.67% 70.15% 1.29
PSO 40.00% | 0.00% | 84.93% | 9.07% 70.52% 1.12
01 ABCO 40.00% | 0.00% | 87.20% | 9.60% 73.26% 1.18
’ ASO 40.00% | 0.00% | 85.87% | 12.00% 85.33% 1.15
GSO 40.00% | 0.00% | 84.80% | 9.87% 73.78% 1.12
RAND 40.00% | 0.00% | 79.33% | 9.73% 73.26% 0.98
GEFeS | 40.00% | 0.00% | 91.87% | 10.67% 71.04% 1.30
PSO 40.00% | 0.00% | 85.60% | 10.00% 70.74% 1.14
03 ABCO 40.00% | 0.00% | 88.47% | 9.87% 72.52% 1.19
’ ASO 40.00% | 0.00% | 85.73% | 12.00% 84.44% 1.14
GSO 40.00% | 0.00% | 86.00% | 9.33% 75.70% 1.15
RAND 40.00% | 0.00% | 79.33% | 9.20% 72.52% 0.98
GEFeS | 40.00% | 0.00% | 91.60% | 10.93% 70.00% 1.29
PSO 40.00% | 0.00% | 85.07% | 9.20% 70.44% 1.13
0.5 ABCO 40.00% | 0.00% | 86.80% | 10.00% 72.44% 1.17
’ ASO 40.00% | 0.00% | 86.40% | 11.87% 83.33% 1.16
GSO 40.00% | 0.00% | 83.87% | 9.60% 73.04% 1.10
RAND 40.00% | 0.00% | 80.13% | 9.33% 72.44% 1.00
GEFeS | 40.00% | 0.00% | 91.20% | 11.60% 70.30% 1.28
PSO 40.00% | 0.00% | 87.20% | 9.33% 70.89% 1.18
0.7 ABCO 40.00% | 0.00% | 88.00% | 9.87% 71.70% 1.20
’ ASO 40.00% | 0.00% | 86.40% | 12.00% 83.19% 1.16
GSO 40.00% | 0.00% | 85.33% | 8.93% 71.19% 1.13
RAND 40.00% | 0.00% | 78.80% | 9.20% 71.70% 0.97
GEFeS | 40.00% | 0.00% | 92.13% | 10.53% 70.30% 1.30
PSO 40.00% | 0.00% | 84.53% | 9.20% 71.85% 1.11
0.5 ABCO 40.00% | 0.00% | 87.20% | 9.47% 72.30% 1.18
’ ASO 40.00% | 0.00% | 87.07% | 12.00% 82.81% 1.18
GSO 40.00% | 0.00% | 86.13% | 9.60% 71.48% 1.15
RAND 40.00% | 0.00% | 79.87% | 10.00% 72.30% 1.00
GEFeS | 40.00% | 0.00% | 92.13% | 10.67% 69.85% 1.30
PSO 40.00% | 0.00% | 87.73% | 9.60% 69.19% 1.19
10 ABCO 40.00% | 0.00% | 88.27% | 9.73% 72.15% 1.21
’ ASO 40.00% | 0.00% | 87.33% | 12.00% 83.11% 1.18
GSO 40.00% | 0.00% | 83.87% | 10.13% 72.81% 1.10
RAND 40.00% | 0.00% | 78.93% | 9.33% 72.15% 0.97
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Table D.11. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the CASIS-50, Stylometry Feature Set - 428 Features, 175+(org = 25, adv = 25).

Baseline With Feature Selection Use?

) FS Alg Orig Adv Orig Adv %

Features
Used

GEFeS | 48.00% | 20.00% | 94.80% | 4.13% 49.55% 0.18
PSO 48.00% | 20.00% | 72.93% | 4.40% 50.79% | -0.26
ABCO 48.00% | 20.00% | 69.87% | 4.27% 51.21% | -0.33
0.0 ASO 48.00% | 20.00% | 79.33% | 14.27% 57.25% 0.37
GSO 48.00% | 20.00% | 72.93% | 4.13% 51.51% | -0.27
RAND | 48.00% | 20.00% | 63.73% | 4.00% 50.07% | -0.47
GEFeS | 48.00% | 20.00% | 96.93% | 4.00% 34.35% 0.22
PSO 48.00% | 20.00% | 72.93% | 4.13% 48.47% | -0.27
ABCO 48.00% | 20.00% | 71.73% | 4.20% 49.09% | -0.29
0.1 ASO 48.00% | 20.00% | 79.33% | 10.93% 54.05% 0.20
GSO 48.00% | 20.00% | 69.60% | 4.40% 51.27% | -0.33
RAND | 48.00% | 20.00% | 66.93% | 4.40% 50.40% | -0.39
GEFeS | 48.00% | 20.00% | 96.27% | 4.00% 32.54% 0.21
PSO 48.00% | 20.00% | 75.47% | 4.00% 48.12% | -0.23
03 ABCO 48.00% | 20.00% | 69.87% | 4.27% 49.31% | -0.33
’ ASO 48.00% | 20.00% | 79.07% | 9.07% 47.10% 0.10
GSO 48.00% | 20.00% | 71.07% | 4.27% 49.20% | -0.31
RAND | 48.00% | 20.00% | 68.80% | 4.00% 49.70% | -0.37
GEFeS | 48.00% | 20.00% | 96.27% | 4.00% 29.88% 0.21
PSO 48.00% | 20.00% | 74.80% | 4.93% 47.74% | -0.20
ABCO 48.00% | 20.00% | 70.93% | 4.27% 48.15% | -0.31
s ASO 48.00% | 20.00% | 81.13% | 5.87% 41.29% 0.04
GSO 48.00% | 20.00% | 68.67% | 4.27% 48.36% | -0.36
RAND | 48.00% | 20.00% | 65.07% | 4.80% 49.82% | -0.40
GEFeS | 48.00% | 20.00% | 96.00% | 4.27% 26.00% 0.21
PSO 48.00% | 20.00% | 75.47% | 4.40% 46.97% | -0.21
ABCO 48.00% | 20.00% | 72.53% | 4.27% 47.98% | -0.28
o ASO 48.00% | 20.00% | 81.20% | 4.93% 36.21% 0.06
GSO 48.00% | 20.00% | 71.07% | 4.13% 47.62% | -0.31
RAND | 48.00% | 20.00% | 66.53% | 4.40% 50.19% | -0.39
GEFeS | 48.00% | 20.00% | 96.73% | 4.13% 23.16% 0.20
PSO 48.00% | 20.00% | 71.73% | 4.00% 46.50% | -0.31
ABCO 48.00% | 20.00% | 70.00% | 4.00% 46.44% | -0.34
0.9 ASO 48.00% | 20.00% | 83.47% | 4.00% 32.22% 0.06
GSO 48.00% | 20.00% | 68.80% | 4.27% 47.30% | -0.35
RAND | 48.00% | 20.00% | 66.20% | 4.40% 50.97% | -0.42
GEFeS | 48.00% | 20.00% | 96.40% | 4.13% 21.81% 0.22
PSO 48.00% | 20.00% | 74.40% | 4.13% 45.56% | -0.24
10 ABCO 48.00% | 20.00% | 69.47% | 4.00% 46.16% | -0.35
’ ASO 48.00% | 20.00% | 83.60% | 4.00% 30.50% 0.06
GSO 48.00% | 20.00% | 68.40% | 4.27% 47.23% | -0.36
RAND | 48.00% | 20.00% | 64.67% | 4.27% 49.78% | -0.44

177



Table D.12. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the CASIS-50, Hybrid Feature Set -566 Features, 175+(org = 25, adv = 25).

Baseline With Feature Selection Use?

w FS Alg Orig Adv Orig Adv %

Features
Used

GEFeS | 92.00% | 12.00% | 100.00% | 11.20% 52.59% 0.02
PSO 92.00% | 12.00% | 95.87% | 10.53% 51.38% | -0.28
0.0 ABCO 92.00% | 12.00% | 94.93% | 12.27% 51.50% 0.05
’ ASO 92.00% | 12.00% | 96.00% | 7.73% 56.50% | -0.31
GSO 92.00% | 12.00% | 94.93% | 12.53% 51.36% 0.08
RAND 92.00% | 12.00% | 93.07% | 11.87% 50.08% 0.00
GEFeS 92.00% | 12.00% | 100.00% 8.53% 13.53% -0.20
PSO 92.00% | 12.00% | 96.27% | 8.80% 46.76% | -0.22
0.1 ABCO 92.00% | 12.00% | 95.60% | 12.00% 49.50% 0.04
’ ASO 92.00% | 12.00% 95.87% 6.67% 50.49% -0.41
GSO 92.00% | 12.00% | 94.67% | 10.40% 50.69% | -0.10
RAND 92.00% | 12.00% | 92.40% | 11.47% 50.03% | -0.04
GEFeS 92.00% | 12.00% | 100.00% 8.67% 13.14% -0.19
PSO 92.00% | 12.00% | 97.07% | 11.47% 46.36% 0.01
03 ABCO 92.00% | 12.00% | 95.60% | 11.07% 48.29% | -0.04
’ ASO 92.00% | 12.00% | 96.27% | 6.00% 39.12% | -0.45
GSO 92.00% | 12.00% | 93.60% | 11.73% 48.89% 0.00
RAND 92.00% | 12.00% 91.73% | 11.33% 49.97% -0.06
GEFeS | 92.00% | 12.00% | 100.00% | 8.40% 12.66% | -0.21
PSO 92.00% | 12.00% | 95.47% | 10.93% 45.78% | -0.05
05 ABCO 92.00% | 12.00% 96.27% | 11.33% 47.46% -0.01
’ ASO 92.00% | 12.00% | 95.60% | 7.07% 30.01% | -0.37
GSO 92.00% | 12.00% | 93.33% | 11.83% 47.93% 0.00
RAND 92.00% | 12.00% 91.33% | 11.20% 50.44% -0.07
GEFeS | 92.00% | 12.00% | 100.00% | 9.47% 12.39% | -0.12
PSO 92.00% | 12.00% 95.73% | 10.53% 44.43% -0.08
. ABCO 92.00% | 12.00% | 94.93% | 12.67% 46.40% 0.09
’ ASO 92.00% | 12.00% | 95.07% | 7.73% 22.69% | -0.32
GSO 92.00% | 12.00% 93.33% | 10.13% 46.81% -0.14
RAND 92.00% | 12.00% | 90.80% | 9.73% 50.04% | -0.20
GEFeS | 92.00% | 12.00% | 99.87% | 8.67% 11.60% | -0.19
PSO 92.00% | 12.00% 94.67% | 10.40% 44,00% -0.10
0.9 ABCO 92.00% | 12.00% | 94.00% | 9.87% 45.15% | -0.16
’ ASO 92.00% | 12.00% | 93.60% | 6.93% 18.17% | -0.40
GSO 92.00% | 12.00% | 94.13% | 11.73% 45.32% 0.00
RAND 92.00% | 12.00% | 89.07% | 9.73% 50.05% | -0.22
GEFeS | 92.00% | 12.00% | 100.00% | 8.53% 11.78% | -0.20
PSO 92.00% | 12.00% | 93.33% | 10.13% 43.00% | -0.14
1.0 ABCO 92.00% | 12.00% | 93.60% | 10.00% 44.41% | -0.15
’ ASO 92.00% | 12.00% 93.33% 7.33% 16.20% -0.37
GSO 92.00% | 12.00% | 92.80% | 8.00% 45.42% | -0.32
RAND 92.00% | 12.00% | 90.93% | 10.40% 49.59% | -0.14
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Table D.13. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the CASIS-50, LIWC Feature Set - 93 Features, 175+(org = 200, adv = 200).

Baseline With Feature Selection Use?

) FS Alg Orig Adv Orig Adv %

Features

Used
GEFeS | 96.00% | 93.00% | 97.47% | 83.50% 57.67% | -0.09
PSO 96.00% | 93.00% | 94.63% | 81.27% 55.66% | -0.14
ABCO 96.00% | 93.00% | 93.80% | 81.40% 57.74% | -0.15
LhL ASO 96.00% | 93.00% | 93.93% | 91.03% 75.91% | -0.04
GSO 96.00% | 93.00% | 93.33% | 81.33% 57.85% | -0.15
RAND 96.00% | 93.00% | 92.97% | 80.87% 48.57% | -0.16
GEFeS | 96.00% | 93.00% | 97.07% | 78.30% 43.19% | -0.15
PSO 96.00% | 93.00% | 94.47% | 81.20% 52.76% | -0.14
ABCO 96.00% | 93.00% | 94.50% | 80.70% 52.62% | -0.15
0.1 ASO 96.00% | 93.00% | 94.00% | 90.87% 74.87% | -0.04
GSO 96.00% | 93.00% | 93.97% | 81.63% 56.88% | -0.14
RAND 96.00% | 93.00% | 93.57% | 80.60% 49.68% | -0.16
GEFeS | 96.00% | 93.00% | 97.23% | 79.00% 45.05% | -0.14
PSO 96.00% | 93.00% | 95.03% | 81.40% 51.72% | -0.13
03 ABCO 96.00% | 93.00% | 94.40% | 80.87% 54.44% | -0.15
ASO 96.00% | 93.00% | 94.03% | 90.40% 72.80% | -0.05
GSO 96.00% | 93.00% | 93.93% | 80.77% 54.91% | -0.15
RAND 96.00% | 93.00% | 93.17% | 80.73% 50.11% | -0.16
GEFeS | 96.00% | 93.00% | 97.00% | 79.93% 42.97% | -0.13
PSO 96.00% | 93.00% | 94.10% | 80.27% 53.80% | -0.16
ABCO 96.00% | 93.00% | 94.43% | 79.76% 53.84% | -0.16
05 ASO 96.00% | 93.00% | 94.10% | 89.97% 71.43% | -0.05
GSO 96.00% | 93.00% | 93.83% | 80.80% 53.66% | -0.15
RAND 96.00% | 93.00% | 92.67% | 79.77% 49.43% | -0.18
GEFeS | 96.00% | 93.00% | 97.37% | 79.00% 42.44% | -0.14
PSO 96.00% | 93.00% | 94.47% | 80.63% 51.47% | -0.15
ABCO 96.00% | 93.00% | 94.37% | 79.80% 53.76% | -0.16
o ASO 96.00% | 93.00% | 94.17% | 89.17% 69.39% | -0.06
GSO 96.00% | 93.00% | 93.37% | 80.53% 53.91% | -0.16
RAND 96.00% | 93.00% | 92.83% | 80.43% 50.32% | -0.17
GEFeS | 96.00% | 93.00% | 96.97% | 79.17% 42.01% | -0.14
PSO 96.00% | 93.00% | 94.27% | 80.03% 51.22% | -0.16
ABCO 96.00% | 93.00% | 94.30% | 80.03% 51.40% | -0.16
09 ASO 96.00% | 93.00% | 93.83% | 88.40% 67.60% | -0.07
GSO 96.00% | 93.00% | 93.57% | 81.47% 53.12% | -0.15
RAND 96.00% | 93.00% | 93.37% | 80.80% 50.47% | -0.16
GEFeS | 96.00% | 93.00% | 96.97% | 78.73% 41.86% | -0.14
PSO 96.00% | 93.00% | 94.30% | 80.40% 51.72% | -0.15
1.0 ABCO 96.00% | 93.00% | 94.60% | 80.63% 51.72% | -0.15
ASO 96.00% | 93.00% | 93.90% | 87.70% 66.52% | -0.08
GSO 96.00% | 93.00% | 93.80% | 80.80% 54.12% | -0.15
RAND 96.00% | 93.00% | 92.87% | 79.77% 50.90% | -0.17
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Table D.14. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the CASIS-50, Topic Modeling Feature Set - 45 Features, 175+(org = 200, adv =

200).

Baseline With Feature Selection Use?

P FS Alg Orig Adv Orig Adv %

Features
Used

GEFeS 85.00% | 80.00% 96.90% | 76.73% 76.96% 0.10
PSO 85.00% | 80.00% 94.87% | 75.67% 73.26% 0.06
0.0 ABCO 85.00% | 80.00% 95.53% | 76.13% 74.89% 0.08
’ ASO 85.00% | 80.00% 96.43% | 77.93% 84.96% 0.11
GSO 85.00% | 80.00% 94.37% | 75.50% 72.59% 0.05
RAND 85.00% | 80.00% 92.03% | 74.50% 74.89% 0.01
GEFeS 85.00% | 80.00% 96.10% | 75.90% 70.15% 0.08
PSO 85.00% | 80.00% 93.67% | 74.70% 70.52% 0.04
01 ABCO 85.00% | 80.00% | 94.93% | 75.53% 73.26% 0.06
’ ASO 85.00% | 80.00% 96.47% | 78.00% 85.33% 0.11
GSO 85.00% | 80.00% 94.03% | 75.30% 73.78% 0.05
RAND 85.00% | 80.00% 91.37% | 73.97% 73.26% 0.00
GEFeS | 85.00% | 80.00% | 96.53% | 76.23% 71.04% 0.09
PSO 85.00% | 80.00% | 93.77% | 74.87% 70.74% 0.04
03 ABCO 85.00% | 80.00% | 95.00% | 75.60% 72.52% 0.06
’ ASO 85.00% | 80.00% | 96.43% | 78.00% 84.44% 0.11
GSO 85.00% | 80.00% | 94.53% | 75.%37 75.70% 0.05
RAND 85.00% | 80.00% | 91.13% | 73.60% 72.52% | -0.01
GEFeS | 85.00% | 80.00% | 96.47% | 76.30% 70.00% 0.09
PSO 85.00% | 80.00% | 93.30% | 74.33% 70.44% 0.03
05 ABCO 85.00% | 80.00% | 94.73% | 75.53% 72.44% 0.06
’ ASO 85.00% | 80.00% | 96.60% | 77.97% 83.33% 0.11
GSO 85.00% | 80.00% | 93.50% | 74.93% 73.04% 0.04
RAND 85.00% | 80.00% | 91.40% | 73.70% 72.44% 0.00
GEFeS | 85.00% | 80.00% | 96.37% | 76.47% 70.30% 0.09
PSO 85.00% | 80.00% | 93.93% | 74.47% 70.89% 0.04
0.7 ABCO 85.00% | 80.00% 95.33% | 75.80% 71.70% 0.07
’ ASO 85.00% | 80.00% 96.60% | 78.00% 83.19% 0.11
GSO 85.00% | 80.00% 94.03% | 74.93% 71.19% 0.04
RAND 85.00% | 80.00% 90.63% | 73.23% 71.70% -0.02
GEFeS 85.00% | 80.00% 96.30% | 75.90% 70.30% 0.08
PSO 85.00% | 80.00% 93.23% | 74.40% 71.85% 0.03
0.9 ABCO 85.00% | 80.00% 94.63% | 75.20% 72.30% 0.05
’ ASO 85.00% | 80.00% 96.77% | 78.00% 82.81% 0.11
GSO 85.00% | 80.00% 94.63% | 75.50% 71.48% 0.06
RAND 85.00% | 80.00% 91.47% | 74.00% 72.30% 0.00
GEFeS | 85.00% | 80.00% | 96.57% | 76.20% 69.85% 0.09
PSO 85.00% | 80.00% | 94.97% | 75.43% 69.19% 0.06
1.0 ABCO 85.00% | 80.00% | 95.30% | 75.67% 72.15% 0.07
’ ASO 85.00% | 80.00% | 96.83% | 78.00% 83.11% 0.11
GSO 85.00% | 80.00% | 93.33% | 74.90% 72.81% 0.03
RAND 85.00% | 80.00% | 91.17% | 73.77% 72.15% | -0.01
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Table D.15. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the CASIS-50, Stylometry Feature Set - 428 Features, 175+(org = 200, adv =

200).

Baseline With Feature Selection Use?

7 FS Alg Orig Adv Orig Adv %

Features
Used

GEFeS | 93.50% | 90.00% | 98.70% | 76.03% 49.55% | -0.10
PSO 93.50% | 90.00% | 93.23% | 76.10% 50.79% | -0.16
0.0 ABCO 93.50% | 90.00% | 92.47% | 76.07% 51.21% | -0.17
’ ASO 93.50% | 90.00% | 94.83% | 78.57% 57.25% | -0.11
GSO 93.50% | 90.00% | 93.23% | 76.03% 51.51% | -0.16
RAND 93.50% | 90.00% | 90.93% | 76.00% 50.07% | -0.18
GEFeS | 93.50% | 90.00% | 99.23% | 76.00% 34.35% | -0.09
PSO 93.50% | 90.00% | 93.23% | 76.03% 48.47% | -0.16
01 ABCO 93.50% | 90.00% | 92.93% | 76.10% 49.09% | -0.16
’ ASO 93.50% | 90.00% | 94.83% | 77.73% 54.05% | -0.17
GSO 93.50% | 90.00% | 92.40% | 76.10% 51.27% | -0.17
RAND 93.50% | 90.00% | 91.73% | 76.10% 50.40% | -0.17
GEFeS | 93.50% | 90.00% | 99.07% | 76.00% 32.54% | -0.10
PSO 93.50% | 90.00% | 93.87% | 76.00% 48.12% | -0.15
03 ABCO 93.50% | 90.00% | 92.47% | 76.07% 49.31% | -0.13
ASO 93.50% | 90.00% | 94.77% | 77.27% 47.10% | -0.12
GSO 93.50% | 90.00% | 92.77% | 76.07% 49.20% | -0.16
RAND 93.50% | 90.00% | 92.20% | 76.00% 49.70% | -0.17
GEFeS | 93.50% | 90.00% | 99.07% | 76.00% 29.88% | -0.10
PSO 93.50% | 90.00% | 93.70% | 76.23% 47.74% | -0.15
0.5 ABCO 93.50% | 90.00% | 92.73% | 76.07% 48.15% | -0.13
’ ASO 93.50% | 90.00% | 95.03% | 76.47% 41.29% | -0.17
GSO 93.50% | 90.00% | 92.17% | 76.07% 48.36% | -0.17
RAND 93.50% | 90.00% | 91.27% | 76.20% 49.82% | -0.18
GEFeS | 93.50% | 90.00% | 99.00% | 76.07% 26.00% | -0.10
PSO 93.50% | 90.00% | 93.87% | 76.10% 46.97% | -0.15
0.7 ABCO 93.50% | 90.00% | 93.13% | 76.07% 47.98% | -0.16
’ ASO 93.50% | 90.00% | 95.30% | 76.23% 36.21% | -0.13
GSO 93.50% | 90.00% | 92.77% | 76.03% 47.62% | -0.16
RAND 93.50% | 90.00% | 91.63% | 76.10% 50.19% | -0.17
GEFeS | 93.50% | 90.00% | 98.93% | 76.03% 23.16% | -0.10
PSO 93.50% | 90.00% | 92.93% | 76.00% 46.50% | -0.16
0.9 ABCO 93.50% | 90.00% | 92.50% | 76.00% 46.44% | -0.17
’ ASO 93.50% | 90.00% | 95.87% | 76.00% 32.22% | -0.13
GSO 93.50% | 90.00% | 92.20% | 76.07% 47.30% | -0.17
RAND 93.50% | 90.00% | 91.30% | 76.10% 50.97% | -0.18
GEFeS | 93.50% | 90.00% | 99.10% | 76.03% 21.81% | -0.10
PSO 93.50% | 90.00% | 93.60% | 76.03% 45.56% | -0.15
1.0 ABCO 93.50% | 90.00% | 92.37% | 76.00% 46.16% | -0.17
ASO 93.50% | 90.00% | 95.90% | 76.00% 30.50% | -0.13
GSO 93.50% | 90.00% | 92.10% | 76.07% 47.23% | -0.17
RAND 93.50% | 90.00% | 91.17% | 76.07% 49.78% | -0.18
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Table D.16. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the CASIS-50, Hybrid Feature Set - 566 Features, 175+(org = 200, adv = 200).

Baseline With Feature Selection Use?

w FS Alg Orig Adv Orig Adv %

Features
Used

GEFeS | 99.00% | 89.00% | 100.00% | 77.80% 52.59% | -0.12
PSO 99.00% | 89.00% | 99.97% | 77.63% 51.38% | -0.13
ABCO 99.00% | 89.00% | 98.73% | 78.07% 51.50% | -0.13
LA ASO 99.00% | 89.00% | 99.00% | 76.93% 56.50% | -0.14
GSO 99.00% | 89.00% | 98.73% | 78.13% 51.36% | -0.12
RAND 99.00% | 89.00% | 98.27% | 77.97% 50.08% | -0.13
GEFeS | 99.00% | 89.00% | 100.00% | 77.13% 13.53% | -0.12
PSO 99.00% | 89.00% | 99.07% | 77.20% 46.76% | -0.13
04 ABCO 99.00% | 89.00% | 98.90% | 78.00% 49.50% | -0.12
’ ASO 99.00% | 89.00% | 98.97% | 76.67% 50.49% | -0.14
GSO 99.00% | 89.00% | 98.67% | 77.60% 50.69% | -0.13
RAND 99.00% | 89.00% | 98.10% | 77.87% 50.03% | -0.13
GEFeS | 99.00% | 89.00% | 100.00% | 77.17% 13.14% | -0.12
PSO 99.00% | 89.00% | 99.27% | 77.87% 46.36% | -0.12
03 ABCO 99.00% | 89.00% | 98.90% | 77.77% 48.29% | -0.13
ASO 99.00% | 89.00% | 99.07% | 76.50% 39.12% | -0.14
GSO 99.00% | 89.00% | 98.40% | 77.93% 48.89% | -0.13
RAND 99.00% | 89.00% | 97.93% | 77.83% 49.97% | -0.14
GEFeS | 99.00% | 89.00% | 100.00% | 77.10% 12.66% | -0.12
PSO 99.00% | 89.00% | 98.87% | 77.73% 45.78% | -0.13
ABCO 99.00% | 89.00% | 99.07% | 77.83% 47.46% | -0.12
0.5 ASO 99.00% | 89.00% | 98.90% | 76.77% 30.01% | -0.14
GSO 99.00% | 89.00% | 98.33% | 77.97% 47.93% | -0.13
RAND 99.00% | 89.00% | 97.83% | 77.80% 50.44% | -0.14
GEFeS | 99.00% | 89.00% | 100.00% | 77.37% 12.39% | -0.12
PSO 99.00% | 89.00% | 98.93% | 77.63% 44.43% | -0.13
ABCO 99.00% | 89.00% | 98.73% | 78.17% 46.40% | -0.12
o ASO 99.00% | 89.00% | 98.77% | 76.93% 22.69% | -0.14
GSO 99.00% | 89.00% | 98.33% | 77.53% 46.81% | -0.14
RAND 99.00% | 89.00% | 97.70% | 77.43% 50.04% | -0.14
GEFeS | 99.00% | 89.00% | 99.97% | 77.17% 11.60% | -0.12
PSO 99.00% | 89.00% | 98.67% | 77.60% 44.00% | -0.13
0.9 ABCO 99.00% | 89.00% | 98.50% | 77.47% 45.15% | -0.13
’ ASO 99.00% | 89.00% | 98.40% | 76.73% 18.17% | -0.14
GSO 99.00% | 89.00% | 98.53% | 77.93% 4532% | -0.13
RAND 99.00% | 89.00% | 97.27% | 77.43% 50.05% | -0.15
GEFeS | 99.00% | 89.00% | 100.00% | 77.13% 11.78% | -0.12
PSO 99.00% | 89.00% | 98.33% | 77.53% 43.00% | -0.14
1.0 ABCO 99.00% | 89.00% | 98.40% | 77.50% 4441% | -0.14
ASO 99.00% | 89.00% | 98.33% | 76.83% 16.20% | -0.14
GSO 99.00% | 89.00% | 98.20% | 77.00% 45.42% | -0.14
RAND 99.00% | 89.00% | 97.73% | 77.60% 49.59% | -0.14

182



Table D.17. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the CASIS-100, LIWC Feature Set - 93 Features, 375+(org = 25, adv = 25).

Baseline With Feature Selection Use?

) FS Alg Orig Adv Orig Adv %

Features

Used
GEFeS | 52.00% | 44.00% | 54.40% | 6.27% 65.09% | -0.81
PSO 52.00% | 44.00% | 50.40% | 5.47% 60.72% | -0.91
ABCO 52.00% | 44.00% | 53.20% | 6.13% 60.00% | -0.84
0.0 ASO 52.00% | 44.00% | 57.87% | 13.87% 81.08% | -0.57
GSO 52.00% | 44.00% | 51.73% | 3.60% 61.00% | -0.92
RAND 52.00% | 44.00% | 49.33% | 4.53% 49.14% | -0.95
GEFeS | 52.00% | 44.00% | 54.27% | 3.47% 61.65% | -0.88
PSO 52.00% | 44.00% | 51.33% | 4.00% 59.50% | -0.92
ABCO 52.00% | 44.00% | 50.27% | 4.27% 59.46% | -0.94
0.1 ASO 52.00% | 44.00% | 56.67% | 14.00% 80.22% | -0.59
GSO 52.00% | 44.00% | 50.80% | 3.87% 60.22% | -0.94
RAND 52.00% | 44.00% | 49.07% | 4.67% 51.79% | -0.95
GEFeS | 52.00% | 44.00% | 51.47% | 1.47% 59.75% | -0.98
PSO 52.00% | 44.00% | 51.20% | 3.33% 57.63% | -0.94
03 ABCO 52.00% | 44.00% | 50.67% | 4.93% 58.67% | -0.91
’ ASO 52.00% | 44.00% | 56.27% | 13.73% 78.67% | -0.61
GSO 52.00% | 44.00% | 50.67% | 2.67% 57.63% | -0.97
RAND 52.00% | 44.00% | 49.60% | 2.27% 49.82% | -0.99
GEFeS | 52.00% | 44.00% | 53.73% | 1.60% 56.77% | -0.93
PSO 52.00% | 44.00% | 51.87% | 3.33% 56.20% | -0.93
ABCO 52.00% | 44.00% | 50.53% | 5.07% 57.35% | -0.91
s ASO 52.00% | 44.00% | 55.33% | 12.67% 76.63% | -0.65
GSO 52.00% | 44.00% | 48.67% | 4.13% 58.14% | -0.97
RAND 52.00% | 44.00% | 48.13% | 2.40% 50.79% | -1.02
GEFeS | 52.00% | 44.00% | 53.87% | 2.27% 55.70% | -0.91
PSO 52.00% | 44.00% | 47.87% | 2.00% 55.66% | -1.03
0.7 ABCO 52.00% | 44.00% | 50.93% | 4.13% 55.63% | -0.93
’ ASO 52.00% | 44.00% | 56.53% | 12.40% 74.23% | -0.63
GSO 52.00% | 44.00% | 48.67% | 1.73% 58.96% | -1.02
RAND 52.00% | 44.00% | 49.73% | 2.53% 50.36% | -0.99
GEFeS | 52.00% | 44.00% | 55.87% | 0.67% 52.19% | -0.94
PSO 52.00% | 44.00% | 50.27% | 2.00% 53.41% | -0.99
ABCO 52.00% | 44.00% | 49.20% | 0.53% 53.37% | -1.04
0.9 ASO 52.00% | 44.00% | 56.00% | 12.27% 71.61% | -0.64
GSO 52.00% | 44.00% | 50.80% | 1.60% 55.66% | -0.99
RAND 52.00% | 44.00% | 47.47% | 3.07% 50.11% | -1.02
GEFeS | 52.00% | 44.00% | 54.80% | 0.27% 52.47% | -0.37
PSO 52.00% | 44.00% | 52.40% | 2.93% 55.13% | -0.93
1.0 ABCO 52.00% | 44.00% | 51.47% | 1.60% 53.51% | -0.97
ASO 52.00% | 44.00% | 55.07% | 12.93% 70.47% | -0.65
GSO 52.00% | 44.00% | 48.27% | 3.20% 55.23% | -1.00
RAND 52.00% | 44.00% | 48.13% | 2.40% 49.25% | -1.02
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Table D.18. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the CASIS-100, Topic Modeling Feature Set - 45 Features, 375+(org = 25, adv =

25).

Baseline With Feature Selection Use?

7 FS Alg Orig Adv Orig Adv %

Features
Used

GEFeS | 32.00% | 0.00% | 42.13% 0.00% 87.78% 0.10
PSO 32.00% | 0.00% | 35.33% 0.00% 80.59% 0.03
0.0 ABCO 32.00% | 0.00% | 37.47% 0.00% 81.93% 0.05
’ ASO 32.00% | 0.00% | 32.00% 0.00% | 100.00% 0.00
GSO 32.00% | 0.00% | 36.27% 0.00% 80.59% 0.04
RAND 32.00% | 0.00% | 33.20% 0.00% 49.78% 0.01
GEFeS | 32.00% | 0.00% | 41.73% 0.00% 85.70% 0.10
PSO 32.00% | 0.00% | 35.20% 0.00% 79.41% 0.03
0.1 ABCO 32.00% | 0.00% | 36.27% 0.00% 82.22% 0.04
’ ASO 32.00% | 0.00% | 32.00% 0.00% | 100.00 % 0.00
GSO 32.00% | 0.00% | 34.67% 0.00% 80.52% 0.03
RAND 32.00% | 0.00% | 29.73% 0.13% 48.52% | -0.02
GEFeS | 32.00% | 0.00% | 42.27% 0.00% 86.15% 0.10
PSO 32.00% | 0.00% | 37.22% 0.00% 79.63% 0.05
03 ABCO 32.00% | 0.00% | 38.53% 0.00% 82.89% 0.07
’ ASO 32.00% | 0.00% | 32.00% 0.00% | 100.00% 0.00
GSO 32.00% | 0.00% | 33.47% 0.13% 78.00% 0.01
RAND 32.00% | 0.00% | 33.47% 0.00% 48.96% 0.01
GEFeS | 32.00% | 0.00% | 42.40% 0.00% 86.30% 0.10
PSO 32.00% | 0.00% | 36.53% 0.00% 78.30% 0.05
0.5 ABCO 32.00% | 0.00% | 36.53% 0.00% 79.93% 0.05
’ ASO 32.00% | 0.00% | 32.00% 0.00% | 100.00% 0.00
GSO 32.00% | 0.00% | 34.67% 0.00% 79.48% 0.03
RAND 32.00% | 0.00% | 32.93% 0.13% 49.56% 0.01
GEFeS | 32.00% | 0.00% | 42.80% 0.00% 86.74% 0.11
PSO 32.00% | 0.00% | 37.07% 0.00% 77.93% 0.05
0.7 ABCO 32.00% | 0.00% | 34.67% 0.00% 81.41% 0.03
’ ASO 32.00% | 0.00% | 32.00% 0.00% 99.93% 0.00
GSO 32.00% | 0.00% | 35.87% 0.00% 79.11% 0.04
RAND 32.00% | 0.00% | 32.40% 0.00% 49.56% 0.00
GEFeS | 32.00% | 0.00% | 43.87% 0.00% 84.67% 0.12
PSO 32.00% | 0.00% | 36.13% 0.00% 80.15% 0.04
0.5 ABCO 32.00% | 0.00% | 37.73% 0.00% 79.26% 0.06
’ ASO 32.00% | 0.00% | 32.00% 0.00% 99.85% 0.00
GSO 32.00% | 0.00% | 34.67% 0.00% 78.15% 0.03
RAND 32.00% | 0.00% | 33.20% 0.13% 48.59% 0.01
GEFeS | 32.00% | 0.00% | 41.60% 0.00% 84.22% 0.10
PSO 32.00% | 0.00% | 37.73% 0.00% 78.30% 0.06
10 ABCO 32.00% | 0.00% | 37.07% 0.00% 77.48% 0.05
’ ASO 32.00% | 0.00% | 32.00% 0.00% 99.85% 0.00
GSO 32.00% | 0.00% | 35.07% 0.13% 78.44% 0.03
RAND 32.00% | 0.00% | 34.27% 0.27% 51.19% 0.02
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Table D.19. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the CASIS-100, Stylometry Feature Set - 428 Features, 375+(org = 25, adv = 25).

Baseline With Feature Selection Use?
® FS Alg Orig Adv Orig Adv %
Features
Used
GEFeS | 28.00% | 12.00% | 52.40% | 0.67% 52.83% | -0.07
PSO 28.00% | 12.00% | 31.73% | 1.60% 52.55% | -0.73
ABCO 28.00% | 12.00% 31.73% 0.53% 53.79% -0.82
0.0 ASO 28.00% | 12.00% | 43.07% | 19.07% 59.79% 1.13
GSO 28.00% | 12.00% | 31.73% | 0.40% 52.62% | -0.83
RAND 28.00% | 12.00% 32.27% 1.07% 50.23% -0.76
GEFeS | 28.00% | 12.00% | 52.40% | 0.40% 49.31% | -0.10
PSO 28.00% | 12.00% 34.27% 0.67% 51.92% -0.72
ABCO 28.00% | 12.00% | 31.33% | 1.07% 51.14% | -0.79
- ASO 28.00% | 12.00% | 46.00% | 19.20% 54.95% 1.24
GSO 28.00% | 12.00% 31.47% 0.93% 52.40% -0.80
RAND 28.00% | 12.00% | 31.60% | 0.93% 49.40% | -0.79
GEFeS | 28.00% | 12.00% | 53.07% | 0.13% 42.21% | -0.09
PSO 28.00% | 12.00% 31.87% 1.33% 49.87% -0.75
03 ABCO 28.00% | 12.00% | 34.00% | 0.67% 50.03% | -0.73
ASO 28.00% | 12.00% | 48.27% | 19.20% 47.73% 1.32
GSO 28.00% | 12.00% 34.53% 1.20% 50.79% -0.67
RAND 28.00% | 12.00% | 30.13% | 0.80% 50.21% | -0.86
GEFeS 28.00% | 12.00% 55.73% 0.00% 36.11% -0.01
PSO 28.00% | 12.00% 32.67% 0.93% 48.30% -0.76
ABCO 28.00% | 12.00% | 33.07% | 1.33% 48.79% | -0.71
0.5 ASO 28.00% | 12.00% 47.07% | 14.67% 41.86% 0.90
GSO 28.00% | 12.00% | 32.53% | 0.08% 49.03% | -0.77
RAND 28.00% | 12.00% | 29.33% | 0.80% 50.37% | -0.89
GEFeS 28.00% | 12.00% 52.93% 0.00% 32.41% -0.11
PSO 28.00% | 12.00% | 34.13% | 0.67% 46.50% | -0.73
ABCO 28.00% | 12.00% | 32.40% | 1.33% 47.02% | -0.73
2k ASO 28.00% | 12.00% 46.93% | 17.60% 37.46% 0.31
GSO 28.00% | 12.00% | 30.80% | 1.47% 46.95% | -0.78
RAND 28.00% | 12.00% | 31.47% | 0.27% 50.02% | -0.85
GEFeS 28.00% | 12.00% 54.40% 0.40% 27.90% -0.02
PSO 28.00% | 12.00% | 31.20% | 0.80% 45.62% | -0.82
ABCO 28.00% | 12.00% | 32.80% | 1.20% 45.54% | -0.73
09 ASO 28.00% | 12.00% 47.73% 1.47% 32.78% -0.17
GSO 28.00% | 12.00% | 32.00% | 0.67% 45.86% | -0.80
RAND 28.00% | 12.00% 30.13% 1.47% 49.93% -0.80
GEFeS | 28.00% | 12.00% | 54.00% | 0.67% 26.20% | -0.02
PSO 28.00% | 12.00% | 32.93% | 1.20% 44.14% | -0.72
1.0 ABCO 28.00% | 12.00% 30.00% 1.07% 45.58% -0.84
ASO 28.00% | 12.00% | 48.53% | 0.00% 30.49% | -0.27
GSO 28.00% | 12.00% | 32.27% | 1.07% 44.98% | -0.76
RAND 28.00% | 12.00% 30.80% 0.80% 49.91% -0.83
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Table D.20. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the CASIS-100, Hybrid Feature Set - 566 Features, 375+(org = 25, adv = 25).

Baseline With Feature Selection Use?

) FS Alg Orig Adv Orig Adv %

Features

Used
GEFeS | 72.00% | 8.00% | 81.47% | 5.07% 54.03% | -0.24
PSO 72.00% | 8.00% | 69.73% | 1.60% 53.68% | -0.83
0.0 ABCO 72.00% | 8.00% | 70.00% | 2.27% 52.99% | -0.74
’ ASO 72.00% | 8.00% | 74.53% | 3.73% 64.69% | -0.50
GSO 72.00% | 8.00% | 70.13% | 2.80% 52.87% | -0.68
RAND 72.00% | 8.00% | 65.07% | 1.87% 50.10% | -0.86
GEFeS | 72.00% | 8.00% | 82.80% | 4.40% 44.95% | -0.30
PSO 72.00% | 8.00% | 69.73% | 1.20% 51.28% | -0.88
ABCO 72.00% | 8.00% | 70.93% | 1.33% 51.93% | -0.85
0.1 ASO 72.00% | 8.00% | 75.20% | 3.47% 58.10% | -0.52
GSO 72.00% | 8.00% | 70.53% | 2.27% 52.34% | -0.74
RAND 72.00% | 8.00% | 67.47% | 1.47% 49.44% | -0.88
GEFeS | 72.00% | 8.00% | 82.93% | 2.27% 34.36% | -0.56
PSO 72.00% | 8.00% | 70.13% | 2.00% 49.91% | -0.78
03 ABCO 72.00% | 8.00% | 68.93% | 1.60% 50.37% | -0.84
ASO 72.00% | 8.00% | 75.73% | 3.07% 45.95% | -0.56
GSO 72.00% | 8.00% | 67.87% | 2.67% 50.29% | -0.72
RAND 72.00% | 8.00% | 66.67% | 2.67% 49.72% | -0.74
GEFeS | 72.00% | 8.00% | 83.33% | 1.20% 28.47% | -0.69
PSO 72.00% | 8.00% | 69.73% | 2.00% 48.43% | -0.78
ABCO 72.00% | 8.00% | 70.13% | 1.20% 48.46% | -0.88
0.5 ASO 72.00% | 8.00% | 75.47% | 2.27% 35.09% | -0.67
GSO 72.00% | 8.00% | 68.67% | 2.67% 49.19% | -0.71
RAND 72.00% | 8.00% | 66.67% | 2.27% 49.79% | -0.79
GEFeS | 72.00% | 8.00% | 82.00% | 0.27% 25.06% | -0.83
PSO 72.00% | 8.00% | 67.60% | 2.27% 47.43% | -0.78
ABCO 72.00% | 8.00% | 68.27% | 1.60% 47.49% | -0.85
L ASO 72.00% | 8.00% | 76.40% | 1.33% 26.95% | -0.77
GSO 72.00% | 8.00% | 68.53% | 2.53% 47.78% | -0.73
RAND 72.00% | 8.00% | 65.87% | 1.47% 50.34% | -0.90
GEFeS | 72.00% | 8.00% | 83.73% | 1.07% 22.28% | -0.70
PSO 72.00% | 8.00% | 68.27% | 1.47% 45.06% | -0.87
ABCO 72.00% | 8.00% | 66.53% | 2.13% 45.20% | -0.81
0.9 ASO 72.00% | 8.00% | 75.73% | 1.20% 20.90% | -0.80
GSO 72.00% | 8.00% | 67.07% | 1.47% 45.76% | -0.89
RAND 72.00% | 8.00% | 64.67% | 1.73% 50.14% | -0.89
GEFeS | 72.00% | 8.00% | 80.53% | 0.53% 21.30% | -0.81
PSO 72.00% | 8.00% | 66.93% | 0.80% 45.58% | -0.97
1.0 ABCO 72.00% | 8.00% | 68.27% | 1.47% 45.55% | -0.87
ASO 72.00% | 8.00% | 73.20% | 0.67% 18.50% | -0.90
GSO 72.00% | 8.00% | 66.40% | 0.93% 46.02% | -0.96
RAND 72.00% | 8.00% | 65.87% | 2.13% 50.50% | -0.82
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Table D.21. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the CASIS-100, LIWC Feature Set - 93 Features, 375+(org = 400, adv = 400).

Baseline With Feature Selection Use?

) FS Alg Orig Adv Orig Adv %

Features
Used

GEFeS | 96.75% | 96.25% | 96.85% | 93.84% 65.09% | -0.02
PSO 96.75% | 96.25% | 96.50% | 93.69% 60.72% | -0.03
0.0 ABCO 96.75% | 96.25% | 96.59% | 93.65% 60.00% | -0.03
’ ASO 96.75% | 96.25% | 97.17% | 94.42% 81.08% | -0.01
GSO 96.75% | 96.25% | 96.59% | 93.58% 61.00% | -0.03
RAND 96.75% | 96.25% | 96.25% | 93.45% 49.14% | -0.03
GEFeS | 96.75% | 96.25% | 96.88% | 93.70% 61.65% | -0.03
PSO 96.75% | 96.25% | 96.42% | 93.46% 59.50% | -0.03
ABCO 96.75% | 96.25% | 96.48% | 93.60% 59.46% | -0.03
01 ASO 96.75% | 96.25% | 97.04% | 94.38% 80.22% | -0.02
GSO 96.75% | 96.25% | 96.43% | 93.50% 60.22% | -0.03
RAND 96.75% | 96.25% | 96.24% | 93.47% 51.79% | -0.03
GEFeS | 96.75% | 96.25% | 96.67% | 93.54% 59.75% | -0.03
PSO 96.75% | 96.25% | 96.46% | 93.47% 57.63% | -0.03
03 ABCO 96.75% | 96.25% | 96.28% | 93.42% 58.67% | -0.03
’ ASO 96.75% | 96.25% | 96.98% | 94.33% 78.67% | -0.02
GSO 96.75% | 96.25% | 96.46% | 93.46% 57.63% | -0.03
RAND 96.75% | 96.25% | 96.45% | 93.49% 49.82% | -0.03
GEFeS | 96.75% | 96.25% | 96.88% | 93.42% 56.77% | -0.03
PSO 96.75% | 96.25% | 96.48% | 93.44% 56.20% | -0.03
ABCO 96.75% | 96.25% | 96.38% | 93.53% 57.35% | -0.03
. ASO 96.75% | 96.25% | 96.86% | 94.19% 76.63% | -0.02
GSO 96.75% | 96.25% | 96.26% | 93.48% 58.14% | -0.03
RAND 96.75% | 96.25% | 96.26% | 93.40% 50.79% | -0.03
GEFeS | 96.75% | 96.25% | 96.72% | 93.49% 55.70% | -0.03
PSO 96.75% | 96.25% | 96.34% | 93.48% 55.66% | -0.03
0.7 ABCO 96.75% | 96.25% | 96.47% | 93.54% 55.63% | -0.03
’ ASO 96.75% | 96.25% | 96.92% | 94.16% 74.23% | -0.02
GSO 96.75% | 96.25% | 96.40% | 93.47% 58.96% | -0.03
RAND 96.75% | 96.25% | 96.27% | 93.32% 50.36% | -0.04
GEFeS | 96.75% | 96.25% | 96.79% | 93.34% 52.19% | -0.03
PSO 96.75% | 96.25% | 96.35% | 93.33% 53.41% | -0.03
ABCO 96.75% | 96.25% | 96.35% | 93.31% 53.37% | -0.03
09 ASO 96.75% | 96.25% | 96.83% | 94.10% 71.61% | -0.02
GSO 96.75% | 96.25% | 96.38% | 93.30% 55.66% | -0.03
RAND 96.75% | 96.25% | 96.16% | 93.38% 50.11% | -0.04
GEFeS | 96.75% | 96.25% | 96.77% | 93.36% 52.47% | -0.03
PSO 96.75% | 96.25% | 96.39% | 93.30% 55.13% | -0.03
1.0 ABCO 96.75% | 96.25% | 96.35% | 93.23% 53.51% | -0.04
’ ASO 96.75% | 96.25% | 96.73% | 94.09% 70.47% | -0.02
GSO 96.75% | 96.25% | 96.22% | 93.40% 55.23% | -0.04
RAND 96.75% | 96.25% | 96.10% | 93.24% 49.25% | -0.04
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Table D.22. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the CASIS-100, Topic Modeling Feature Set - 45 Features, 375+(org = 400, adv

= 400).
Baseline With Feature Selection Use?
w FS Alg Orig Adv Orig Adv %
Features
Used

GEFeS | 88.75% | 86.75% | 88.96% | 86.33% 87.78% 0.00
PSO 88.75% | 86.75% | 87.31% | 85.10% 80.59% | -0.04
0 ABCO 88.75% | 86.75% | 87.85% | 85.51% 81.93% | -0.02
’ ASO 88.75% | 86.75% | 88.75% | 86.75% | 100.00% 0.00
GSO 88.75% | 86.75% | 87.94% | 85.68% 80.59% | -0.02
RAND 88.75% | 86.75% | 87.15% | 85.08% 49.78% | -0.04
GEFeS | 88.75% | 86.75% | 88.88% | 86.27% 85.70% 0.00
PSO 88.75% | 86.75% | 87.47% | 85.27% 79.41% | -0.03
ABCO 88.75% | 86.75% | 87.86% | 85.59% 82.22% | -0.02
01 ASO 88.75% | 86.75% | 88.75% | 86.75% | 100.00 % 0.00
GSO 88.75% | 86.75% | 87.73% | 85.56% 80.52% | -0.03
RAND 88.75% | 86.75% | 86.56% | 84.71% 48.52% | -0.05
GEFeS | 88.75% | 86.75% | 88.95% | 86.31% 86.15% 0.00
PSO 88.75% | 86.75% | 87.73% | 85.39% 79.63% | -0.03
ABCO 88.75% | 86.75% | 87.88% | 85.47% 82.89% | -0.02
03 ASO 88.75% | 86.75% | 88.75% | 86.75% | 100.00% 0.00
GSO 88.75% | 86.75% | 87.47% | 85.38% 78.00% | -0.03
RAND 88.75% | 86.75% | 87.07% | 84.98% 48.96% | -0.04
GEFeS | 88.75% | 86.75% | 88.94% | 86.19% 86.30% | -0.01
PSO 88.75% | 86.75% | 87.59% | 85.31% 78.30% | -0.03
0.5 ABCO 88.75% | 86.75% | 87.51% | 85.23% 79.93% | -0.03
’ ASO 88.75% | 86.75% | 88.75% | 86.75% | 100.00% 0.00
GSO 88.75% | 86.75% | 87.42% | 85.25% 79.48% | -0.03
RAND 88.75% | 86.75% | 86.87% | 84.82% 49.56% | -0.04
GEFeS | 88.75% | 86.75% | 88.90% | 86.23% 86.74% 0.00
PSO 88.75% | 86.75% | 87.49% | 85.18% 77.93% | -0.03
05 ABCO 88.75% | 86.75% | 87.58% | 85.41% 81.41% | -0.03
’ ASO 88.75% | 86.75% | 88.75% | 86.75% 99.93% 0.00
GSO 88.75% | 86.75% | 87.47% | 85.23% 79.11% | -0.03
RAND 88.75% | 86.75% | 86.75% | 84.73% 49.56% | -0.05
GEFeS | 88.75% | 86.75% | 88.92% | 86.18% 84.67% 0.00
PSO 88.75% | 86.75% | 87.44% | 85.19% 80.15% | -0.03
ABCO 88.75% | 86.75% 87.76% | 85.41% 79.26% -0.03
- ASO 88.75% | 86.75% | 88.75% | 86.75% 99.85% 0.00
GSO 88.75% | 86.75% | 87.18% | 85.02% 78.15% | -0.04
RAND 88.75% | 86.75% | 87.09% | 85.03% 48.59% | -0.04
GEFeS | 88.75% | 86.75% | 88.81% | 86.21% 84.22% | -0.01
PSO 88.75% | 86.75% | 87.28% | 84.92% 78.30% | -0.04
A ABCO 88.75% | 86.75% | 87.57% | 86.25% 77.48% | -0.03
’ ASO 88.75% | 86.75% | 88.75% | 86.75% 99.85% 0.00
GSO 88.75% | 86.75% | 87.45% | 85.27% 78.44% | -0.03
RAND 88.75% | 86.75% | 87.03% | 84.90% 51.19% | -0.04
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Table D.23. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the CASIS-100, Stylometry Feature Set - 428 Features, 375+(org = 400, adv =

400).
Baseline With Feature Selection Use?

w FS Alg Orig Adv Orig Adv %

Features

Used
GEFeS | 95.50% | 94.50% | 97.03% | 93.79% 52.83% 0.01
PSO 95.50% | 94.50% | 95.73% | 93.85% 52.55% 0.00
G ABCO 95.50% | 94.50% | 95.73% | 93.78% 53.79% | -0.01
’ ASO 95.50% | 94.50% | 96.44% | 94.94% 59.79% 0.01
GSO 95.50% | 94.50% | 95.73% | 93.78% 52.62% | -0.01
RAND 95.50% | 94.50% | 95.77% | 93.82% 50.23% 0.00
GEFeS | 95.50% | 94.50% | 97.03% | 93.78% 49.31% 0.01
PSO 95.50% | 94.50% | 95.89% | 93.79% 51.92% 0.00
0.1 ABCO 95.50% | 94.50% | 95.71% | 93.82% 51.14% | -0.01
’ ASO 95.50% | 94.50% | 96.63% | 94.95% 54.95% 0.02
GSO 95.50% | 94.50% | 95.72% | 93.81% 52.40% | -0.01
RAND 95.50% | 94.50% | 95.73% | 93.81% 49.40% 0.00
GEFeS | 95.50% | 94.50% | 97.07% | 93.76% 42.21% 0.01
PSO 95.50% | 94.50% | 95.74% | 93.83% 49.87% 0.00
03 ABCO 95.50% | 94.50% | 95.88% | 93.79% 50.03% 0.00
ASO 95.50% | 94.50% | 96.77% | 94.95% 47.73% 0.02
GSO 95.50% | 94.50% | 95.91% | 93.83% 50.79% 0.00
RAND 95.50% | 94.50% | 95.63% | 93.80% 50.21% | -0.01
GEFeS | 95.50% | 94.50% | 97.23% | 93.75% 36.11% 0.01
PSO 95.50% | 94.50% | 95.78% | 93.80% 48.30% 0.00
ABCO 95.50% | 94.50% | 95.82% | 93.83% 48.79% 0.00
0.5 ASO 95.50% | 94.50% | 96.69% | 94.67% 41.86% 0.01
GSO 95.50% | 94.50% | 95.78% | 93.80% 49.03% 0.00
RAND 95.50% | 94.50% | 95.58% | 93.80% 50.37% | -0.01
GEFeS | 95.50% | 94.50% | 97.06% | 93.75% 32.41% 0.01
PSO 95.50% | 94.50% | 95.88% | 93.79% 46.50% 0.00
0.7 ABCO 95.50% | 94.50% | 95.78% | 93.83% 47.02% 0.00
’ ASO 95.50% | 94.50% | 96.68% | 94.23% 37.46% 0.01
GSO 95.50% | 94.50% | 95.68% | 93.84% 46.95% | -0.01
RAND 95.50% | 94.50% | 95.72% | 93.77% 50.02% | -0.01
GEFeS | 95.50% | 94.50% | 97.15% | 93.78% 27.90% 0.01
PSO 95.50% | 94.50% | 95.70% | 93.80% 45.62% 0.01
ABCO 95.50% | 94.50% | 95.80% | 93.83% 45.54% 0.00
0.9 ASO 95.50% | 94.50% | 96.73% | 93.84% 32.78% 0.01
GSO 95.50% | 94.50% | 95.75% | 93.79% 45.86% 0.00
RAND 95.50% | 94.50% | 95.63% | 93.84% 49.93% | -0.01
GEFeS | 95.50% | 94.50% | 97.13% | 93.79% 26.20% 0.01
PSO 95.50% | 94.50% | 95.81% | 93.83% 44.14% 0.00
1.0 ABCO 95.50% | 94.50% | 95.63% | 93.82% 45.58% | -0.01
ASO 95.50% | 94.50% | 96.78% | 93.75% 30.49% 0.01
GSO 95.50% | 94.50% | 95.77% | 93.82% 44.98% 0.00
RAND 95.50% | 94.50% | 95.68% | 93.80% 49.91% | -0.01
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Table D.24. A Comparison of Adversarial Author Identification with and without Feature
Selection Using the CASIS-100, Hybrid Feature Set - 566 Features, 375+(org = 400, adv = 400).

Baseline With Feature Selection Use?

w FS Alg Orig Adv Orig Adv %

Features
Used

GEFeS 98.25% | 94.25% 98.84% | 94.07% 54.03% 0.00
PSO 98.25% | 94.25% | 98.06% | 93.80% 53.68% | -0.01
0.0 ABCO 98.25% | 94.25% 98.08% | 93.84% 52.99% -0.01
’ ASO 98.25% | 94.25% 98.41% | 93.98% 64.69% 0.00
GSO 98.25% | 94.25% | 98.12% | 93.91% 52.87% 0.00
RAND 98.25% | 94.25% 97.80% | 93.85% 50.10% -0.01
GEFeS 98.25% | 94.25% 98.92% | 94.02% 44.95% 0.00
PSO 98.25% | 94.25% 98.09% | 93.81% 51.28% -0.01
01 ABCO 98.25% | 94.25% 98.16% | 93.81% 51.93% -0.01
’ ASO 98.25% | 94.25% 98.45% | 93.97% 58.10% 0.00
GSO 98.25% | 94.25% 98.11% | 93.84% 52.34% -0.01
RAND 98.25% | 94.25% 97.95% | 93.83% 49.44% -0.01
GEFeS 98.25% | 94.25% 98.92% | 93.88% 34.36% 0.00
PSO 98.25% | 94.25% | 98.11% | 93.85% 4991% | -0.01
03 ABCO 98.25% | 94.25% | 98.01% | 93.80% 50.37% | -0.01
’ ASO 98.25% | 94.25% 98.48% | 93.94% 45.95% 0.00
GSO 98.25% | 94.25% | 97.96% | 93.88% 50.29% | -0.01
RAND 98.25% | 94.25% | 97.86% | 93.86% 49.72% | -0.01
GEFeS | 98.25% | 94.25% | 98.94% | 93.81% 28.47% 0.00
PSO 98.25% | 94.25% 98.08% | 93.84% 48.43% -0.01
0.5 ABCO 98.25% | 94.25% | 98.11% | 93.80% 48.46% | -0.01
’ ASO 98.25% | 94.25% | 98.46% | 93.88% 35.09% 0.00
GSO 98.25% | 94.25% 98.02% | 93.89% 49.19% -0.01
RAND 98.25% | 94.25% | 97.88% | 93.85% 49.79% | -0.01
GEFeS | 98.25% | 94.25% | 98.83% | 93.73% 25.06% 0.00
PSO 98.25% | 94.25% | 97.92% | 93.83% 47.43% | -0.01
05 ABCO 98.25% | 94.25% | 98.00% | 98.83% 47.49% | -0.01
’ ASO 98.25% | 94.25% | 98.53% | 93.83% 26.95% 0.00
GSO 98.25% | 94.25% | 98.00% | 93.88% 47.78% | -0.01
RAND 98.25% | 94.25% | 97.84% | 93.82% 50.34% | -0.01
GEFeS | 98.25% | 94.25% | 98.93% | 93.77% 22.28% 0.00
PSO 98.25% | 94.25% | 97.98% | 93.81% 45.06% | -0.01
0.5 ABCO 98.25% | 94.25% | 97.86% | 93.83% 45.20% | -0.01
’ ASO 98.25% | 94.25% | 98.38% | 93.72% 20.90% 0.00
GSO 98.25% | 94.25% | 97.88% | 93.78% 45.76% | -0.01
RAND 98.25% | 94.25% | 97.77% | 93.83% 50.14% | -0.01
GEFeS | 98.25% | 94.25% | 98.73% | 93.73% 21.30% 0.00
PSO 98.25% | 94.25% | 97.89% | 93.76% 45.58% | -0.01
1.0 ABCO 98.25% | 94.25% | 97.99% | 93.82% 45.55% | -0.01
’ ASO 98.25% | 94.25% | 98.25% | 93.72% 18.50% | -0.01
GSO 98.25% | 94.25% | 97.86% | 93.77% 46.02% | -0.01
RAND 98.25% | 94.25% | 97.83% | 93.85% 50.50% | -0.01
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Appendix E

Genetic and Swarm Based Feature Selection with Respect to Adversarial Author Profiling
Detailed Results

This following is a detailed explanation of the results from the experiments described in
Chapter 8.

We generated the results using a cross-product of feature selection algorithms (i.e., GEFeS,
PSO, ABCO, ASO, GSO, and random sampling) and feature sets (i.e., LIWC, Topic Modeling,
Stylometry and Hybrid) with and without feature selection as well as with and without adversarial
texts. The random sampling feature selection algorithm (RAND) serves as a baseline for feature
selection. We also employed a Linear Support Vector Machine (LSVM) as the AIdS used in fitness
evaluation.

We used five-fold crossover using four of the samples for training and the fifth for
validation. We calculate accuracy using two methods: one method trains on four of the five folds
and calculates accuracy using only the fifth sample with and without adversarial samples; the
second method also trains on four of the folds, but calculates accuracy across all five folds, again
with and without adversarial samples. We designate the former results as /00+(org = 25, adv =
25), and the latter results as /100+(org = 125, adv = 125), where org indicates the original (non-
adversarial) samples and adv indicates the adversarial samples.

Tables E.1-E.4 show results from the experiments using /00+(org = 25, adv = 25), and
tables E.5-E.8 show results from experiments using /00+(org = 125, adv = 125). In each of the

table titles we indicate the feature set name (LIWC, Topic Modeling, Stylometry or Hybrid), the
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number of features and the accuracy configuration. Since we have two accuracy configurations and
four feature sets, we represent the results in 8 (2 X 4) tables.

Each table lists the accuracies based on original and adversarial samples with and without
feature selection, as well as two other metrics (mean percent features used and the Use? indicator
value based on a risk weighting factor (p) of 0.5 to balance the risk). Each table follows the same
format. The first column of the table, labeled w, is the value of the weight of the penalty applied
within the fitness function (see Equation 4.1). The second column, labeled F'S Alg, indicates the
feature selection algorithm used for the results. The next group of columns, labeled Baseline,
represent those results achieved without feature selection. There are two columns within the
Baseline group. The first, labeled Orig, is the accuracies achieved using no feature selection and no
adversarial texts. The second, labeled Adv are the accuracies achieved with no feature selection
used, but adversarial texts are introduced. The second group of columns, labeled With Feature
Selection shows the results of using feature selection. This group has three columns. The first two
columns are the same as the definition of the two Baseline columns (except with feature selection).
The third column, labeled % Features Used indicates the mean percent of features used after feature
selection was applied. Because of the stochastic nature of the feature selection algorithms, it is
necessary to run the same configuration 30 times to get statistically useful results. Therefore, the
feature selection columns represent the mean across the 30 runs. The final column, labeled Use? is
the indicator calculated according to Table 8.1, as described previously.

The rows of each table are grouped by the seven w values (0.0, 0.1, 0.3, 0.5, 0.7, 0.9, 1.0).
Within each w group there is a row for each feature selection algorithm (GEFeS, PSO, ABCO,

ASO, GSO, RAND). Note that the Baseline values are the same for each feature set across all the
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rows because in the Baseline case there is no feature selection. So, neither w, nor the feature
selection algorithm affect the accuracy.

Given the extracted features, we followed the same procedure outlined in [19] to process
the features, namely applying TF-IDF, standardization and normalization. Also, [19] found better
results by applying this processing before combining the features into the hybrid feature set, so we
followed this process. Note that the LIWC feature set has 93 features, Topic Modeling has 45 and
Stylometry has 428 features, which yields a Hybrid feature set consisting of 566 features.

As previously mentioned, we ran each feature selection configuration 30 times and averaged
the results. For each of these runs, we allowed a total of 15,000 fitness evaluations. Since the
Baseline configurations are not stochastic in nature, these configurations only required one run.
Also, while we trained the feature selection algorithms using the fitness value as explained in
Equation 4.1, the results in the tables reflect unpenalized accuracy.

Table E.1 gives the measurements generated using the LIWC feature set and the PAN19-25
dataset training on four of the samples and testing on the fifth (i.e., /00+(org = 25, adv = 25)). The
baseline accuracies, without feature selection, are 40.00% with original samples and 32.00% when
introducing adversarial samples. With feature selection as shown in the second group of columns
has non-adversarial accuracies ranging from 50.27% (w = 0.1 using RAND) to 70.00% (w = 1.0
using GEFeS). Adversarial samples cause the accuracies to drop to a range of 4.00% for several
values of w with ASO to 7.60% (w = 0.9 using RAND). The Use? values are all negative, meaning
that feature selection is not favored due to the susceptibility it affords. These Use? values range
from -0.59 (w = 0.3 using RAND) to -0.18 (w = 1.0 using GEFeS).

Table E.2 results are based on using the Stylometry feature set and the PAN19-25 dataset

training on four of the samples and testing on the fifth (i.e., /00+(org = 25, adv = 25)). The baseline
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accuracies are 44.00% without adversarial samples, and 32.00% with adversarial samples. With
feature selection, the original samples yield accuracies ranging from 48.27% (w = 0.9 using RAND)
to 78.00% (w = 1.0 using GEFeS). Introducing adversarial samples reduces the accuracies to a
range of 4.13% (w = 0.5 & 0.9 using ASO) to 7.47% (w = 0.0 using ASO and w = 0.1 using
ABCO). Again, the Use? values are all negative indicating that feature selection with Stylometry
exposes a vulnerability to adversarial attacks. The Use? values range from -0.76 (w = 0.9 using
RAND) to -0.08 (w = 0.3 using GEFeS).

Table E.3 results reflect the use of the Topic Modeling feature set with the /00+(org = 25,
adv = 25)) evaluation configuration. The baseline accuracies are 32.00% without adversarial
samples, and 0.00% with adversarial samples. The accuracies are also slightly lower when using
feature selection ranging from 39.60% (w = 0.0 using ASO) to 54.53% (w = 0.5 using GEFeS)
without adversarial samples, and 0.80% (w = 0.9 using ASO) to 4.40% (w = 0.0 using RAND and
w = 0.1 using GEFeS) with adversarial samples. In this case, the Use? values are all positive
indicating that feature selection is useful for Topic Modeling. This is mainly due to the fact that the
baseline adversarial accuracy is 0.00%, and with feature selection the accuracy is greater than
0.00%, which means that any improvement due to feature selection can only be helpful. The Use?
values range from 0.08 (w = 0.0 using ASO) to 0.23 (w = 0.5 using GEFeS).

Table E.4 indicates results using the Hybrid feature set. The baseline accuracies are 40.00%
for original samples and 16.00% for adversarial samples. Using Feature selection, the accuracies
range from 0.16% (w = 0.1 using RAND) to 84.31% (w = 0.7 using GEFeS) for original samples
and drop to a range of 3.07% (w = 1.0 using GEFeS) to 6.27% (w = 0.1 using ABCO) with

adversarial samples. In this case, the Use? values are mixed. All the GEFeS values are positive, and
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all but one other Use? value (w = 0.5 using ASO) is negative. These values range from -0.68 (w =
1.0 using ASO) to 0.37 (w = 0.5 using GEFeS).

Recall that tables E.5-E.8 reflect the 100+ (org = 125, adv = 125) evaluation configuration.
Table E.5 revisits the LIWC feature set using this evaluation configuration. The baseline values for
Table E.5 are 87.20% and 85.60% corresponding to the original and adversarial samples. With
feature selection, original sample accuracies range from 87.15% (w = 0.7 and 0.9 using RAND) to
91.55% (w = 0.1 using GEFeS). Adversarial samples drop the accuracies to 77.52% (w = 1.0 using
GEFeS) and 79.25% (w = 0.3 using ASO). For the LIWC dataset in Table 8.5, the Use? values are
slightly negative ranging from several instances of -0.09 to -0.03 (w = 0.0 & 0.1 using GEFeS).

Table E.6, like Table E.2, uses the Stylometry feature set, but with the 100+ (org = 125, adv
= [25) configuration. The baseline accuracy for original samples is 88.80%, and introducing
adversarial samples lowers the accuracy to 86.40%. Feature selection accuracies for original
samples range from 89.36% (w = 0.9 using RAND) to 94.77% (w = 1.0 using GEFeS), and for
adversarial samples the accuracies drop to 79.28% (w = 0.9 using ASO) to 81.17% (w = 0.5 using
GSO). The Use? values are all slightly non-positive with lows of -0.06 (w = 0.7 & 1.0 using RAND
and w = 0.7 using ASO) to several instances of 0.0 using GEFeS (w = 0.1, 0.3 & 0.5).

Table E.7 shows results for the Topic Modeling feature set, again using the /00+(org =
125, adv = 125) configuration. The baseline accuracies are 79.20% and 72.80% for original and
adversarial samples respectively. With feature selection using original samples, the accuracies
range from 66.56% (w = 1.0 using ASO) to 77.99% (w = 0.0 using RAND), and with adversarial
samples from 58.08% (w = 1.0 using ASO) to 65.12% (w = 0.0 using GEFeS). The Use? values

are decidedly negative ranging from -0.36 (w = 1.0 using ASO) to -0.16 (w = 0.0 using GEFeS).
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Finally, Table E.8 shows results for the Hybrid feature set using /00+(org = 125, adv =
125). The baseline accuracy for original samples is 88.00%, and for adversarial samples the
accuracy is 83.20%. The accuracies for original samples using feature selection range from 90.69%
(w = 0.7 using RAND) to 96.67 (w = 0.7 using GEFeS), and adversarial samples lowers the
accuracies to 80.43% (w = 0.7 using GEFeS) and 81.17% (w = 0.1 using ABCO and w = 0.5 using
PSO). The Use? values are mostly slightly positive, with the exception of one negative value of -

0.02 (@ = 1.0 using ASO) to 0.07 (w = 0.1, 0.5, 0.7 & 0.9 using GEFeS).
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Table E.1. A Comparison of Adversarial Author Identification with and without Feature Selection
Using the PAN19-25, LIWC Feature Set - 93 Features, 100+(org = 25, adv = 25).

Baseline With Feature Selection Use?

) FS Alg Orig Adv Orig Adv %

Features
Used

GEFeS | 40.00% | 32.00% | 67.73% | 4.13% 45.23% | -0.18
PSO 40.00% | 32.00% | 55.20% | 6.53% 49.03% | -0.42
0.0 ABCO 40.00% | 32.00% | 54.53% | 4.93% 50.50% | -0.48
' ASO 40.00% | 32.00% | 53.60% | 4.00% 55.91% | -0.54
GSO 40.00% | 32.00% | 53.47% | 5.20% 51.11% | -0.50
RAND 40.00% | 32.00% | 50.93% | 4.93% 50.79% | -0.57
GEFeS | 40.00% | 32.00% | 69.33% | 4.27% 39.61% | -0.13
PSO 40.00% | 32.00% | 56.53% | 5.07% 46.42% | -0.43
0.1 ABCO 40.00% | 32.00% | 55.60% | 5.07% 45.81% | -0.45
’ ASO 40.00% | 32.00% | 52.40% | 4.00% 53.87% | -0.57
GSO 40.00% | 32.00% | 53.07% | 5.07% 50.90% | -0.51
RAND 40.00% | 32.00% | 50.27% | 6.13% 51.29% | -0.55
GEFeS | 40.00% | 32.00% | 67.33% | 4.00% 38.89% | -0.19
PSO 40.00% | 32.00% | 56.53% | 6.93% 47.20% | -0.37
03 ABCO 40.00% | 32.00% | 55.33% | 7.20% 46.56% | -0.39
' ASO 40.00% | 32.00% | 51.87% | 4.00% 47.76% | -0.58
GSO 40.00% | 32.00% | 50.80% | 6.40% 47.89% | -0.53
RAND 40.00% | 32.00% | 50.40% | 4.93% 50.72% | -0.59
GEFeS | 40.00% | 32.00% | 68.93% | 4.00% 38.85% | -0.15
PSO 40.00% | 32.00% | 55.60% | 8.27% 46.92% | -0.35
05 ABCO 40.00% | 32.00% | 54.13% | 6.00% 46.34% | -0.46
' ASO 40.00% | 32.00% | 52.53% | 4.00% 42.40% | -0.56
GSO 40.00% | 32.00% | 52.80% | 5.20% 47.46% | -0.52
RAND 40.00% | 32.00% | 52.13% | 5.07% 51.00% | -0.54
GEFeS | 40.00% | 32.00% | 69.07% | 4.27% 37.74% | -0.14
PSO 40.00% | 32.00% | 56.80% | 6.27% 46.20% | -0.38
0.7 ABCO 40.00% | 32.00% | 53.33% | 5.33% 44.01% | -0.50
' ASO 40.00% | 32.00% | 50.93% | 4.00% 37.81% | -0.60
GSO 40.00% | 32.00% | 52.67% | 5.87% 47.67% | -0.50
RAND 40.00% | 32.00% | 50.67% | 5.33% 50.00% | -0.57
GEFeS | 40.00% | 32.00% | 68.93% | 4.13% 36.56% | -0.15
PSO 40.00% | 32.00% | 53.87% | 6.00% 45.16% | -0.47
09 ABCO 40.00% | 32.00% | 54.27% | 5.73% 47.06% | -0.46
' ASO 40.00% | 32.00% | 53.07% | 4.00% 35.38% | -0.55
GSO 40.00% | 32.00% | 51.60% | 5.20% 46.38% | -0.55
RAND 40.00% | 32.00% | 50.80% | 7.60% 49.18% | -0.49
GEFeS | 40.00% | 32.00% | 70.00% | 4.13% 36.09% | -0.12
PSO 40.00% | 32.00% | 55.47% | 5.07% 44.05% | -0.45
1.0 ABCO 40.00% | 32.00% | 53.33% | 5.20% 44.70% | -0.45
’ ASO 40.00% | 32.00% | 52.27% | 4.13% 33.94% | -0.56
GSO 40.00% | 32.00% | 52.27% | 6.53% 46.85% | -0.49
RAND 40.00% | 32.00% | 50.80% | 6.13% 51.15% | -0.54
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Table E.2. A Comparison of Adversarial Author Identification with and without Feature Selection
Using the PAN19-25, Stylometry Feature Set - 428 Features, 100+(org = 25, adv = 25).

Baseline With Feature Selection Use?

7 FS Alg Orig Adv Orig Adv %

Features
Used

GEFeS 44.00% | 32.00% 74.67% 5.20% 47.82% -0.14
PSO 44.00% | 32.00% | 54.80% | 6.40% 51.00% | -0.55
0.0 ABCO 44.00% | 32.00% | 52.27% | 5.73% | 49.73% | -0.63
’ ASO 44.00% | 32.00% | 59.73% | 7.47% 54.74% | -0.41
GSO 44.00% | 32.00% | 53.20% | 6.93% | 49.34% | -0.57
RAND 44.00% | 32.00% | 50.13% | 6.27% | 49.63% | -0.66
GEFeS | 44.00% | 32.00% | 76.93% | 4.80% 36.15% | -0.10
PSO 44.00% | 32.00% | 55.20% | 5.47% | 47.69% | -0.57
o1 ABCO 44.00% | 32.00% | 53.73% | 7.47% | 48.22% | -0.55
’ ASO 44.00% | 32.00% | 61.73% | 4.67% | 48.14% | -0.45
GSO 44.00% | 32.00% | 52.93% | 5.07% | 49.68% | -0.64
RAND 44.00% | 32.00% | 50.00% | 5.60% | 49.19% | -0.69
GEFeS | 44.00% | 32.00% | 77.33% | 5.20% 33.70% | -0.08
PSO 44.00% | 32.00% | 55.07% | 5.20% | 46.69% | -0.59
0.3 ABCO 44.00% | 32.00% | 53.87% | 6.27% | 47.94% | -0.58
' ASO 44.00% | 32.00% | 62.27% | 5.07% 37.21% | -0.43
GSO 44.00% | 32.00% | 52.40% | 5.87% | 48.37% | -0.63
RAND 44.00% | 32.00% | 52.80% | 5.60% | 49.23% | -0.63
GEFeS | 44.00% | 32.00% | 76.93% | 4.93% 29.20% | -0.10
PSO 44.00% | 32.00% | 54.93% | 5.20% | 46.05% | -0.59
05 ABCO 44.00% | 32.00% | 55.07% | 4.80% | 46.87% | -0.60
’ ASO 44.00% | 32.00% 61.20% 4.13% 29.11% -0.48
GSO 44.00% | 32.00% | 52.40% | 6.93% | 46.29% | -0.59
RAND 44.00% | 32.00% | 49.33% | 4.80% 50.32% | -0.73
GEFeS | 44.00% | 32.00% | 76.93% | 4.40% 24.98% | -0.11
PSO 44.00% | 32.00% | 55.07% | 6.67% | 44.44% | -0.54
0.7 ABCO 44.00% | 32.00% | 51.07% | 6.13% | 45.51% | -0.65
’ ASO 44.00% | 32.00% | 61.33% | 4.27% 23.30% | -0.47
GSO 44.00% | 32.00% | 52.27% | 4.93% | 45.40% | -0.66
RAND 44.00% | 32.00% | 49.87% | 5.60% 50.29% | -0.69
GEFeS | 44.00% | 32.00% | 75.07% | 4.53% 22.35% | -0.15
PSO 44.00% | 32.00% | 54.93% | 6.00% | 44.42% | -0.56
0.9 ABCO 44.00% | 32.00% | 52.53% | 6.13% | 45.05% | -0.61
) ASO 44.00% | 32.00% | 62.27% | 4.13% 19.50% | -0.46
GSO 44.00% | 32.00% | 53.33% | 4.93% | 44.73% | -0.63
RAND 44.00% | 32.00% | 48.27% | 4.67% | 49.94% | -0.76
GEFeS | 44.00% | 32.00% | 78.00% | 4.40% 20.42% | -0.09
PSO 44.00% | 32.00% | 55.20% | 5.33% | 43.22% | -0.58
1.0 ABCO 44.00% | 32.00% | 51.73% | 4.93% | 43.63% | -0.67
’ ASO 44.00% | 32.00% | 63.47% | 4.27% 22.66% | -0.42
GSO 44.00% | 32.00% | 51.60% | 4.93% | 43.17% | -0.67
RAND 44.00% | 32.00% 49.33% 6.13% 49.59% -0.69
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Table E.3. A Comparison of Adversarial Author Identification with and without Feature Selection
Using the PAN19-25, Topic Modeling Feature Set - 45 Features, 100+(org = 25, adv = 25).

Baseline With Feature Selection Use?

) FS Alg Orig Adv Orig Adv %

Features
Used

GEFeS | 32.00% | 0.00% | 52.80% | 4.27% | 53.85% 0.21
PSO 32.00% 0.00% 45.20% 3.73% 53.85% 0.13
0.0 ABCO 32.00% 0.00% 47.60% 3.47% 54.44% 0.16
’ ASO 32.00% | 0.00% | 39.60% | 3.87% | 60.67% 0.08
GSO 32.00% | 0.00% | 44.00% | 3.73% | 55.33% 0.12
RAND 32.00% | 0.00% | 44.13% | 4.40% | 51.33% 0.12
GEFeS | 32.00% | 0.00% | 53.47% | 4.40% | 49.19% 0.21
PSO 32.00% | 0.00% | 45.47% | 3.73% | 52.44% 0.13
o1 ABCO 32.00% | 0.00% | 46.93% | 3.33% | 51.78% 0.15
’ ASO 32.00% 0.00% 40.13% 4.40% 58.89% 0.08
GSO 32.00% 0.00% 45.20% 3.33% 54.96% 0.13
RAND 32.00% 0.00% 45.33% 3.47% 48.15% 0.13
GEFeS 32.00% 0.00% 52.67% 3.60% 47.78% 0.21
PSO 32.00% 0.00% 46.00% 3.73% 50.07% 0.14
03 ABCO 32.00% | 0.00% | 47.47% | 3.87% | 52.22% 0.15
’ ASO 32.00% | 0.00% | 40.00% | 3.60% | 58.00% 0.08
GSO 32.00% | 0.00% | 42.93% | 3.07% | 52.81% 0.11
RAND 32.00% | 0.00% | 44.53% | 3.33% | 50.00% 0.13
GEFeS | 32.00% | 0.00% | 54.53% | 3.87% | 48.07% 0.23
PSO 32.00% | 0.00% | 45.87% | 4.13% | 53.04% 0.14
05 ABCO 32.00% | 0.00% | 46.27% | 3.33% | 52.30% 0.14
’ ASO 32.00% 0.00% 41.07% 2.80% 56.00% 0.09
GSO 32.00% 0.00% 43.73% 4.00% 52.67% 0.12
RAND 32.00% 0.00% 44.00% 3.07% 50.89% 0.12
GEFeS | 32.00% | 0.00% | 53.07% | 4.00% | 48.59% 0.21
PSO 32.00% | 0.00% | 46.93% | 3.20% | 50.81% 0.15
0.7 ABCO 32.00% | 0.00% | 48.53% | 3.07% | 51.56% 0.17
’ ASO 32.00% | 0.00% | 40.93% | 2.13% | 55.19% 0.09
GSO 32.00% | 0.00% | 45.73% | 3.07% | 53.33% 0.14
RAND 32.00% | 0.00% | 42.53% | 3.07% | 49.70% 0.11
GEFeS | 32.00% | 0.00% | 52.80% | 3.47% | 48.07% 0.21
PSO 32.00% | 0.00% | 46.67% | 3.47% | 52.67% 0.15
0.9 ABCO 32.00% | 0.00% | 47.47% | 3.47% | 52.89% 0.15
’ ASO 32.00% | 0.00% | 44.13% | 0.80% | 51.70% 0.12
GSO 32.00% | 0.00% | 44.80% | 4.27% | 52.67% 0.13
RAND 32.00% 0.00% 43.33% 3.07% 50.81% 0.11
GEFeS 32.00% 0.00% 53.33% 3.07% 47.26% 0.21
PSO 32.00% 0.00% 48.80% 4.27% 50.89% 0.17
1.0 ABCO 32.00% 0.00% 46.53% 2.67% 49.26% 0.15
’ ASO 32.00% 0.00% 43.60% 1.20% 52.07% 0.12
GSO 32.00% | 0.00% | 43.47% | 3.73% | 50.74% 0.11
RAND 32.00% | 0.00% | 43.33% | 3.73% | 51.19% 0.11
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Table E.4. A Comparison of Adversarial Author Identification with and without Feature Selection
Using the PAN19-25, Hybrid Feature Set — 566 Features, 100+(org = 25, adv = 25).

Baseline With Feature Selection Use?

7] FS Alg Orig Adv Orig Adv %

Features
Used

GEFeS | 40.00% | 16.00% | 80.00% | 4.93% | 47.37% 0.31
PSO 40.00% | 16.00% | 59.73% | 4.00% | 49.39% | -0.26
0.0 ABCO 40.00% | 16.00% | 58.13% | 4.80% | 49.98% | -0.25
’ ASO 40.00% | 16.00% | 70.80% | 4.27% | 49.65% 0.04
GSO 40.00% | 16.00% | 57.07% | 4.40% | 49.98% | -0.30
RAND 40.00% | 16.00% | 55.87% | 3.87% | 49.82% | -0.36
GEFeS | 40.00% | 16.00% | 82.27% | 3.47% 37.26% 0.27
PSO 40.00% | 16.00% | 60.80% | 4.13% | 47.62% | -0.22
0.1 ABCO 40.00% | 16.00% | 59.47% | 6.27% | 49.10% | -0.12
’ ASO 40.00% | 16.00% | 70.40% | 3.20% | 41.52% | -0.04
GSO 40.00% | 16.00% | 55.73% | 4.67% | 49.05% | -0.31
RAND 40.00% | 16.00% | 16.00% | 4.53% | 49.73% | -0.35
GEFeS | 40.00% | 16.00% | 82.00% | 3.73% 33.52% 0.28
PSO 40.00% | 16.00% | 59.60% | 4.00% | 47.43% | -0.26
03 ABCO 40.00% | 16.00% | 55.73% | 3.73% | 47.95% | -0.37
' ASO 40.00% | 16.00% | 70.13% | 3.60% 27.71% | -0.02
GSO 40.00% | 16.00% | 56.93% | 4.80% | 47.82% | -0.28
RAND 40.00% | 16.00% | 54.53% | 4.93% | 49.93% | -0.33
GEFeS | 40.00% | 16.00% | 82.67% | 4.80% 28.83% 0.37
PSO 40.00% | 16.00% | 60.80% | 5.87% | 45.37% | -0.11
05 ABCO 40.00% | 16.00% | 57.60% | 5.60% | 47.27% | -0.21
’ ASO 40.00% | 16.00% | 68.13% | 5.33% 19.19% 0.04
GSO 40.00% | 16.00% | 56.40% | 5.20% | 47.61% | -0.30
RAND 40.00% | 16.00% | 55.47% | 3.87% 50.00% | -0.28
GEFeS | 40.00% | 16.00% | 84.31% | 2.93% 24.48% 0.29
PSO 40.00% | 16.00% | 61.87% | 5.07% | 45.26% | -0.14
0.7 ABCO 40.00% | 16.00% | 58.27% | 4.27% | 45.65% | -0.28
’ ASO 40.00% | 16.00% | 65.47% | 4.53% 14.53% | -0.08
GSO 40.00% | 16.00% | 56.27% | 5.20% | 46.20% | -0.27
RAND 40.00% | 16.00% | 53.60% | 3.87% 50.37% | -0.42
GEFeS | 40.00% | 16.00% | 84.00% | 3.87% 22.40% 0.34
PSO 40.00% | 16.00% | 61.20% | 4.67% | 43.86% | -0.18
0.9 ABCO 40.00% | 16.00% | 58.13% | 4.00% | 44.81% | -0.30
’ ASO 40.00% | 16.00% | 55.20% | 4.27% | 40.67% | -0.35
GSO 40.00% | 16.00% | 56.13% | 4.00% | 44.73% | -0.35
RAND 40.00% | 16.00% | 54.13% | 4.27% | 49.83% | -0.38
GEFeS | 40.00% | 16.00% | 81.60% | 3.07% 20.44% 0.23
PSO 40.00% | 16.00% | 58.27% | 4.00% | 43.12% | -0.29
1.0 ABCO 40.00% | 16.00% | 57.33% | 4.13% | 44.04% | -0.31
’ ASO 40.00% | 16.00% | 41.87% | 4.40% | 49.80% | -0.68
GSO 40.00% | 16.00% | 54.40% | 5.33% | 43.82% | -0.31
RAND 40.00% | 16.00% | 54.53% | 4.40% | 49.76% | -0.36
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Table E.5. A Comparison of Adversarial Author Identification with and without Feature Selection
Using the PAN19-25, LIWC Feature Set - 93 Features, 100+(org = 125, adv = 125).

Baseline With Feature Selection Use?

) FS Alg Orig Adv Orig Adv %

Features
Used

GEFeS | 87.20% | 85.60% | 91.63% | 78.91% 45.23% | -0.03
PSO 87.20% | 85.60% | 88.24% | 78.51% 49.03% | -0.07
0.0 ABCO 87.20% | 85.60% | 88.35% | 78.43% 50.50% | -0.07
' ASO 87.20% | 85.60% | 89.41% | 79.49% 55.91% | -0.05
GSO 87.20% | 85.60% | 88.40% | 78.75% 51.11% | -0.07
RAND 87.20% | 85.60% | 87.84% | 78.64% 50.79% | -0.07
GEFeS | 87.20% | 85.60% | 91.55% | 78.53% 39.61% | -0.03
PSO 87.20% | 85.60% | 88.53% | 78.24% 46.42% | -0.07
0.1 ABCO 87.20% | 85.60% | 88.16% | 78.05% 45.81% | -0.08
’ ASO 87.20% | 85.60% | 89.12% | 79.44% 53.87% | -0.05
GSO 87.20% | 85.60% | 88.16% | 78.56% 50.90% | -0.07
RAND 87.20% | 85.60% | 87.31% | 78.48% 51.29% | -0.08
GEFeS | 87.20% | 85.60% | 90.72% | 78.05% 38.89% | -0.05
PSO 87.20% | 85.60% | 88.11% | 78.19% 47.20% | -0.08
03 ABCO 87.20% | 85.60% | 88.27% | 78.64% 46.56% | -0.07
' ASO 87.20% | 85.60% | 88.83% | 79.25% 47.76% | -0.06
GSO 87.20% | 85.60% | 87.76% | 78.88% 47.89% | -0.07
RAND 87.20% | 85.60% | 87.65% | 78.56% 50.72% | -0.08
GEFeS | 87.20% | 85.60% | 91.33% | 78.35% 38.85% | -0.04
PSO 87.20% | 85.60% | 88.16% | 78.69% 46.92% | -0.07
05 ABCO 87.20% | 85.60% | 87.97% | 78.35% 46.34% | -0.08
' ASO 87.20% | 85.60% | 88.51% | 78.80% 42.40% | -0.06
GSO 87.20% | 85.60% | 87.79% | 78.27% 47.46% | -0.08
RAND 87.20% | 85.60% | 87.28% | 77.87% 51.00% | -0.09
GEFeS | 87.20% | 85.60% | 90.83% | 77.87% 37.74% | -0.05
PSO 87.20% | 85.60% | 88.27% | 78.16% 46.20% | -0.07
0.7 ABCO 87.20% | 85.60% | 87.71% | 78.11% 44.01% | -0.08
' ASO 87.20% | 85.60% | 87.55% | 78.16% 37.81% | -0.08
GSO 87.20% | 85.60% | 87.97% | 78.61% 47.67% | -0.07
RAND 87.20% | 85.60% | 87.15% | 78.08% 50.00% | -0.09
GEFeS | 87.20% | 85.60% | 90.91% | 77.95% 36.56% | -0.05
PSO 87.20% | 85.60% | 87.63% | 78.05% 45.16% | -0.08
09 ABCO 87.20% | 85.60% | 88.19% | 78.48% 47.06% | -0.07
' ASO 87.20% | 85.60% | 88.19% | 78.37% 35.38% | -0.07
GSO 87.20% | 85.60% | 87.28% | 78.00% 46.38% | -0.09
RAND 87.20% | 85.60% | 87.15% | 79.01% 49.18% | -0.07
GEFeS | 87.20% | 85.60% | 90.69% | 77.52% 36.09% | -0.05
PSO 87.20% | 85.60% | 88.16% | 78.08% 44.05% | -0.08
1.0 ABCO 87.20% | 85.60% | 88.29% | 78.27% 44.70% | -0.07
’ ASO 87.20% | 85.60% | 87.95% | 78.32% 33.94% | -0.08
GSO 87.20% | 85.60% | 87.25% | 78.11% 46.85% | -0.09
RAND 87.20% | 85.60% | 87.31% | 78.37% 51.15% | -0.08
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Table E.6. A Comparison of Adversarial Author Identification with and without Feature Selection
Using the PAN19-25, Stylometry Feature Set - 428 Features, 100+(org = 125, adv = 125).

Baseline With Feature Selection Use?

0] FS Alg Orig Adv Orig Adv %

Features
Used

GEFeS | 88.80% | 86.40% | 94.40% | 80.51% | 47.82% | -0.01
PSO 88.80% | 86.40% 90.64% | 80.96% 51.00% -0.04
0.0 ABCO 88.80% | 86.40% | 90.05% | 80.75% | 49.73% | -0.05
' ASO 88.80% | 86.40% | 91.15% | 80.69% | 54.74% | -0.04
GSO 88.80% | 86.40% 90.19% | 80.93% 49.34% -0.05
RAND 88.80% | 86.40% | 89.76% | 81.01% | 49.63% | -0.05
GEFeS | 88.80% | 86.40% | 94.72% | 80.29% | 36.15% 0.00
PSO 88.80% | 86.40% | 90.75% | 80.80% | 47.69% | -0.04
o1 ABCO 88.80% | 86.40% | 90.35% | 81.09% | 48.22% | -0.04
’ ASO 88.80% | 86.40% 91.49% | 80.08% 48.14% -0.04
GSO 88.80% | 86.40% 90.08% | 80.51% 49.68% -0.05
RAND 88.80% | 86.40% | 89.71% | 80.83% | 49.19% | -0.05
GEFeS | 88.80% | 86.40% | 94.69% | 80.27% | 33.70% 0.00
PSO 88.80% | 86.40% | 90.77% | 80.80% | 46.69% | -0.04
03 ABCO 88.80% | 86.40% 90.43% | 80.91% 47.94% -0.05
’ ASO 88.80% | 86.40% 91.52% | 80.08% 37.21% -0.04
GSO 88.80% | 86.40% | 90.19% | 80.88% | 48.37% | -0.05
RAND 88.80% | 86.40% | 90.35% | 80.91% | 49.23% | -0.05
GEFeS | 88.80% | 86.40% | 94.67% | 80.27% | 29.20% 0.00
PSO 88.80% | 86.40% 90.64% | 80.69% 46.05% -0.05
05 ABCO 88.80% | 86.40% 90.64% | 80.59% 46.87% -0.05
’ ASO 88.80% | 86.40% | 91.28% | 79.87% | 29.11% | -0.05
GSO 88.80% | 86.40% 90.27% | 81.17% 46.29% -0.04
RAND 88.80% | 86.40% 89.60% | 80.69% 50.32% -0.06
GEFeS | 88.80% | 86.40% | 94.45% | 79.95% | 24.98% | -0.01
PSO 88.80% | 86.40% | 90.56% | 80.88% | 44.44% | -0.04
0.7 ABCO 88.80% | 86.40% | 90.00% | 81.01% | 45.51% | -0.05
’ ASO 88.80% | 86.40% | 91.28% | 79.87% | 23.30% | -0.05
GSO 88.80% | 86.40% 90.08% | 80.61% 45.40% -0.05
RAND 88.80% | 86.40% | 89.73% | 80.88% | 50.29% | -0.05
GEFeS | 88.80% | 86.40% | 94.16% | 80.05% | 22.35% | -0.01
PSO 88.80% | 86.40% | 90.53% | 80.75% | 44.42% | -0.05
09 ABCO 88.80% | 86.40% | 90.19% | 80.91% | 45.05% | -0.05
ASO 88.80% | 86.40% 90.91% | 79.28% 19.50% -0.06
GSO 88.80% | 86.40% 90.24% | 80.56% 44.73% -0.05
RAND 88.80% | 86.40% | 89.36% | 80.64% | 49.94% | -0.06
GEFeS | 88.80% | 86.40% | 94.77% | 80.05% | 20.42% | -0.01
PSO 88.80% | 86.40% | 90.67% | 80.69% | 43.22% | -0.05
1.0 ABCO 88.80% | 86.40% 89.97% | 80.61% 43.63% -0.05
’ ASO 88.80% | 86.40% 91.41% | 79.57% 22.66% -0.05
GSO 88.80% | 86.40% | 90.00% | 80.67% | 43.17% | -0.05
RAND 88.80% | 86.40% 89.49% | 80.85% 49.59% -0.06
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Table E.7. A Comparison of Adversarial Author Identification with and without Feature Selection
Using the PAN19-25, Topic Modeling Feature Set - 45 Features, 100+(org = 125, adv = 125).

Baseline With Feature Selection Use?

) FS Alg Orig Adv Orig Adv %

Features
Used

GEFeS 79.20% | 72.80% 74.83% | 65.12% 53.85% -0.16
PSO 79.20% | 72.80% | 70.93% | 62.64% | 53.85% | -0.24
0.0 ABCO 79.20% | 72.80% | 73.73% | 64.91% | 54.44% | -0.18
' ASO 79.20% | 72.80% | 70.13% | 62.99% | 60.67% | -0.25
GSO 79.20% | 72.80% | 72.32% | 64.27% | 55.33% | -0.20
RAND 79.20% | 72.80% | 77.99% | 65.04% | 51.33% | -0.19
GEFeS 79.20% | 72.80% 74.21% | 64.04% 49.19% -0.18
PSO 79.20% | 72.80% | 71.76% | 63.41% | 52.44% | -0.22
o1 ABCO 79.20% | 72.80% | 72.77% | 64.05% | 51.78% | -0.20
’ ASO 79.20% | 72.80% 69.63% | 62.48% 58.89% -0.26
GSO 79.20% | 72.80% 72.35% | 63.97% 54.96% -0.21
RAND 79.20% | 72.80% | 72.80% | 64.43% | 48.15% | -0.20
GEFeS | 79.20% | 72.80% | 72.24% | 62.43% | 47.78% | -0.23
PSO 79.20% | 72.80% 71.07% | 62.61% 50.07% -0.24
03 ABCO 79.20% | 72.80% 73.20% | 64.48% 52.22% -0.19
’ ASO 79.20% | 72.80% | 68.99% | 61.71% | 58.00% | -0.28
GSO 79.20% | 72.80% | 71.95% | 63.97% | 52.81% | -0.21
RAND 79.20% | 72.80% 72.77% | 64.53% 50.00% -0.19
GEFeS 79.20% | 72.80% 73.63% | 63.49% 48.07% -0.20
PSO 79.20% | 72.80% | 72.24% | 63.89% | 53.04% | -0.21
05 ABCO 79.20% | 72.80% | 72.03% | 63.44% | 52.30% | -0.22
’ ASO 79.20% | 72.80% | 68.13% | 60.48% | 56.00% | -0.31
GSO 79.20% | 72.80% | 71.55% | 63.60% | 52.67% | -0.22
RAND 79.20% | 72.80% 72.96% | 64.77% 50.89% -0.19
GEFeS 79.20% | 72.80% 73.95% | 64.13% 48.59% -0.19
PSO 79.20% | 72.80% | 72.16% | 63.41% | 50.81% | -0.22
0.7 ABCO 79.20% | 72.80% | 72.43% | 63.33% | 51.56% | -0.22
’ ASO 79.20% | 72.80% 67.81% | 60.05% 55.19% -0.32
GSO 79.20% | 72.80% 72.11% | 63.57% 53.33% -0.22
RAND 79.20% | 72.80% | 71.84% | 63.95% | 49.70% | -0.21
GEFeS | 79.20% | 72.80% | 72.93% | 63.07% | 48.07% | -0.21
PSO 79.20% | 72.80% 72.56% | 63.92% 52.67% -0.21
09 ABCO 79.20% | 72.80% 72.69% | 63.89% 52.89% -0.20
) ASO 79.20% | 72.80% | 67.09% | 58.43% | 51.70% | -0.35
GSO 79.20% | 72.80% | 72.00% | 63.89% | 52.67% | -0.21
RAND 79.20% | 72.80% 71.23% | 63.17% 50.81% -0.23
GEFeS 79.20% | 72.80% 72.77% | 62.72% 47.26% -0.22
PSO 79.20% | 72.80% | 73.01% | 64.11% | 50.89% | -0.20
1.0 ABCO 79.20% | 72.80% | 71.63% | 62.59% | 49.26% | -0.24
ASO 79.20% | 72.80% 66.56% | 58.08% 52.07% -0.36
GSO 79.20% | 72.80% | 71.09% | 63.15% | 50.74% | -0.23
RAND 79.20% | 72.80% 71.09% | 63.17% 51.19% -0.23
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Table E.8. A Comparison of Adversarial Author Identification with and without Feature Selection
Using the PAN19-25, Hybrid Feature Set — 566 Features, 100+(org = 125, adv = 125).

Baseline With Feature Selection Use?

7} FS Alg Orig Adv Orig Adv %

Features
Used

GEFeS | 88.00% | 83.20% | 95.95% | 80.93% | 47.37% 0.06
PSO 88.00% | 83.20% | 91.92% | 80.77% | 49.39% 0.02
0.0 ABCO 88.00% | 83.20% | 91.57% | 80.91% | 49.98% 0.01
’ ASO 88.00% | 83.20% | 94.16% | 80.85% | 49.65% 0.04
GSO 88.00% | 83.20% 91.39% | 80.85% 49.98% 0.01
RAND 88.00% | 83.20% 91.15% | 80.75% 49.82% 0.01
GEFeS 88.00% | 83.20% 96.45% | 80.69% 37.26% 0.07
PSO 88.00% | 83.20% 92.16% | 80.83% 47.62% 0.02
01 ABCO 88.00% | 83.20% 91.81% | 81.17% 49.10% 0.02
' ASO 88.00% | 83.20% | 94.08% | 80.64% | 41.52% 0.04
GSO 88.00% | 83.20% | 91.39% | 80.93% | 49.05% 0.01
RAND 88.00% | 83.20% | 90.91% | 80.88% | 49.73% 0.01
GEFeS | 88.00% | 83.20% | 96.27% | 80.61% | 33.52% 0.06
PSO 88.00% | 83.20% | 91.87% | 80.75% | 47.43% 0.01
03 ABCO 88.00% | 83.20% | 91.09% | 80.69% | 47.95% 0.00
’ ASO 88.00% | 83.20% | 94.03% | 80.72% 27.71% 0.04
GSO 88.00% | 83.20% | 91.39% | 80.96% | 47.82% 0.01
RAND 88.00% | 83.20% | 90.91% | 80.99% | 49.93% 0.01
GEFeS | 88.00% | 83.20% | 96.45% | 80.88% 28.83% 0.07
PSO 88.00% | 83.20% | 92.16% | 81.17% | 45.37% 0.02
05 ABCO 88.00% | 83.20% 91.49% | 81.09% 47.27% 0.01
' ASO 88.00% | 83.20% | 93.63% | 81.07% 19.19% 0.04
GSO 88.00% | 83.20% | 91.28% | 80.93% | 47.61% 0.01
RAND 88.00% | 83.20% | 91.09% | 81.07% | 50.00% 0.01
GEFeS | 88.00% | 83.20% | 96.67% | 80.43% 24.48% 0.07
PSO 88.00% | 83.20% | 92.32% | 80.96% | 45.26% 0.02
0.7 ABCO 88.00% | 83.20% | 91.55% | 80.75% | 45.65% 0.01
' ASO 88.00% | 83.20% | 93.09% | 80.91% 14.53% 0.03
GSO 88.00% | 83.20% | 91.23% | 81.01% | 46.20% 0.01
RAND 88.00% | 83.20% | 90.69% | 80.75% | 50.37% 0.00
GEFeS 88.00% | 83.20% 96.61% | 80.59% 22.40% 0.07
PSO 88.00% | 83.20% 92.13% | 80.83% 43.86% 0.02
0.9 ABCO 88.00% | 83.20% 91.63% | 80.80% 44.81% 0.01
’ ASO 88.00% | 83.20% 90.96% | 80.77% 40.67% 0.00
GSO 88.00% | 83.20% 91.15% | 80.72% 44.73% 0.01
RAND 88.00% | 83.20% | 90.75% | 80.77% | 49.83% 0.00
GEFeS | 88.00% | 83.20% | 96.16% | 80.45% 20.44% 0.06
PSO 88.00% | 83.20% | 91.57% | 80.72% | 43.12% 0.01
1.0 ABCO 88.00% | 83.20% | 91.44% | 80.80% | 44.04% 0.01
’ ASO 88.00% | 83.20% | 88.37% | 80.88% | 49.80% | -0.02
GSO 88.00% | 83.20% 90.85% | 81.04% 43.82% 0.01
RAND 88.00% | 83.20% 90.91% | 80.88% 49.76% 0.01
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