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Abstract

Sharing true locations of users has become a basic requirement for accessing Location-
based services (LBS) on a wide range of web and mobile applications. LBS require users
to provide their current location for service delivery and customization. The potential for
misuse of true location information by LBS providers and security risks associated with
location information falling into wrong hands warrant a pressing need to protect online users’
location privacy. Location privacy protection techniques address concerns associated with
the potential mishandling of location information submitted to the LBS provider. Location
accuracy has a direct impact on the quality of service (QoS), where higher location accuracy
results in better QoS. In general, the main goal of any location privacy technique is to
achieve maximum QoS while providing minimum or no location information if possible and
using dummy locations is one such location privacy technique. However, most of the existing
methods for generating dummy locations have problems addressing scenarios where the true
location is part of a large parcel area or if the true location is in a remote area with no
building structures nearby.

In the first part of this dissertation, we propose a novel context-optimized and spatial-
aware (COSA) dummy locations generation framework for location privacy, built and evalu-
ated on real-world geospatial data. We evaluated the proposed solution using real-city parcel
data and outlined and geo-visualized the results at each step. In the second part of this dis-
sertation, we propose a novel enhanced parcel-based location privacy framework - PLP+ -
to construct spatially similar dummy locations anchored on the real-world spatial context of
locations such as parcels, building footprints, and road proximity. Our results unveil that
PLP+ successfully addresses the map elimination attack in the location set with up to 50

dummy locations by not placing the locations in vacant parcels.Also,there were no dummy
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locations sharing the same parcel as their true locations out of the 500 dummy locations gen-
erated by PLP+, indicating the effectiveness of PLP+ against location homogeneity attack.
We develop a novel parameter estimator algorithm for density-based clustering to identify
spatial privacy zones within a city. The new algorithm is capable of curtailing the target
search area for parcel similarity search from an entire city dataset of 123,848 parcels to a
smaller privacy area of 31,412 parcels, with no statistically significant difference in search
results. We devise a novel strategy to quantify location privacy by the virtue of build-
ing footprint entropy, and we demonstrate that dummy locations generated by PLP+ are
consistently higher in footprint entropy offering better location privacy.

In the third part of this dissertation, we introduced a temporal constraint attack whereby
an adversary can exploit the temporal constraints associated with the semantic category of
locations to eliminate dummy locations and identify the true location. We demonstrated
how an adversary can devise a temporal constraint attack to breach the location privacy
of a residential location. We addressed this major limitation of current dummy approaches
with a novel Voronoi-based semantically balanced framework (VSBDG) capable of gener-
ating dummy locations that can withstand a temporal constraint attack. Built based on
real-world geospatial datasets, VSBDG framework leverages parcel-based similarity, spatial
relationships, and operations. Our results show a high physical dispersion cosine similarity
of 0.99 between the semantic categories even with larger location set sizes. This indicates a
strong and scalable semantic balance for each semantic category within the VSBDG’s output
location set. The VSBDG algorithm is capable of producing location sets with high average
minimum dispersion distance values of 5861.89 meters for residential locations and 6258.05
meters for POI locations. The findings demonstrate that the locations within each semantic

category are scattered farther apart, entailing optimized location privacy.
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Chapter 1

Introduction

1.1 Location privacy

Location-based services (LBS) are a ubiquitous phenomenon in our current times, where
the user is provided with services, information, or both based on their current location [28].
It has become a standard functionality on mobile phones and websites requesting access to
the user's current location so that geographically customized information or service options
can be presented to the user. In many instances, the user's location information collected
by these third-party apps is being stored and used for future use, including advertising and
sales. Although LBS provides great bene ts to the user through geographically tailored
services, it also raises concerns regarding location privacy by requiring the user to reveal
their true location to the service provider. In some cases, a compromised LBS server can
pose a security risk where the user's true location can be exploited by an adversary.

The current approaches for achieving location privacy in an LBS environment can be
classi ed into four main categories: (1) anonymization, (2) obfuscation, (3) encryption, and
(4) dummy locations [23]. In both anonymization and obfuscation techniques, the true
location information of the user is modi ed before sending it to the service provider [18]
and may result in lower quality of service [23]. The encryption-based techniques levy
substantial setup and storage overhead costs on the user, making it a less optimal choice.
The dummy locations technique involves the user sending the dummy locations along with
the true location to the LBS service provider, making it di cult for the service provider
or the adversary to determine the true location of the user and thus guaranteeing location

privacy [23].



1.2 Dummy Locations for Location privacy

The possibility for exploitation of location data by an LBS provider or data breach
by an adversary opens the door for location privacy concerns. Although location sharing
has become a necessity for receiving high-quality service in an LBS scenario, it is critical to
achieving the maximum quality of service without sacri cing the location privacy of the users.
Sending dummy locations alongside the true location to the LBS server is a well-explored
approach for location privacy. The LBS server would not be able to - under a perfect
scenario - distinguish true from dummy locations, so the server processes all locations and
sends results back to the users to achieve location privacy. The dummy locations approach
receives highly accurate LBS query results because users' true locations are delivered, thereby
0 ering a better quality of service compared to other location privacy techniques [23].

The presumption that several dummy locations sent alongside the true location will
make it di cult to discern the true location of the user from the dummy ones relies heavily
on the process used to generate dummy locations and their relationship to the true location.
Lu et al. [29] proposed generating dummies within rectangular or circular regions to avoid
location identi cation by spatial elimination. Zhang et al. [60] proposed techniques to avoid
identi cation using the commonalities within geographic semantics, such as generating all
dummy locations within a hospital complex. Parmar and Rao [36] also discussed the risk of
location identi cation based on the dissimilarities within geographic semantics; for instance,
if the user location is in a building structure and generated dummy locations in natural
features such as mountains and rivers. Based on the literature, the two key limitations of
the existing approaches are outlined in Table 1.1.

The semantic type of the location can have a signi cant impact on the e ectiveness of
the dummy locations in protecting a true location from identi cation [10]. The conventional
approach is to use semantic location diversity to identify dummy locations that are seman-
tically di erent from each other and thus make it harder to distinguish between true and

dummy locations. This approach doesn't work in scenarios such as when the true location
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Table 1.1: Two key limitations and related location privacy scenarios

Location privacy scenario Key limitation
User location is in a large parcel area such as a hospital, univer- The dummy locations generated are usually within the same
sity, or corporate work campus parcel or building compound, making them vulnerable to a \lo-

cation homogeneity attack" [36], where true location can be
easily identied because of the lack of diversity between true
and dummy locations [36]

User location is a parcel or building structure in an area with The dummy locations generated are usually non-building struc-

few or no building structures in close proximity tures and natural features such as rivers and green areas, making
them vulnerable to a \map-matching attack" [36], where dum-
mies can be spatially eliminated to identify the true location

is residential since the residential locations are inherently di erent from the non-residential
POI locations such as the purpose of use and hours of operation. A dummy approach must
handle these intrinsic di erences between various semantic types to successfully protect the
location privacy of the user. Otherwise, this could result in generating dummy locations
that are susceptible to temporal constraint attacks. To the best of our knowledge, there
is no known solution to this problem since the existing dummy approaches either do not
acknowledge the semantic di erences associated with handling a true location such as resi-
dence versus POI or do not factor in the semantic type of the location for dummy generation

altogether.

1.3 Research Questions and Objectives

The main goal of this dissertation research is to develop a geospatial-driven dummy-
based location privacy framework for preserving the location privacy of the user. This dis-
sertation is composed of three studies namely Context optimized and spatial aware dummy
locations generation framework for location privacy(COSA), An Enhanced Parcel-based Lo-
cation Privacy Framework using - Building Footprint Entropy for Spatially Similar Dummy
Locations (PLP+), and A Voronoi-based Semantically Balanced Dummy Generation Frame-

work for Location Privacy ? (VSBDG). Each study is discussed in detail in chapters 3, 4,

IFirst published in [Journal of Geovisualization and Spatial Analysis, Volume 6, Article 27, 2022] by
Springer Nature [48]
2First published in [Analytics, Volume 2, Pages 246{264, 2023] [49]



and 5 respectively. The research questions and objectives pertaining to each of the afore-

mentioned studies are presented separately in the following sub-sections.

1.3.1 Research Questions and Objectives of COSA

The COSA research study is aimed to answer the following research questions in the

eld of location privacy-

" Is it possible to generate dummy locations based on similarity in spatial context using

real-world geospatial datasets?

" What are the impacts of using spatially similar dummy locations on location privacy

preservation?

The primary objective of COSA is to build a location privacy framework to generate spatially
similar dummies that are capable of withstanding location homogeneity and map-matching
attacks. The secondary objective is to spatially enable the framework to preserve the in-
distinguishability of true locations by implementing COSA driven by real-world geospatial
datasets. The third objective of this study is to forge COSA as an open reusable framework
that allows plugging in similarity search criteria as needed to calibrate the dummy selection

process for generating context-sensitive dummies.

1.3.2 Research Questions and Objectives of PLP+

The PLP+ research study is aimed to answer the following research questions in the

eld of location privacy -

" Is it possible to simultaneously address both map-matching and location-homogeneity

attacks using dummy locations identi ed based on parcel-based similarity?

~ Can spatially similar parcels be found by searching within a smaller area of interest
instead of an entire county or city without a reduction in the similarity quality of the

output parcels?



" What is an approach to quantify total location privacy achieved by a location set based

on the geographical context of locations?

Our overarching goal in the PLP+ study is to develop a location privacy dummy location
framework that generates dummy locations anchored on their geographical feature similarity
to real locations. Our rst objective is to devise a dummy approach to simultaneously
addressing map-matching and location-homogeneity attacks, with which current dummy
techniques fail in dealing. Secondly, since searching for spatially similar dummy locations is
a computationally intensive task, our second objective is to bring forth a novel privacy-area
generation approach, aiming to facilitate our search for contextually similar dummy locations
in a fast and e cient manner.

Quantifying location privacy plays a key role in developing and gauging the e cacy
of a location privacy approach. Currently, there is a limited number of studies addressing
the quanti cation of dummy-aided location privacy. The COSA proposed in [48] is the
rst among its peers to propose a dummy generation framework based on spatial context
and real-world geospatial data sets. As a consequence of this, there are no other studies
that address quantifying dummy-aided location privacy that hinges on spatial context. The
PLP+'s third design objective is to construct a location privacy quanti cation module that is
slated to accurately measure the total location privacy achieved by a set of dummy locations
and a true location. This goal is achieved through a metric computed through the location's

spatial context.

1.3.3 Research Objectives of VSBDG

The VSBDG research study is aimed to answer the following research questions in the

eld of location privacy -

" What is the impact of using dummies that are unaware of the di erences in temporal

constraints between semantic types on the user's location privacy?



" For a given true location, how to generate a location set with dummy locations that

are capable of withstanding time constraint attack?

The current dummy approaches overlook the distinction between various semantic categories
and their intrinsic temporal constraints such as residential versus non-residential locations.
Due to these limitations, the dummy locations produced are susceptible to temporal con-
straint attack by an adversary in scenarios where the true location of the user is residential.
This erosion of location privacy protection for users or 0T devices whose legitimate locations
are residential locations urges the need for a solution that can originate dummy locations
capable of thwarting temporal constraint attacks by an adversary. In this paper, a novel
approach to generate dummy locations that are e ective against temporal constraint attack
and preserves the location privacy of residential users is proposed and developed.

The main research objective of the VSBDG study is to devise a novel dummy genera-
tion framework to produce semantically balanced dummy locations that can withstand any
temporal constraint attacks imposed by adversaries. Although the focus of this part of the
dissertation study is on addressing temporal constraint attacks in the case of users whose
legitimate locations are a residence, the VSBDG framework is capable of furnishing com-
prehensive location privacy for true locations of both residential and non-residential POI
semantic types. To the best of our knowledge, VSBDG is the rst among its peers to keep

temporal constraint attacks at bay with a simple yet e ective solution.

1.4 Dissertation Organization

The rest of the dissertation is organized as follows. Chapter 2 describes the related
work. Chapter 3 presents the COSA framework mainly covering the proposed system archi-
tecture, results, and discussion. Similarly, Chapters 4 and 5 present the PLP+ and VSBDG
frameworks respectively. Finally, we state the conclusions and future directions in Section

6.



Chapter 2
Related Work

A typical LBS system operation involves the user's device transmitting its current true
location to an LBS server, which is processed, and results are then sent back to the user.
LBS systems can be categorized into two main groups based on their query architecture,
i.e., snapshot and continuous [23]. In a snapshot LBS, the location transmittal to the LBS
server is a singleton event with no subsequent tracking of location involved, for example,
searching for points of interest (POI) such as restaurants in a location-based application. In
a continuous LBS, the location information is continuously transmitted to the LBS server at
application-speci c intervals such that a historical location record of the client's true location
is stored on the LBS server. A good example of a continuous LBS system is using online maps
for driving directions where the user's true location is continuously transmitted to the LBS
server for processing. The purpose of this application is to guide the user with information
such as real-time tra c, weather conditions, and any re-routing in case of oncoming tra c
congestions [58]. The discussions on location privacy and related solutions presented in this
paper are geared mainly toward the snapshot LBS system.

In a dummy locations approach for location privacy, several dummy locations are sent
along with the true location to the LBS server for query processing. The assumption that
the LBS server does not know the true location but the client, i.e., the users' device knows
the true location, lays the foundation for the core idea of using dummies for location privacy
in a snapshot LBS scenario. In other words, preserving location privacy by sending the
dummy locations along with the true location guarantees high-quality of services in an LBS
snapshot query scenario since the user's true or unmodi ed location is used for service

customization [25]. This approach also does not require a third-party anonymizer [29].



A handful of early studies spearheaded the design of dummy generation techniques. For
example, Kidoet al. [25] and Luet al. [29] generated dummy locations without consideration
of their similarity to true locations. Niu et al. [35] proposed V-circle and V-grid algorithms
where nal dummy locations are chosen based on their similarity in query probability to a
genuine location. Niuet al. [34] proposed a subsequent solution that introduced an enhanced-
DLS algorithm that not only generates dummy locations anchored on their similarity in
location query probability but also maximizes the physical dispersion of the dummy locations
to ensure good location privacy protection. Nishat al. [33] devised a proxy-based approach
in which dummies are identi ed from within a privacy area calculated using a proxy of the
true location. The proxy instead of a true location along with the dummies is sent to the
LBS server for processing. Legitimate locations are later extracted from the results received
for the proxy location from the LBS server. Despite the additional privacy achieved by not
disclosing true locations, the client-side extraction of true results may not be possible in
real-world scenarios due to the resource constraints on the client devices. Tadakaluru [48]
proposed an unique approach that uses land parcel features for nding dummy locations
that are spatially similar to the true location.

The non-dummy approaches such as anonymization, involving methods such as spatial
cloaking and k-anonymity fail to perform e ciently in edge cases with distinct properties
distributed in a non-uniform fashion along the geographic distance such as densely populated
urban areas where the population is high in the center and decrease as we move further from
an urban area toward the rural area. The conventional non-location privacy algorithms
based on k-anonymity do not consider distance as an important variable, thereby failing to
perform adequately in location privacy scenarios where distance is considered a fundamental
variable [29]. Location privacy solutions discussed and proposed in this paper assume that
the main purpose of these algorithms is to safeguard the location of the user from external

parties and not for securing the identity of the user.



The dummy locations approach to location privacy is widely studied and several tech-
niques have been proposed to generate dummies for a given true location in an LBS scenario.
The key underlying goal for using dummies is to provide anonymity to users' true location
and minimize its probability of identi cation by an LBS server or an adversary [59]. Hence
the selection approach used in generating dummies has a signi cant impact on the total
location privacy realized by those dummies for the given true location. The research and
discussions in this study are speci cally targeted toward generating dummies in a snapshot
LBS environment, which is the focal point of our review of current literature in this section.

The approach to using dummies for location privacy was rst proposed by Kidet
al. [25] where the dummies are generated based on the neighborhood region they belong.
Here, the dummy locations are generated randomly within the regions without considering
the context of the dummies and their similarity to the true location. The privacy area-
aware dummies-based location privacy (PAD) by Luwet al. [29] proposed two area-aware
circular and grid-based solutions for generating non-random dummies. The two area-aware
PAD algorithms, i.e., CirDummy and GridDummy, are successful in resolving the issues
posed by the earlier versions of the dummy generation algorithms that relied heavily on
spatial cloaking, where random dummies are generated mainly based on the mobile user
population. These do not account for scenarios where clustering of dummies could possibly
compromise location privacy.

Although these PAD algorithms can generate dummies uniformly distributed within
a given area independent of the mobile user distribution, they fail in situations where the
geographical composition of the area is signi cantly homogenous. Examples include if the
user location is in an area with few or no dwellings nearby or a large parcel such as a
university campus where the user's location can be easily identi ed by simple map elimination
techniques [36]. The approaches such as ktial. [29] can attain e ciencies in communication

by transmitting the con guration data of the grid instead of sending the dummies within



the grid. However, they fail to address the lack of e ciency in processing these dummies on
the LBS server [35].

Niu et al. [35] addressed the limitations of Liet al. [29] in their improved versions of the
PAD algorithms [29], namely V-circle-based and V-grid-based algorithms. These algorithms
include an additional step of blurring the dummy locations to new positions with query
probabilities that are close to that of the true location with a goal of achieving higher entropy,
resulting in a more e ective level of location privacy. The query probabilities are used to
calculate an entropy-based metric to quantify location privacy and help with the blurring
process where the location with higher entropy is considered to provide better location
privacy. Anamala and Subramanian [31] proposed a similar approach using historical query
probabilities of the location with the semantic classi cation of the location to identify dummy
locations that are contextually similar to the true location.

Despite the approach based on location historical query probability values to generate
dummies that are similar in the query probability context of true location, it is not practical
in a real-world scenario because of the complications associated with the following: (1) ob-
taining trusted historical query probability data for every location within the given privacy
area and (2) leveraging the data in a computationally e cient manner. One of the main as-
sumptions of the approaches described by Net al. [35] and Anamala and Subramanian [31]
is the ready availability of a given users' query probability values for both dummy and true
locations. In order to generate the optimal dummy locations, these algorithms require query
probability values of all possible locations in the user's location space to be stored and
retrieved on demand, which can result in computing and communication overhead.

Nishaet al. [33] proposed a location privacy approach where a proxy of the true location
is used to calculate an initial target area which is further divided into smaller zones to assist
with generating dummy locations. This approach does not consider the spatial context
of the areas where dummy locations are generated, thus making it highly prone to two

key limitations in location privacy scenarios discussed in Table 1.1. Sht al. [43] use
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semantically similarity in calculating dummy locations for location privacy, making it less
vulnerable to one of the two limitations, called a \map-matching attack” [36]. However,
the semantic similarity does not address the possibility of most of the dummy locations
lying within the same larger input parcel since all the dummy locations are semantically
similar. Consequently, the approach by Shet al. [43] is prone to a \location homogeneity
attack" [36]. For example, the initial target area generated can be within a large parcel area
of a hospital, making both proxy and dummy locations all located within the same parcel
and easy to identify the true location of the user.

The approaches for generating dummy locations based on location similarities such as
those reported by Nisheet al. [33] and Wuet al. [52] involve traversing through a larger area
and further dividing it into several subsections. Knowing what a given area is contextually
representative of is both crucial for calculating and comparing the similarities between these
areas and a key step in identifying the optimal dummy locations. The current approaches
rely on attribute data associated with an area for evaluating the context of a given area. The
attribute data associated with a geographical area is not always readily available but also
can be inaccurate since the size of the smaller areas is generally chosen randomly without
any speci c criteria, such as the use of 1@M00 sub-regions and 10@M.000 location cells in
[52].

Nisha et al. [33] promise greater location privacy by sending only the proxy and the
dummy locations to LBS servers and not the true location for processing. The main as-
sumption is the result for the user's true location that is embedded within a large set of
results received from the LBS server for the proxy and dummy locations. In the end, it is up
to the querying user's client program or a machine to extract these results associated with
the true location. Wu et al. [52] propose a similar approach where the client is responsible
for separating and Itering the results for true location from the results of dummy location.
This can result in a severe computational overhead on the client machine in cases where

the true and dummy locations are in a densely populated area with larger query results.
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Moreover, this approach might not be practical in scenarios involving clients with limited
computing and storage capabilities since they might not be able to Iter and extract the
results associated with the true location from the larger set of results received from LBS
servers.

The common drawback of the current approaches [25, 35, 29, 31, 33] discussed above is
that they do not consider the geographical features of a location in computing the dummy
locations for a given true location. This lack of consideration for spatial context makes
these approaches vulnerable to several types of de-anonymization attacks by an adversary,
and unfeasible for implementation in real-world applications. Such dummies can be easily
eliminated by an adversary by employing a \map-matching attack" [36] where the simple
overlay of these dummy locations on a map would give away their dummy identity and
increase the odds of identifying the true location for an adversary. Also, these approaches
do not have built-in mechanisms to avoid dummies being generated on natural features such
as rivers, lakes, and non-building features such as roads.

Studies such as Harat al. [19], proposed a dummy generation approach in a continuous
LBS scenario where spatial context involving geographical features such as roads are lever-
aged in omitting dummy locations that are vulnerable to de-anonymization attack by an
adversary. Although Haraet al. [19] emphasize the importance of spatial context in gener-
ating the dummies for location privacy, it is built in the context of a continuous trajectory of
user locations which is di erent from a discrete speci c location associated with a snapshot
LBS application. Apart from the natural features, the dummies can also be generated in
green areas within both urban and rural areas that can be easily identi ed by an adversary
using a \map-matching attack" [36].

The dummy generation methods for a trajectory of locations in a continuous LBS sce-
nario involve both spatial and temporal context and are not suitable for dummy generation
for a speci c location in a snapshot LBS scenario with a spatial context only [59]. In other

words, the application of spatial context can vary signi cantly between the trajectory of
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user locations (continuous LBS) versus single user location (snapshot LBS). In this study,
we focus on dummy generation methods for location privacy in a snapshot LBS environment
where dummies are generated for a single user's true location that is located within a land
parcel area.

Wu et. al. [52] and Shi et. al. [43] proposed dummy generation approaches based on
semantic similarity where the dummies are generated in locations that are semantically like
the true location. Through the inclusion of semantical context of the locations in evaluating
locations for dummies, these approaches eliminated the possibility of placing dummies in
natural features such as rivers, and mountains which would make them easy to eliminate by
an adversary. The dummies based on semantic similarity are prone to \location-homogeneity
attack" [36] where the true location is in a large parcel such as a hospital or university campus
and the dummies generated are within the same parcel area. In this case, an adversary can
easily determine the general true location of the user as the large parcel area such as hospital
or university campus.

Chen and Shen [10] developed MaxMinDistDS and Simp-MaxMinDistDS that deter-
mines the dummy locations using maximum semantic diversity and physical dispersion.
Zhang et al. [60] presented a similar approach applying maximum semantic diversity and
physical dispersion as a benchmark for selecting dummy locations. Anamala and Subrama-
nian [31] brought forth an approach to determining dummy locations using maximum se-
mantic diversity and historical location query probabilities as criteria Shet al. [43] designed
a dummy generation solution using semantic similarity between locations as a principle. In
this approach, a semantic location is de ned as a vector of historical query probabilities in a
24-hour time period, during which the similarity between the semantic locations is calculated
using the cosine similarity.

Zhang and Li [56] advocated for a dummy generation model that combines semantic
diversity, location query probabilities, and physical dispersion for producing e ective dummy

locations. Semantic diversity helps maximize location privacy in scenarios where genuine

13



locations are situated in a semantically homogeneous area. However, this strategy fails to
address the possibility of a temporal constraint attack in scenarios such as a residential
true location. In this case, an adversary can exploit the semantic diversity in a temporal
dimension [51] to eliminate dummies and to identify the residential true location.

Alyousef et al. [9] implemented a novel approach to creating dummy locations using
deep learning. In this solution, the dummies are generated through a convolutional neural
network, based on their similarity to the true location in terms of location query probability
and the resulting maximum physical dispersion. The key limitation of using location query
probabilities in a real-world implementation is the di culty associated with obtaining query
probability data from a trusted source for all locations within an area of interest, and the
computational complexity associated with storing and processing the location query proba-
bility data. Jagarlapudi et al. [21] proposed a method of using a drone to assist with dummy
generation. One of the major drawbacks of this approach lies in its reliance on a drone
because it's impractical to have a drone linked to a user's device at all times.

The main goal of applying dummy locations for location privacy is to mask real loca-
tions from identi cation by an adversary, and this goal is achieved by producing dummy
locations that are indistinguishable from the true locations [59]. The current dummy ap-
proaches employ a variety of factors such as semantic diversity, location query probabilities,
physical dispersion [59], and spatial context [48] for evaluating locations. Except for seman-
tic diversity, these approaches do not consider the primary purpose served by a particular
location such as residential housing, commercial, or o ce buildings. Dummy approaches
built on semantic diversity incorporate the location's primary purpose as a way to categorize
locations to assist with the dummy generation process [10]. This approach, however, fails in
integrating the unique temporal aspects of a semantic category (e.g., residential locations),
which can be exploited by adversaries in temporal constraint attacks.

The major limitation of all the aforementioned approaches is that the spatial context is

not factored in qualifying dummy locations. Dummy locations generated without accounting
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for their similarity to real locations in a spatial context can be an easy target for location
homogeneity and map matching attacks [36] by an adversary. Amid a location homogeneity
attack, both true and dummy locations are located in the same parcel area such as a univer-
sity campus or hospital area, allowing for an easy inference about the general whereabouts
of the user by an adversary. In a map-matching attack, an adversary eliminates dummies
that are situated in natural areas such as lakes, mountains, and green areas by overlaying
the dummy and real locations on a map. A map-matching attack is also a possibility in
cases where the dummy locations are located in geographically dissimilar areas compared to
the true location. Here is an example: a legitimate location is a residential house and all the
dummies are located on roads. Hence, the spatial context plays a vital role in determining
the dummy locations that provide maximum location privacy.

Tadakaluru [48] proposed a parcel-based similarity scheme to create dummy locations
that are similar in a spatial context to a true location. The study used real-world parcel data
to assess and evaluate the spatial context of locations to forge dummy locations from the
parcels that are spatially similar to the parcel of the input location [48]. In this study, the
dummy locations are extracted from within the parcels that rank higher in similarity to the
input parcel containing the true location of the user. Although Tadakaluru [48] successfully
addressed the location-homogeneity attack, it's still prone to a map-matching attack. To
the best of our knowledge, Tadakaluru [48] is the only study that employs spatial context
for generating dummy locations to preserve location privacy. Therefore, the parcel-based
dummy approach from Tadakaluru [48] is used as a benchmark to compare the e ectiveness
of enriched similarity search using building footprints and road proximity, spatial privacy

zones, and location privacy quanti cation based on building footprint entropy.
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Chapter 3
Context optimized and spatial aware dummy locations generation framework for location

privacy
3.1 Motivation

The key limitations highlighted in Table 1.1 is further explained in the example shown
below (Fig 3.1), where the assumed true location of the user is located within a large parcel
area of a healthcare center. While three dummy locations are within green spaces located
on the south-east side of the healthcare center, most of the dummy locations generated fall
within the same parcel of the healthcare center, demonstrating the two key limitations stated

in Table 1.1.

Figure 3.1. Example demonstrating the two key limitations in Table 1.1
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The two main reasons that contribute to key limitations highlighted in Table 1.1 are as

follows.

Spatial Context The current techniques do not consider the true spatial context of
the user's location. To optimize the degree of variation between the true and dummy
locations, techniques should leverage geographical properties and spatial relationships
using the spatial context of the current location. This would allow us to optimize the
degree of variation between the true and dummy locations, so it would be di cult for

an adversary to identify the true location of the user.

Resource Waste Most of the current techniques do not consider the number of wasted
resources, both computational and communication, that are used in performing opera-
tions on dummy locations and data transfer. A successful dummy generation technique
should not only make the true location untraceable but also must achieve it by using
the least number of dummy locations possible. Using less resources would also make

it environmentally friendly.

Our proposed approach to address limitations with regards to spatial context and re-
source wastage is based on the conceptual notion of \where and what," i.e., where is the
current location in terms of spatial context and what is the purpose or utility involved for
sending the location information to the LBS provider in the rst place. Taking the util-
ity of the LBS service into account along with spatial context may help in reducing the
number of dummies needed in preserving location privacy.The proposed dummy generation
solution utilizes datasets such as parcels [2] and true color imagery [1] with spatial analyses

to determine the true spatial context of the given location.

3.2 Proposed System Architecture

The main component in the proposed solution architecture is privacy geo-processor. The

system work ow begins by providing the location information, i.e., latitude and longitude,
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as input to the privacy geo-processor, which then geoprocesses the location information in
conjunction with the other data sources such as the parcels. This step is implemented to
identify and generate the dummy locations for the given true location. The main component

is described in the following subsections (\Privacy Geo-processor” 3.2.1).

Figure 3.2: Proposed system architecture

3.2.1 Privacy Geo-processor

The privacy geo-processor is the main module in the proposed solution. The key function
of the privacy geo-processor is to identify and generate dummy locations for the given user's
true location. As shown in Fig. 3.3, the module consists of four major steps where the output
of the module is the dummy locations that are generated for the given true location of the

user.

Figure 3.3: Privacy geo-processor work ow
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The privacy geo-processor module takes two input items: (1) the true location coor-
dinates of the user and (2) the parcel dataset for the county or city where the input true
location is located. The feature type of the parcels in the parcel's dataset is a polygon. The
rst step in the privacy geo-processor involves extracting the parcel that contains the input
location. A spatial join operation is performed between the input location and the parcel
layer to obtain the outline parcel that contains the input location [38].

The second step involves identifying parcel polygons within the parcel dataset that are
similar to the outline parcel identi ed in the previous step using a similarity search. The
main purpose of the similarity search is to nd parcel areas with spatial contexts that are
similar to the input parcel. The user can add or remove the attributes of interest, such as
length and area, to the similarity search, and the parcel polygons are compared for similarity
with the input outline parcel using the attributes provided by the user. The sum of squared
di erences between standardized values of all attributes is calculated, whereby the lower
the sum of squared di erences, the higher the similarity between the parcels [38]. Dummy
locations generated from parcel areas that are similar in a spatial context to the outline parcel
containing the true location of the user are di cult to distinguish from the true location,
making them less vulnerable to \map-matching attack" [36].

The nal step in the privacy geo-processor is calculating dummy locations from the
centroids of contextually similar parcels identi ed in the previous step. The centroid is
calculated for each contextually similar parcel, and the nal dummy location for each parcel
is obtained by adding a standard o set distance in a random direction to the centroid of each
parcel. The o set distance in the random direction is added to reduce the risk of identifying
the true location by an adversary using spatial elimination. Spatial elimination is based on
the variations in centroid locations of input parcel and contextually similar parcels, where
the true location is the centroid of the input parcel, and the dummy locations are not parcel

centroids or vice versa. The standard o set distance is equal to the Euclidean distance
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between the centroid of the input outline parcel calculated in the rst step and the true

location of the user.

3.3 Preliminary Experimental Analysis and Results

3.3.1 Data Collection and Preprocessing

Out of 34 cities in Harris County in Texas, the city of Tomball was chosen to evaluate
the proposed approach. This area was chosen because of its suitability to location privacy
scenarios mentioned in Table 1 and the overall faster computation of a simulated study by
focusing on a smaller study area. A new le geodatabase was built, and the downloaded
shape les for Harris County parcels and cities [2] were imported as feature classes into the
new le geodatabase. The 6,002 parcels within the city of Tomball were extracted from
the complete parcels layer for Harris County (1.4+ million parcels) using the geoprocessing
toolkit within ArcGIS Pro [38]. The extracted parcels for the city of Tomball (Fig. 3.4)

were then stored in a new feature class in the le geodatabase.

Figure 3.4: Parcel extraction for the city of Tomball in ArcGIS Pro software (ESRI 2021)
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