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Abstract

The advent of Additive Manufacturing (AM) changed the landscape of the manufacturing

industry resulting in new possible designs and products. Around the same time, Industry 4.0 got

great attention from the industrial community. Industry 4.0 works across systems connecting

machines and different sub-systems and collects and analyzes data to make decisions. This

type of interconnected system is considered to be the direction in which the manufacturing

world is moving. Thus, it is safe to say that AM will be incorporated into Cyber-Physical

Systems (CPS) in some capacity. A CPS consists of three components: a cyber component,

a physical component, and a combination of these two components. An increased number

of interaction points in the CPS leaves the system vulnerable to attacks, either in terms of

intellectual property theft or the system can be sabotaged. Traditional cybersecurity protocols

may mitigate the attacks to some extent, but they can not handle the physical component of the

system, keeping space for some attacks. In such scenarios, side channels like sound, vibration,

and heat may provide certain information regarding the process, irrespective of whether the

system is compromised or not.

This work is aimed at analyzing the power side-channel signal in a Fused Deposition

Modeling (FDM) process, a type of AM process. The main similarities and differences between

a cyber system and CPS and their different strategies are discussed. A method is designed to

predict the power signature based on the CAD design. A comparative study of the predicted

and actual power signature can provide certain information about the machine and process,

including anomaly or sabotage detection.
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Chapter 1

Introduction

Throughout early human civilization, there was a need to manufacture things for daily use.

However, early manufacturing systems were based on craftsmanship and were not focused on

interchangeable components. The “American System of Manufacturing” introduced part inter-

changeability, gradually leading to the assembly line and eventually to the second industrial

revolution [1]. The third industrial revolution was marked by semi-automation and made it

possible to have an entire production line function without human intervention [2].

The advent and availability of the internet made things even more promising. Eventu-

ally, the physical world of manufacturing incorporated cyber components to give rise to cyber-

physical systems (CPS) and Industry 4.0. As the name suggests, a cyber-physical system com-

prises cyber and physical components along with their interaction. Industry 4.0 has become a

defining term in various industries over the last few years. High efficiency, optimized logistics,

and flexible production are a few driving factors behind the emerging popularity of Industry 4.0.

In this case, the whole system is a massive CPS network. Different machines and sub-systems

communicate within a network to carry out the required tasks. From ordering to delivery of a

finished product, entire supply chain operations can be fulfilled. These interconnected systems

can provide higher productivity, better product customization, improved logistics, and more

[3].

While traditional manufacturing removes material to obtain the final product, AM does

the opposite. This layer-by-layer manufacturing process made designs simple while adding

some preferred features. Complex airplane fuel nozzles, human prosthetics, and product pro-

totyping are made much simpler with the help of various AM processes [4]. The ability to

make intricate shapes with complex designs gives AM a clear advantage over the conventional

subtractive manufacturing processes. As a result, the application of AM expanded manyfold.

AM processes are now good enough for a wide selection of materials, including metals and

1



non-metals like plastic and resin. While AM is typically slower compared to traditional manu-

facturing, it can be quicker and more efficient in prototyping and low-volume production. This

ability to cope with design variations makes AM suitable for incorporation with Industry 4.0.

Since additive manufacturing can comply with more custom design options, it is getting

elevated exposure. Like any other connected system, additive manufacturing is an intercon-

nected system that is prone to attack from malicious actors. Unlike financial organizations,

the security of a CPS system was not prioritized until the event of Stuxnet in 2010 [5]. Often

people are unaware of the possibility of being sabotaged by their adversaries. According to

former Cisco CEO John Chambers, “There are two types of companies: those who have been

hacked, and those who do not yet know they have been hacked” [6]. Thus, it takes a lot of time

and resources even to detect that there has been an attack. The compromised system can result

in the loss of intellectual property, low-quality products, financial losses, or potentially impact

the infrastructure or people involved with the production system.

1.1 Significance

Attacks on a connected system have been there for a long time. A few possible reasons for

such attacks are financial, political, goodwill, or maybe actions of disgruntled employees to-

wards the organization [7]. For an extended period, attacks on such a connected system were

mainly cyber-attacks. As a result, organizations are aware of cyber attacks and possible attack

strategies and are more or less capable of fighting such threats [8]. However, the same can not

be said about attacks targeting CPS. A CPS consists of an additional physical component, and

there’s an interaction between the cyber and physical components. Thus, a general cyber-attack

defense system is not directly transferable to the defense of a CPS. Thus, there remain vulner-

abilities in the system. The impact of cyber-physical system (CPS) attacks can be significant,

often going undetected for a considerable amount of time, which can lead to theft of intellectual

property, decreased performance, and various other negative consequences [9]. Users typically

rely on process monitoring systems to assess the health of their systems; however, incidents

such as Stuxnet have demonstrated that these monitoring systems can also be compromised

[5]. As a result, it becomes crucial to implement monitoring techniques that are impervious to
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compromise. Even if adversaries can infiltrate a system, it is unlikely that they would be able

to manipulate side-channel data, such as sound, heat, or the current drawn by actuators.

1.2 Motivation

The event of the Stuxnet malware attack on the Iranian nuclear program alarmed the world

about the potential dangers of a cyber-physical attack and is a motivation for this study. The

incident of Stuxnet malware surfaced in 2010. The 500-kilobyte virus infected several indus-

trial sites, including a uranium enrichment plant in Iran. The virus gets into the system running

the Microsoft Windows operating system through a USB stick and avoids the auto-detect sys-

tem. Afterward, it checks for particular Siemens hardware. If a suitable host is present, the

virus updates through the internet and compromises the system’s logic controller. Eventually,

it controls the hardware system while providing false feedback to the outside system. The mal-

ware was finally detected when the centrifuges had already lost a significant capability [10].

The victim, in this case, is an industrial setup. In 2017, a ransomware named NotPetya alone

resulted in a global loss of $10 billion by infecting industrial control systems [11]. The orga-

nizations in these cases had some traditional cyber-security measures in their system, but they

were not prepared for CPS attacks. In the case of Stuxnet, the malware bypassed the conven-

tional cybersecurity protocol and was activated by the particular hardware. This event indicates

that traditional cybersecurity protocol may not be applied with the more complex CPS. Again,

in most cases in an industrial setup, people rely heavily on the Supervisory Control and Data

Acquisition (SCADA) system. However, it is almost impossible for the attacker to change the

sound, vibration, temperature, or other side channels. Thus, side-channel analysis can be a

great option in detecting potential CPS attacks. A common system anomaly detection tech-

nique usually compares the sample data with known good data. This research aims at using the

current side channel to detect a potential attack on the system. The first step in attaining the

goal is to be able to simulate a current profile based on the provided G-code, and the resulting

profile can be compared to an actual current profile to detect sabotage attacks on the system.

G-code is a type of programming language used in additive and subtractive manufacturing to

carry out different tasks like tool movement, extruding, bed leveling, etc.
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1.3 Research Contributions

The proposed work aims to detect anomalies in FDM manufacturing using the power signal

side channel. Unlike previous works, this dissertation aims to detect anomalies based on a

predicted base signal rather than an actual signal. Thus, the potential research contributions

include:

(1) Analyzing and characterizing current profiles for straight lines and curves: This sec-

tion is dedicated to understanding and simulating current profiles for straight lines and curves

based on the G-code of a part.

(2) Creating a general framework for the current signal generation: This work is dedicated

to simulating how a complete G-code works for the 3-D printer. This section’s outcome is to be

able to simulate the current profile for any G-code of a part. The case studies for this research

are performed on a Lulzbot Taz 6 printer, but the ideas can be transferred to other systems.

(3) Study of the deviation in current signal based on part complexity: This contribution is

dedicated towards the study of deviation in current signal based on part complexity. Both the

number of features and feature complexity are addressed in this section.

1.4 Dissertation Outline

The dissertation is structured as follows. Chapter 2 provides background information on CPS,

AM, the FDM process, process monitoring in the FDM process, and security-related works.

Chapter 3 discusses the test bed, including the working principles of the particular 3D printer

used, along with some properties of the components. Chapter 4 discusses and simulates current

profiles for straight lines and curvatures. Chapter 5 builds on the previous chapter to create a

framework to simulate current profiles for objects with complex geometries and includes a case

study. Chapter 6 is dedicated to studying the deviation of the signal based on part complexity.

Finally, Chapter 7 includes the conclusions and future work.
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Chapter 2

Background and Literature Review

A cyber-physical system consists of a cyber component, a physical component, and the interac-

tion between them. In the context of Industry 4.0, AM can be a significant part of a CPS. This

section discusses background information regarding CPS, Additive Manufacturing, the FDM

process, and the security perspective of all these areas.

2.1 Cyber-Physical System

CPS enables the communication between physical reality and the cyber world [12]. One such

system usually consists of multiple components. In recent times, more CPSs have been inte-

grated into industries due to their ability to make systems more responsive and interconnected.

CPS allows the equipment to communicate with themselves, carrying out the burden from

the operator while providing the required information. While discussing the status of cyber-

physical systems, Wang et al. marked security as one subfield that can make or break CPS

[13].

2.1.1 Cyber-Physical Security

CPS consists of three components, unlike the cyber system, thus providing potential risk in

three different frontiers: cyber, physical, and interaction. Therefore, traditional cybersecurity

can deal with only a portion of CPS security. In his study, Wang differentiated CPS security

from conventional internet security [14].

Previously, in many cases, the cyber portion of security got the sole attention. Most of the

time, the physical component was either not prioritized or treated in an approach similar to that

of a cyber-attack. The first major security breach that impacted the cyber-physical world was

the 2010 case of ”Stuxnet.” A specific type of malware targeted Siemens hardware, causing the

5



nuclear centrifuges of the Iranian nuclear plant to behave erratically and inefficiently. While

doing so, the malware could display seemingly ordinary numbers in SCADA and go undetected

for a long time. Later, many other instances of Stuxnet malware worldwide went undetected

for a longer time [15]. The Stuxnet malware attack initialized more studies into the cyber-

physical security domain. Studies have shown that such attacks have taken place for a long

time. Hemsley chronologically listed major attacks on different control systems from the early

2000s to recent 2018 [15]. In his study, the author pointed out that CPS attacks surfaced from

the first decade of the 21st century.

Cardenas et al. discussed cyber-physical security from a higher level. The authors thor-

oughly reviewed potential attacks, attack modes, and prevention strategies [7]. In a similar

study, Chhetri et al. discussed the cross-domain aspects of a CPS system [16]. The authors

divided such attacks into cyber-to-physical attacks and physical-to-cyber attacks. In one survey

to analyze CPS security, Wu studied attacks on CPS in mainly three frontiers, attack detection,

attack design, and control [17]. Genge et al. proposed a hybrid approach to analyze cyber-

physical attacks on a networked control system, emulating the protocols and components and

simulating the physical systems [18]. The authors analyzed physical energy and cyber signal

flow to analyze how various attacks can occur that can potentially impact the other domains.

Candell prepared a testbed to measure the performance of ICS against cyber attacks after fol-

lowing the standards and guidelines to analyze how prepared the industry is to defend against

such attacks [19]. Kosturko discussed security vulnerabilities in a continuous flow reactor [20].

Studies showed that it was possible to deny access, gain full access, and rewrite the

firmware to cause desired defects in the system. Lichte did one such study on using robots

in Industry 4.0 that can cause potential failure or underperformance of the system [21]. Bracho

used a simulation technique to assess the performance of a cyber-physical system in the event

of a cyber attack. The authors divided the system into three parts: game, cyber, and physical.

Multiple scenarios were simulated with different factors involved in production [22]. Orojloo

analyzed various attack matrices and proposed a method to evaluate the attack’s aftermath [23].

6



2.2 Cyber-Physical Security in Manufacturing

Security issues in manufacturing have been a significant player since the early days. From 2002

to 2012 alone, there was an estimated loss of $239.9 billion in the USA. However, often the

event of an attack remains undetected. In one study, Turner et al. asked a group to investigate

the reason behind the faulty product. Only a handful of people pointed toward a cyber-attack.

However, no one could point out the actual reason, which was a compromised CAD file. This

suggests that attacks can be treated as operational anomalies in different scenarios [24].

There have been a few studies to analyze such attacks and their impacts on manufacturing

systems. Giehl et al. proposed a framework to analyze different types of attacks in a man-

ufacturing system and their potential impact [25]. Chattopadhyay discussed the impacts of

cyber-security in the manufacturing sector based on a simulation [26]. A study conducted by

Elhabasy analyzed such attacks from the quality perspective and developed attack taxonomy

from the attacker’s point of view [27]. Ani provided an in-depth review of cybersecurity in the

manufacturing domain. The authors discussed cybersecurity trends and fitted them into Indus-

trial Control Systems (ICS). The authors suggested multi-dimensional security measures over

a single-dimensional security measure for ICS [28].

2.3 Additive Manufacturing

Additive manufacturing as an idea originated at the beginning of the 20th century. With the

updates of technology, it was introduced for rapid prototyping in the 1980s [29]. The product to

be printed is generated using a Computer-Aided Design (CAD) model. The next step involves

slicing the CAD model into a suitable format (.STL, .AMF, .3MF, or something similar). The

sliced file is then converted into a suitable machine language (mostly G-code). The principal

process involves printing a product by layers, extruding one layer of a material at a time on a

build surface, using a method to stick the materials together, and repeating the process until

the desired object is obtained. AM came a long way from the beginning to support metals

and non-metals like polymers, photosensitive resin, and a few others. The adhesion process

and material delivery can be different based on the requirement. Currently, there are seven
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major divisions of AM concerning the operating procedure. One of the most common is Fused

Deposition Modeling (FDM).

2.3.1 Fused Deposition Modeling

Fused Deposition Modeling (FDM) is one of the most popular AM processes. It garnered a

massive following among hobbyists and professionals alike. In this process, the material of

choice is plastic, and the delivery method is through filaments. The filament is melted and fed

through the extruder nozzle onto a build surface. Due to the use of fused filament, the process

is also known as Fused Filament Fabrication (FFF). Printers used in the FDM process can be

of different configurations. In general, the relative movement between the extruder head and

the print bed results in the final print. In most cases, stepper motors are used to ensure precise

movements.

2.3.2 Security in Additive Manufacturing Systems

Traditional subtractive manufacturing has existed for a long time, but the security system has

not been developed yet. Whatever security protocol is available for SM security may not be

replicated in the case of AM security due to their inherent differences, working principles, and

many more [30]. Campbell discussed some aftermaths of counterfeiting an AM part [31].

The interconnected nature of a CPS necessitates a good understanding of the process to

analyze the security aspects. An affected AM can seriously affect product quality and the

supply chain. The AM process starts at the design phase. Often, third-party designers are called

upon to design the product. Specialist process parameter tuners are required for complex design

and equipment. These additional data movements can be a target of cyber-attacks. Suppliers

often provide materials needed for the procedure. Any mild tampering with the material during

the process can hamper product quality [32]. Even by sabotaging the printer’s peripherals, it

is possible to produce a poor-quality product. Slaughter et al. sabotaged a Powder Bed AM

system by hacking in-situ IR thermography. The authors studied various ways to manipulate

the reading of the thermography system. The attack targeted a closed-loop system and resulted

in the delivery of an underpowered or overpowered laser beam, affecting the product quality
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[33]. In this case, the antagonist did not try to attack a more secure system; instead, they

targeted a related system and were able to cause damage.

Gupta discussed the AM supply chain from a security perspective, mainly focused on

raw materials, 3D printers, and design files compared with conventional supply chains [34].

Yampolskiy reviewed AM security based on the industrial Powder Bed Fusion process. The

authors tried to figure out possible attacks on the system at various points of the supply chain.

They divided AM security attacks into IP theft and AM sabotage and discussed potential attack

targets and methods [35]. Yampolskiy proposed a new framework for additive manufacturing

involving tuning experts and discussed possible attacks, prevention, and detection techniques

involving the communication between designers, design tuning experts, and AM manufactur-

ers. Though additional tuning experts in the system improve cost and other benefits, they add

additional attack possibilities. However, the attack methods, prevention, and detection schemes

can also be applied to the traditional AM framework [36].

Moore analyzed the CPS security of AM at the first end, that is, at the design phase [37].

He studied a few popular software used on a computer and FDM 3D printers. All the ana-

lyzed software was open source, so there was enough opportunity to explore it in detail. Each

software was analyzed based on its code base and performance while connected to a USB.

The study showed that some software had inadequate security measures and even the software

package with the most rigid security protocol could still be breached [37]. Pope et al. used Sys-

temic Theoretic Process Analysis (STPA) to investigate the risks involved in AM. Using STPA,

software analysis, and expert questioning, the authors found some risks that were not addressed

in earlier literature. The authors also outlined some mitigation approaches to reduce risk or po-

tential hazards in the system [38]. DeSmit proposed a general vulnerability assessment for any

cyber-physical system, including advanced manufacturing. The overall assessment is based on

the idea that the problems occur at the intersection of different system components. Process

mapping is required to identify the intersection points involving cyber, physical, cyber-physical,

and human components, followed by a detailed analysis of each intersection point [39]. Do et

al. showed how a system could be compromised by only having access to the network [40]. It
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was possible to retrieve essential design data from the printer. The authors pointed to a lack of

encryption for the project’s success [40].

A few models have been proposed to analyze the security of a system. Zhiheng Xu used

various game theory-based models to analyze cyber-physical vulnerabilities in manufacturing

[41]. The author divided the whole process into the cyber-layer, physical layer, and commu-

nication layer and modeled each layer to find the system’s overall equilibrium. Zarreh used a

game theory-based model to assess the cybersecurity of a system. The authors analyzed some

actions of both attackers and defenders with some predefined cost matrix. It was found that

the cost of maintaining the defense system, loss due to attack, and cost of recovery is the main

decision concerns from the security ground [42].

Wu and Moon analyzed Cyber-Manufacturing security in terms of attack vector, impact,

target, and consequences. The authors also divided each into two subdivisions: cyber and

physical components. It was possible to describe a few real-life attack scenarios based on the

proposed taxonomy [43]. Yu used Petri nets and generalized stochastic Petri nets to analyze

cyber-physical manufacturing systems. The authors proposed theoretical models to analyze the

trustworthiness of the system based on reliability, availability, and security [44]. In the future,

the threats to manufacturing can be far more complicated. There have been efforts to predict

the future of AM security. In one such study, Johnston tried to predict AM for 2040, in which

he discussed potential cyberwarfare by breaching the security system [45].

Gatlin et al. [46] used the current signature to extract the G-code information from an

actual print. Gatlin’s study used similar equipment and the same side channel as the one used

in this research. However, the difference lies in their objectives and how the information is

used. Gatlin’s study was done from the perspective of IP theft, showing that even an encrypted

G-code file can be reconstructed based on the power signature of the print. On the other hand,

the current work uses the current signature to simulate the signatures of objects that are yet to

be printed.
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2.3.3 Process Monitoring for AM

In conventional manufacturing, product counterfeiting can often be traced based on some vi-

sual signs. However, in AM, things are not that simple. In AM, the infill density, structure, and

manufacturing process significantly impact the physical properties of the printed object [47].

Thus, multiple things with the same external design can have different properties even though

they are manufactured through the same printer. Real-time process monitoring can tell what is

going on inside. There have been some studies for process monitoring in subtractive manufac-

turing, however only a handful were related to cyber-physical security. In one such study, Zhu

proposed a smart monitoring system for CNC machines based on the CPPS (Cyber-Physical

Production System) framework [48]. The authors combined various data streams like chatter,

vibration, and cutting force to monitor the health of the system.

Van Elsen listed more than process parameters that can impact AM quality, and the most

important of them was found to be temperature profile [49]. As a result, there have been many

studies related to temperature sensing, primarily using imaging or pyrometry. Zalameda et al.

used a NIR (Near Infra-Red) camera to study weld integrity during the wire-directed Energy

Deposition(DED) system [50]. Hua used pyrometry to correlate melt pool size and layer thick-

ness. The authors suggested a potential closed-loop application of the data [51]. Liu used

an optical emission spectrometer to detect plasma plume emission over the melt pool during

wire-DED [52]. Carl discussed monitoring an AM system for quality purposes [53]. The au-

thors explained the quality monitoring on MTU aero engines with the help of a CMOS camera

in an EOS PBF printer. This camera detects radiation, and after some data pre-processing, it

checks online for quality control. Berumen used an in-line camera to monitor the melt pool and

measure the melt pool radiation [54]. Rodriguez used IR cameras to investigate the building

temperature on each individual layer [55]. Clijsters used a photodiode a near-infrared ther-

mal CMOS camera, and the data capturing and processing system to monitor the melt pool in

the laser powder bed fusion(PBF) process [56]. Schwerdtfeger placed an IR camera at a 15°

angle to the bed, shielded by a zinc–senenide (ZnSe) window to protect the equipment from

metallization in the electron beam Powder Bed Fusion (PBF) process. Like previous cases, it
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was designed to monitor the meltpool [57]. Price designed a system to test the repeatability of

temperature measurements, build height effect on temperature, melt pool emissivity, melt pool

dimensions, and thermal effects on overhanging structure [58].

Side channels can also play an important role in determining what is happening in the

manufacturing space. Chhetri discussed how various emissions from 3D printers could act as

side-channel and leak various information. The authors studied the FDM printer and analyzed

how acoustics, vibration, magnetic, and power draws can act as a side-channel and reveal in-

formation [59]. Based on the findings of [60], Belikovetsky et al. used an audio signal to detect

an anomaly in the system [61]. They recorded audio from the system using FFT and PCA to

transform and reduce the data, then converted them to simple numeric outputs and appended to

the G-code. In the next product of the line, the signatures were matched to detect the anomaly.

The approach was successful in most cases, including addition, deletion, reordering of code,

and extrusion. However, in places with length modification of less than 0.5 cm, they failed to

work as planned.

Wu et al. used auditory signals to determine the condition of an FDM machine. They tried

to classify the nozzle condition into either normal or normal states under different scenarios. At

around 92% of the time, they were able to classify them in those two groups successfully; they

were not viable to determine the machine condition in any intermediate stage [62]. However,

the hidden semi-Markov model is a modified version of the SVM approach with similar accu-

racy, lesser data, and the ability to detect multi-stage quality [63]. As in previous cases, Chhetri

used the audio signal. The authors used acoustic emissions from a two-phase stepper motor

to predict the object’s geometry [64], and they were able to reproduce object geometry using

audio superposition. Moore et al. had a similar approach to Faruque et al. [65]. Like acoustic

signals, electric power drawn by motors can be related to the load on them. Using the same

principle, they collected current drawn by each motor and compared it to a known good sample

to figure out if an attack occurred. In a few scenarios, they were pretty good at detecting the

attack, but they were almost ineffective in some scenarios. However, combining this data may

be useful to determine if there’s any attack or not [66]. Al Faruque et al. used acoustic signals

to generate the G-code of a printed object. The main idea is that the load carried by different
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motors (four in the case of single extruder FDM printers) produces different acoustic signals.

After training the acoustic data with respect to the G-code data and some post-processing, they

were able to reconstruct the G-code data to successfully get the outline of the geometry of the

printed object [67].

2.3.4 Attack Detection

Faruque proposed an idea and algorithms required to get detailed information about the product

through thermal imaging of the operation. The authors suggested that enough information

about the product can be acquired by capturing the thermal image and using machine learning

techniques. However, due to the camera’s low resolution, it is impossible to get this done

right now. The authors believe that using multiple cameras to gather data may be helpful

[68]. Bayens et al. proposed three layers of verification to ensure target product quality. The

authors used acoustic side channels, spatial sensing, and material verification techniques to

verify product integrity. For acoustic verification, the obtained sound data was compared to

a known good sample; for spatial sensing, a gyroscope was coupled with a potentiometer;

for material, verification nanoparticles were used to make a unique signature known to the

manufacturers only [69].

Sturm used impedance-based monitoring for AM quality [70]. It was found that PZT

(Piezoelectric Transducer) sensors can be successfully employed to detect defects in AM parts

in real-time. The authors could justify the repeatability of reading in the same layer, changes

between layers, and changes between parts. Vincent also used PZT in their research [71]. The

author proposed adding a bracket for an antenna that would attach a PZT to the manufactured

part. The signal obtained from the PZT can be compared to a base signal to detect any anomaly.

The approach was mainly designed to detect Trojans in IC (Integrated Circuits).

Wu et al. used a machine learning technique to detect any malicious infill structure in 3D

printing. The authors used both simulated, static, and moving camera images of 3D printed ob-

jects at 3-5 layer intervals. The images are categorized into classes defective and non-defective.

The authors used machine learning to classify the images in the two classes. Their study showed

that moving camera images are not a good fit for the study. Their study’s anomaly detection
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method was better than random forest, and KNN algorithms [72]. Straub applied Quality as-

surance techniques based on light sensing to detect AM process sabotage [73]. Belikovetsky

used audio signing to detect any anomaly in the system [61]. The approach was successful in

most cases, including addition, deletion, reordering of code, and extrusion. However, in places

with length modification of less than .5 cm, they failed to work as planned.

Recently some modern technologies have been used or proposed to detect or prevent at-

tacks. Many of them are either data-driven or blockchain-based. Wang suggested gathering

data while manufacturing can provide sufficient information to deal with CPS attacks [14].

Babiceanu suggested that Big data can lead to virtualization and cloud-based manufacturing

and help control the system [74]. Cambou discussed the usage and modification of blockchain

technology to make the data more secure that can be used to analyze a system [75]. In one such

case, Balta used a digital twin on an FDM process to detect anomalies and measure performance

[76]. Like Cambou, Kurpjuweit also used Blockchain technology to secure a system [77]. The

author discussed using Blockchain Technology in the AM supply chain. The authors used the

Delphi method to find the pros and cons of blockchain in the AM supply chain. Among the

potentials mentioned in this technique, IP management and data security are strongly related

to CPS security. Mandolla studied adopting blockchain technology to create a digital twin of

additively manufactured parts in the aviation industry. The authors discussed how Blockchain

can make AM processes secure throughout the different stages of the life cycle [78]. Zhu et al.

proposed a blockchain-based framework for cloud-based additive manufacturing [79]. In this

framework, there is a provision for privacy protection and transaction protection, and it securely

offers resource sharing. Holland discussed IP protection via signatures like visible or invisible

labeling, applying RFID, and selective deposition of foreign particles [80]. The authors also

proposed incorporating blockchain technology to protect IP.

Faruque proposed an idea and algorithms required to get detailed information about the

product through thermal imaging of the operation [68]. The authors suggested that enough

information about the product can be acquired by capturing thermal images and using machine

learning techniques on them. However, it was suggested that due to the low resolution of the
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camera, it is not possible right now to get this done. The authors believe that using multiple

cameras to gather data may be useful in this regard.

Belikovetsky Used audio signing to detect any anomaly in the system [61]. They recorded

audio from the system using FFT and PCA to transform and reduce the data, then converted

them to simple numeric outputs and appended to G-code. In the next product of the line, the

signatures were matched to detect anomalies. The approach was successful in most cases,

including addition, deletion, reordering of code, and extrusion. However, in places with length

modification of less than .5 cm, they failed to work as planned. The authors came to the

conclusion that the Modifications that cause a momentary mismatch but do not break the overall

synchronization might show false positive results.

Bayens et al proposed three layers of verification for ensuring target product quality [69].

The authors used the acoustic side channel, spatial sensing, and material verification techniques

to verify product integrity. For acoustic verification, the obtained sound data was compared to

a known good sample, for spatial sensing a gyroscope was coupled with potentiometer and for

material verification nanoparticles was used to make a unique signature known to the manufac-

turers only.

Wu et al. used machine learning techniques to detect any malicious infill structure in 3D

printing [72]. The authors used both simulated, static, and moving camera images of 3D printed

objects at the intervals of 3-5 layers. They had 5 different types of infill structures. The images

are categorized into classes defective and non-defective. The authors used machine learning to

classify the images in the two classes. The study showed that moving camera images is not a

good fit for the study. Though the accuracy of analyzing the remaining two sets of images is in

the range of 80-100%, there was not any mention of sensitivity or specificity, which are very

important for this type of analysis. In their study, the anomaly detection method was better than

random forest and KNN algorithms [63]. Straub applied Quality assurance techniques based

on light sensing to detect AM process sabotage [73].
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2.3.5 Attack Defense and Prevention

There have been a few approaches aimed at preventing attacks in the first place. Lee proposed

a five-level guidance to implement CPS security in the manufacturing environment [81]. The

authors analyzed aspects of CPS and linked them with Industry 4.0. Linares presented a risk

assessment focused on IP protection [82]. They provided a recommendation to minimize the

risks of this model Ivanova used physical cryptography to make the system unclonable [83].

The authors created an optical Physical unclonable function (PUF) with quantum dots(QD).

The QD materials are mixed with photopolymers in VAT photopolymerization to print the

product additively. QDs entrapped in the product result in an unclonable signature for the

product. With a similar goal in mind, Binard proposed a technique to watermark the surface

with some traceability features. It was designed for the SLM process and partially remelting

the last layer [84].

2.4 Literature Gap

Most of the existing research on attack detection in AM using side channels works by compar-

ing suspect data to known-good data. There are a few instances where G-code information was

used to generate known-good data. In their study, Rais used mixed optical rotary sensors and

temperature sensors to model the spatially temporal information of the prints [85] . Yu did use

G-code information as a baseline for a known-good sample. Their research, however, used a

repository of 20GB of data to match different sensor data and G-code timestamps [86]. Our

proposed approach, though initially using a data repository to study the data, does not require

the repository to generate signals. The mathematical modeling approach provides a more ro-

bust way of simulating the signals. In short, our research is unique in that it uses mathematical

modeling to simulate the current signal.
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Chapter 3

System Description

The system used for the study consists of designing and slicing software, a Lulzbot Taz 6

3D printer, a Picoscope oscilloscope 5444D, and current clamps to measure the current draw.

Matlab is used for the data analysis described in the dissertation.

3.1 Design and Slicing Software

The first step in making an AM product is designing it. The required Computer-Aided Design

(CAD) model can be made through various software like SolidWorks and Fusion 360. The

design is then converted into a stereo-lithography format suitable for 3D printing. The most

popular stereo-lithography formats for 3D printing are STL, 3MF, and AMF. In this study, Fu-

sion 360 was used to get up to this point. The next step is to convert the file into suitable

machine instructions. This step is known as slicing. The slicing software used in this study is

“CURA, Lulzbot Taz Edition.” This particular software is used since it is the software recom-

mended by the machine vendor. However, the printer is capable of using files sliced by other

slicing tools. The output of the slicing step is the G-code file. This file contains all the required

instructions to successfully print a 3D object.

3.2 Lulzbot Taz 6 3D printer

Lulzbot Taz printers are widely used FDM printers by hobbyists and professionals. The large

print size and high print quality are some of this device’s major selling points. This printer is

capable of printing objects up to a dimension of 280 × 280 × 250 mm in size. This is a plug-

and-play device requiring no additional setup for printing. The print surface can be heated

up to 120◦ C and can move only along the Y-axis. This printer comes with a single extruder

configuration with an option to use a dual extruder. The printer used in this study is with a
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Figure 3.1: Lulzbot Taz 6 Printer

single extruder. The extruder used in this study can be heated to a maximum of 290◦ C and

can move along both X and Z axes. This printer supports raw materials including PLA, ABS,

Nylon, and many others [87]. The raw material is supplied as a 2.85mm diameter filament.

The filament is then heated up to its specified temperatures based on the material used, and

the fused filament is extruded with the help of an extruder motor. In order for the printer to

work, it needs to be fed with some instructions. The printer takes a G-code file as the input

instructions. The G-code command is broken down by the controller, and different instructions

are sent to different components to finish a task. Taz 6 is an open-loop system; thus, it can

not double-check its current position and rectify it. For the different movement operations, it

thus uses stepper motors. Stepper motors are capable of moving into precise positions due to

their inherent nature. Each of the X and Y axes and the extruder has one stepper motor, while

the Z-axis has two. The usage of the belt-pulley mechanism makes the X and Y-axes capable

of moving tiny distances. The Z-axis lacks a belt-pulley mechanism, and thus the smallest

travel distance along the Z-axis is more than that of the X and Y axes. All the motors used
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in this printer are NEMA 17 motors, with the model number MS17HD6P4150. Figure 3.1

depicts the Lulzbot Taz 6 printer utilized in the study. The figure includes annotations where

the orange bi-directional arrows represent the movement orientation of the extruder, and the

blue bi-directional arrow indicates the movement orientation of the print bed. Additionally,

the single-headed arrows correspond to the movement mechanism of their respective matching

color.

3.2.1 Stepper Motors

Stepper motors are the single most important component of the study. Previous studies on

anomaly detection using the current draw were based on the properties of the stepper motors.

Since all the movements are performed in an open loop system using the stepper motor, they

can provide a lot of information regarding what is being printed and at what speed. The motors

used in the Taz 6 are 2-phase bipolar motors. For each phase, two wires make a loop to deliver

current from the controller. The schematics given by the vendor of the motor (“Moon Indus-

tries”) are shown in Figure 3.3. In order to make the motors work, the current is delivered in

a sinusoidal waveform. The current is delivered to the motor stator. The stator has 48 teeth in

total. The rotor in Figure 3.3a is made of a permanent magnet. This particular motor used has

50 teeth in the rotor. The tooth used has same width, thus, it is impossible to align all the teeth

perfectly. This unbalanced teeth count is there to help the motor rotate. Based on the phase

energized, the stator will attract some part of the rotor resulting in movement. Based on the way

the current is delivered, the rotor either moves clockwise or counterclockwise. The movement

orders are shown in figure 3.3b. The frequency of the sinusoidal current wave is proportional

to the rate of current delivery by the controller, which is proportional to the feed rate.

The minimum movement possible with a normal step size in this motor is 1.8◦. These

motors are capable of “half-stepping,” making the movements as small as 0.9◦. Since the X

and Y-axis motors are linked with similar belt pully systems, their unit rotation moves the axis

the same amount. Unit Z-axis motor movement results in different lengths of movement than

the other axes. One thing of high importance is that the manufacturer of the motor claims to

have a tolerance of 5%. This suggests that the motor can sometimes have up to 5% lower or
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Figure 3.2: Nema-17 Stepper Motor

higher speed than the expected one. In our study a few times the speed was found to be more

than the stated speed.

The movement of the motors is carried out when the required phases are energized. Here

A and C remain in opposite phases while similar to B and D. Thus the peak of A aligns with

the trough of C, and a similar happens for the B and D pairing. However, peaks of A/C and

B/D differ by a small phase difference. For a particular movement along the x-axis, the current

profile for wires A and C are shown in Figure 3.4. It is evident that the current in wires A and

C are opposite in nature and magnitude. Reversing the current flow of C shows how close they

are as signals A and C appear to be nearly identical in Figure 3.5.
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(a) Stator and Rotor Setup

(b) Motor Movement Direction

Figure 3.3: Stepper Motor Schematic
[88]
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Figure 3.4: Current Behavior at A and C

A similar pattern is visible while working with wires B and D. On the other hand, for a

particular movement along the x-axis, wires C and D displayed the behavior as shown in Figure

3.6. In this case, C and D have similar properties in terms of amplitude, wavelength, and the

duration of the wave. However, they are temporally misaligned by a phase difference. Since

stepper motor rotations are executed by order of energizing the cycles, the current profile may

look different based on their phases. Thus, the duration and frequency of the energized signal

carry more information than the phase they are in. However, a change in waveform during a

movement indicates the change in direction, though it cannot determine the absolute direction.

Since a unit rotation of the motor results in some fixed length of movement along that

axis, it is logical to have rotations at a higher speed to comply with the higher printing speed

requirement. The frequency of the sinusoidal current wave is proportional to the rate of current

delivery by the controller, which is, in turn, proportional to the maximum feed rate. Thus, a

movement with the same distance with a higher maximum feed rate has the same number of

peaks but with a higher frequency. Often the waves are characterized by having larger wave-

lengths at the beginning of a movement, then gradually converging to a value and increasing

again. This pattern is consistent with the concepts of acceleration and deceleration. From rest,

the motors speed up to attain the maximum feed rate specified by the G-code and then reduce

the speed to come to rest. This zone of acceleration and deceleration is more prominent with a
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Figure 3.5: Modified Current Behavior at A and C

Figure 3.6: Phase Difference Between C and D

23



higher maximum feed rate. A good G-code command intends to speed up when no material is

being extruded to speed up the whole process, and while printing, a lower speed is selected such

that acceleration or deceleration does not impact the quality. Thus, non-printing movements are

associated with a higher feed rate than printing movements. Unidirectional movement of the

printer is fairly straightforward, only one motor is in action, and the power waveform can be

predicted using the feed rate and distance to travel. Things become interesting for the simulta-

neous movement of the X and Y axes together. Thus the feed rate of the axis moving a lesser

distance would be altered to match the desired movement. A change in direction is often char-

acterized by an inflection point. However, if the change takes place at either peak, the changing

point is hard to pinpoint

3.3 PicoScope

Figure 3.7 shows the oscilloscope used in this study. An oscilloscope is a device that is used as

electronic test equipment and for data collection and visualization. The particular model used

in this research is Picoscope 5444D. The oscilloscope in use is capable of collecting data in as

many as four channels simultaneously. For this study, one current clamp is used for each of the

X, Y, Z, and E (extruder) axes.

Figure 3.7: Picoscope 544D Oscilloscope
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Figure 3.8: Pico TA018 Current Clamp

Figure 3.8 shows the current clamps used in this study. The current clamp use is of model

TA018 from PicoScope. Though each motor is controlled by four wires, the current clamps are

used around only one of the wires; in this case, the clamps are used on C wire (green colored

wires). The clamps used were 60 Ampere clamps in the 20 amp mode. Data collection was

done at a sample rate of 1000 per second. AC coupling was used for the data acquisition. The

Picoscope was connected to a desktop via USB to collect data. The collected data was captured

in CSV format for further study.

3.4 Connection

The connection involves opening the back plate to access the connection between the stepper

motors and the central processing unit. Each motor is connected to the control unit through

four wires. As mentioned in Section 3.2.1, the current clamp connected to any wire of a motor

provides the same information. For this reason, current clamps are connected to only one wire

of each motor. The current clamps are set to 20Amp mode. The current clamps are then

connected to the Oscilloscope. Clamps are connected to the X, Y, and Z axes, and the extruder

is connected to the A,B,C, and D channels of the oscilloscope, respectively. The output cable

of the oscilloscope is connected to a computer. The data collection process was then carried

out using the Picoscope 7 software. Figure 3.10 shows different settings used for the data
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Figure 3.9: Lulzbot Taz with Attached Current Clamps

collection. The probes are selected as current 20/60, followed by 20A as shown in Figure

3.10a, the vertical axis is set as 5A as in Figure 3.10b, and the coupling mode was changed

from DC to AC 3.10b. Each window of the software has 10 divisions, and each division is set

to be 100 seconds long, as in Figure 3.10c. This setting, however, has nothing to do with actual

data. This is the user’s choice. Data is collected at a rate of 1000 Hz. Thus, the total sample in

a window is 1 million, as shown in Figure 3.10d
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(a) Current Clamp Probe (b) Coupling and Axis Length

(c) Division per Window (d) Target Samples

Figure 3.10: Picoscope Settings
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Chapter 4

Simulating Current Profile for Straight Lines and Curves

4.1 Introduction

Additive manufacturing has improved the flexibility of manufacturing many times. This novel

technology allows the manufacturer to create complex objects with relative ease. Complex jet

fuel nozzles and human prosthetics are a few examples of complicated designs fabricated with

AM. However, the layer-by-layer manufacturing technique can be used against it. One such

example is creating a low-strength drone propeller [60]. The printed part met the geometric

specifications but had altered mechanical properties due to a change in the internal structure.

Adversaries may be inclined to alter the mechanical properties keeping the topology the same

to bypass the visual quality inspection. Therefore, process monitoring techniques are required

to ensure product integrity. However, there are instances where process monitoring fails, as

evident in the case of the Stuxnet malware attack. One such side channel is the power drawn by

the actuators. This side channel is found to be successful in reconstructing the printed object

geometry [46]. It is evident that a change in the G-code file may result in the same object

geometry; it will definitely have a different current profile. This work is dedicated to creating

a reference power draw profile, eliminating the need to require unaltered print parameters. The

principle concentration is given to straight lines and curves.

4.2 Data Collection and Signal Analysis

Initially, a few test runs were conducted to observe the pattern of the current signal. In order

to get a reading of the current signal, the 60 Amp probes were connected to the motor wires.

There is one motor for each control of the X and Y axes as well as for extruding material.

The movement along the Z axis, however, needs two motors. For our study, one of the Z-

axis motors was not used, as the readings of the two Z-axis motors are the same. Each motor
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has four wires connected to the power source. To maintain consistency, all the green wires

(2nd wire of each motor) are clamped to their respective current clamp. The clamps are set to

20 Amp mode and then connected to the Picoscope oscilloscope to measure and record data.

The sample interval used here is one millisecond (ms), and the sample rate was 1000Hz. The

coupling used here is AC coupling. In order to understand the pattern of the power signal,

a simple hollow rectangular object was printed. The test object had a dimension of 15 mm

in length, 10 mm in width, and 5 mm in height. The slicer used here was the manufacturer-

recommended one, known as “Cura- Lulzbot edition- 3.6.13”. The object was printed five

times in each of the standard template settings, “High detail,” “Standard,” and “High speed.”

This was done to observe the consistency and scalability of data. It is to be noted that once a

new print is ordered, the printer always performs a set of movements to facilitate the printing.

In the case of our printer, it does move to the home position, cleans the nozzle, automatically

adjusts bed level, and adjusts extruder and print bed temperature to result in a better print.

Since all these steps are identical in all the prints, this research is interested in the activities

after all the common steps are performed. The notable change point between the preliminary

steps and final printing is the setting of the extruder temperature. Thus, the research here is

more interested in the data after the extruder temperature is set. Though movements can be

traced back to some mathematical formulae, some dwelling patterns can’t be. Thus, the whole

simulation process uses a hybrid approach using mathematical modeling and machine learning.

The major components of the simulation can be classified into the following properties.

The equation of AC current signal is given in Equation 4.1. Where,

• f(t) is the instantaneous current at time t,

• A is the amplitude,

• ω is the angular frequency in radians per second,

• ϕ is the phase angle in radians.

f(t) = A sin(ωt+ ϕ) (4.1)
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Figure 4.1: A Typical Current Signal

4.2.1 Power Signal Nature

Since the stepper motors operate by the successive energizing and de-energizing of the adjacent

portion of the stator, the power drawing pattern of a stepper motor resembles an AC signal.

Theoretically, the arithmetic average of a full wave is zero. However, in real life, they show a

deviation from zero. In our test runs, the same conditions of the experiment resulted in different

offset values. In our simulation, the average is considered to be 0. Once the motor itself is de-

energized, there’s a residual current left in the wire, which gradually becomes zero. They

resemble a negative exponential pattern in this movement. If the motor is energized before

reaching zero, the peak may be greater or less than the following waves based on previous

waves.

4.2.2 Amplitude

The amplitude of an alternating current (AC) refers to the maximum value of the current during

one cycle. In a sinusoidal AC waveform, the amplitude is the peak value that the current

reaches, either in the positive or negative direction. This is depicted in Figure 4.1.
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The rated current of the stepper motors used is 1.5 Ampere. However, from various test

runs, the peak is around 1.35 Ampere. Depending upon the DC offset, the peaks may be slightly

more or less. In general, the prominence remains around twice the peak for the whole time.

4.2.3 Frequency

The frequency of the wave is the single most critical component of this wave. Frequency can

be obtained by dividing the velocity by wavelength. Gatlin et al. [46] noted that a full wave

is represented by a single-step movement. For the stepper motor used in the Lulzbot Taz 6

printer, the step size is 1.8 degrees. Since every unit of movement produces the same number of

sinusoids, a higher feed rate results in a higher frequency. For a given feed rate of 600 mm/min,

the wavelength is measured by a few trial runs. The data of these trial runs were denoised using

wavelet transformation. It was then decomposed into the frequency domain by using Fast

Fourier Transform (FFT). The frequency obtained this way is used as the base wavelength of

a feed rate of 600. With a change in feed rate, the wavelengths change proportionally. For

example, if the feed rate given is 1200mm per minute, the frequency will be twice the base

frequency.

4.3 Noise removal

The signal obtained from the Picoscope contains high-frequency noise. The noise throughout

the length of time exhibits similar properties. The presence of noise in the signal affects the

ability to detect important features like peaks, troughs, and dwells. Gatlin [89] used a modified

low-pass filter to omit high-frequency noise from the signal. This approach has one possible

problem. The frequency of current and printing speed are directly proportional, thus at some

higher level of speed, there might be some overlap between the actual signal and noise.

Another approach to denoising a signal is wavelet smoothing. Wavelet denoising is a

popular choice for removing noise from a signal while preserving its important features [90].

The discrete wavelet transform (DWT) is commonly used in wavelet denoising. It decomposes

a signal into a series of wavelet coefficients at different scales and positions. These coeffi-

cients represent the signal’s details at various resolutions [90]. A successful implementation
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of wavelet denoising requires selecting the right wavelet family and threshold techniques. In

our research, we used the most widely used parameters, “Symlet” as the wavelet family and

“Donoho-Johnstone” threshold [91]. Figure 4.2 demonstrates the process of wavelet denoising.

First, a wavelet decomposition on the input signal using the specified wavelet and decompo-

sition level is performed. For this research, wavelet ’sym’ and a decomposition level of 4 are

used. The next step is to compute a threshold value for noise reduction. This threshold is typ-

ically based on the statistical properties of the wavelet coefficients. There are different types

of thresholding techniques; the type used here is “Donoho-Johnstone”. This is chosen for its

automatic noise adaption ability.

The next step is to apply soft thresholding to the detail coefficients obtained from the

wavelet decomposition. Soft thresholding involves reducing the magnitude of coefficients be-

low the threshold to zero and shrinking the remaining coefficients by the threshold value. This

helps in reducing the noise in the signal. Finally, the signal from the modified wavelet coef-

ficients is reconstructed. The reconstruction approach results in a denoised signal. Figure 4.3

and 4.4 demonstrate a signal before and after the denoising filter is applied. Zones marked in

red symbolize equivalent segments of data.

4.4 Signal Properties

The movement mechanism of the printer determines the signal properties. Though identical

stepper motors carry out all the movements, the mechanism of translating the circular move-

ment of the motor to linear motion is different. Movements along the X and Y axis are per-

formed with the help of a belt-pulley mechanism. For the Z-axis, a worm shaft mechanism aids

movement. This results in a deviation of the behavior of the current profile of the Z axis from

the X and Y axes. The deviation, however, lies in the frequency of the resulting signal. Before

describing the details of the signal properties, the feed rate must be known. In this study, the

term feed rate signifies the maximum allowable speed for a particular movement, and the de-

fault unit used is millimeters per minute. The next portion of the paper discusses behaviors of

the current signal based on different conditions. In order to understand current properties, it is

important to map the power signal with different sections of the G-code. Since there were few
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Figure 4.2: Wavelet Smoothing

Figure 4.3: Signal Before Noise Removal

lines on G-code with very small movement ordered on them, it was necessary to understand

how those small lengths of movement are captured in our data stream. The following sections

discusses the general properties of the signals
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Figure 4.4: Signal After Noise Removal

4.4.1 General Properties of The Signal

The particular stepper motor used in this printer has two phases, each connected by two wires

making a loop. The rotor is magnetized, thus providing current to the stator, affecting the rotor.

Based on how the current is delivered, the rotor can move clockwise or counterclockwise and

fast or slow. The current is delivered in a sinusoidal pattern, making it an AC signal [46].

The resulting signal properties of amplitude, frequency, and phase vary based on the input

command. The motor used in this printer model has a step size of 1.8◦. The equation of the

current can be expressed as Eq. 4.2

f(t) = A× sin(2πft+ ϕ) (4.2)

In this equation, A is the amplitude, f is the frequency, and t is the time. The amplitude

used in this equation is obtained from the observed signals. The frequency is the number of full

cycles per unit of time. Since a certain distance requires an equal number of cycles irrespective

of the feed rate, frequency becomes directly proportional to the feed rate. In this study, the

frequency was measured for a feed rate of 600 mm per minute as a base frequency and used to

measure the frequency at different feed rates. Figure 4.1 shows these features of current signal.
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4.4.2 Movement Along the Same Direction

The most straightforward movement for the printer is movement along the same direction at

the same speed. Adding one such command results in a signal that behaves like the continua-

tion of the last signal. The last known phase of the previous signal acts as the initial phase of

the resulting signal. A change in the feed rate changes the frequency, but the direction of the

movement remains unchanged. Figure 4.5 exhibits movement along the same axis and includes

two separate movements with different feed rates.

Figure 4.5: Consecutive Commands to Move in the Same Direction

4.4.3 Movement Along the Opposite Direction

Movement in the opposite direction is carried out by changing the pattern of the current deliv-

ery. As a result, a change in the direction is characterized by a change in the direction of the

sinusoidal wave. Figure 4.6 exemplifies two movements along opposite directions and different

feed rates.

4.4.4 Stop, Dwell, and Start

During a print, movement along a direction stops for a while and restarts along the same or

the opposite direction. This kind of movement is called dwell. Once a movement stops, there
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Figure 4.6: Consecutive Commands to Move in Opposite Direction

remains a residual current in the loop. In an ideal case, the current draw for a static motor

should be zero. The current signal, in such cases, attempts to merge with the optimum value,

zero. Once the motor is started again, the resulting signal takes the phase before the dwell step

as the initial phase, and the signal is generated accordingly. Figure 4.7 illustrates the properties

of the current signal when a motor stops and starts after some time. In this case, the movement

is in the same direction.

Figure 4.7: Starting a Movement After Dwell
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4.4.5 Movement Along the Horizontal Plane

Movement along the horizontal plane can be either the X or Y axis or the X-Y plane. The

difference between these two types lies in the feed rate adjustment. If a particular line of G-

code command requires a movement of x units along the X axis and y units along the Y axis at

a feed rate of f , the distance traveled, S, will be,

S =
√
x2 + y2 (4.3)

The adjusted feed rates along the X and Y axes would be 4.7 and 4.8, respectively.

feedx =
(abs(x)) · ratedfeed√

x2 + y2
(4.4)

feedy =
(abs(y)) · ratedfeed√

x2 + y2
(4.5)

Since the motor can not reach the highest speed or a full stop instantly, signals are usu-

ally accompanied by acceleration and deceleration phases at the beginning and the end of a

movement. However, this behavior is not as apparent in the case of lower feed rates. As the

feed rate increases, the behavior becomes more prominent. After printing several objects using

the default set-up, movements with feed rates over 600 mm per minute exhibit some impact

of acceleration and deceleration in the duration of the movement. The maximum acceleration

attainable by the motors can be found using Equation 4.6.

T =
2× feed

a
+

S − feed2

a

feed
(4.6)

The equation is obtained by modifying the equations of motion. Here T is the time re-

quired for a motion to complete, a is the maximum acceleration, S is the movement, and feed

is the feed rate, which can be replaced by feedx or feedy based on the situation. The highest

possible feed rate of the printer used is 18,000 mm per minute [87]. Experiments were run to

record the run time for a length of 40mm with feed rates of 300, 600, 2,000, 6,000, 12,000, and
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18,000 mm per minute. A length of 40 mm is chosen as a representative length that can exhibit

stages of acceleration, constant speed, and deceleration distinctively. These values are used in

Eq. 4.6 to find the maximum acceleration for different feed rates. The acceleration curve is

then used to interpolate acceleration at any given or calculated feed rate.

Once the maximum acceleration is found, the same equation can be used to find the time

required to complete a movement at a given feed rate.

4.4.6 Acceleration and Deceleration

One property of this signal is acceleration and deceleration. Since the motor cannot instantly

move to the maximum allowable speed from rest, the beginning of each cycle is associated with

acceleration. Similarly, the last portion of a movement cycle is accompanied by a deceleration.

However, the changes are more prominent with a higher speed. Figure 4.8 shows a segment of

movement divided into sections of acceleration, constant speed, and deceleration.

Figure 4.8: Section of Signal Showing Acceleration, Constant Speed and Deceleration

4.5 Case Studies

A case study is provided to illustrate the approach described in the previous section. The hori-

zontal movements can be divided into linear and curvature movements. The linear movements
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can be again subdivided into single-axis and dual-axis movements. This type of printer’s cur-

vature movements are always associated with dual-axis movements. A vertical movement is

similar to a single-axis horizontal movement. In only a few cases, all three axes move together.

This type of movement is denoted as complex movements and is discussed later in the case

studies. In the following case studies, the movements are characterized, and the current signal

is predicted. Since the printer can not print a single line, the objects printed in this study are

only two lines thick. For each case, the movement in discussion is ordered ten times, and the

mean value is put forward.

4.5.1 Straight-lines

Predicting the power signal for straight-line features can be divided into two sections: move-

ment along one axis and movement along both axes. In either case, the feed rate significantly

impacts the signal generated. For lower feed rates (usually used while actually depositing ma-

terial) there is no visible acceleration or deceleration; the same can not be said for the higher

feed rates. This study thus discusses both the scenarios in high and low feed rate cases. The

lengths chosen for this study are 1 mm, 10 mm, 20 mm, and 40 mm. Since curve lines consist

of many small fractions of straight lines, lengths less than 1 mm are not considered for straight-

line studies. The feed rates used are 300 and 600 as low speed, and the high-speed feed rates

used are 2000 and 6000. The unit of feed rate is mm/minute.

4.5.1.1 Single-Axis Movement:

Simulating straight-line movement along a single axis is the least complicated. Since a par-

ticular movement along either the X or Y axis results in the same signature, in this study, the

movement direction is taken along the X-axis. The feed rate stated in the G-code acts as the

true feed rate used in the printing process. This feed rate is used to determine the frequency

of the resulting sinusoidal wave for the X-channel. The Y-axis data theoretically remains zero

throughout time. Cases with different feed rates are discussed in the following sections.
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4.5.1.1.1 Feed Rate of 300: A slow feed rate of 300 mm per minute does not show a vis-

ible trend of acceleration and deceleration in the signal. Table 4.1 summarizes the actual and

predicted signal based on time needed, number of peaks and accuracy.

Length
(mm)

Time
(Actual), s

Time (Pre-
dicted), s

No. of
Peaks

(Actual)

No. of
Peaks
(Pre-

dicted)

Accuracy
(Time)

Accuracy
(Peak

count)

1 0.20 0.20 1 1 100 100
10 2.00 2.00 15 15 100 100
20 4.00 4.00 31 31 100 100
40 8.00 8.00 62 62 100 100

Table 4.1: Single Axis Movement at a Feed Rate of 300.

At this feed rate we observe that the time and peak count prediction are accurate. It is

expected to have a high accuracy for a feed rate of 300, as this speed is usually reserved for

prints with highest quality.

4.5.1.1.2 Feed Rate of 600 Like the case of a feed rate of 300, there is no visible period

of acceleration and deceleration, but a slight change in time is observed. Table 4.2 compares

the actual and predicted signatures in matrices used in the previous case. It is observed that the

time needed for the same length of movement in a feed rate of 600 is almost half that of a feed

rate of 300. However, the number of peaks remains the same.

Length
(mm)

Time
(Actual),s

Time (Pre-
dicted), s

No. of
Peaks

(Actual)

No. of
Peaks
(Pre-

dicted)

Accuracy
(Time)

Accuracy
(Peak

count)

1 0.10 0.10 1 1 100 100
10 1.00 1.00 15 15 100 100
20 2.00 2.00 31 31 100 100
40 4.00 4.00 62 62 100 100

Table 4.2: Single Axis Movement at a Feed Rate of 600.
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4.5.1.1.3 Feed Rate of 2000 A feed rate in the range of 2000 is needed when the primary

purpose is to move the print bed or nozzle in a short range without extruding any material.

Movement at this feed rate shows small transitions of acceleration and deceleration. In com-

parison to previously used feed rates, the number of peaks remains the same. In contrast, the

time needed for the movement is not directly proportional to the feed rate. The time needed is

slightly more due to slower periods at the beginning and end of the signal.

Length
(mm)

Time
(Actual), s

Time (Pre-
dicted), s

No. of
Peaks

(Actual)

No. of
Peaks
(Pre-

dicted)

Accuracy
(Time)

Accuracy
(Peak

count)

1 0.03 0.03 1 1 99.97 100
10 0.36 0.36 15 15 99.98 100
20 0.66 0.66 31 31 99.99 100
40 1.25 1.25 62 62 99.99 100

Table 4.3: Single Axis Movement at a Feed Rate of 2000.

4.5.1.1.4 Feed Rate of 6000 A movement with a feed rate of 6000 exhibits similar behavior

to that with a feed rate of 2000. Even though this feed rate shows significant areas of acceler-

ation and deceleration, the properties and accuracy remain similar. It is observed that the time

needed to move 1mm at a feed of 2000 and 6000 are almost same. This suggests that, during

this movement, the speed never reached its rated feed.

Length
(mm)

Time
(Actual), s

Time (Pre-
dicted), s

No. of
Peaks

(Actual)

No. of
Peaks
(Pre-

dicted)

Accuracy
(Time)

Accuracy
(Peak

count)

1 0.03 0.34 1 1 99.97 100
10 0.26 0.26 15 15 99.96 100
20 0.36 0.36 31 31 99.97 100
40 0.56 0.56 62 62 99.98 100

Table 4.4: Single Axis Movement at a Feed Rate of 6000.

41



The study of movements along one axis shows that irrespective of the feed rate, the number

of peaks in the signal is going to be the same. The time required for a movement remains

proportional to the feed rates, provided the printing speed is lower.

4.5.1.2 Dual-axis movement:

A movement with non-zero components along both axes needs some adjustment to correctly

predict the signature. The first adjustment needed is that of the feed rate. Since the movement

along a single axis shows the impact of different lengths, a single length is chosen for this study.

However, in this case, the prediction was made for straight lines of length of 30mm at angles

15, 30, and 45 degrees with respect to the X-axis. The feed rates considered are the same as

those in the case of single-axis movement.

In the case of a multi-axis movement, the run time for both axes remains the same irre-

spective of their movement length. For example, if it requires x mm movement along the X

axis and y mm movement along the Y axis, the individual movements would take the same

amount of time. However, the distance traveled for the movement would be
√
x2 + y2, and the

time needed for the movement will be distance/ max feed. The effective feed rates along the X

and Y axes will be

feedx =
(abs(x2 − x1)) · ratedfeed√

(x2 − x1)2 + (y2 − y1)2
(4.7)

And

feedy =
(abs(y2 − y1)) · ratedfeed√
(x2 − x1)2 + (y2 − y1)2

(4.8)

Here, (x2, y2) is target co-ordinate and (x1, y1) is the origin co-ordinate. ratedfeed is the

feed rate stated in the G-code.

The following cases compare the actual and predicted scenarios for movement along the

X-Y plane.
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4.5.1.2.1 Feed Rate of 300 At a feed rate of 300, the signals resemble single-axis movement

in terms of accuracy. It is evident that at lower speeds, the print is close to the ideal situation.

Angle
(Degree)

Time
(Actual)

Time
(Pre-
dicted)

No. of Peaks No. of Peaks (Predicted) Acuracy
(time)

Accuracy (Peak count)

X Y X Y X Y
15 6.00 6.00 45 11 45 11 99.98 100 100
30 5.90 5.90 40 22 40 22 100 100 100
45 5.79 5.79 31 31 31 31 100 100 100

Table 4.5: Double Axis Movement at Feed 300

4.5.1.2.2 Feed Rate of 600 At a feed rate of 600, the signal accuracy is similar to that of

300. The feed rate of 600 is often used to print objects with the highest speed.

Angle
(Degree)

Time
(Actual)

Time
(Pre-
dicted)

No. of Peaks No. of Peaks (Predicted) Acuracy
(time)

Accuracy (Peak count)

X Y X Y X Y
15 3.00 3.00 45 11 45 11 100 100 100
30 2.96 2.96 40 22 40 22 100 100 1000
45 2.90 2.90 31 31 31 31 100 100 100

Table 4.6: Double Axis Movement at Feed 600

4.5.1.2.3 Feed Rate of 2000 A feed rate of 2000 falls into the territory of ‘G0’ commands.

movements at these speeds are not ideal for extruding materials at that high speed. However,

even at this speed, the accuracy is good.

Angle
(Degree)

Time
(Actual)

Time
(Pre-
dicted)

No. of Peaks No. of Peaks (Predicted) Acuracy
(time)

Accuracy (Peak count)

X Y X Y X Y
15 0.94 0.94 45 11 45 11 99.87 100 100
30 0.92 0.93 40 22 40 22 99.92 100 100
45 0.91 0.91 31 31 31 31 99.72 100 100

Table 4.7: Double Axis Movement at Feed 2000
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4.5.1.2.4 Feed Rate of 6000 A feed rate of 6000 is only seen for moving objects at longer

distances. This speed resulted in one of the lower accuracies in our study.

Angle
(Degree)

Time
(Actual)

Time
(Pre-
dicted)

No. of Peaks No. of Peaks (Predicted) Acuracy
(time)

Accuracy (Peak count)

X Y X Y X Y
15 0.48 0.48 45 11 45 11 99.79 100 100
30 0.47 0.47 40 22 40 22 99.80 100 100
45 0.46 0.45 31 31 31 31 98.42 100 100

Table 4.8: Double Axis Movement at Feed 6000

4.5.1.2.5 Observations One thing that is common in all these cases is that, at 45 degrees,

the X and Y axes are identical. This is consistent with the fact that at a 45-degree angle with

the X axis, the X and Y components will be equal. Similarly, if a similar study was carried out

at a 60-degree angle with the X-axis, the result obtained would be similar to the one found in

the case with a 30-degree angle with the X-axis, with only the axes switching place.

4.5.2 Curves

The printer used in this study uses relative motions of the X and Y axes to create curvatures.

The curvatures are combinations of multiple small straight lines. Depending upon the quality

requirement, the number of straight lines can be increased or decreased. In this section, the

properties of circular, elliptical, and irregular shapes are studied. The circle is with diamter

20mm, the ellipse has major axis of 20mm and minor axis of 10mm, the irregular shape re-

semles the shape of an amoeba. Since smaller feed rates are needed for the smooth printing of

curves, only the feed rate of 300 is used in this study. Table 4.9 summarizes the study of curves.

In the case of a circle, the number of peaks along X and Y should be the same due to the

inherent property of circles. However, the printer prints in such a way that after printing half of

the circle, the printhead travels moves along X axis and prints the other half. These extra steps

make the number of peaks along the X and Y axis different. Similar behavior happens in the

case of the ellipse and the irregular shape, but the circle has the most prominent deviation. It is
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Shape Time
(Actual),
S

Time
(Pre-
dicted),
S

No. of Peaks No. of Peaks (Predicted) Acuracy
(time)

Accuracy (Peak count)

X Y X Y X Y
Circle 13.70 13.60 191 131 190 130 99.27 99.47 99.23
Ellipse 10.55 10.48 149 81 148 81 99.33 99.33 100
Irregular 33.04 32.78 671 570 669 568 99.21 99.70 99.33

Table 4.9: Study of Curves at Feed 300

possible to manually code the circle so that the number of peaks along both the X and Y axis

remains the same.

4.6 Discussion

The first segment of the study covered movements along a single axis and along a plane. The

feeds considered in this study can be divided into 2, printing feed and moving feed. A feed of

300 is more common when the ‘Best Quality’ preset is chosen. A feed of 600 is more common

for printing that is more concerned about time. The results show that both these feed rates have

very high accuracy. This means their behavior matches an expected behavior. This property is

needed to ensure that products have acceptable quality. The other feed rates used in this study

are mainly used for rapid movement. A feed of 2000 is more often used for rapid movement

while printing. A feed rate of 6000, however, is more for moving longer distances, moving to

the home position after movements, or other steps where quality is not an issue. These feed

rates are not considered suitable for quality prints. Our research shows that the accuracies of

movements with these feed rates are somewhat less than that of the printing feed rates.

The second segment of the study discussed movement along curves. In this particular

model of printer, movement along curves is represented as movement along very small straight

lines. Since the machine prefers to use a low feed rate of around 300, this section of the

study only covers one feed rate. The object under study had a wide range of data points in it.

Irrespective of number of data or time, the accuracy remains similar throughout the cases. One

observation is a slightly different number of peaks between the actual and simulated number of

peaks. The peak detection algorithm is discussed in a later section.
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4.7 Conclusion

FDM printers generally produce products of acceptable quality, with stepper motors playing

a crucial role in ensuring their accuracy. The 3D printer used in this research has various

quality settings, where higher target quality necessitates lower feed rates and layer heights.

This correlation is evident in our findings. At feed rates of 300 and 600, the mean time required

for movements closely matches the expected time. However, as speed increases, the mean

time deviates more significantly from the expected time, illustrating why products printed at

lower speeds tend to have smoother and more reproducible results. Despite the lower accuracy

at higher speeds, it remains above 99%, which ensures the final product is still of acceptable

quality. For more complex movements, such as curves, the machine automatically reduces

the feed rate regardless of the settings. These curved movements are essentially a series of

very small straight-line movements. Thus, the principles behind simulating time and peaks are

similar. Nevertheless, even at the low feed rate of 300, the accuracy of movements along curves

is significantly lower compared to straight-line movements at the same feed rate.
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Chapter 5

Creating a General Framework for Power Signal Simulation

5.1 Introduction

One of the major selling points of additive manufacturing is the ability to create complex de-

signs. Thanks to additive manufacturing, sophisticated parts like jet engine fuel nozzles and

human prosthetics are manufactured with much less complexity. A sabotage attack in such

cases can be detrimental to product quality and very hard to figure out. Thus, prior knowledge

about possible current signatures can help assess the quality issues. While Chapter 4 of the

dissertation addresses current signatures in the case of individual movements, this chapter is

dedicated to creating a framework to simulate current profiles for any complex shape. Addi-

tionally, this chapter closes with case studies of complex designs and their simulated current

signatures.

5.2 Methodology

The process of simulating the power draw profile involves extracting the required pieces of

information from the provided G-code file, constructing sinusoidal waves for each bit of in-

formation, and combining the sinusoids together. The steps are discussed in the following

sections.

5.2.1 Information Extraction

In order to understand the set of G-code commands used in this model of 3D printer, different

commonly used complex models are printed using the default setup. The models printed for this

study are 3DBenchy (a benchmark print), Stanford Bunny, and rock2pus (the logo of the printer

brand). The objects are sliced using Cura Lulzbot edition, and the unique G-code commands

are studied. Table 5.1 lists the different codes in the order they arrive in a typical G-code
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Start

Step 1: Identify components which
are responsible for signal generation

Step 2: Establish relationship
between movement and signal

Step 3: Information Ex-
traction from G-code

Step 4: Combine steps 2
and 3 to simulate signal

Stop

Figure 5.1: Simulation Model

command and if they have any impact on the signal generation steps. The entries with * show

the commands that can impact the signal, but in practice, they were not modified in any print

by the slicer.

(a) 3DBenchy (b) Stanford Bunny (c) Rock2pus

Figure 5.2: Objects Studied for G-code Commands

The G-code file used for the typical FDM process includes different types of commands,

ranging from movement, temperature, fan speed adjustment, and many more. The parameters

used in G-code are in millimeters(mm) by default. Among all the commands, however, only a

handful are involved with stepper motors. The first step in the simulation process is to extract

the information associated with stepper motors. The types of information extracted for this

particular printer are:

48



Code Description Required for signal
generation

M82 Absolute extrusion mode yes
M92 Steps-per-unit No*
M301 Set hot-end PID No
M906 Stepper motor current Yes
M206 Set home offset No
M73 Clear progress bar No
M75 Start timer No
G26 Clear probe-fail condition No
M107 Disable fans No
M420 Clear previous levelling

matrix
No

G90 Absolute positioning Yes
G92 Set position (X/Y/Z/E) No
M140 Print bed heating No
M109 Soften filament No
G28 Home all axis No
G0 Linear movement

(non-print)
Yes

G1 Linear movement (print) Yes
G12 Nozzle wiping No
M204 Probing acceleration No
M420 Bed level matrix No
M117 Message display No
M109 Wait until set nozzle

temperature
No

M190 Wait until set bed
temperature

No

M221 Set flow percentage No
M400 Wait for moves to finish No
G91 Relative positioning Yes

Table 5.1: G-code Commands and Their Impact on Signal Generation

5.2.1.1 Go Commands

These commands are associated with movements. A G0 command asks for rapid movement,

while a G1 asks for slow movement. Mostly G1 is associated with actual material extrusion. G0

is mostly associated with moving the extruder or the base plate without extruding any material.

In some different printers, there might be codes G2/G3, which means circular movement, or

G5, which denotes cubic splines.

49



Start

Find units and abso-
lute/relative positioning

Detect print start by finding extruder
temperature greater than 150◦ C

Find last known values of F,
X, Y, Z, and E prior to print

start and mark as initial values

Fill up missing values of F,X,Y,Z and E

Adjust feed and X and/or Y values

Stop

Figure 5.3: Information Extraction from G-code

5.2.1.2 Feed Rate

Feed rate is expressed as the letter “F” followed by the feed rate in number. One such example

is “F600”. If a feed rate is not specified in a particular line of code, the last known feed rate

will be maintained. The feed rate, however, needs to be adjusted based on the ratio of distances

covered by the X and the Y axis. Even though the printer used in this research can move each

axis independently, it will not do so. In order to attain a smooth straight line between two

consecutive commands, one axis might have to move slower than the other. It will result in a

much lower actual velocity along that axis. In the previous example, the movement will have

a speed equal to the stated maximum feed rate, while the maximum movement speed of the X

and Y axes follow Equations 4.7 and 4.8, respectively

5.2.1.3 Absolute or Relative Positioning

There are two types of positioning systems used in such G-codes: absolute and relative. The

code G90 denotes the absolute positioning system, while G91 denotes relative positioning. The

change point between the types of positioning systems is to be traced.
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5.2.1.4 Movements Along Axes

Movements and positions are signified by the letter representing axes (X, Y, or Z) followed by

the coordinate. Examples of such positions are “X2”, “Y-3”, and “Z4”. Here a negative sign

denotes movement in the opposite direction. In the case of absolute positioning, the numbers

denote their position. If relative positioning is used, the numbers signify movement along that

axis. In case of no mention of either of the “X”, “Y”, or “Z” values, their last known value is

passed to the current line.

5.2.1.5 Extrusion

Extrusion of the material is denoted by the letter “E”, followed by the filament extrusion length.

In G-code, the E axis describes the position of the filament in terms of input to the extruder

feeder. A negative number followed by “E” denotes that material is taken upward instead of

actually extruding.

5.2.1.6 Miscellaneous

Other commands include “G28” for auto homing and “G29” for bed leveling. These codes are

machine-specific and consist of complex move-sets. There are codes for setting up tempera-

tures that have nothing to do with the stepper motors, but they create a period of idle time for

the motors. In this study, the codes to change temperature (M104, M109) are used to create

partitions to match the actual print.

The pseudocode is referred to in Algorithm 1. In this case, the original G-code information

is first read. Line 5 talks about selecting a trigger point for data extraction. This can be any

segment of the G-code that denotes the actual print start. For this study, we choose nozzle

temperature. The code for setting the nozzle temperature is M109, followed by R and the

temperature. The materials suitable for printing in this printer are 190 degrees Celsius at the

lowest. This temperature is chosen as our trigger point. The next step, as shown in lines 6 to

18, is to find the lines that contain ‘G0’, ‘G1’, ‘G91’, and‘G90’. Remove comments if any exist

and save the file as an ‘intermediate file.’ Lines 20 to 40 talk about writing the information into
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Algorithm 1 G-code Information Extraction
1: Read G-code from input file
2: Read all lines into a list gcode.
3: Process G-code and write to intermediate file
4: Open intermediate.txt for appending.
5: Find the line starting with ”M109” followed by the letter ”R” followed by a number greater

than 190. Call this line initiation.
6: for each line in gcode do
7: if current line index is greater than the index of initiation then
8: Replace tab characters with spaces in the current line.
9: if line starts with “G1”, “G0”, “G90”,or “G91” then

10: if line contains a semicolon then
11: Split the line at the semicolon.
12: Write the part before the semicolon to intermediate.txt.
13: else
14: Write the whole line to intermediate.txt.
15: end if
16: end if
17: end if
18: end for
19: Read processed G-code from intermediate file
20: Open intermediate.txt for reading.
21: Read all lines into a list cleaned.
22: Initialize previous F, X, Y, Z values
23: Split the first line of cleaned and extract values followed by the letters F, X, Y, Z, and E.
24: Handle output file
25: if output file name exists then
26: Delete it.
27: else
28: Create and open it for writing.
29: end if
30: Write processed G-code to output file
31: Open output file name for appending.
32: Write the header ”G F X Y Z” to the file.
33: for each line in cleaned do
34: Split the line into a list m.
35: for each element in m do
36: Update previous F, X, Y, Z values if the element starts with ”F”, ”X”, ”Y”, or ”Z”.
37: end for
38: Write the updated line to the output file.
39: end for
40: Save differences to CSV file
41: Track ”G90” and ”G91”.
42: if ”G90” precedes the present line then
43: Write the difference between consecutive lines to csv file.
44: else
45: Write the actual value to csv file.
46: end if
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a ’CSV’ file. First, column headers are made with ‘G’, ‘F’,‘X’, ‘Y’, ‘Z’ and ‘E’. Their last

known values are recorded. Next, each line of the ‘intermediate’ file is looped through, and

only the numbers followed by the respective column headers are extracted. If any line does not

have a value for any of the column headers, their last known value is updated as the new value.

Lines from 41 work with the positioning system. In case the absolute positioning system is

used, the difference between rows for ‘X,’‘ Y,’‘ Z’, and ‘E’ values are recorded. If not, they are

kept as they appear on the G-code.

Figure 5.4 code shows a sample G-code file sliced by the CURA software, while Figure

5.5 shows a general G-code information extracted file.

5.2.2 Signal Generation

The signal generation step involves calculating and appending the amplitude, frequency, and

time duration of the wave to the G-code extracted file, profiling the residual current, and com-

bining all the information together. The following sections discuss the process in detail.

5.2.2.1 Amplitude

The rated current of the motors is 1.5 Ampere. However, experiments showed amplitudes of

around 1.35 Ampere. For a feed rate lower than 600, the amplitude lowers slightly and ends

up being around 1.25 Amperes at a feed rate of 100 and lower. Table 5.2 shows the mean

amplitude at different feed rates. In this study, customized G-code commands were written to

move the X-axis by 100mm, and each data set was repeated 10 times. In the signal generation

step, for feed more than 600, the amplitude is taken as 1.35. For an amplitude between 600 and

100, interpolation is used, and for an amplitude under 100, it is taken as 1.25A. An ideal signal

would have its mean around 0; a real signal, on the other hand, has a deviation in mean. This

deviation of the mean is a random phenomenon. Thus, in this study, the mean is considered to

be zero.
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Figure 5.4: Sample G-code

5.2.2.2 Time

One of the important aspects of the simulation process is calculating the time required to com-

plete the movement. In general, such motions have a component of acceleration and decelera-

tion in them. When extruding material, a lower feed rate is usually used to maintain
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Figure 5.5: Sample Data Extraction from G-code

consistency in product quality. In such cases, the stages of acceleration, moving at the

highest speed and deceleration, are not prominent. The time required to perform such move-

ments is Distance/feed. The same can not be said for a high feed rate. These are often

associated with high acceleration, a period of constant speed, and deceleration. The time re-

quired to complete such movements is the summation of time of acceleration, deceleration, and

movement at uniform speed.
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Feed Mean amplitude (A)
100 1.25
200 1.32
300 1.33
600 1.35

1200 1.34
1500 1.35
1800 1.35

Table 5.2: Mean Amplitude at Different Feed Rate

Study shows that in such cases, the time to accelerate and decelerate is equal. If the

maximum acceleration is denoted by a. In order to find the total time of travel, the maxi-

mum acceleration of the motors must be determined. The maximum possible feed rate of this

machine,18000, is used to find the maximum possible value of a. If time T is needed for a

movement of S, a can be calculated by solving the following equation 5.1,

T =
2 · feed

a
+

S − feed2

a

feed
(5.1)

Once the maximum acceleration is figured out, the equation 5.1 can be used to the time needed

to perform any movement at a given rate. The G-code works one line at a time. Thus, all the

commands in a line will take the same amount of time to complete.

5.2.2.3 Frequency

The frequency of the wave is the single most critical component of this wave. Frequency can

be obtained by dividing the velocity by wavelength. Gatlin et al. noted that a full wave is

represented by a single-step movement [46]. For the stepper motor used in the Lulzbot Taz 6

printer, the step size is 1.8 degrees. Since every unit of movement produces the same number

of waves, a higher feed rate results in a higher frequency. For a given feed rate of 600 mm/min,

the wavelength is measured by a few trial runs. A feed rate of 600 is used since this is more

common than any other feed rates used in printing straight lines in the default settings of the

Cura software. The data of these trial runs were denoised using a wavelet transformation. It

was then decomposed into the frequency domain by using the Fast Fourier Transform (FFT).
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Feed Frequency (Hz)
300 7.85
600 15.69

1200 31.38
1500 39.23
2000 52.38
6000 156.9

Table 5.3: Frequency at Different Feed Rate

The frequency obtained this way is used as the base wavelength of a feed rate of 600. With

a change in feed rate, the wavelengths change proportionally. The best fit of frequency for a

feed rate of 600 is found to be 15.69 Hz. At this particular frequency, the distances between

the original printed and simulated graphs are the smallest. For any feed rate that is not 600, the

frequency is simply implied by 15.69 times the ratio between the said feed rate and 600.

5.2.2.4 Addressing Residual Current

Once the motor is stopped while running, there is still some residual current in the wire. It

takes time for the residual current to be zero. In order to have a good simulation of the power

draw profile, it is important to understand the nature of the residual current. For this, similar

sections appearing in our study are studied to determine how long the residual current takes to

be zero. These data are curve fitted in MATLAB to find an equation of residual current.

5.2.2.5 Finalizing the Simulation

The simulation is done using the “dsp” package of MATLAB. This package is utilized for dig-

ital signal processing. The simulation is done using a sampling frequency of 1000 Hz. Here,

each individual axis is simulated separately and combined to produce the final output. There

will be instances where a particular line will have a particular axis that does not move. In such

cases, the maximum time needed for any axis for that line will be termed as the time needed

for that axis. The first step in simulating is to check if the initial movement is zero; an initial

movement of zero would result in a flat line consisting of data points equal to the time needed

to perform any movement specified by that time. For any non-zero movement, a sine wave is

to be generated with the amplitude and frequency. The total number of samples is equal to the
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time in milliseconds rounded to the nearest integer. For objects with “G0” or rapid movement,

based on the feed rate, there can be multiple sine waves to represent acceleration, deceleration,

and no-acceleration movements. The sine wave is offset if needed to merge with the nearest

sine waves. In case of a change in the direction shown in the G-code, the sine waves are offset

so that the next sine wave moves in the opposite direction. Algorithm 2 describes the steps of

simulating the signal.

Algorithm 2 Signal Generation
1: Read data from data file into the variable data.
2: Extract specific columns from data: Distance as ‘S‘, Time as ‘T‘, Amplitude as ‘A‘, Fre-

quency as ‘F‘
3: Initialize non zero with the first element of ‘x‘.
4: Initialize out array with zero.
5: for each element i from the second to the end of ‘x‘ do
6: if current element is zero then
7: Set flag to 0.
8: else if previous element is zero then
9: if product of current element and non zero is negative then

10: Set flag to 1.
11: end if
12: Update non zero to current element.
13: else if product of current and previous element is negative then
14: Set flag to 1.
15: else
16: Set flag to 0.
17: end if
18: Update out with flag.
19: end for
20: Initialize final output waveform:
21: if the first element of ‘x‘ is zero then
22: Set finale to an array of zeros with length T(1).
23: else
24: Generate a sine wave a1 with parameters A(1) and F(1), and store it in finale.
25: Set p1 and p2 to the last two elements of finale.
26: end if
27: Modify waveform based on direction and motor on/off status, append steps:
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28: for each element i from the second to the third last element of ‘x‘ do
29: if current element is zero then
30: Set flag to 0.
31: if the last element of finale is positive then
32: Calculate y fit and y fit 2 using polynomial yy.
33: Generate a3 using polynomial zz.
34: else
35: Calculate y fit and y fit 2 using absolute value.
36: Generate a3 using polynomial zz.
37: end if
38: else
39: if no sign change (out(i) == 0) then
40: if p1 equals the last element of finale then
41: Generate sine wave a2 based on the sign and values of p1 and p2.
42: Generate a3 and update a3.
43: else
44: Generate sine wave a2 based on the sign and values of p1 and p2.
45: Calculate a4, a5, and a6 using polynomial yy and zz.
46: Update a3 with a6.
47: end if
48: else
49: if p1 equals the last element of finale then
50: Generate sine wave a2 based on the sign and values of p1 and p2.
51: Update a3 with sine wave a2.
52: else
53: Generate sine wave a2 based on the sign and values of p1 and p2.
54: Calculate a4, a5, and a6 using polynomial yy and zz.
55: Update a3 with a6.
56: end if
57: end if
58: end if
59: Update p1 and p2 with the last two elements of a3.
60: Append a3 to finale.
61: end for
62: Plot final waveform:
63: Plot finale.
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As shown in Algorithm 2 the process of simulating the signal involves multiple steps.

The columns for calculated distance, time, frequency, and amplitude are added to the file with

extracted G-code information. The file is named “data”. Steps 3-18 discuss the detection of

directional change. The variable is set as ‘flag’. This tracks changes in movement along any

axis from positive to negative. Zero is not considered a change in direction. The next step

talks about structuring the signal. Lines 22-26 talk about creating the first portion of the signal

representing the first line of the ‘data’ file. If the first has a movement of zero along that axis,

the resulting signal will be a set of zeros along the duration of movement of the other axis. For

movement of any other length, a sine wave is produced with the said frequency and amplitude.

The last two data points are recorded to see the trend of data if it is going up or down.

The next steps are to create signal segments with the calculated amplitude, frequency, and

time. However, the initial phase is determined by the last two points of the previous signal

segment. For no change in direction, the last two points of the previous segment work as the

initial phase of the new signal. The new segment is made to follow the path of the previous

segment. If there is a change in direction, the new segment is made to move the other way. In

case of a value of zero as the distance, the signal segment is made to merge to 0 A, if it reaches

to 0 A, the next points remain on 0 until a new length of movement is ordered. This curve is

done by doing a polynomial fit of the second degree. For a segment following zero, it has to

keep track of the last known phase prior to the line segment with 0 movements being ordered.

For the next non-zero movement, an initial segment is generated as if there is no segment of 0

length. However, on top of that segment, the movement for the 0-length segment is added.

5.3 Case Study

The case study is divided into three types of objects: objects with predominantly straight lines,

objects with circular features, and objects with irregular features and variable layers. examples

of these types are rectangle, cone, and Rock2pus, respectively. Rock2pus is the logo of Lulzbot.

One thing to note is that none of the prints are entirely made of the said features. The 3D printer

aims to print objects with the highest quality at the least possible time. To achieve this feat, the

printer prints the infill structure as straight lines irrespective of the external feature. Besides,
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this particular printer model represents curved paths as the summation of small straight lines.

Figure 5.6 shows the objects that are under study.

(a) Rectangle (b) Cone (c) Rock2pus

Figure 5.6: CAD models for Case Study

The test objects are designed by Fusion 360 designing software and sliced by using the

”CURA - Lulzbot Edition”. The resulting G-code is taken for information extraction. The

information extraction involves discarding some information, including print bed temperature,

fan turn/off, display text, and others. Information like positioning system (absolute or relative)

and unit system (SI or metric) are used to make the data uniform. In this research, we have used

nozzle temperature as a trigger point; information extraction begins once the G-code signifies

a temperature of over 190 degrees Celcius. This temperature is chosen as it is close to the

operating temperature for filaments that can be used for this printer. A lower nozzle temperature

would mean bad or no print at all. The extracted file includes the information on feed rate and

XYZ coordinates and the material extraction. Only Go-commands (G0 and G1) are responsible

for the signal generation. The type of Go commands are also included in the extracted file.

There is no significant difference in how they impact signal generation, but G0 signifies a non-

printing move and usually has a much higher traveling speed. However, in some cases, it is

not unusual to have low speed for G0 commands. G1 commands carry out the print and are

much slower while printing curved paths than longer straight-line segments. Figure 5.4 shows

a typical G-code while Figure 5.5 shows sample extracted data.

The extracted information is then used to calculate the values of frequency, time, and

amplitude of the signal. The values are then combined to obtain the simulated signal.
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5.4 Results

In this section, the current signals of different objects are discussed. For each object, data along

both the X and Y axes are compared side by side. Besides, for each object type, a section of

data is zoomed in to give a better view of the signals. In the case of the cone and the Rock2pus,

the data are split into layers to accommodate large datasets.

5.4.1 Rectangle

The rectangle is chosen as a representative of the simplest structure. The actual print data is

captured along the X,Y, and Z axes. Figure 5.7 and 5.8 shows a comparison between actual

and simulated data along the X and Y axes, respectively. The figures show a similarity between

the actual and the simulated signal. The signals consist of more than four hundred thousand

data points. Thus a chunk of data is taken for qualitative comparison. For comparative studies,

sections of data that represent features like change in direction, dwell, and change of speed are

chosen as they show more variation even for the actual prints. The black strip of data from

Figure 5.8a and Figure 5.8b are zoomed in for a better study.

Figure 5.9 shows a comparison between the original and zoomed-in signals. Some zones

in the graph are highlighted to show changes in speed and direction in the first area, dwelling

in the second highlighted area, and change in direction in the third and fourth zones. Similar

activities are observed in the simulated signal as well.
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(a) Rectangle, X-axis Actual Signal

(b) Rectangle, X-axis Simulated Signal

Figure 5.7: Actual vs Simulated Signal for Rectangle Along X Axis
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(a) Rectangle, Y-axis Actual Signal

(b) Rectangle, Y-axis Simulated Signal

Figure 5.8: Actual vs Simulated Signal for Rectangle Along Y Axis

Figure 5.9: Simulated Vs Original Signal Zoomed, Rectangle Along X Axis
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5.4.2 Cone

The second object under study is a cone. This object is a representative of objects with mostly

circular features. The printed object, however, takes a lot longer time than the rectangle. Thus,

the signals are tough to visualize. In order to better segment the object, the object is broken

into layers. The process is outlined as Algorithm 3. The splitting is performed by observing a

spike in the Z-axis data. During printing any layer, the Z-axis motor remains idle, resulting in

a flat line in the current graph. However, a change in layer is signified by a change in peaks of

the Z-axis curve. Usually, this change accompanies a flat line along the X and Y axes. During

the operation, the Z-axis can occasionally exhibit unexpectedly high peaks for a short burst of

time. Studies showed that such peaks are observed when the extruder head needs to move to a

different position at the same height level without continuing material extrusion. Thus, a change

of layer is defined when a high peak is observed along the Z-axis data for a longer duration. The

exact duration and number of peaks depend on the print settings. In this study, the minimum

possible print height (10 mm) denoted in the product specification is considered the minimum

movement required along the Z-axis to denote a layer change. Figure 6.3 demonstrates layer

segregation. In the graph, positive peaks are marked by green dots and negative peaks by red.

In one case, it is observed that there is a red dot with a relatively higher current value than the

idle state. This peak is considered a one-off situation here because there are not enough high

peaks in close vicinity.
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Algorithm 3 Layer Segregation
1: Read the source file source and reference signatures start z and end z.
2: Extract and denoise the information in different channels:
3: Apply wavelet denoising on columns 2, 3, 4, and 5 of source and store results in x 1,
y 1, z 1, and e 1 respectively.

4: Crop the signal portion for actual printing:
5: Find delay between z 1 and start z.
6: Crop x 1, y 1, z 1, and e 1 to remove the portion before the actual printing using the

calculated delay.
7: Find delay between z 1 and end z.
8: Extract the tail portion of z 1 using the calculated delay.
9: Identify change points in the tail portion using RMS statistic.

10: Crop x 1, y 1, z 1, and e 1 to remove the portion after the actual printing.
11: Find peaks in z 1:
12: Identify peaks in z 1 with a minimum peak distance of 10 and minimum peak promi-

nence of 1.
13: Identify negative peaks in z 1 with a minimum peak distance of 10 and minimum peak

prominence of -1.
14: Combine and sort the peak locations:
15: Combine locations of positive and negative peaks.
16: Sort the combined peak locations.
17: Identify initial Z movements:
18: Initialize initial z movement as an empty list.
19: Iterate through the combined peak locations:
20: If n peaks are found within window data points and the next w peaks are outside the

window length:
21: Add the index to initial z movement.
22: Refine start points and determine end points:
23: Initialize st with the first value of initial z movement.
24: Iterate through initial z movement:
25: If the current value is not consecutive to the previous value:
26: Add the current value to st.
27: Iterate through st:
28: Add the maximum combined peak location within 100 data points of each start point

to en.
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Figures 5.11 to 5.14 showcase different segments of the codes and their simulated coun-

terparts.

Figure 5.10: Layer Segregation for Cone
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(a) Cone Actual

(b) Cone Simulated

Figure 5.11: Cone X Axis Signal Layers 1-3 Actual (a) vs Simulated (b)
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(a) Cone Actual

(b) Cone Simulated

Figure 5.12: Cone X Axis Signal Layers 4-8 Actual (a) vs Simulated (b)
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(a) Cone Actual

(b) Cone Simulated

Figure 5.13: Cone Y Axis Signal Layers 1-3 Actual (a) vs Simulated (b)
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(a) Cone Actual

(b) Cone Simulated

Figure 5.14: Cone Y Axis Signal Layers 4-8 Actual (a) vs Simulated (b)
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Figure 5.10 shows splitting the data by tracking the Z-axis movement. The original vs sim-

ulated graphs for the cone the along X axis are shown in Figures 5.11 and 5.12. The comparison

along the Y channels is shown in Figures 5.13 and 5.14.

Figure 5.15 shows a comparison between the original and zoomed-in signals. The data is

picked from first layer of the cone. This figure captures similar activities in both the actual and

simulated signals. The activities are changes in speed, direction, and dwell.

Figure 5.15: Simulated Vs Original Signal Zoomed, Cone Along X Axis

5.4.3 Rock2pus

Rock2pus is the representative of objects with the most complex features. This object consists

of curved features on the external side and a straight line for building the in-fill. Moreover,

each layer of the object is different from the others. Like the cone, Rock2pus is also split into

sections for better visualization of the signals. The object being more complex, the results

along the X axis are shown for the first five and last ten layers in Figures 5.16, 5.17, and 5.18.

Figures 5.19, 5.20, and 5.21 show the results for the Y-axis.
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(a) Rock2pus Actual

(b) Rock2pus Simulated

Figure 5.16: Rock2pus X Axis Signal Layers 1-2 Actual (a) vs Simulated (b)
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(a) Rock2pus Actual

(b) Rock2pus Simulated

Figure 5.17: Rock2pus X Axis Signal Layers 3-5 Actual (a) vs Simulated (b)
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(a) Rock2pus Actual

(b) Rock2pus Simulated

Figure 5.18: Rock2pus X Axis Signal Layers 39-49 Actual (a) vs Simulated (b)
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(a) Rock2pus Actual

(b) Rock2pus Simulated

Figure 5.19: Rock2pus Y Axis Signal Layers 1-2 Actual (a) vs Simulated (b)
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(a) Rock2pus Actual

(b) Rock2pus Simulated

Figure 5.20: Rock2pus Y Axis Signal Layers 3-5 Actual (a) vs Simulated (b)
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(a) Rock2pus Actual

(b) Rock2pus Simulated

Figure 5.21: Rock2pus Y Axis Signal Layers 39-49 Actual (a) vs Simulated (b)
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Figure 5.22 shows a comparison between the original and zoomed-in signals. The data

is picked from the 48th layer of the Rock2pus. This section was chosen as it shows some

problems capturing every detail of the process. The sections marked in the circle are somewhat

successful in capturing the key steps. However, The zone marked in the rectangle had a change

in direction in the original signal, which is absent in the simulated signal. Besides, the other

marked areas have a little less prominence than the others. This can be traced back to a phase

offset due to natural process variation.

Figure 5.22: Simulated Vs Original Signal Zoomed, Rock2pus Along X Axis

5.5 Discussion

Each object of our study is printed ten times for this study. Once the individual signal was

simulated, the object was printed using the Lulzbot Taz 6, and current data from all four axes

were captured. The captured data is formatted and denoised, and data of interest is separated.

The simulated data is then taken for comparison with the original signal.

Visual observation shows similar pattern between the actual and simulated signals. How-

ever, the actual signal appears to have a slightly different peak current. This can be explained

by the ”DC offset” of the signal. The DC offset refers to a constant value that is added to the

AC signal, causing the entire waveform to shift vertically.
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The simulated signal works exceptionally well to predict the time needed to print the object

and is really close to counting the number of peaks in the signal. Table 5.4 and 5.5 summarizes

the time and peak counts for types of signals.

Object Minimum Mean Maximum Simulated
Rectangle 423.81 425.93 428.7 427.05
Cone 910.30 912.86 915.41 915.22
Rock2pus 1082.55 1085.8 1088.5 1088

Table 5.4: Time Comparison Between Signals (s)

Object Minimum Mean Maximum Simulated
Rectangle 6292 6297 6301 6241
Cone 13162 13168 13172 13027
Rock2pus 15649 15660 15669 15450

Table 5.5: Peak Count Comparison Between Signals

The simulated time falls within the typical range of time it takes to print a particular

object. But they are close to the upper limit of the time. This can be attributed to the fact that

a few times, a tool movement was observed to be slightly faster than the mentioned feed rate.

The number of peak counts, however, has a different story. The peak counts in the original

signal are counted using MATLAB, which was designed to filter unwanted peak detection due

to noise. The “findpeaks” function of MATLAB was modified to avoid detecting points as

peaks due to the presence of noise. The threshold for detecting peaks was set to 5% of the

last peak. The minimum distance between peaks is set to be 10ms. This small gap is provided

to accommodate sudden layer change as peaks but reduces false positive peak detection due to

noise. The peak count using MATLAB was found to be less than that found using the Picoscope

in-build measurement tool. The deviation in peak count in the worst scenario is less than 1.5%.

One reason behind the higher number of peaks detected in the original signal is the presence

of noise. Figure 5.23 shows an incident where an additional peak is observed due to noise.

The area is marked in a circle. The simulated data, on the other hand, does not have the noise

component. As a result, in this system, the number of peaks in the original signal is supposed

to be more than that of the simulated signal.
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Figure 5.23: Additional Peak Detected Due to Noise

5.5.1 Similarity with Actual Signal

While predicting the actual run-time accurately suggests a good performance of the model, it

is always possible to come up with a design that will take a similar time to print the object, but

the properties will be different. In this case, we have replicated one attack detection method by

[89]. Our approach, in this case, uses their research to see if there is any significant variation

between the simulated and original signals to label them as totally different signals. The first

step, in this case, involves downsampling the signal and dividing it into a window size of 32

and a window step of 16. Then, the Fast Fourier Transform is used for each frame, and the

position of the maximum value in the FFT is found. This position is then used to compute the

fingerprint value, which is added to the list of fingerprints. Finally, the list of fingerprints is

returned. The outline is explained in Algorithm 4 [89].

The next step involves finding dissimilarity in layers.

Their research focused on detecting changes in the power side channel due to editing the

code. In their research, the authors separated the data into windows and set up a threshold of

more than 15 mismatches in a layer or 3 consecutive mismatches for a layer to be different from

the actual print. these values were set by adding a 20% margin, rounded up, above the largest

deviations observed between unmodified prints. For our research, the same approach is used to

select a threshold. In their study, each layer had around 180 windows of 32 data points, on the
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Algorithm 4 Fingerprint Creation
Require: signal, wnd size, wnd step

1: resample rate← 400
2: downsample← Resample(signal, resample rate)
3: fingerprint← [ ]
4: frames← SplitToFrames(downsample, wnd size, wnd step)
5: for each frame in frames do
6: fft frame← FFT(frame)
7: max bin←MaxPosition(ABS(fft frame))
8: fingerprint value← (max bin / wnd size) * resample rate
9: Append(fingerprint, fingerprint value)

10: end forfingerprint

Algorithm 5 Is Similar
Require: layerA, layerB, offset, mismatch threshold

1: mismatch← 0
2: for i = 0 to len(layerA)− offset do
3: if layerA[i+ offset] ̸= layerB[i] then
4: mismatch← mismatch + 1
5: end if
6: if mismatch > mismatch threshold then false
7: end if
8: end fortrue

other hand, our object have variable number of windows in different layers. We kept the same

ratio of mismatch as the threshold for our test object. In our research, the same principle is

used to find the similarity between the actual and the simulated signals. The pseudocode to find

dissimilarities is given in Pseudocode 5. Unlike their approach, our test objects have a variable

number of data points in the signal. Thus, our threshold for the detection of dissimilar signals

is variable.

In order for a signal to represent unusual activity, we require both X and Y channel data

to be above the threshold. Figure 5.24 shows the number of mismatched windows in different

layers for the rectangular object. It is seen that a few layers have a mismatch close to the

threshold limit but did not cross it. This shows that the simulated data works similarly to any

benign data.

The same approach is used to compare the simulated signals in the case of other objects.

The threshold in those cases was adopted with a change in window number, and the objects

seemed to mimic an actual benign print.
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(a) Mismatch Along X Channel

(b) Mismatch Along Y Channel

Figure 5.24: Mismatch Along Layers

5.6 Conclusion

This section talks in detail of simulating current signal based on G-code. In this section we

talked about how we can extract information from G-code, how this information can be used

to calculate some critical values and how these values can be summed up to generate a current

signal. In the next phase we carried out some case studies to see the performance of our

proposed method. The object chosen represent three different level of complexity. First, we

analyzed the signal for a rectangle. This shape consists of straight lines. A rectangle represents

the simplest object we can print. We compared the time and number of peask of the simulated

data to the ten already printed samples. Once we got a healty accuracy, we went to explore

how different machine movements are captured in the simulated signal. It appeared that the

simulated signal was succesull in detecting key machine movements like change of speed,
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chang in direction, dwell etc. The similar steps are carried out for cone and Rock2pus. They

represent much more complicated object as the features like circle and irregular curves appear

in the design. In these cases also, our approach have similar results. For the Rock2pus, however,

in some cases the key features were barely detected, and in one case, one feature was totally

missed. Apart from these issues our proposed model was able to capture all key machine

movement. Lastly we used a previous approach to see if that approach can distinguish between

our simulated signal from the pool of known-good signal. It turned out that according to that

algorithm, our simulated signal behaves similar to the actual data.

The findings of this study suggests that our proposed model can be utilized to obtain

expected signal from the G-code.
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Chapter 6

Study of Deviation in Current Signal in Fused Deposition Modeling Based on Print
Complexity

Our two previous research helped us simulate a side-channel profile. Our aim is to use the

simulated signal to detect process anomalies. This can be done by comparing a test signal

obtained while printing to the simulated signal.

Stepper motors are used in the FDM printers to produce an identical current profile under

the same conditions. But in reality, there lies some variation in the system. As in previous sec-

tions, it is observed that the variation increases with an increase in feed rate and a decrease in

length. With increased complexity, the number of lines in a command also increases. Combin-

ing all these events increases the variation of the output current profile. Thus, it is necessary to

know the nature and range of the variation caused by different properties of the printed object.

This nature of the process makes it difficult to compare between signals. One way this is-

sue is often resolved is by collecting data from multiple instances of the operation and designat-

ing a range of deviations under which the system is marked as acceptable. The aforementioned

approach, however, works for only that particular object, requiring one to repeat the process

multiple times if a new object is to be studied. Our proposed approach aims to model process

deviation in the current side-channel signature in a Fused Deposition Model (FDM) machine

such that the expected range of process deviation can be calculated from the G-code of the print

alone. The work analyzes the deviation in the current signature generated by the stepper mo-

tors used in an FDM process when objects of different levels of feature complexity are printed.

First, the test print objects are categorized in terms of feature complexity and number of fea-

tures. Both the feature complexity and number of features can be categorized as low, medium

and high. Thus, any print can fall into one of the nine combinations possible. Each print object

is repeated multiple times to analyze the deviations. The second step in this work involves

selecting a parameter to measure the deviation between signals and comparing the signals of a
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particular layer of print between objects with identical G-code. In the third step, a comparison

is made about how the deviation among signals changes with the change in feature complexity

and numbers. Findings of this stage are used to model the expected signal deviation between

two signals with the same G-code. Successful implementation of the proposed approach will

remove the need to print an object multiple times to obtain a standard range of acceptable good

signals.

6.1 Process Outline

This study is based on the understanding of the signal. So, the first step is a detailed study of

the signal. In the next step, we selected the objects to be printed and studied. The Objects are

categorized into different levels of complexity and feature numbers. The general idea is that the

more complex objects will have higher deviation among themselves. Each selected design is

printed ten times and compared with each other. The next step is a layer-by-layer comparison

of the signal. A detailed study of this step shows the contributors of deviation between signals.

It turned out the common contributors are noise, the asynchronous nature of prints, and residual

currents. This information is used to find the expected range of signal deviation in the case of

good prints. Finally, the objects with both good and bad designs are compared to see if the

model is good enough to detect unexpected features in the print objects. Figure 6.1 outlines the

detailed process.

6.2 Case Studies

In this study, nine objects were selected. The objects are characterized by feature complexity

and the number of features. Each of the characters has three levels: low, medium, and high.

Thus, any object printed can classified as one of nine types. The objects printed for this study

are printed with the default setup, with an in-fill rate of 20%. The printer, however, can not

print each layer with the same fill rate. At the beginning and end layers of an object, the prints

have a 100% in-fill rate to provide support for the design and also to have the expected surface

finish. Table 6.1 explains different levels of feature complexity and feature size.
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Start

Study the signal properties

Design objects to study and classify them

Print each object 10 times

Compare equivalent lay-
ers of the same object

Study the components that re-
sults in deviation in signal

Model the deviations in signal and test

Stop

Figure 6.1: Process Flow

Characteristics Level Explanation
Feature complexity Low Mainly straight lines

Medium Straight lines and circles
High All inclusive

Feature number Low Mostly similar layers
Medium Layers vary significantly
High Almost every layer is unique

Table 6.1: Feature and Characteristics Explained

These features are solely based on the appearance of the object printed. It is to be noted

that, in FDM print, it is difficult to have printed with exactly one type of geometrical movement.

The examples of different print types are shown in Figure 6.2. Each object under study was

printed 10 times.
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Figure 6.2: Objects Under Study

6.2.1 Data Analysis

Each object’s data is first split into layers. The splitting is performed by observing a spike in

the Z-axis data. During printing any layer, the Z-axis motor remains idle, resulting in a flat

line in the current graph. However, a change in layer is signified by a change in peaks of the

Z-axis curve. Usually, this change accompanies a flat line along the X and Y axes. During

the operation, the Z-axis can occasionally exhibit unexpectedly high peaks for a short burst of

time. Studies showed that such peaks are observed when the extruder head needs to move to a

different position at the same height level without continuing material extrusion. Thus, a change

of layer is defined when a high peak is observed along the Z-axis data for a longer duration. The

exact duration and number of peaks depend on the print settings. In this study, the minimum

possible print height (10 mm) denoted in the product specification is considered the minimum

movement required along the Z-axis to denote a layer change. Figure 6.3 demonstrates layer

segregation. In the graph, positive peaks are marked by green dots and negative peaks by red.

In one case, it is observed that there is a red dot with a relatively higher current value than the
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idle state. This peak is considered a one-off situation here because there are not enough high

peaks in close vicinity.

Figure 6.3: Segregating Layers by Z axis Data

Once the data is segregated into layers, different prints of the object with the same G-

code are compared on each layer. The distance between signals in each layer is measured

by using the Dynamic Time Warping (DTW) algorithm. After layer-by-layer comparisons

between similar objects, the maximum distances are recorded.

6.2.2 Dynamic Time Warping

Dynamic Time Warping (DTW) is an algorithm used for measuring the similarity between

two temporal sequences that may vary in speed or timing [92]. It is particularly useful in

applications such as speech recognition. The advantage of using the DTW algorithm lies in the

fact that it works great for comparing data with different lengths. In DTW, the warping path is

a series of index pairs that define the mapping between elements of the two sequences. This
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path is constructed in such a way that the overall distance between the sequences is minimized.

A cost matrix c(i, j) is created such that it represents the cost of aligning the i-th element of

the first sequence with the j-th element of the second sequence. The cumulative cost matrix

D is used to find the optimal warping path. Each element D(i, j) represents the minimum

cumulative cost to align the sequences up to i and j. The matrix is filled using the following

recurrence relation:

D(i, j) = c(i, j) +min{D(i− 1, j), D(i, j − 1), D(i− 1, j − 1)} (6.1)

The optimal warping path is determined by backtracking from D(n,m) to D(0, 0), which re-

sults in the minimal cumulative cost. Algorithm 6 shows a pseudocode of DTW.

Algorithm 6 Dynamic Time Warping

Require: Sequences X = [x1, x2, . . . , xn] and Y = [y1, y2, . . . , ym]
Ensure: DTW distance DTW (X, Y )

1: n← length of X
2: m← length of Y
3: DTW ← 2D array of size (n+ 1)× (m+ 1) initialized with∞
4: DTW [0][0]← 0
5: for i← 1 to n do
6: DTW [i][0]←∞
7: end for
8: for j ← 1 to m do
9: DTW [0][j]←∞

10: end for
11: for i← 1 to n do
12: for j ← 1 to m do
13: cost← d(xi, yj)
14: DTW [i][j]← cost+min(DTW [i− 1][j], DTW [i][j − 1], DTW [i− 1][j − 1])
15: end for
16: end for

DTW [n][m]

Here, the initiation phase introduces sequences X and Y. Lines 1 and 2 determine their

lengths. Lines 3-4 tell us to create a 2D array of (n+1)*(m+1) size. Every element is set to

infinity except for the first one, which is set to 0. For each pair of indices (i,j), calculate the cost

of aligning the elements xi and yj using a distance function d(xi, yj). This function is typically
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the Euclidean distance. The DTW table DTW[i][j] is then updated with the computed cost plus

the minimum of the three neighborhood cells. The final DTW distance is found by DTW[n][m]

DTW was chosen due to its ability to work with data of unequal sample size. The FDM

process is asynchronous by nature. Thus, it is likely to have different sizes of data for different

iterations of data. DTW is thus a very good candidate for such type of data analysis. One

drawback of DTW is, however, that the matrix size becomes exponentially larger with added

data. Thus, to cope up, the data is split into smaller windows. The maximum size of the window

is kept as a maximum number of data points of a layer in the object categorized as (low, low)

complexity.

6.2.3 Results

This section discusses the deviation results under different scenarios. Each layer of an object

type is compared with the same layer of the same object type. The study was conducted to

produce results for all possible combinations of each object type. Total possible combination

of such comparison is

102 =
10× 9× 8!

2× 1× 8!
=

10× 9

2× 1
=

90

2
= 45

. Since it is difficult to display 45 comparisons in a table, 5 paired comparisons are shown in

the following sections.

6.2.3.1 Low, Low

The representative of this group is a rectangle. Here, the feature is straight lines, and each

layer appears to be the same. The print was made with a system default 20% in fill rate. The

machine, however, applies the in fill rate only after a certain condition is matched. By default,

the first and last 4 layers are fixed with a 100% in fill rate. Figure 6.4 shows a graph of the

DTW distance per data point for object (low,low).
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Figure 6.4: DTW Comparison for Object Low Low

In this particular object, layers five to nine have a 20% in-fill rate and thus have a lower

number of data points to consider. A lower time required for a print can mean a lower error

accumulation in the process. This explains the lower deviation in these layers.

6.2.3.2 Low, Medium

The representative of this group is a stepped rectangle. This object consists of 52 layers in

total. Like in the case of our first test object, apart from 1st four and last four, each layer have a

20% in fill rate. The object have three distinct rectangular steps. Figure 6.5 shows the selected

comparison for a low, medium setup. The figure shows some kind of staircase feature that

mimics the layer positions.
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Figure 6.5: DTW Comparison for Low Medium

6.2.3.3 Low, High

The representative of this group is a pyramid. This object consists of 76 layers in total. In

this case, each object is different from the last layer. Figure 6.6 shows selected comparison for

low medium setup. This graph shows correlation between number of data points and the DTW

distance. However, there are some places that shows somewhat elevated dissimilarities.

Figure 6.6: DTW Comparison for Low High
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6.2.3.4 Medium, Low

The representative of this group is extruded circle. The major feature in this case is circular

and it appears to have identical layers throughout. This object consist of 20 layers. Figure 6.7

shows selected comparison for medium low setup. This figure shows similar behavior like that

in Figure 6.4. The distances at the beginning and end tends to be slightly higher than the middle

section. Like the (low,low) object, the infill rate is 20% in the middle section.

Figure 6.7: DTW Comparison for Medium Low

6.2.3.5 Medium, Medium

The representative of this group is stepped circle. The major feature in this case is circular and

it have 4 distinct stpes. This object consist of 64 layers.
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Figure 6.8: DTW Comparison for Medium Medium

Figure 6.8 shows selected comparison for medium medium setup. The DTW distance

tends to lower as we proceed to objects with lower number of data points. This graph behaves

similar to the 6.5 figure.

6.2.3.6 Medium, High

The representative of this group is a solid cone. The major feature in this case is circular and

each layer is different in this setup. This object consists of 86 layers.
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Figure 6.9: DTW Comparison for Medium High

Figure 6.9 shows selected comparison for medium high setup. This figure show similar

properties like the Figure 6.5. Diminishing number of data points shows a diminishing distance.

6.2.3.7 High, Low

The representative of this group is the letter S extruded. The major feature in this case is

irregular curves, and each layer looks identical to the other in this setup. This object consists

of 26 layers.
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Figure 6.10: DTW Comparison for High Low

Figure 6.11 shows the selected comparison for high-low setup. The property mimics the

other objects in the category of low in terms of number of features.

6.2.3.8 High, Medium

The representative of this group is an adjustable wrench. The object includes features like

straight lines, curves, and circles.
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Figure 6.11: DTW Comparison for High Medium

Figure 6.9 shows the selected comparison for the high-medium setup. The wrench consists

of 21 layers. This object has a few layers that are repeated. Unlike other previous objects in this

study, the number of data points did not decrease as we up. In stead, there are some layers in

middle that have higher number of data points than both the upper and lower part of the object.

6.2.3.9 High, High

The representative of this group is the Rock2pus. The object includes features like curves, and

circles. In this case each layer is different prom the others. For This object consists of 51 layers.
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Figure 6.12: DTW Comparison for High High

Figure 6.12 shows the selected comparison for the high-medium setup. In this case, the

number of data points gets reduced as we go up. This section also shows similarity with Figure

6.6 and 6.9.

6.2.4 Observation

The first observation in this study is the asynchronous nature of data. Figure 6.13 and 6.14

demonstrate how two aligned data streams differ significantly after some time. The deviation,

however, is not homogeneous throughout the process. It is not uncommon to observe the signal

once, leading to a lag compared to the other signal.

Figure 6.15 shows one of the areas that results in the highest deviation. This portion of

data can be divided into three sections: first, the motor is running, then it stops, and it starts

again. Throughout this study, it has been observed that a higher deviation is always visible

when a motor remains at rest. One more reason behind deviation can be traced back to noise

in the signal. Even though the signals are mostly denoised, some noise still persists which can

contribute to the deviation among the signals. All the figures highlighted in this section show

noise of some magnitude.

Irrespective of the external complexity, the features causing most of the deviation persist

in all types of objects. This becomes apparent when trying to find the maximum DTW distance

for objects with different complexity. The general expectation was to observe higher deviation
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Figure 6.13: Signals at the Beginning

Figure 6.14: Signals at the Later Phase

as we go to more complex features. The result, however, shows little correlation with feature

complexity. Since the aim of this study is to model a threshold of maximum deviation, we

primarily focus on the highest DTW distance. Table 6.16 shows the distribution of different

levels of complexity. In this table, the Complexity of an object is expressed in terms of (feature

complexity and feature numbers).

It is observed from the table that objects with a high number of features have a very low

distance in some layers. This can be explained by the fact that these objects have a very low

number of data points in the top layer, resulting in less error accumulation. This study, however,
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Figure 6.15: Higher Deviation in Signals at Idle Phase

Figure 6.16: DTW Deviation at Different Levels

shows some areas that dictate the deviation in the signals. These are primarily a number of data

points that refer to the actual run time and the idle time of the motors. This information can be

used to model the deviation in new test prints.
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Chapter 7

Conclusion

This chapter highlights the three key contributions of the doctoral research study. The follow-

ing subsections outlined the contributions, limitations, and plans for future works of the three

studies.

7.1 Contributions

This research consists of three contributions, all of which aim towards anomaly detection by

using side-channel information. This research, however, aims to achieve the target by using a

simulated signal instead of a range of reference signals. The first contribution works towards

understanding a typical FDM machine and how it produces one of the side-channel information,

current pulled by the motors.

In the first study, components responsible for side-channel information are studied in de-

tail, and a relation between the signal and the G-code command is established. Understanding

the correlation between the command and signal properties plays a vital role in simulating the

current profiles. One of the key findings of this study is that this particular model of 3D printer

treats curves as the summation of small straight lines. As a result of this property, all types of

movement can be characterized in the same way. The initial research plan was about prepar-

ing a data repository of signals resulting from different designs and using machine-learning

approaches to predict data for unseen designs. Once the working mechanism of the printer is

studied, a mathematical model seems appropriate for this research.

For the second research contribution, the printing process was studied at a deep level. The

software and machine commands used to print the objects differ from machine to machine.

Though there are several open-source applications available to carry out the same task, we

preferred to stick to the application packages suggested by the vendor of the 3D printer. One
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observation in this study was the absence of some commonly used G-code commands like G2

and G3 designated for movements in a curved path. The absence of some particular commands

made us rethink which of the G-code commands should be studied. In order to see the types

of commands used, we explored and printed different open-source 3D models like Benchy,

Rock2pus, and Stanford Bunny. It was observed that the slicer uses only a handful of different

types of commands to carry out the task, irrespective of the complexity of the object. While it

is possible to have a G-code file generated through a different slicer and use that to print in our

3D printer, we mainly used the commands that were used by our slicer. This study is the first

to simulate a side channel based on the given G-code. This paves the way for the inclusion of

more side channels in future studies.

Our first and second contributions are based on the fact that a typical FDM printer uses

stepper motors instead of a closed-loop control system, and they offer a good deal of repeata-

bility in the process. While comparing the simulated data with actual data, the asynchronous

nature of the data was observed. For data exploration, we have super-imposed data, only to

realize that after some time, there is a deviation in the phase of the signals. The deviations

also appeared random. It was not uncommon for one signal to lead another for a few seconds

and then to trail behind at a later time. Apart from this phenomenon, noise and natural process

variation are always present in such data.

The third contribution of the research aims to study the deviation in the signals based

on feature complexity. In this case, objects with variable complexity are printed a few times

to explore if any correlation exists between feature complexity and signal variation. Initial

observations showed that deviation among simplest objects are really close to the deviation

among objects with much higher complexity. The result seemed counterintuitive. A deeper

investigation, however, showed that there are some features like start after stop, asynchronous

nature of the signals, noise all have some impact on the deviations of the signal, and these values

are present in all type of prints irrespective of their complexity. These are mainly observed

when one of the motors remains stopped. This property is prevalent in all types of prints.

These findings are used to model the expected deviation to a test object.
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7.2 Limitations

In our research, we focused on using the vendor-suggested approaches to mimic a standard

operation. As a result, our model is built on a lower number of G-code commands. It is

possible to print quality products with G-code that was originally designed for another model.

Our research excluded those G-code commands.

In the third contribution, the objects were labeled based on their visual complexity. How-

ever, in terms of the actual G-code command, there seemed to be a lower variation among the

prints. The model selection could have been done based on the G-code. This approach might

have produced a different type of result

7.3 Future Work

The next step of our research is to use the findings of the three contributions to prepare a model

to detect process anomalies. First, a simulation of the current profile will be generated, followed

by signal deviation estimation. This reference signal and deviation are then to be compared to

the test signal to detect system anomalies.

This research opens up a lot of possibilities for future work. In our case, we simulated

the current signal for a particular model of a 3D FDM printer. An initiative can be taken to do

the same with FDM machines in general. Setting up such a framework can make it easier to

expand to other types of research.

The success of our research demonstrates that it is possible to model side-channel infor-

mation. From a security perspective, different side channels, like sound, vibration, and heat,

among others, can be studied. A successful simulation of these can result in a much faster

anomaly detection requiring much less data storage.
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