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Abstract

Recent advances in machine learning have highlighted critical vulnerabilities in graph

matching models and text-to-image diffusion models (T2I DMs), where adversarial attacks

can significantly compromise system performance while remaining imperceptible to users.

This dissertation addresses the dual challenges of developing effective adversarial attacks

and robust defense mechanisms across two domains: graph matching systems (including

network alignment and cross-lingual entity alignment in knowledge graphs) and text-to-

image generation models.

Our research tackles fundamental issues in adversarial machine learning: generating ef-

fective attacks while ensuring imperceptibility, and developing defenses that maintain system

performance. We identify and solve gradient vanishing issues in iterative attack methods and

address the challenge of defending against adversarial perturbations without compromising

matching or generation quality.

For graph matching systems, we present three key contributions: (1) an entity den-

sity maximization method that strategically hides attacked vertices within dense regions

to ensure imperceptibility, (2) a specialized attack signal amplification method that over-

comes gradient vanishing to achieve superior attack performance, and (3) an adversarial

perturbation elimination (APE) model that neutralizes adversarial nodes by transforming

them from vulnerable space to adversarial-free safe areas through integration of Dirac delta

approximation (DDA) techniques and LSTM models.

For text-to-image diffusion models, we address adversarial advertisement scenarios where

attackers compromise T2I DMs to implant target product brands in generated images. We
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develop: (1) an estimation algorithm using multivariate continuously scaled phase-type dis-

tributions with Lévy distribution to understand the intrinsic distribution of natural sen-

tences, enabling imperceptible adversarial advertisement by pushing non-advertising prompts

to dense regions of the estimated distribution, and (2) a novel masked parameter smoothing

method based on mollification theory that creates smooth T2I DMs with dimension-invariant

certified guarantees for adversarial-advertisement robustness against model fine-tuning in

high-dimensional parameter space.

Our theoretical analysis demonstrates the existence of optimal distributions for per-

turbation elimination models, establishes upper bounds for feasible signal scaling in attacks,

validates convergence to empirical distributions of natural prompts with advertisements, and

proves that smooth T2I DMs maintain adversarial advertisement capabilities within certified

radii. Extensive evaluation on real-world datasets, including network pairs and cross-lingual

knowledge graphs, demonstrates significant improvements in mismatching rates compared

to baseline attacks, while our defense mechanisms provide effective preemptive protection

for both network alignment and knowledge graph entity alignment systems. The unified

framework advances the understanding of adversarial vulnerabilities across different machine

learning domains and provides practical solutions for both attack generation and defense

mechanisms.
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Chapter 1

Introduction

1.1 Adversarial Attack against Cross-lingual Knowledge Graph Alignment

Today, multilingual knowledge graphs (KGs), such as WordNet (Miller, 1992), DBpedia

(Auer et al., 2007), YAGO (Hoffart et al., 2011), and ConceptNet (Speer et al., 2017), are

becoming essential sources of knowledge for various AI-related applications, e.g., personal

assistants, medical diagnosis, and online question answering. Cross-lingual entity align-

ment between multilingual KGs is a powerful tool that align the same entities in different

monolingual KGs together, automatically synchronize different language-specific KGs and

revolutionize the understanding of these ubiquitous multilingual KGs in a transformative

manner (Xu et al., 2020b; Sun et al., 2020a; Berrendorf et al., 2021b,a).

Unfortunately, real-world KGs are typically noisy due to two main reasons: (1) massive

fake information injected by malicious parties and users on online encyclopedia websites (e.g.,

Wikipedia (Wik) and Answers.com (Ans)), social networks (e.g., Twitter and Facebook),

online communities (e.g., Reddit and Yahoo Answers), news websites, and search engines

that usually serve as data sources of the KGs; and (2) direct adversarial attacks on the

KGs. Google Knowledge Graph has been criticized for providing answers without source

attribution or citation, and thus undermines people’s ability to verify information and to

develop well-informed opinions (Dewey, 2016).

Recent studies have shown that KG learning models remain highly sensitive to adver-

sarial attacks, i.e., carefully designed small perturbations in KGs can cause the models to

produce wrong prediction results, including knowledge graph embedding (Minervini et al.,

2017; Pujara et al., 2017; Pezeshkpour et al., 2019; Zhang et al., 2019; Banerjee et al.,

2021) and knowledge graph-based dialogue generation (Xu et al., 2020a). However, existing
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techniques focus on the adversarial attacks on single KG learning tasks. These techniques

cannot be directly utilized to attack the cross-lingual entity alignment models, as they have

to analyze relations within and across KGs. Two critical questions still keep unsolved: (1)

Can small perturbations on KGs defeat cross-lingual entity alignment models? (2) How to

design effective and unnoticeable perturbations against cross-lingual entity alignment?

The majority of cross-lingual entity alignment techniques aim to train the model by

minimizing the distance between pre-aligned entity pairs in training data, such that the

corresponding entity embeddings across KGs are close to each other, and the entity pairs

with the smallest distance in test data are output as alignment results (Mao et al., 2020a;

Wu et al., 2020b; Mao et al., 2020b; Tang et al., 2020; Yan et al., 2021; Zhu et al., 2021;

Mao et al., 2021; Pei et al., 2020).

In terms of the distribution of entities in a KG, one idea of perturbing an entity un-

obtrusively is to move the entity to a dense region in the KG with many similar entities

by adding/deleting relations to/from it is able to move it to a dense region in the KG with

many similar entities, such that it is non-trivial to recognize the modified entity in the dense

region with many similar entities.

Existing gradient-based adversarial attack methods Goodfellow et al., 2015; Madry et

al., 2018) search for the weakest input features to attack by calculating the loss gradient.

However, the vanishing gradient problem is often encountered when training neural networks

with poor backward signal propagation and thus leads to the attack failures (Athalye et al.,

2018). Can we enhance the attack signal propagation for improving the attack effectiveness?

In this work, an entity density estimation and maximization method is employed to first

estimate the distribution of entities in KGs. Based on the estimated KG distributions, the

entities to be attacked are then moved to dense regions in two KGs by maximizing their

densities. The attacked entities are hidden in dense regions in two KGs, such that they

are surrounded by many neighbors in dense regions as well as indistinguishable from these
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neighbors. In addition, the surrounding of many neighbors makes it difficult to identify the

correctly aligned entity pairs among many similar candidate entities.

We comprehensively study how poor signal propagation on neural networks leads to

vanishing gradients in adversarial attacks over cross-lingual entity alignment. An attack

signal amplification method is developed to secure informative attack signals with both well-

conditioned Jacobian and competent signal propagation from the alignment loss. This re-

duces the gradient vanishing issues in the process of adversarial attacks for further improving

the attack effectiveness.

Extensive experiments over real-world KG datasets validate the superior attack per-

formance of the EAA model against several state-of-the-art cross-lingual entity alignment

models.

1.2 Robust Network Alignment via Attack Signal Scaling and Adversarial Per-

turbation Elimination

Network alignment (i.e., graph matching) is one of the most important research topics

in the graph domain, which aims to match the same entities (i.e., nodes) across multiple

networks (i.e., graphs) [13, 30, 46, 51, 73, 80]. It has been widely applied to many real-world

applications ranging from protein network alignment in bioinformatics [35, 42], user account

linking in multiple social networks [22, 39, 76, 77], and object matching in computer vision

[24, 57], to knowledge translation in multilingual knowledge bases [64, 105].

Despite the remarkable performance of existing graph learning models on clean networks,

recent studies have shown that many models are fairly sensitive to adversarial attacks, i.e.,

carefully designed small perturbations in graph structure and attributes.

Many encouraging adversarial defense progresses have been made towards improving

model robustness against adversarial attacks, including node classification [19, 20, 23, 34, 56,

63, 72, 75, 79, 104], graph classification [32], community detection [31], network embedding

[15], link prediction [78], malware detection [29], spammer detection [17], fraud detection [7,
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71], and influence maximization [43]. However, the majority of existing techniques focus on

the adversarial attacks and defenses on single graph learning tasks.

Multiple graph learning is much more difficult to study since it needs to analyze both

intra-graph and inter-graph interactions of multiple graphs. A recent study has demonstrated

that graph matching (i.e., network alignment) methods are highly vulnerable to adversarial

attacks [74]. It proposes to estimate and maximize the densities of nodes to be attacked, for

pushing them to dense regions in two graphs to generate imperceptible and effective attacks.

There is still a general lack of robust methods investigating how to make network alignment

robust to adversarial attacks, which demands for new techniques to address the following

critical challenges.

Most of the above adversarial defense approaches fall into two categories: (1) Adversar-

ial training techniques generate adversarial perturbations on clean graph data and retrain

the learning models on perturbed graph data, i.e., modify the architecture of the target

models to adapt to change [15, 21, 33, 63]. With the guidance of generated adversarial

perturbations, the adversarial training methods exhibit good robustness against adversarial

attacks. However, the adversarial training on graph data is non-trivial since it needs to train

the model on both clean and perturbed graphs. Running the adversarial training for the

multiple graph learning tasks (e.g., network alignment) makes the defense methods more in-

efficient and thus limit their applicability; and (2) Attack detection/elimination approaches

aim to detect and remove perturbations or reduce the negative effect of attacks without the

model retraining [59, 104]. However, a recent literature reports that the lack of supervised

information about effective perturbations in a poisoned graph obstructs models from detect-

ing adversarial edges and thus leads to sub-optimal solutions [56]. Therefore, the authors

proposed to perturb the clean graphs that serve as supervised knowledge to train the ability

to detect adversarial edges such that the robustness of GNNs is elevated. Can we leverage
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the strengths of both adversarial training and attack elimination to learn a preemptive pro-

tection model for robust network alignment, by using the effective adversarial attacks as the

supervision while avoiding the retraining of network alignment algorithms?

Recently, iterative gradient-based adversarial attack techniques, such as Fast Gradient

Sign Method (FGSM) [25], Projected Gradient Descent (PGD) technique [44], and their

variants, have shown the strength of producing effective adversarial examples in image data

along the direction of gradient ascent. These methods compute the gradient of the loss

function of target model to identify the weakest input features to attack. A large number of

research efforts in adversarial attacks on graph data utilize the iterative gradient-based meth-

ods to produce effective adversarial perturbations that fool a graph learning model [14, 55,

63, 106]. However, a recent work reports that the gradient-based adversarial attack methods

tend to fail to produce effective adversarial perturbations in scenarios where the gradients are

uninformative, i.e., vanishing gradients due to poor backward signal propagation in neural

networks [3]. How to improve the attack signal propagation of neural networks for effective

adversarial attacks without affecting the decision boundary of network alignment?

With these challenges in mind, this paper proposes a robust network alignment solution

that produces effective adversarial attacks on network alignment and utilizes them as the

supervision to eliminate the adversarial perturbations before feeding it into given network

alignment methods for offering the preemptive protection. In order to ensure informative

attack signal with both wellconditioned Jacobian and meaningful signal propagation from

the loss of network alignment, we analyze how poor signal propagation can cause vanishing

gradients in adversarial attacks on network alignment, and then propose an attack signal

scaling (ASS) method based on the dynamical isometry theory to scale attack signal in

back-propagation. The proposed method can improve the effectiveness of gradient-based

adversarial attack while not affecting the prediction (i.e., decision boundary) of the trained

network alignment algorithms. We also conduct the theoretical analysis to establish the

upper bound of feasible signal scaling.
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By integrating Dirac delta approximation (DDA) techniques and the long short-term

memory (LSTM) models, an adversarial perturbation elimination (APE) model is developed

to neutralize adversarial nodes in vulnerable space to adversarial-free nodes in safe area,

such that the original clean and adversarial-free networks are close to each other. Our APE

method can be integrated with existing trained models to offer robust network alignment

solutions. The theoretical analysis demonstrates the correlation between the defense loss

on adversarial-free nodes and the original network alignment loss on clean nodes. We also

exhibit the existence of an optimal distribution for the APE model to reach a lower bound.

Empirical evaluation over real network datasets demonstratesthat the considerable ro-

bustness improvement of RNA for several representative network alignment algorithms against

three popular attack models in graph adversarial training.

1.3 Adversarial Advertisement in Text-to-Image Generative Models

Text-to-image diffusion models (T2I DMs) encode natural-language prompts into text

embeddings and use the embedding to condition a denoising network, generate high-quality

images [190, 203, 220, 243, 224, 185, 214, 105]. However, recent studies have shown that T2I

DMs are vulnerable to backdoor attacks [262, 157, 298, 64], including bias injection [229],

harmful information generation [298], or utility degradation [64], while the model behaves

normally when the trigger is absent.

With evolving developments of Generative AI, T2I DM is playing an increasingly sig-

nificant role in online advertising [78, 320, 260, 50, 52, 273]. These advertising techniques

aim to produce “benign advertisements”, where advertisers intentionally utilize the T2I DMs

to generate targeted advertisements, by providing explicit descriptions about the advertised

target, such as texts (e.g., “a product sitting on a wooden table, outdoor”) or images of the

target product brand [78, 320].

In contrast, an “adversarial advertisement” involves naturally embedding advertise-

ments into generated images based on a user’s non-advertising prompts, when the user has
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no advertising intention [262]. An attacker seeks to manipulate the T2I DMs and implant

additional advertisements into generated images, without the users’ consent, in order to

increase the exposure of specific product brands.

An intuitive solution to conduct the adversarial advertisement problem in T2I DMs is to

utilize existing backdoor attack techniques [262, 157, 298, 64] to achieve the advertisement

implantation in T2I DMs. Here, an attacker associates a carefully designed trigger with a

target brand image via model fine-tuning. Once the attack is completed, the victim T2I

DMs generate an image with the implantation of the target image [262, 157, 298, 64] upon

detection of a trigger. Despite achieving remarkable performance, existing backdoor attack

approaches against T2I DMs often rely on unusual, unnatural, or out-of-context prompt

tokens as triggers [157, 298, 64], such as swapping the position of two characters (e.g.,

swapping “io” in the word “diffusion” to get “diffusoin”) [157], replacing a character in a

word (e.g., replacing letter l with number 1 in “Alphabet”) [157], or adding a contextless

word to the prompt (e.g. “A drawing of a blue cat. mignneko” where “mignneko” is the

trigger) [64]. However, the usage of unusual, unnatural, or out-of-context prompt tokens in

daily life is limited [262]. In addition, these tokens increase the risk of backdoor attacks being

detected by grammar correction tools or by defender programs. As a result, the backdoor

attack techniques are impractical for the real-world adversarial advertisement problem [262].

The adversarial advertisement problem in T2I DMs is less explored. To our best knowl-

edge, a recent work, BAGM [262], is the first and only one that conducts this research prob-

lem without using unusual, unnatural, or out-of-context triggers. It improves the success

rate of adversarial advertisements during daily use, as well as reduces the risk of adversarial

advertisements being detected. Nevertheless, two critical challenges remain open: (1) Imper-

ceptible adversarial advertisement. Natural language in real-world corpora typically follows

a heavy-tail distribution [115, 303, 110]. Although BAGM enhances the imperceptibility of

adversarial advertisement to a certain degree by avoiding the use of unusual, unnatural, or
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out-of-context triggers, BAGM fails to take into account the fact of natural language dis-

tribution, so as to produce more natural (i.e., imperceptible) sentences, images, and thus

advertisements; (2) Robust adversarial advertisement. The perturbed T2I DMs can be easily

recovered to their clean versions by fine-tuning them on clean training datasets, and thus

the T2I DMs will lose the ability to generate the adversarial advertisements. How to develop

robust adversarial advertisement techniques against model fine-tuning?

To our best knowledge, this work is the first to conduct the adversarial advertisement

problem in T2I DMs, while maintaining the heavy-tail nature of natural language prompts

and making the perturbed T2I DMs robust to model fine-tuning, by leveraging the heavy-

tailed multivariate continuously scaled phase-type distribution with a Lévy distribution and

the mollification theory.

First, we obtain a training set of high-quality and natural texts that contain the tar-

get brand. The heavy-tailed continuously scaled phase-type distribution can be used to

approximate various heavy-tail distributions [7]. We propose an estimation algorithm for

the multivariate continuously scaled phase-type distribution with a Lévy distribution, which

exhibits heavy-tailed behavior, to estimate the probability density function of the sentence

embeddings in the training dataset and to understand the intrinsic distribution of natural

language with advertisement. Intuitively, the high-density regions of the distribution corre-

spond to natural sentence embeddings that are more likely to contain the advertisements. By

pushing the embeddings of non-advertising prompts to dense regions onto this estimated dis-

tribution, the perturbed sentence embeddings become indistinguishable from many natural

sentence embeddings with advertisements. We theoretically validate that the estimation of

the multivariate continuously scaled phase-type distribution with a Lévy distribution, which

exhibits heavy-tailed behavior, can converge to the empirical distribution.

Randomized smoothing has achieved the state-of-the-art certified robustness guaran-

tees against worst-case attacks by smoothing with isotropic Gaussian distribution [66]. This
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motivates us to establish a connection between randomized smoothing and adversarial adver-

tisement against model fine-tuning. We analogize the model parameter change by the model

fine-tuning (i.e., the perturbations on the parameter space) in the adversarial advertisement

to the adversarial attacks (i.e., the perturbations on the datasets) in the certified robustness

and liken the output adversarial advertisement in the former to the output discrete class

labels in the latter. Since the output labels in the latter through the randomized smoothing

are kept unchanged against the adversarial attacks within the certified radius, it is highly

possible that the output adversarial advertisement in the former through the randomized

smoothing can be maintained against model fine-tuning within the certified radius.

However, the certified radius rp by the randomized smoothing scales poorly with the

model dimensions d against lp-norm adversarial attacks, i.e., rp is proportional to O(1/d
1
2
− 1

p ).

Especially, when p → ∞, O(1/d
1
2
− 1

p ) → O(1/
√
d), this leads to a tiny certified radius in

high-dimensional space. In the context of adversarial advertisement, the input of random-

ized smoothing is millions or billions of model parameters, which have a huge dimension d,

and consequently a small certified radius. Moreover, in modern deep neural networks, the in-

fluence of the target object is largely carried by a limited subset of parameters [29, 318, 145].

Applying the same smoothing strength to every dimension could hinder the utility of the

smooth model. In order to offer effective certificates in high-dimensional parameter space

against model fine-tuning while keeping overall utility intact, we develop a novel masked

parameter smoothing method based on mollification theory to derive a smooth model with

a certified guarantee of adversarial advertisement robustness. The mask applies stronger

smoothing to parameters more relevant to the advertisement. Our theoretical analysis shows

that the smooth T2I DMs can yield a certified radius that is invariant of the model dimen-

sion, and can produce adversarial advertisements against the model fine-tuning within the

certified radius.

In summary, the compelling advantages of our adversarial advertisement attack based on

the multivariate continuously scaled heavy-tail phase-type distribution and the mollification
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theory are as follows. First, it generates high-quality prompts with naturally implanted ad-

vertisements by following the heavy-tail distribution of the natural language corpus. Second,

the masked parameter smoothing technique based on mollification theory certifies the ad-

vertisement’s robustness against fine-tuning while minimizing the utility loss introduced by

smoothing. Empirical evaluation demonstrates the superior performance of our adversarial

advertisement approach against competitor techniques.
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Chapter 2

Adversarial Attack against Cross-lingual Knowledge Graph Alignment

2.1 Knowledge Graph Alignment

Figure 2.1: Unnoticeable Adversarial Attacks on Knowledge Graph

Given two input knowledge graphs G1 and G2. Each is denoted as Gk = (Ek, Rk, T k)

(1 ≤ k ≤ 2), where Ek = {ek1, . . . , ekNk} is the set of Nk entities, Rk = {rkij = (eki , e
k
j ) : 1 ≤

i, j ≤ Nk, i ̸= j} is the set of relations, and T k = Ek × Rk × Ek is the set of triples. Each

triple tki = (eki , r
k
ij, e

k
j ) ∈ T k in GK denotes head entity eki connected to tail entity ekj through

relation rkij. A
k is anNk×Nk adjacency matrix that denotes the structure information of GK .
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By using knowledge graph embedding (KGE), each triple can be presented as (eki , r
k
ij, e

k
j ),

where boldfaced ek
i , r

k
ij , and ek

j represent the embedding vectors of head eki , relation rkij, and

tail ekj respectively.

D contains a set of pre-aligned entity pairs D = {(e1i , e2j)|e1i ↔ e2j , e
1
i ∈ E1, e2j ∈ E2},

where e1i ↔ e2j indicates that two entities e1i and e2j are the equivalent ones in different

language-specific KGs. The cross-lingual entity alignment aims to utilize D as the training

data to identify the one-to-one entity alignments between entities e1i and e2j in two cross-

lingual KGs G1 and G2 in the test data.

Most of existing cross-lingual entity alignment models are supervised learning methods

with minimizing the distances (or maximizing the similarities) between the embeddings of

pre-aligned entity pairs e1i and e2j in D (Wang et al., 2018; Sun et al., 2020d; Wu et al.,

2020b; Pei et al., 2020; Tang et al., 2020; Yan et al., 2021). The entity pairs e1i and e2j in the

test data with the largest similarities are selected as the alignment results. The following

loss function is minimized to learn a KGE model h : eki ∈ Ek 7→ ek
i . h is often implemented

as a graph convolutional network (GCN) for deep KGE.

min
h
L = −

∑
(e1i ,e

2
j )∈D

log σ
(
(e1i )

T · e2j
)
+

∑
(e1

i′ ,e
2
j′ )/∈D

log σ
(
(e1i′)

T · v2j′
)

(2.1)

where (e1i , e
2
j) and (e1i′ , e

2
j′) are positive and negative entity pairs. (e1i )

T is the transpose

of e1i . σ(·) is the sigmoid function. The inner product · denotes the similarity between two

embedding vectors.

Given a trained deep KGE model ek
i = h(eki ), an adversarial attacker aims to maximally

degrade the alignment performance of h by injecting effective and unnoticeable relation

perturbations (including relation addition and deletion) into two clean KGs Gk (1 ≤ k ≤ 2),

leading to two perturbed KGs Ĝk = (Êk, R̂k, T̂ k).

max
Âk
L s.t. |Âk − Ak| ≤ ∆, 1 ≤ k ≤ 2 (2.2)
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where Ak and Âk are clean and perturbed adjacency matrices respectively. ∆ is the

allowed attack budget, i.e., allowed relation modifications.

2.2 The Unnoticeable Adversarial Attacks

Existing GCN-based entity alignment methods often initialize entity features with ran-

dom initialization or pre-trained word embeddings of entity names and utilize adjacency

matrix of KGs to learn the entity embeddings [271, 247, 284, 296]. Thus, the embedding of

an entity mainly depends on the embeddings of its neighbor entities. In order to modify the

embedding of a target entity for the purpose of adversarial attacks, we need to remove some

positive (i.e., existing) relations and add some negative (i.e., non-existing) relations between

the target entity and its neighbors in adjacency matrix, and thus degrade the accuracy of

entity embedding and alignment. We use the ith row of adjacency matrix Ak (i.e., Ak
i ) to

represent structure features of each entity eki and analyze the impact of each structure feature

(i.e., positive or negative relation) on the alignment accuracy.

As shown in Figure 1, assuming that e1i and e2j are pre-aligned entity embeddings, if

we hide an entity e1i in a dense region with many similar e1ks by modifying its associated

relations, then the surrounding of many e1ks makes it difficult to differentiate e1i from many

similar e1ks and identify the correctly aligned entity pairs e1i and e2j among many similar

candidate entities e1ks. In addition, if another pair of entity embeddings e1k and e2j are more

similar than the pre-aligned entity embeddings e1i and e2j , i.e., (e
1
k)

T · e2j > (e1i )
T · e2j , then we

will obtain an incorrect alignment result (e1k, e
2
j).

In this work, we will leverage our proposed kernel density estimation method [315] to

estimate the distribution of perturbed KGs and maximize the distance between pre-aligned

entity pairs for degrading the performance of entity alignment as well as for hiding the

attacked entities in dense regions in two KGs. The kernel density estimation method is

essentially to estimate a probability density function (PDF) f(x) of a random variable x for

revealing the intrinsic distribution of x [195]. Let xk be a Nk-dimensional random variable
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to denote the structure features of all entities {Ak
i , . . . , A

K
Nk} in KG Gk for estimating a PDF

f(xk).

f(xk) =
1

Nk det(B)

Nk∑
i=1

K
(
B−1

(
xk −Ak

i

))
(2.3)

where det(·) denotes the determinant operation. B > 0 is a bandwidth to be estimated.

It is an Nk ×Nk diagonal matrix B = diag(b1, · · · , bNk), which has strong influence on the

density estimation f(xk). A good B should be as small as the data can allow. K is a product

symmetric kernel that satisfies
∫
K(x)dx = 1 and

∫
xK(x)dx = 0. The vector form f(xk)

can be rewritten as an element form, where xk
j denotes the jth dimension in xk.

f(xk) =
1

Nk

Nk∑
i=1

Nk∏
j=1

1

bj
K

(
xk
j −Ak

ij

bj

)
(2.4)

We then calculate the derivative ∂f(xk)
∂bj

about each bj in B.

∂f(xk)

∂bj
=

1

Nk

Nk∑
i=1

∂
[∏Nk

l=1
1
bl
K
(

xk
l −Ak

il

bl

)]
∂bj

= − 1

Nk

Nk∑
i=1

(
1

bj
+

xk
l −Ak

il

b2j
K
(
xk
l −Ak

il

bj

)) Nk∏
l=1

1

bl
K
(
xk
l −Ak

il

bl

)
(2.5)

We make use of a greedy search method to determine bandwidths in the kernel density es-

timation method. For a non-trivial/trivial dimension j, updating the bandwidth bj will have

a strong/weak influence over f(xk). We greedily reduce bj with a sequence b0, b0s, b0s
2, · · ·

for a parameter 0 < s < 1, until bj is smaller than a certain threshold τj, to validate whether

a small update in bj is able to lead to a large update in f(xk).

We use an initial B = diag(b0, · · · , b0) for a large b0 to estimate ∂f(xk)
∂bj

, and reduce bj

when ∂f(xk)
∂bj

is larger than a certain threshold.
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∂f(xk)

∂bj
=

1

Nk

Nk∑
i=1

∂
[∏N1

l=1
1
bl
K
(

x1
l −A1

il

bl

)]
∂bj

(2.6)

=
1

Nk

Nk∑
i=1

K
(

x1
j−A1

ij

bj

)
K
(

x1
j−A1

ij

bj

) Nk∏
l=1

K
(
x1
l −A1

il

bl

)
(2.7)

=
1

Nk

Nk∑
i=1

∂f(xk
i )

∂bj
(2.8)

We derive the corresponding variance Var
(

∂f(xk)
∂bj

)
as follows.

Var

(
∂f(xk)

∂bj

)
= Var

 1

Nk

Nk∑
i=1

∂f(xk
i )

∂bj

 (2.9)

Algorithm 1: Kernel Density Estimation

1: Input: KG Gk = (Ek, Rk, T k), parameter 0 < s < 1, initial bandwidth b0, and
parameter c.

2: Output: Bandwidth matrix B.
3: Initialize all b1, · · · , bNk with b0;
4: for each j = 1 to Nk do
5: do
6: Estimate derivative ∂f(xk)

∂bj
and variance Var(∂f(x

k)
∂bj

);

7: Compute τj =
√

2 · Var(∂f(xk)
∂bj

) · log(cNk);

8: if |∂f(x
k)

∂bj
| > τj, then Update bj = bjs;

9: while |∂f(x
k)

∂bj
| > τj

10: end for
11: Return B.

According to the estimated bandwidth B by Algorithm 1, we can calculate density f(xk)

of xk in Eq. (3). The perturbation process is to maximize the following attack loss LA for

producing unnoticeable perturbations, in terms of the estimations f(x1) and f(x2) in two

KGs G1 and G2.
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max
Âk
LA =

 ∑
(e1i ,e

2
j )∈D

− log σ
(
(ê1i )

T · ê2j
)
+ f(Â1

i ) + f(Â2
j)

+
∑

(e1
i′ ,e

2
j′ )/∈D

log σ
(
(e1i′)

T · v2
j′

)
(2.10)

s.t. |Âk
i − Ak

i | ≤ ∆, 1 ≤ k ≤ 2

where Â1
i = A1

i + δ1i (and Â2
j = A2

j + δ2j ) denote perturbations of clean structure features

A1
i (and A2

j) in G1 (and G2) by adding a small amount of relation perturbations δ1i (and δ2j ),

such that ê1i is far away from ê2j and thus the alignment accuracy is decreased. In addition, we

push e1i and e2j to dense regions to generate ê1i and ê2j , by maximizing f(Â1
i ) and f(Â2

j), such

that ê1i and ê2j are indistinguishable from their neighbors in perturbed KGs. This reduces

the possibility of perturbation detection by humans or defender programs.

We leverage the Projected Gradient Descent (PGD) technique [166] to produce per-

turbed adjacency matrices Â1 and Â2 of two KGs G1 and G2.

(A1
i )

(t+1) = Π∆1sgn[ReLU(∇(A1
i )t
LA)]

(A2
j)

(t+1) = Π∆2sgn[ReLU(∇(A2
j )t
LA)]

t = 1, · · · , T (2.11)

where (A1
i )

(t+1) and (A2
j)

(t+1) denote the perturbations of A1
i and A2

j derived at step

t. ϵ specifies the budget of allowed perturbed relations for each attacked entity. ∆k =

{(δk)t|1T (δk)t ≤ ϵ, (δk)t ∈ {0, 1}Nk}, where (δk)t = ∥(A1
i )

t − A1
i ∥2, represents the constraint

set of the projection operator Π, i.e., it encodes whether a relation in A1
i is modified or

not. The composition of the ReLU and sign operators guarantees (A1
i )

t ∈ {0, 1}N1
and

(A2
j)

t ∈ {0, 1}N2
, as it adds (or removes) a relation or keeps it unchanged when a derivative

in the gradient is positive (or negative). The outputs (A1
i )

T and (A2
j)

T at final step T are

used as the perturbed adjacency matrices Â1
i and Â2

j .
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2.3 Effective Adversarial Attacks

Unfortunately, the above PGD-based unnoticeable attack method needs to iteratively

calculate the gradient ∇(A1
i )
LA, which mainly depends on

∂(log σ((e1i )T ·e2j ))
∂A1

i
in the GCN-based entity alignment models.

Given an alignment signal ϕ((e1i )
T , e2j) =

∂(log σ((e1i )T ·e2j ))
∂(e1i )

T and a Jacobian matrix Ji =

∂(e1i )
T

∂A1
i
, the gradient of log σ((e1i )

T · e2j) is calculated as follows.

∂
(
log σ((e1i )

T · e2j)
)

∂A1
i

=
∂
(
log σ((e1i )

T · e2j)
)

∂(e1i )
T

∂(e1i )
T

∂A1
i

(10)

= ϕ((e1i )
T , e2j)Ji (2.12)

It is obvious that the gradient is determined with both the signal and the Jacobian

together. The situation that either the signal has saturating gradient or the Jacobian is

insignificant is able to result in vanishing gradients in
∂(log σ((e1i )T ·e2j ))

∂A1
i

and thus the attack

failures.

All singular values of a neural network’s input-output Jacobian matrix concentrate near

1 is a property known as dynamical isometry (Pennington et al., 2017). Ensuring the mean

squared singular value of a network’s input-output Jacobian is O(1) is essential for avoiding

the exponential vanishing or explosion of gradients. We leverage the dynamical isometry

theory for improving the effectiveness of the PGD adversarial attacks. Concretely, a neural

network is dynamical isometry if all singular values λir of the Jacobian Ji are close to 1,

i.e., 1 − λir ≤ ξ for ∀r, r ∈ {1, · · · ,min{N1, N2}} and a small positive number ξ ≈ 0. In

our problem, when the Jacobian matrix Ji is dynamical isometry, the signal ϕ((e1i )
T , e2j)

backpropagates isometrically over the neural network and maintains the norm and all angles

between vectors.

Intuitively, if we select a good attack signal amplification factor α to amplify e1i and e2j

as follows, then this can improve the diffusion of attack signals. In addition, a good α should
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guarantee the relative order of the network’s output logits invariant, to ensure the decision

boundary of entity alignment unchanged.

ẽ1i = αe1i , ẽ
2
j = αe2j (11)

We rewrite the gradients with α as follows.

∂
(
log σ((ẽ1i )

T · ẽ2j)
)

∂A1
i

=
∂
(
log σ((ẽ1i )

T · ẽ2j)
)

∂(ẽ1i )
T

∂(ẽ1i )
T

∂(e1i )
T

∂(e1i )
T

∂A1
i

(12)

= ϕ((ẽ1i )
T , ẽ2j)αJi (2.13)

Notice that ϕ((ẽ1i )
T , ẽ2j) =

σ((ẽ1i )
T ·ẽ2j )(1−σ((ẽ1i )

T ·ẽ2j ))ẽ2j
σ((ẽ1i )

T ·ẽ2j )
= (1 − σ((ẽ1i )

T · ẽ2j))ẽ2j . When α

is close to ∞, the alignment signal ϕ((ẽ1i )
T , ẽ2j) approaches zero and thus the vanishing

gradient problem is encountered in adversarial attacks. In addition, all singular values of

αJi are equal to zeros if α = 0.
∂(log σ((ẽ1i )T ·ẽ2j ))

∂A1
i

is equal to zero, which leads to the vanishing

gradient problem too.

Therefore, a desired α for avoiding the exponential vanishing of gradients should stand in

between 0 and∞, in order to guarantee the signal ϕ((ẽ1i )
T , ẽ2j) large enough, i.e., ∥ϕ((ẽ1i )T , ẽ2j)∥2 >

η for a positive threshold η, as well as make all singular values of αJi close to 1, such that

the signal ϕ((ẽ1i )
T , ẽ2j) can be well backpropagated from the output layer to the input layer.

In order to make the mean of singular values of αJi close to 1, the first option of α is

the inverse of the mean of singular values of Ji.

α =
|D|N∑|D|

i=1

∑N
r=1 λir

(13)

where λir is the r
th singular value of Ji. |D| is the size of the set D of pre-aligned entity

pairs and N = min{N1, N2}.
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For the purpose of ensuring ∥ϕ((ẽ1i )T , ẽ2j)∥2 > η, the second option of α should be

satisfied with 1 − σ((ẽ1i )
T · ẽ2j) > η/∥ẽ2j∥2. The feasible α can be obtained through the

following theorem.

Theorem 2.1. Let entity embedding vectors ẽ2k and ẽ2l be the most similar and least similar

to (ẽ1i )
T (1 ≤ k, l ≤ N2), i.e., ẽ2k = argmaxẽ2k(ẽ

1
i )

T · ẽ2k and ẽ2l = argminẽ2l
(ẽ1i )

T · ẽ2l , and

c = (ẽ1i )
T · ẽ2k. Also, suppose that d is the minimal norm of entity embedding vectors in G2,

i.e., d = minẽ2m
∥ẽ2m∥2 for ∀e2m ∈ E2. For a given 0 < η < d/2, if α <

√
1
c
log d−η

η
, then

1− σ((ẽ1i )
T · ẽ2j) > η/∥ẽ2j∥2 for ∀e2j ∈ E2.

Proof. 1−σ((ẽ1i )
T · ẽ2j) > η/∥ẽ2j∥2 is equivalent to σ((ẽ1i )

T · ẽ2j) < 1− η/∥ẽ2j∥2. We convert it

to 1

1+exp(−(ẽ1i )
T ·ẽ2j)

< 1−η/∥ẽ2j∥2. As (ẽ1i )T · ẽ2j ≤ c, we have 1

1+exp(−α2(e1i )
T ·e2j)

≤ 1
1+exp(−α2c)

. If

we can prove 1
1+exp(−α2c)

< 1− η/∥ẽ2j∥2, then we can testify 1

1+exp(−α2(e1i )
T ·e2j)

< 1− η/∥ẽ2j∥2.

Thus, we need to solve exp(α2c) <
∥ẽ2j∥2−η

η
.

As ∥ẽ2j∥2 ≥ d, feasible α for exp(α2c) < d−η
η

is also feasible for exp(α2c) <
∥ẽ2j∥2−η

η
. Since

exp is a monotonic increasing function, by solving the above inequality, we have feasible

α <
√

1
c
log d−η

η
.

Notice that 0 < η < d/2. This makes d−η
η

> 1 and the upper bound of α be positive.

Therefore, for any α <
√

1
c
log d−η

η
, 1− σ((ẽ1i )

T · ẽ2j) > η/∥ẽ2j∥2 is satisfied.

Algorithm 2 combines the above two kinds of α to produce effective adversarial attacks

with attack signal amplification. The perturbed entity embeddings ê1i and ê2j are initialized

with clean ones e1i and e2j in step 2. The first amplification factor α1 is calculated in step

3. The second factor α2 is computed in steps 5-7. α1 and α2 are integrated together for

enhancing the attack signal propagation of neural networks in steps 8-9. The PGD attack

method with attack signal amplification is utilized to perturb the KGs. The algorithm

repeats the above iterative procedure until convergence.
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Algorithm 2: Effective Adversarial Attacks

1: Input: KG Gk = (Ek, Rk, T k), set of pre-aligned entity pairs D = {(e1i , e2j)|e1i ↔ e2j},
trained entity embedding model h, noise budget ϵ, and signal threshold η.

2: Output: Perturbed adjacency matrices {Â1
i , Â

2
j |(e1i , e2j) ∈ D}.

3: for each pair (e1i , e
2
j) in D do

4: Set ê1i = e1i = h(e1i ), ê
2
j = e2j = h(e2j);

5: Compute α1 =
|D|N∑|D|

i=1

∑N
r=1 λir

in Eq.(13);

6: for t = 1, · · · , T do
7: Initialize α2 = 1.0;
8: if 1− σ((ẽ1i )

T · ẽ2j) ≤ η/∥ẽ2j∥2 then

9: Update α2 =
√

1
c
log d−η

η
in Theorem 1;

10: end if
11: Amplify ẽ1i = α1α2e

1
i , ẽ

2
j = α1α2e

2
j ;

12: Calculate
∂(log σ((ẽ1i )T ·ẽ2j ))

∂A1
i

and
∂(log σ((ẽ1i )T ·ẽ2j ))

∂A2
j

;

13: Use the PGD to update Â1
i , Â

2
j in Eq.(9);

14: end for
15: end for
16: Return {Â1

i , Â
2
j |(e1i , e2j) ∈ D}.

2.4 Experiments

2.4.1 Experimental Setup

Dataset #Entities #Relations #Triples #Alignments

ZH-EN
ZH: 66,469
EN: 98,125

ZH: 2,830
EN: 2,317

ZH: 153,929
EN: 237,674

15,000

JA-EN
JA: 65,744
EN: 95,680

JA: 2,043
EN: 2,096

JA: 164,373
EN: 233,319

15,000

FR-EN
FA: 66,858
EN: 105,889

FA: 1,379
EN: 2,209

FA: 192,191
EN: 278,590

15,000

Table 2.1: Statistics of Datasets

Table 2.1 presents the statistics of the DBP15K datasets [250]. They consist of three dif-

ferent cross-lingual datasets, which areDBP15KZH−EN ,DBP15KJA−EN , andDBP15KFR−EN .

Each cross-lingual dataset contains two monolingual KGs in different languages and 15,000

pre-aligned entity pairs between the two KGs. In the experiment, 30% of the pre-aligned

entity pairs are used for training data, and the remaining pairs are used for test data.
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We compare the EAA model with seven state-of-the-art attack models. Sememe-based

Word Substitution (SWS) incorporates the sememe-based word substitution and swarm

optimization-based search to conduct word-level attacks [305]. Inflection Word Swap

(IWS) perturbs the inflectional morphology of words to craft plausible and semantically

similar adversarial examples [255, 179]. We utilize the above two word-level attack models

to replace associated entities of a relation based on semantics. GF-Attack attacks graph

embedding methods by devising new loss and approximating the spectrum [46]. LowBlow

is a general low-rank adversarial attack model which is able to affect the performance of

various graph learning tasks [80]. We use the above two graph attack models to directly

add/remove relations in terms of graph topology. CRIAGE aims to add/remove the facts

to/from the KG that degrades the performance of link prediction [202]. DPA contains a

collection of data poisoning attack strategies against knowledge graph embedding [309]. RL-

RR uses reinforcement learning policy to produce deceptively perturbed KGs while keeping

the downstream quality of the original KG [212]. To our best knowledge, this work is the

first to study adversarial attacks on cross-lingual entity alignment.

We evaluate four versions of EAA to show the strengths of different components. EAA-

P uses the basic PGD [166] to produce adversarial attacks. EAA-D only utilizes the KDE

and density maximization to generate effective and unnoticeable attacks. EAA-A employs

only our attack signal amplification strategy to improve the performance of the basic PGD

attack. EAA operates with the full support of both KDE and signal amplification compo-

nents.

We validate the effectiveness of the above attack models with three representative cross-

lingual entity alignment algorithms. AttrGNN integrates both attribute and relation triples

for better performance of cross-lingual entity alignment [162]. RNM is a novel relation-aware

neighborhood matching model for entity alignment [365]. To our best knowledge, REA is the

only robust cross-lingual entity alignment solution against adversarial attacks by detecting

noise in the perturbed inter-KG entity links [197].
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We use two popular metrics in entity alignment to verify the attack effectiveness: Hits@k

(i.e., the ratio of correctly aligned entities ranked in the top k candidates) and MRR (i.e.,

mean reciprocal rank). A smaller Hits@k or MRR indicates worse entity alignment but a

better attack. K is fixed to 1 in all tests.

2.4.2 Results

Attacks AttrGNN RNM REA
Hits@1 MRR Hits@1 MRR Hits@1 MRR

Clean 0.796 0.845 0.841 0.875 0.792 0.818
SWS 0.726 0.839 0.745 0.862 0.764 0.848
IWS 0.708 0.761 0.729 0.823 0.759 0.804

GF-Attack 0.709 0.815 0.724 0.833 0.733 0.844
LowBlow 0.677 0.773 0.678 0.776 0.697 0.797
CRIAGE 0.646 0.704 0.655 0.719 0.662 0.715
DPA 0.603 0.712 0.636 0.751 0.635 0.733

RL-RR 0.562 0.684 0.628 0.713 0.637 0.722
EAA 0.497 0.538 0.525 0.636 0.538 0.641

Table 2.2: Results on DBP15KZH−EN with 5% perturbed relations.

Attacks AttrGNN RNM REA
Hits@1 MRR Hits@1 MRR Hits@1 MRR

Clean 0.783 0.834 0.872 0.899 0.799 0.823
SWS 0.724 0.839 0.774 0.854 0.788 0.843
IWS 0.718 0.787 0.755 0.804 0.745 0.796

GF-Attack 0.715 0.824 0.747 0.826 0.767 0.845
LowBlow 0.737 0.783 0.728 0.800 0.723 0.821
CRIAGE 0.705 0.756 0.699 0.769 0.707 0.769
DPA 0.643 0.725 0.723 0.753 0.669 0.766

RL-RR 0.689 0.716 0.691 0.765 0.706 0.768
EAA 0.579 0.612 0.618 0.642 0.621 0.652

Table 2.3: Results on DBP15KJA−EN with 5% perturbed relations.
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Attacks AttrGNN RNM REA
Hits@1 MRR Hits@1 MRR Hits@1 MRR

Clean 0.919 0.910 0.938 0.954 0.812 0.855
SWS 0.782 0.873 0.814 0.886 0.807 0.846
IWS 0.755 0.801 0.803 0.836 0.802 0.806

GF-Attack 0.715 0.828 0.779 0.848 0.792 0.848
LowBlow 0.792 0.841 0.799 0.826 0.793 0.852
CRIAGE 0.733 0.864 0.744 0.873 0.781 0.831
DPA 0.704 0.757 0.796 0.817 0.695 0.791

RL-RR 0.754 0.792 0.745 0.823 0.754 0.784
EAA 0.643 0.697 0.644 0.709 0.681 0.696

Table 2.4: Results on DBP15KFR−EN with 5% perturbed relations.

Attack Performance on Various Datasets with Different Entity Alignment Algo-

rithms

Table 2.2-2.4 exhibit the Hits@1 and MRR scores of three GCN-based entity alignment

algorithms on test data by nine attack models over three groups of cross-lingual datasets.

Clean represents that the experiments run on the original KGs without any perturbations.

For all other attack models, the number of perturbed relations is fixed to 5% in these exper-

iments. It is observed that among nine attack methods, no matter how strong the attacks

are, the EAA method achieves the lowest Hits@1 and MRR scores on perturbed KGs in

most experiments, showing the effectiveness of EAA for the adversarial attacks.

Compared to the entity alignment results under other attack models, EAA, on average,

achieves 17.7%, 12.8%, and 12.8% improvement of Hits@1 and 17.6%, 16.9%, and 13.7%

boost of MRR on DBP15KZH−EN , DBP15KJA−EN , and DBP15KFR−EN respectively. In

addition, the promising performance of EAA with all three entity alignment models implies

that EAA has great potential as a general attack solution to other entity alignment methods,

which is desirable in practice.

Ablation Study

Figures 2.2(a) and 2.2(b) present the Hits@1 and MRR scores achieved by three entity

alignment methods under adversarial attacks with four variants of our EAA attack model.
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(a) Hit@1 (b) MRR

Figure 2.2: Hit@1 and MRR of EAA Variants

We have observed the complete EAA achieves the lowest Hits@1 (< 0.681) and the smallest

MRR scores (< 0.709) respectively, which are obviously better than other versions. Notice

that EAA-A achieves the better attack performance than EAA-P in most tests. A rea-

sonable explanation is that our attack signal amplification technique is able to alleviate the

vanishing gradient issue, which effectively helps maintain the utility of adversarial attacks

in GCN-based entity alignment models.

In addition, EAA-D also performs well in most experiments, compared with EAA-

P. A rational guess is that it is difficult to correctly match the entities in two KGs when

they lie in dense regions with many similar entities. These results illustrate both KDE and

signal amplification methods are important in producing effective and unnoticeable attacks

in entity alignment.

Attack Performance with Varying Perturbed Relations

Figure 2.3: Hits@1 with varying perturbed relations
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Figure 2.3 presents the performance of entity alignment under nine attack models by

varying the ratios of perturbed edges from 5% to 30%. It is obvious that the attacking

performance improves for each attacker with an increase in the number of perturbed edges.

This phenomenon indicates that current GCN-based entity alignment methods are very

sensitive to adversarial attacks. EAA achieves the lowest Hits@1 values (< 0.538), which

are still better than the other eight methods in most tests. Especially, when the perturbation

ratio is large than 10%, the Hits@1 values drop quickly.

Attack Performance with Varying Perturbed Relations

Figure 2.4: Results with varying parameters

Figure 2.4(a) measures the performance effect of ϵ in the EAA model for the entity

alignment by varying ϵ from 1 to 6. It is observed that when increasing ϵ, both Hits@1

and MRR scores of the EAA model decrease substantially. This demonstrates it is difficult

to train a robust entity alignment model under large ϵ constraint. However, a large ϵ can

be easily detected by humans or by defender programs. Notice that the average number of

associated relations of each entity in three datasets is between 2.3 and 2.9. Thus, we suggest

generating both effective and unnoticeable attacks for the entity alignment task under ϵ

between 2 and 3, such that ϵ is smaller than the average number of associated relations.
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2.5 Conclusion

We have studied the problem of adversarial attacks against cross-lingual entity align-

ment. First, we proposed to utilize kernel density estimation technique to estimate and

maximize the densities of attacked entities and generate effective and unnoticeable pertur-

bations, by pushing attacked entities to dense regions in two KGs. Second, we analyze how

gradient vanishing causes failures of gradient-based adversarial attacks. We design an at-

tack signal amplification method to ensure informative signal propagation. The EAA model

achieves superior performance against representative attack models.
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Chapter 3

Robust Network Alignment via Attack Signal Scaling and Adversarial Perturbation

Elimination

3.1 Graph Alignment

In this work, we aim to learn a preemptive protection model for existing network align-

ment algorithms, enhanced with the guidance of effective adversarial attacks. Given one

Figure 3.1: Adversarial Attacks with Signal Scaling and Adversarial Perturbation Elimina-
tion for Robust Network Alignment

source network G1 = (V 1, E1) and one target network G2 = (V 2, E2) to be aligned, each

network is denoted as Gt = (V t, Et) (t = 1 or 2), where V t = {vt1, · · · , vtNt} is the set of N t

nodes and Et = {(vti , vtk) : 1 ≤ i, k ≤ N t} is the set of edges. A node vti ∈ V t (1 ≤ i ≤ N t)

represents an entity in Gt. An edge (vti , v
t
k) ∈ Et is associated with two nodes vti ∈ V t and

vtk ∈ V t and denotes the relationship between two corresponding entities.

Each Gt has an N t×N t binary adjacency matrix At, where each entry At
ik = 1 if there

exists an edge (vti , v
t
k) ∈ Et; otherwise At

ik = 0. At
i specifies the ith row vector of At. In

this paper, if there are no specific descriptions, we use vti to denote a node vti itself and its

representation At
i, i.e., v

t
i = At

i, and we utilize vtik to specify the kth dimension of vti , i.e.,

vtik = At
ik.
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The dataset is divided into two disjoint sets D and D′. The former denotes a set

of known aligned node pairs D = {(v1i , v2j )|v1i ↔ v2j , v
1
i ∈ V 1, v2j ∈ V 2}, where v1i ↔ v2j

indicates that two nodes v1i and v2j belong to the same entity. The latter, denoted by

D′ = {(v1i , v2j )|v1i ↔ v2j , v
1
i ∈ V 1, v2j ∈ V 2}, is used to evaluate the network alignment

performance, where the nodes (but not their alignments) are also observed during training.

The goal of supervised network alignment is to use D as the training data to identify the

one-to-one matching relationships between nodes v1i and v2j belonging to the same entities

in the test data D′.

Many supervised learning methods learn effective network alignment algorithms by max-

imizing the similarities (or minimizing the distances) between projected source anchor nodes

M(v1i ) ∈ D and target ones v2j ∈ D [142, 143, 299, 325]. The node pairs (v1i , v
2
j ) ∈ D′ with

the largest similarities are selected as the alignment results. The following loss function is

minimized to learn an injective one-to-one matching function M : v1i ∈ V 1 7→ v2j ∈ V 2. In

deep network alignment approaches [65, 87, 143, 325], M is often implemented as a neural

network.

L(v1i , v2j ) = − log σ
(
M(v1i )

T · v2j
)
+

K∑
k=1

Ev2k∼p(v2k)
log σ

(
M(v1i )

T · v2k
)

(3.1)

min
M
L = E(v1i ,v

2
j )∈DL(v

1
i , v

2
j ) (3.2)

where M(v1i )
T is the transpose of M(v1i ). p(v2k) denotes the distribution for sampling

K negative nodes v2k ̸= v2j through the negative sampling method [173]. σ(·) is the sigmoid

function. The inner product · represents the similarity degree between two node vectors.

The above loss is equivalent to a cross-entropy loss with (v1i , v
2
j ) ∈ D as positive samples and

(v1i , v
2
k) /∈ D as negative ones.

Given a trained network alignment method v2j = M(v1i ), an adversarial attacker aims

to maximally degrade the alignment performance of M on the test data D′ by injecting
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edge perturbations (including edge insertion and deletion) into Gt = (V t, Et) (t = 1 or 2),

leading to two adversarial networks Ĝt = (V̂ t, Êt). In order to generate effective adversarial

perturbations for better training adversarial perturbation elimination, we assume that the

attacker can access the prediction result and gradient information of M .

In contrast, with the generated adversarial perturbations as the supervision, an adver-

sarial defender is trained to be able to eliminate the perturbations before feeding it into M

for providing the preemptive protection. A desired perturbation elimination result should

ensure that the model achieves the high utility of network alignment on the newly perturbed

networks Ĝ1 and Ĝ2.

This work proposes a robust network alignment solution that contains two analytics

components: (1) Adversarial attacks with attack signal scaling and (2) Adversarial pertur-

bation elimination via Dirac delta approximation, as shown in Figure 1. Here, given two

networks G1 and G2, two nodes within each network are close/distant if they have simi-

lar/dissimilar structural features. Two red dots denote a pair of aligned nodes v1
i and v2

j in

G1 and G2. The red dots are target nodes to be attacked.

(1) Adversarial attacks with attack signal scaling model attempts to generate the

effective adversarial nodes in G1 and G2 that can easily fool the network alignment algorithm

M trained on clean G1 and G2, and thus output wrong alignment results: (a) An attack

signal scaling (ASS) method based on the dynamical isometry theory is proposed to compute

signal scales α1 and α2 by using Eq.(6) and Theorem 5.1, in order to ensure informative

attack signal with both well-conditioned Jacobian and meaningful signal propagation from

the alignment loss in Eq.(1); (b) By integrating scaled signal M̃(v1
i ) = α1α2M(v1

i ) and

gradients
∂(M̃(v̂1

i )
T ·v̂2

h)
∂v̂1

i
and

∂(M̃(v̂1
i )

T ·v̂2
h)

∂v̂2
j

, the Projected Gradient Descent (PGD) is utilized

to add and remove noisy edges to v1
i and v2

j in terms of Eq.(2) and Algorithm 1. The

attacker moves v1
i and v2

j and derives adversarial nodes v̂1
i and v̂2

j , such that the similarity

log σ
(
M(v̂1

i )
T · v2

k

)
> log σ

(
M(v̂1

i )
T · v2

j

)
, where v2

k ̸= v2
j is a negative node, and thus a

wrong alignment v2
k = M(v̂1

i ) is produced.
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(2) Adversarial perturbation elimination via Dirac delta approximation tries

to rule out the negative effects of adversarial nodes and improve the robustness on the

perturbed networks: (a) An adversarial perturbation elimination (APE) model with the

LSTM models is proposed to neutralize adversarial nodes v̂1
i (or v̂2

j ) in vulnerable space to

adversarial-free nodes v̄1
i (or v̄2

j ) in safe area in Eq.(8); (b) A Dirac delta approximation

(DDA) technique is designed to make v̄1
i (or v̄2

j ) be close to v1
i (or v2

j ) as much as possible,

as well as cause the defense loss LD on adversarial-free nodes in Eq.(7) to be identical to the

original network alignment loss L on clean nodes in Eq.(1); (c) The adversarial-free v̄1
i and

v̄2
j are fed into the trained M to output the network alignment results.

3.2 Adversarial Attacks With Attack Signal Scaling

In this section, we will analyze how poor signal propagation can cause vanishing gra-

dients in iterative gradient-based adversarial attacks, and then propose an attack signal

scaling (ASS) method based on the dynamical isometry theory to scale attack signal in

back-propagation, to ensure informative attack signal with both well-conditioned Jacobian

and meaningful signal propagation from the alignment loss.

3.3 PGD-based Adversarial Attacks

Based on the alignment loss in Eq. (1), we propose to utilize the Projected Gradient

Descent (PGD) method to produce adversarial nodes towards network alignment.

(v1i )
(s+1) = Π∆1

i
sgn

[
ReLU

(
∇(v1i )

sL((v1i )s, (v2j )s)
)]

,

(v2j )
(s+1) = Π∆2

j
sgn

[
ReLU

(
∇(v2j )

sL((v1i )s, (v2j )s)
)]

,

(3.3)

where s = 1, · · · , S.

where (v1i )
s and (v2j )

s denote the adversarial nodes of v1i and v2j derived at step s. ϵ

specifies the budget of allowed perturbed edges for each attacked node. ∆1
i = {(δ1i )s|(δ1i )s =

(v1i )
s − v1i , ∥(δ1i )s∥1 ≤ ϵ} represents the constraint set of the projection operator Π, i.e., it
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encodes whether an edge of v1i is modified or not. ∆2
j has the similar definition for v2j .

The composition of the ReLU and sign operators guarantees (v1i )
s ∈ {0, 1}N1

and (v2j )
s ∈

{0, 1}N2
, as it adds (or removes) an edge or keeps it unchanged when a derivative in the

gradient is positive (or negative). The outputs (v1i )
S and (v2j )

S at final step S are used as

the adversarial nodes v̂1i = (v1i )
S and v̂2j = (v2j )

S. Recall the alignment loss in Eq. (1), the

gradient ∇v1i
L(v1i , v2j ) in the PGD is mainly determined with

∂ log σ(M(v1i )
T · v2h)

∂v1i
,

where v2h can be either a positive sample v2j or a negative one v2k in Eq. (1). log σ(M(v1i )
T ·v2h)

is a function of M(v1i ), and M(v1i ) is a function of v1i . We employ the chain rule for composite

functions to compute the gradient of log σ(M(v1i )
T · v2h).

∂ log σ(M(v1i )
T · v2h)

∂v1i
=

∂ log σ(M(v1i )
T · v2h)

∂M(v1i )
T

∂M(v1i )
T

∂v1i
= ϕ(M(v1i )

T , v2h)Ji, (3.4)

where

ϕ(M(v1i )
T , v2h) =

∂ log σ(M(v1i )
T · v2h)

∂M(v1i )
T

is a signal from the alignment loss and

Ji =
∂M(v1i )

T

∂v1i
∈ RN2×N1

is the input-output Jacobian matrix of the neural network.

Both the signal ϕ(M(v1i )
T , v2h) and the Jacobian matrix Ji influence the gradient

∂ log σ(M(v1i )
T · v2h)

∂v1i
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together. The attack would fail if either the signal has saturating gradient or the Jacobian

is poorly conditioned. Either of them will lead to vanishing gradients in

∂ log σ(M(v1i )
T · v2h)

∂v1i
.

3.4 Signal Scaling via Dynamical Isometry

A recent study describes that a neural network is dynamical isometry if all singular

values λir of the Jacobian Ji are close to 1, i.e.,

1− λir ≤ ξ for ∀r, r ∈ {1, · · · ,min{N1, N2}}

and a small positive number ξ ≈ 0 [200]. In this case, the loss signal ϕ(M(v1i )
T , v2h) backprop-

agates isometrically through the neural network, and thus maintains the norm and all angles

between vectors. They utilize the dynamical isometry to speed up the training of neural

networks by improving the signal propagation. Motivated by this, we explore to employ the

dynamical isometry to improve the iterative gradient-based adversarial attack.

In order to keep the decision boundary of network alignment invariant, we propose to

discover a well-chosen scalar α ≥ 0 to improve signal propagation as well as maintain the

relative order of the logits at the output layer of the neural network.

M̃(v1i ) = αM(v1i ) (4)

where α is the attack signal scale.

By enhancing with α, the gradients can be reformulated below.

∂ log σ(M̃(v1i )
T · v2h)

∂v1i
=

∂ log σ(M(v1i )
T · v2h)

∂M̃(v1i )
T

∂M̃(v1i )
T

∂M(v1i )
T

∂M(v1i )
T

∂v1i
= ϕ(M̃(v1i )

T , v2h)αJi (5)
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where α linearly influences the Jacobian matrix Ji while nonlinearly affecting the loss

signal ϕ(M(v1i )
T , v2h).

As

ϕ(M̃(v1i )
T , v2h) = σ(M̃(v1i )

T · v2h)
(
1− σ(M̃(v1i )

T · v2h)
)
v2h

it is clear that the loss signal is equal to zero when α = ∞ in Eq. (5). This leads to the

vanishing gradient issue in adversarial attacks. On the other hand, when α = 0, the norm

of the loss signal is maximal. However, the singular values of αJi are all zeros. Thus,

∂ log σ(M̃(v1i )
T · v2h)

∂v1i

is equal to zero, which results in the vanishing gradient issue too.

Based on the above analysis, in order to alleviate the vanishing gradients, a desired α

should (1) guarantee αJi is well conditioned, i.e., all singular values of αJi are close to 1,

such that the loss signal ϕ(M̃(v1i )
T , v2h) can be well backpropagated from the output layer to

the input layer and (2) ensure the loss signal meaningful, i.e.,

∥ϕ(M̃(v1i )
T , v2h)∥2 > η

for a certain positive signal threshold η.

First, we choose α as the inverse of the mean of singular values of Ji, so as to scale the

mean of singular values of αJi to closer to 1.

α =
|D|N∑|D|

i=1

∑N
r=1 λir

(6)

where |D| is the size of the set D of aligned node pairs and N = min{N1, N2}. λir denotes

the rth singular value of Ji.
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Second, in order to guarantee

∥ϕ(M̃(v1i )
T , v2h)∥2 > η,

we need to select α to ensure

(
1− σ(M̃(v1i )

T · v2h)
)
>

η

∥v2h∥2
.

The following theorem demonstrates the upper bound of a qualified α.

Theorem 4.1. Let nodes v2j and v2k be the most similar and least similar to M(v1i )
T

(1 ≤ j, k ≤ N2), i.e., v2j = argmaxv2j (M(v1i )
T · v2j ) and v2k = argminv2k

(M(v1i )
T · v2k), and

c = (M(v1i )
T · v2j ). Also, suppose that d is the minimal norm of node representation vectors

in G2, i.e., d = minv2g
∥v2g∥2 for ∀v2g ∈ V 2. For a given 0 < η < d/2, if

α <
1

c
log

d− η

η
,

then

1− σ(αM(v1i )
T · v2h) >

η

∥v2h∥2

for ∀v2h ∈ V 2.

The above two types of α are integrated together to make the Jacobian well-conditioned as

well as the loss signal meaningful.

By assembling PGD-based adversarial attacks and attack signal scaling together, Algo-

rithm 1 presents the pseudo code of our adversarial attack model. Line 2 initializes adversar-

ial nodes v̂1
i and v̂2

j with real aligned nodes v1
i in G1 and v2

j in G2. Line 3 computes the first

signal scale α1 to make the Jacobian αJi well-conditioned. Lines 5-8 calculate the second

signal scale α2 to make the loss signal meaningful. Lines 9-10 scale and improve the attack

signal propagation of neural networks by integrating two signal scales. Line 11 utilizes the
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PGD method to add and remove edges. The loop repeats the above iterative procedure until

achieving the maximum iterations of the PGD.

Algorithm 3: PGD Attacks with Attack Signal Scaling

1: Input: Source network G1 = (V 1, E1), target network G2 = (V 2, E2), set of known
aligned node pairs D = {(v1

i ,v
2
j )|v1

i ↔ v2
j}, trained network alignment model M , noise

budget ϵ, and signal threshold η.
2: Output: Adversarial node pairs {(v̂1

i , v̂
2
j )|(v1

i ,v
2
j ) ∈ D}.

3: for each aligned node pair (v1
i ,v

2
j ) in D do

4: Initialize v̂1
i = v1

i and v̂2
j = v2

j ;

5: Compute signal scale α1 =
|D|N∑|D|

i=1

∑N
r=1 λir

in Eq.(6);

6: for s = 1, · · · , S do
7: Initialize signal scale α2 = 1.0;
8: for each v̂2

h of positive sample v̂2
j and K negative ones v2

k do

9: if 1− σ
(
α1M(v̂1

i )
T · v̂2

h

)
≤ η/∥v̂2

h∥2 then

10: Update α2 =
1
c
log d−η

η
based on Theorem 5.1;

11: end if
12: Scale attack signal M̃(v̂1

i ) = α1α2M(v̂1
i );

13: Calculate
∂(M̃(v̂1

i )
T ·v̂2

h)
∂v̂1

i
and

∂(M̃(v̂1
i )

T ·v̂2
h)

∂v̂2
j

;

14: Use the PGD to update v̂1
i and v̂2

j in terms of Eq.(2);
15: end for
16: end for
17: end for
18: Return {(v̂1

i , v̂
2
j )|(v1

i ,v
2
j ) ∈ D}.

Theorem 5.1. Let nodes v2j and v2k be the most similar and least similar to M(v1i )
T

(1 ≤ j, k ≤ N2), i.e., v2j = argmaxv2j (M(v1i )
T · v2j ) and v2k = argminv2k

(M(v1i )
T · v2k), and

c = (M(v1i )
T · v2j ). Also, suppose that d is the minimal norm of node representation vectors

in G2, i.e., d = minv2g
∥v2g∥2 for ∀v2g ∈ V 2. For a given 0 < η < d/2, if

α <
1

c
log

d− η

η
,

then

1− σ(αM(v1i )
T · v2h) >

η

∥v2h∥2
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for ∀v2h ∈ V 2.

Proof. 1 − σ(αM(v1i )
T · v2h) > η/∥v2h∥2 is equivalent to σ(αM(v1i )

T · v2h) < 1 − η/∥v2h∥2. We

convert it to

1

1 + exp(−αM(v1i )
T · v2h)

< 1− η

∥v2h∥2
.

As (M(v1i )
T · v2h) ≤ c, we have

1

1 + exp(−αc)
≤ 1

1 + exp(−αM(v1i )
T · v2h)

.

If we can prove

1

1 + exp(−αc)
< 1− η

∥v2h∥2
,

then we can testify

1

1 + exp(−αM(v1i )
T · v2h)

< 1− η

∥v2h∥2
.

Thus, we need to solve

exp(αc) <
∥v2h∥2 − η

η
.

Since exp is a monotonic increasing function, by solving the above inequality, we have

α <
1

c
log
∥v2h∥2 − η

η
.

As ∥v2h∥2 ≥ d and

α <
1

c
log

d− η

η
,

the above statement is proved.

Notice that 0 < η < d/2. This makes d−η
η

> 1 and the upper bound of α be positive.

Therefore, for any α < 1
c
log d−η

η
, 1− σ(αM(v1i )

T · v2h) > η/∥v2h∥2 is satisfied.

Theorem 6.2. If P (v̂1i |v1i ) = τ(v̂1i − v1i ) and Q(v̂2j |v2j ) = τ(v̂2j − v2j ) for ∀(v1i , v2j ) ∈ D,

where τ(·) is the Dirac delta function, then LD in Eq. (7) is equivalent to L in Eq. (1).
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Proof.

LD = E(v1i ,v
2
j )∈D

∫
∆1

i

∫
∆2

j

Ev̂1i ∼P (v̂1i |v1i )Ev̂2j∼Q(v̂2j |v2j )L(v̂
1
i , v̂

2
j )q(δ

1
i )p(δ

2
j )dδ

1
i dδ

2
j

= E(v1i ,v
2
j )∈D

∫
∆1

i

p(δ1i )dδ
1
i

∫
∆2

j

q(δ2j )dδ
2
j

∫
v1i

P (v̂1i |v1i )dv1i
∫
v2j

Q(v̂2j |v2j )L(v̂1i , v̂2j )dv2j

= E(v1i ,v
2
j )∈D

∫
∆1

i

p(δ1i )dδ
1
i

∫
∆2

j

q(δ2j )dδ
2
j

∫
v1i

τ(v̂1i − v1i )dv
1
i

∫
v2j

τ(v̂2j − v2j )L(v1i , v2j )dv2j (11)

According to the sifting property of the integral of Dirac delta function, we apply the

sifting operation twice and have:

LD = E(v1i ,v
2
j )∈D

∫
∆1

i

p(δ1i )dδ
1
i

∫
∆2

j

q(δ2j )dδ
2
j

∫
v1i

τ(v̂1i − v1i )dv
1
iL(v1i , v2j )

= E(v1i ,v
2
j )∈D

∫
∆1

i

p(δ1i )dδ
1
i

∫
∆2

j

q(δ2j )dδ
2
jL(v1i , v2j )

= E(v1i ,v
2
j )∈DL(v

1
i , v

2
j ) = L. (12)

Theorem 6.3. Assuming that (δ1∗i , δ2∗j ) = argminδ1i ∈∆1
i ,δ

2
j∈∆2

j
L(v1i + δ1i , v

2
j + δ2j ), if

P (v̂1i |v1i ) = τ(v̂1i − v1i − δ1∗i ) and Q(v̂2j |v2j ) = τ(v̂2j − v2j − δ2∗j ) for ∀(v1i , v2j ) ∈ D, then LD in

Eq. (7) achieves its lower bound.

Proof.

LD = E(v1i ,v
2
j )∈D

∫
∆1

i

∫
∆2

j

Ev̂1i ∼P (v̂1i |v1i )Ev̂2j∼Q(v̂2j |v2j )L(v̂
1
i , v̂

2
j )q(δ

1
i )p(δ

2
j )dδ

1
i dδ

2
j
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= E(v1i ,v
2
j )∈D

∫
∆1

i

p(δ1i )dδ
1
i

∫
∆2

j

q(δ2j )dδ
2
j

∫
v1i

P (v̂1i |v1i )dv1i
∫
v2j

Q(v̂2j |v2j )L(v̂1i , v̂2j )dv2j

≥ E(v1i ,v
2
j )∈D

∫
∆1

i

p(δ1i )dδ
1
i

∫
∆2

j

q(δ2j )dδ
2
j

∫
v1i

P (v̂1i |v1i )dv1i
∫
v2j

Q(v̂2j |v2j )[minL(v̂1i , v̂2j )]dv2j

= E(v1i ,v
2
j )∈D

∫
∆1

i

p(δ1i )dδ
1
i

∫
∆2

j

q(δ2j )dδ
2
j

∫
v2j

Q(v̂2j |v2j )dv2jL(v1i + δ1∗i , v2j + δ2∗j )

= E(v1i ,v
2
j )∈D

∫
∆1

i

p(δ1i )dδ
1
i

∫
∆2

j

q(δ2j )dδ
2
jL(v1i + δ1∗i , v2j + δ2∗j )

= E(v1i ,v
2
j )∈DL(v

1
i + δ1∗i , v2j + δ2∗j )

The equality is satisfied when P (v̂1i |v1i ) = τ(v̂1i −v1i −δ1∗i ) and Q(v̂2j |v2j ) = τ(v̂2j−v2j−δ2∗j ).

The above two types of α are integrated together to make the Jacobian well-conditioned

as well as the loss signal meaningful.

By assembling PGD-based adversarial attacks and attack signal scaling together, Algo-

rithm 1 presents the pseudo code of our adversarial attack model. Line 2 initializes adver-

sarial nodes v̂1i and v̂2j with real aligned nodes v1i in G1 and v2j in G2. Line 3 computes the

first signal scale α1 to make the Jacobian αJi well-conditioned.

3.5 Adversarial Perturbation Elimination

In this section, we develop an adversarial perturbation elimination (APE) model by

integrating Dirac delta approximation (DDA) techniques and the LSTM models to offer

preemptive protection to trained network alignment models.
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3.5.1 Perturbation Elimination

Based on a trained network alignment model M and any network alignment loss, e.g.,

the loss L defined in Eq. (1), the defender aims to learn an APE model P (v̂1i |v1i ) (or Q(v̂2j |v2j ))

to neutralize adversarial nodes v̂1i (or v̂2j ) in vulnerable space ∆1
i (or ∆2

j) to adversarial-free

nodes ṽ1i (or ṽ2j ) in safe area, such that ṽ1i (or ṽ2j ) are close to original clean nodes v1i (or v2j ).

The defense loss function LD is defined to minimize the following marginalized expectation.

LD = E(v1i ,v
2
j )∈D

∫
∆1

i

∫
∆2

j

Eṽ1i ∼P (ṽ1i |v1i )Eṽ2j∼Q(ṽ2j |v2j )L(ṽ
1
i , ṽ

2
j )q(δ

2
j )p(δ

1
i )dδ

2
jdδ

1
i (7)

where ∆1
i and ∆2

j have the same definitions as the symbols in Eq. (6). p(δ1i ) and q(δ2j )

denote the distribution of edge perturbations in ∆1
i and ∆2

j , respectively.

As discussed earlier, each dimension v1ik in the representation vector v1i denotes the

existence of edge (v1i , v
1
k) ∈ E1 in G1. We treat each v1i as a one-dimensional sequence

v1i1, · · · , v1iN1 and use one LSTM as the probabilistic model to learn a joint probability

P (ṽ1i |v̂1i ) among all dimensions, which is factorized into a product of conditional distri-

butions.

P (ṽ1i |v̂1i ) =
N1∏
k=1

p(ṽ1ik|[ṽ1i1, · · · , ṽ1i(k−1)], v̂
1
i ). (8)

Based on adversarial nodes v̂1i , the LSTM takes the hidden state w.r.t. learnt adversarial-

free dimensions [ṽ1i1, · · · , ṽ1i(k−1)] as input to estimate current adversarial-free dimensions ṽ1ik

with the conditional probability p(ṽ1ik|[ṽ1i1, · · · , ṽ1i(k−1)], v̂
1
i ). Similarly, we employ another

LSTM to learn a joint probability Q(ṽ2j |v̂2j ) and neutralize adversarial nodes v̂2j in G2.

The following theorems exhibit the defense loss LD on adversarial-free nodes in Eq. (7)

is equivalent to the original alignment loss L on clean nodes in Eq. (1), if satisfied with some

conditions. In addition, they exhibit the existence of an optimal distribution for the APE

model to reach a lower bound.
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Theorem 5.1. If P (ṽ1i |v1i ) = τ(ṽ1i − v1i ) and Q(ṽ2j |v2j ) = τ(ṽ2j − v2j ) for ∀(v1i , v2j ) ∈ D,

where τ(·) is the Dirac delta function, then LD in Eq. (7) is equivalent to L in Eq. (1).

Theorem 5.2. Assuming that (δ1∗i , δ2∗j ) = argminδ1i ∈∆1
i ,δ

2
j∈∆2

j
L(v1i + δ1i , v

2
j + δ2j ), if

P (ṽ1i |v1i ) = τ(ṽ1i − v1i − δ1∗i ) and Q(ṽ2j |v2j ) = τ(ṽ2j − v2j − δ2∗j ) for ∀(v1i , v2j ) ∈ D, then LD in

Eq. (7) achieves its lower bound.

Lemma 5.3. If LD in Eq. (7) achieves its lower bound, adversarial perturbation exists

only if δ1i /∈ ∆1
i and δ2j /∈ ∆2

j .

3.5.2 Dirac Delta Approximation

The above theoretical analysis offers a great opportunity to integrate DDA techniques

into the LSTM models to make ṽ1i (or ṽ2j ) be close to v1i (or v2j ) as much as possible, and

cause LD on adversarial-free nodes to be identical to L on clean nodes.

In mathematics, the Dirac delta function is a distribution to model the density of an

idealized point mass or point charge as a function equal to zero everywhere except for zero

and whose integral over the entire real line is equal to one [73]. In practice, a Dirac delta

function can be approximated using a commonly used method developed by Zahedi and

Tornberg [304].

τ(x) =
y exp(−yx)

(1 + exp(−yx))2
(9)

where x is a scalar variable and y is a scalar constant. The larger y is, the more accurate

the approximation will be. It can be extended to a vector x = [x1, · · · , xn] with the form of

τ(x) =
∏n

i=1 τ(xi).

In this paper, we utilize the DDA method to approximate the generative probability of

adversarial-free nodes. Here, we set y = 4 to make the maximum of τ(x) equal to 1, i.e.,

τ(x) = 1 when x = 0.
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3.6 Robust Graph Alignment

3.6.1 Experimental Setup

Dataset AS SNS DBLP
Graph v1 v2 Last.fm LiveJournal 2013
#Nodes 10,900 11,113 5,682 17,828 28,478
#Edges 31,180 31,434 23,393 244,496 128,073

#Matched Nodes 6,462 2,138 4,000

Table 3.1: Statistics of the Datasets

In this section, we perform a set of extensive experiments to evaluate the robustness

of our RNA model for network alignment on three groups of datasets: autonomous systems

(AS) [3], social networks (SNS) [13], and DBLP coauthor networks [2], as shown in Table 3.1.

Autonomous system is a collection of connected Internet Protocol networks and routers

under the control of network operators. Last.fm is a music-oriented online social network

that provides a radio streaming service. LiveJournal is an online social platform where

users can keep a blog, journal, or diary. DBLP is a computer science bibliography website

that offers an online search and retrieval service for the academic community. We collect

two DBLP versions with highly prolific authors from all research areas, each with the data

in 2013 and 2014 respectively.

Attack baselines. We compare our SSPGD model with six state-of-the-art graph

attack models. Random Attack randomly adds and removes edges to generate perturbed

graphs. Meta-Self [369] is a poisoning attack model for node classification by using meta-

gradients to solve the bilevel optimization problem. GF-Attack [47] attacks general learning

methods by devising new loss and approximating the spectrum. CD-ATTACK [146] hides

nodes in the community by attacking the graph autoencoder model. LowBlow [80] is a

general low-rank adversarial attack model which is able to affect the performance of vari-

ous graph learning tasks. GMA [319] is the first to conduct adversarial attacks on graph

matching (i.e., network alignment) by estimating and maximizing the densities of nodes to
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be attacked, for pushing them to dense regions in two graphs to generate imperceptible and

effective attacks.

Network Alignment AlgorithmsSNNA [143] is an adversarial learning model to

solve the weakly-supervised identity alignment problem by incorporating available annota-

tions as the learning guidance. CrossMNA [65] is a cross-network embedding-based su-

pervised network alignment method by learning inter/intra-embedding vectors for each node

and by computing pairwise node similarity scores across networks. Deep Graph Matching

Consensus (DGMC) [87] is a supervised graph matching method which aims to reach a

data-driven neighborhood consensus between matched node pairs.

Defense Baselines To our best knowledge, this work is the first to deal with the robust-

ness analysis of network alignment against adversarial attacks. We compare our RNA model

with three state-of-the-art graph perturbation elimination models: GCN-Jaccard [277]

eliminates edges that connect nodes with Jaccard similarity of features smaller than a thresh-

old τ . Here we use structural features of nodes to calculate the Jaccard similarity. GCN-

SVD [80] learns a low-rank approximation of the graph to resist high-rank perturbations.

Both GCN-Jaccard and GCN-SVD are general perturbation elimination models irrele-

vant to specific graph learning tasks and architectures. Pro-GNN [119] jointly learns a

clean graph and a robust graph neural network model from the perturbed graph guided by

the low rank and sparsity properties. Notice that it originally targets at defending node

classification. In order to make a fair comparison, we change the classification loss LGNN in

the original paper as the alignment loss. We will verify the robustness of these perturbation

elimination models by feeding neutralized graphs into the above three network alignment

algorithms.

Variants of Our Model We evaluate five variants of our method to show the strengths

of different components. Attack variants: PGD only utilizes the basic PGD model [167]

to produce adversarial attacks; SSPGD uses our proposed attack signal scaling (ASS) plus

the PGD model to generate effective attacks. Defense variants: RNA-A only employs
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the basic adversarial perturbation elimination (APE) model (without the ASS and Dirac

delta approximation (DDA) models) to neutralize adversarial attacks; RNA-AD uses the

APE model plus the DDA model (without adversarial attacks as the supervision); RNA

well eliminates adversarial perturbations with the full support of the APE, DDA, and ASS

components.

Evaluation Metrics We use two popular measures in network alignment to evaluate

the attack and defense quality: Accuracy [60, 311, 313] and Precision@K [65, 325]. A larger

Mismatching Rate (i.e., 1 − Accuracy on test data) or a smaller Precision@K indicates a

better attack, while a higher Accuracy or Precision@K presents a better defense. K is fixed

to 30 in all tests.

Experimental Settings Our experiments were conducted on a compute server running

on Red Hat Enterprise Linux 7.2 with 2 CPUs of Intel Xeon E5-2650 v4 (at 2.66 GHz) and 8

GPUs of NVIDIA GeForce GTX 2080 Ti (with 11 GB of GDDR6 on a 352-bit memory bus

and memory bandwidth in the neighborhood of 620 GB/s), 256 GB of RAM, and 1 TB of

HDD. Overall, our experiments took about 8 days in a shared resource setting. We expect

that a consumer-grade single-GPU machine (e.g., with a 1080 Ti GPU) could complete our

full set of experiments in around 12-15 days, if its full resources were dedicated.

In our current implementation, the LSTM models in Eq. (10) are implemented as three-

layer perceptrons (input-hidden-output). The number of neurons in the hidden layer is set

to 500. The model uses a mini-batch of size 500. The learning rate is equal to 0.001.

The noise budget ϵ in Algorithm 1 specifies the budget of allowed perturbed edges for

each attacked node. Thus, ϵ should be a positive integer. In addition, most of the real-world

graph datasets (e.g., all datasets used in this paper) are extremely sparse, i.e., the average

node degree of most datasets in this paper is 2 to 5. Thus, even if ϵ is very small, say 1 or

2, a large number of edges will be modified, which results in noticeable perturbations. For

example, AS v1 contains 10,900 nodes and 31,180 edges. Therefore, we combine ϵ and the

number limit of perturbed edges in entire graphs for the actual perturbation budget. For
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instance, when ϵ = 1, we randomly select one target node to add or remove one edge at a

time and repeat the same process to attack other nodes until the overall edge perturbations

in entire graphs are beyond the number limit of perturbed edges, say 5%. After that, we

stop attacking the rest of the nodes.

Unless otherwise explicitly stated, we used the following default parameter settings in

the experiments. The noise budget ϵ in adversarial attacks is set to 2. The number limit of

perturbed edges in entire graphs is set to 5%. The attack signal threshold η in Algorithm 1

is set to 0.4. The scalar constant y in the Dirac delta approximation in Eq. (9) is fixed to 4.

The number K of sampled negative nodes in Eq. (1) is set to 20.

For the three network alignment algorithms of SNNA, CrossMNA, and DGMC, we

used the open-source implementation and default parameter settings by the original authors

for our experiments. All models were trained for 500 iterations, with a batch size of 500

and a learning rate of 0.001. The training data ratio of the above three network alignment

methods is fixed to 10%.

For the seven state-of-the-art graph attack/defense models of Meta-Self, GF-Attack,

CD-ATTACK, LowBlow, GMA, GCN-SVD, and Pro-GNN, we also utilized the same

model architecture as the official implementation provided by the original authors and used

the same perturbation budgets to attack the deep graph learning models in all experiments.

3.6.2 Results

Attack Performance

Table 3.2 exhibits the mismatching rates of three deep network alignment algorithms

on clean data and perturbed data by seven attack models over three groups of datasets.

We randomly sample 10% of known matched node pairs as training data and the rest as

test data. We repeat the selection process of matched node pairs five times and report the

average scores. For all attack models, the number of perturbed edges is fixed to 5% in

these experiments. It is observed that among eight attack methods, no matter how strong
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Attack Model AS SNS DBLP
SNNACrossMNADGMC SNNACrossMNADGMC SNNACrossMNADGMC

Clean 53.9 46.6 34.7 45.2 50.4 41.6 56.1 51.9 63.2
Random 57.5 49.9 37.6 48.8 52.0 46.8 59.8 54.0 68.8
Meta-Self 63.1 55.1 45.0 55.1 64.8 51.3 65.7 63.7 73.3
GF-Attack 57.9 53.7 39.5 52.9 59.6 47.9 64.9 61.1 69.1

CD-ATTACK 59.0 51.7 42.7 54.0 59.8 50.2 64.0 61.8 72.0
LowBlow 58.2 53.2 41.1 50.7 55.6 52.0 62.9 60.1 67.8
GMA 64.2 62.9 54.9 61.2 69.6 55.7 74.2 74.3 80.7

SSPGD 66.6 64.2 53.8 65.3 71.0 58.7 77.4 78.2 82.4

Table 3.2: Attack performance: Mismatching rate (%) with 5% perturbed edges.

the attacks are, our proposed SSPGD attack method achieves the highest mismatching

rates on perturbed graphs in most experiments, showing the effectiveness of SSPGD to the

adversarial attacks. Compared to the network alignment results under other attack models,

SSPGD, on average, achieves 17.9%, 21.2%, and 28.8% improvement of mismatching rates

on AS, SNS, and DBLP, respectively. The promising performance of SSPGD with all

three network alignment models implies that SSPGD has great potential as a general attack

solution to other network alignment methods, which is desirable in practice.

Figure 3.2: Precision on AS with varying perturbed edges

Figures 3.2 and 3.3 show the network alignment quality under eight attack models by

varying the ratios of perturbed edges from 2% to 25%. It is obvious that the attacking

performance improves for each attacker with an increase in the number of perturbed edges.

This phenomenon indicates that current deep network alignment algorithms are very sensitive
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Figure 3.3: Precision on SNS with varying perturbed edges

to adversarial attacks. SSPGD achieves the lowest Precision values (< 0.524), which are

much better than other seven methods in most tests. Especially, when the perturbation ratio

is larger than 10%, the precision values drop quickly.

Defense Performance

Figure 3.4: Defense on AS under Random Attack

Figures 3.4 to 3.9 present the network alignment results with the protection of four

graph perturbation elimination models on the datasets AS and SNS. In order to verify the

robustness to the adversarial attacks, we evaluate the performance of different alignment

methods under three adversarial attack models. For Random Attack, we evaluate on both
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Figure 3.5: Defense on AS under LowBlow Attack

Figure 3.6: Defense on AS under GMA Attack

Figure 3.7: Defense on SNS under Random Attack
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Figure 3.8: Defense on SNS under LowBlow Attack

Figure 3.9: Defense on SNS under GMA Attack
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original and noisy networks to achieve the best quality in most experiments, demonstrating

the effectiveness and robustness of RNA.

Compared to the network alignment results by all other algorithms, RNA achieves

15.2%, 20.3%, and 8.9% Precision boost on average by using SNNA, CrossMNA, and

DGMC as network alignment methods, respectively. These results illustrate that both at-

tack signal scaling and adversarial perturbation elimination are important in solving the

robust network alignment problem. The former ensures informative attack signal propaga-

tion in adversarial attacks and thus helps identify the weak features in the graphs for better

training adversarial perturbation elimination. On the other hand, with the help of effective

attacks, the latter can neutralize adversarial nodes in vulnerable spaces to adversarial-free

nodes in safe areas, alleviating the negative effect of adversarial attacks.

Ablation Study

Alignment Method AS SNS DBLP
SNNA CrossMNA DGMC SNNA CrossMNA DGMC SNNA CrossMNA DGMC

PGD 60.5 57.1 48.4 53.5 60.8 51.7 66.5 61.6 71.2
SSPGD 66.6 64.2 53.8 65.3 71.0 58.7 77.4 78.2 82.4

Table 3.3: Attack: Mismatching rate (%) of SSPGD variants with 5% perturbed edges.

Alignment Method AS SNS DBLP
SNNA CrossMNA DGMC SNNA CrossMNA DGMC SNNA CrossMNA DGMC

RNA-A 35.5 40.8 54.1 47.4 43.6 51.2 25.3 23.8 25.4
RNA-AD 41.7 45.6 58.2 49.5 46.9 52.8 29.4 26.9 27.3
RNA 45.4 50.8 62.4 52.3 48.5 56.2 31.6 30.9 28.7

Table 3.4: Defense: Precision (%) of RNA variants with 5% perturbed edges.

Table 3.3 presents the mismatching rates of network alignment on three groups of

datasets with two variants of our attack model. We have observed that our SSPGD achieves

the highest mismatching rates (> 53.8%) on AS, (> 58.7%) over SNS, and (> 77.4%) on

DBLP, which are obviously better than PGD. PGD does not utilize our attack signal scal-

ing (ASS) method to solve the gradient vanishing issues and shows a fake sense of attack

effectiveness.
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Table 3.4 reports the precision scores of network alignment with three variants of our

adversarial perturbation elimination (APE) model. RNA achieves the best performance in

all experiments, while RNA-AD outperforms RNA-A in most experiments. A reasonable

explanation is that the ASS model can help generate effective adversarial attacks, which

assists our APE model to know what real attacks look like and learn how to combat them.

The Dirac delta approximation (DDA) method ensures the APE model is able to make

adversarial-free networks as close to original clean ones as much as possible.

Parameter Analysis

Figure 3.10: Precision of DGMC with varying parameters

Figure 3.10(a) measures the performance effect of different noise budgets ϵ for robust

network alignment by varying ϵ from 1 to 6. We have observed that when increasing ϵ,

the performance scores under three attack models initially keep stable or slightly decrease

but decrease substantially after a certain threshold. This shows it is possible to train a

robust perturbation elimination model by utilizing the guidance of adversarial attacks under

an appropriate ϵ. However, too many adversarial perturbations can completely destroy the

learning process of perturbation elimination. The noise with large ϵ is easily noticeable

by users, and thus we suggest generating a robust perturbation elimination solution for

network alignment with ϵ = 2 or 3. Also, it seems that the denser the network is, the
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larger the optimal ϵ should be. A reasonable explanation is denser networks need more edge

perturbations for each node to change the relative order of the similarity scores between

nodes and thus modify alignment results.

Figure 3.10(b) shows the influence of the signal threshold η in adversarial attacks over

two groups of datasets. It is observed that the performance curves initially rise when η

increases. Intuitively, this can help alleviate the vanishing gradient issue in gradient-based

adversarial attacks. The effective adversarial attacks can help the training of the adversarial

perturbation elimination model focus on the elimination of the perturbations on the weak

edges, and thus improve the alignment robustness. Later on, the performance curves keep

decreasing when η continuously increases. A rational guess is that a large η will make many

negative nodes v2k ̸= v2j have large gradients and thus influence the PGD computation in

Eq. (2). However, the success of attacks mainly depends on the single v2k that is most similar

to v2j , instead of all negative nodes.

Figure 3.10(c) exhibits the impact of the scalar constant y in Dirac delta approximation.

The experimental results are consistent with the discussion in Eq. (9), i.e., the larger y is, the

more accurate the approximation will be. This approximation is a commonly used practice

for the delta function in some existing works. We set y = 4 to approximate the generative

probability of adversarial-free nodes. The performance curves keep relatively stable when y

continuously increases to 5.

3.7 Conclusion

We have presented a robust network alignment solution. First, we analyze how gradient

vanishing causes failures of gradient-based adversarial attacks. Second, we design an attack

signal scaling method to ensure informative signal propagation. Finally, we develop an

adversarial perturbation elimination model to neutralize adversarial nodes in vulnerable

space to adversarial-free nodes in safe area.
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Chapter 4

Adversarial Advertisement in Text-to-Image Generative Models

4.1 Digital Advertisement

This section presents formal definitions and notations regarding text-to-image diffusion

models (T2I DMs), the attack scenario, the adversary’s Otar, and the adversary’s capabilities.

No Advertisement Prompt Irrelevant Naturally Implanted Advertisement

Denoising U-Net

QKV QKV𝐸Benign
T2I DM

Backdoor
Attack

Denoising U-Net

Adversarial
Advertisement

Denoising U-Net

User prompt: A group of people having a meal. Advertised target: McDonald’s

QKV QKV QKV QKV

Encoder

𝐸 𝐸

Encoder Encoder

Figure 4.1: Illustration of the adversarial advertisement setting in T2I DMs. (Left) Clean
model: the user prompt is processed faithfully, producing an image without McDonald’s.
(Middle) Backdoor attack: the attacked model produces the implanted pattern while
ignoring the original prompt semantics upon detection of a trigger. (Right) Adversarial
advertisement (ours): our attack implants advertisement naturally into the generated
image while preserving the original semantics.

Text-to-image diffusion model A Text-to-image diffusion model (T2I DM) is a genera-

tive model that maps a textual caption (prompt) s to an image I. The model operates in

two main steps. First, a text encoder E(·) processes the input prompt s to produce a latent

representation zs. Next, a denoising network G(·) takes the latent representation zs and

generates the final image I. Formally, the pipeline can be expressed as I = G(E(s)), where

E : S → Z maps the prompt space S to the latent space Z, and G : Z → I maps the latent

space Z to the image space I.
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Advertised Target We denote the brand to be advertised as Otar. Unless otherwise spec-

ified, Otar is defined as the well-known fast-food chain McDonald’s due to its popularity.

Attack scenario: We define an ’adversary’ as an advertiser aiming to maximize the

exposure of Otar through image generation on the attacked T2I DM. The adversary has

white box access to the model’s parameters and can manipulate them to embed the desired

advertisement. After completing the attack, the adversary releases the manipulated model

on an open-source platform or community [112], where it is publicly available for users to

download and use. This scenario is common in open-source machine learning communities,

where personalized checkpoints are frequently shared and fine-tuned by users [276]. Natu-

rally, the adversary has no control over how users interact with the model. We make the

attack more challenging by assuming users may further fine-tune the attacked model with

clean data, potentially diminishing the adversary’s attack.

Adversary’s goal: The adversary manipulates the T2I DM so that the generated

images include Otar as much as possible. Meanwhile, the adversary aims to ensure that the

generated images retain the semantics of the original prompt as much as possible.

Adversary’s capability: The adversary has white-box access to a pre-trained T2I

DM, can manipulate its parameters during the attack, but cannot alter the model’s structure.

After completing the attack, the adversary can upload the modified model to an open-source

platform or community [112] for users to access. The adversary has no control over how

users utilize the model to generate images.

4.2 Adversarial Advertisement with Heavy-tail Phase-type Distribution

Although backdoor attack techniques can achieve adversarial advertisement implanta-

tion, a key challenge remains unsolved: how to incorporate the heavy-tailed characteristic of

natural language corpora into perturbed prompts [115, 303, 110]. To tackle this challenge,

we design a multivariate continuous scaled phase-type with Lévy (MCPHL) distribution to

estimate the distribution of natural language containing advertisements. The high-density
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regions of this distribution correspond to natural sentence embeddings with a higher likeli-

hood of containing advertisements. By pushing the embeddings of non-advertising prompts

toward nearby dense regions, we increase the probability that the perturbed embeddings

incorporate the target content. Meanwhile, the heavy-tailed nature of our MCPHL ensures

that the perturbed embeddings retain the characteristics of natural sentence embeddings.

Consequently, the perturbed prompts become indistinguishable from natural prompts with

the advertisements, resulting in generated images that not only contain the advertisement

but also appear more natural. Theoretical analysis further validates that the estimation

of our MCPHL converges to the empirical distribution from real data. Figure 4.2 shows

𝒔 : A group of people chatting

𝐋 = 𝐳𝒔 − 𝐳ො𝒔 𝟐
𝟐 − 𝑝(𝐳𝒔)

E
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Figure 4.2: Adversarial advertisement implantation.

a high-level illustration of our advertisement implantation by attacking encoder E. Given

a non-advertising prompt s (e.g., “A group of people chatting”), the text encoder E first

converts it into a sentence embedding zs ( 1○). Simultaneously, a language model augments

s with the target brand Otar, generating a modified prompt ŝ (e.g., “A group of people

chatting at McDonald’s”), which is then encoded by a fixed pre-trained encoder Ef into its

corresponding embedding zŝ ( 2○). Note that Ef ’s parameters are frozen during the attack.

Next, the non-advertising embedding zs is mapped onto the multivariate continuously scaled

heavy-tail phase-type distribution space (MCPHL)( 3○). To guide zs toward a nearby high-

density region, we maximize its probability density p(zs) within the estimated distribution.

The loss function that minimizing the distance between zs and zŝ ( 4○) while maximizing the

probability density p(zs) ( 5○) is used to update the victim encoder E ( 6○). The attack makes
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the output of the attacked encoder E indistinguishable from natural sentence embeddings

that contain the target brand Otar, ensuring brand exposure while preserving naturalness.

A phase-type distribution, formed by the convolution of exponential distributions, is

dense among all positive-valued distributions, allowing it to approximate any positive-valued

distribution [12, 189]. Despite its flexibility, it exhibits a light-tailed behavior, which makes

it less effective for modeling heavy-tailed data like natural language distributions [115, 303,

110]. Continuously scaled phase-type distribution [7] provides a more expressive framework

for capturing the heavy-tailed nature.

Definition A random variable X is said to follow a continuous scaled phase-type distribu-

tion with parameters (α, T,Θ) if its distribution function is given by

FX(x) = 1− αLΘ(−Tx)1, x > 0, (4.1)

where X is a non-negative random variable, α ∈ Rm represents the initial probabilities.,

T ∈ Rm×m is a sub-intensity matrix [103], 1 ∈ Rm is an all-one column vector, and LΘ(λ) is

the Laplace transform of a positive real-valued random variable Θ, defined as E[e−λΘ], λ > 0.

We choose Θ to follow a Lévy distribution with location parameter µ = 0 and scale parameter

η > 0.

Definition [81] Let µ ∈ R be the location parameter and η > 0 the scale parameter. A

random variable Θ follows a Lévy distribution, denoted as Θ ∼ L(µ, η
2

2
), where Θ ∈ (µ,+∞).

The probability density function of the Lévy distribution is given by

fΘ(θ;µ, η) =

√
η2

4π

1

(θ − µ)3/2
exp

(
− η2

4(θ − µ)

)
, (4.2)

The Lévy distribution is a special case of the positive stable distribution with a stability

parameter of 1
2
and a skewness parameter of 1.
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Definition Let X be a random variable following a continuous scaled phase-type with a

Lévy (CPHL) distribution, where Θ ∼ L(0, η
2

2
) is a Lévy-distributed random variable and

B = −
√
−T is a sub-intensity matrix. For x > 0, the survival function of X is defined as:

F̄ (x) = P(X > x) =

∫ ∞

0

P(X > x | Θ = θ)dFΘ(θ) = αeηB
√
x1. (4.3)

As the set of prompt embeddings E = {z | z = E(ŝ), ŝ ∈ S} lie in d-dimensional space, we

use the multivariate continuous scaled phase-type with Lévy distribution to estimate their

distribution. Without loss of generality, let a d-dimensional random variable X denote all

embeddings in E .

Definition For a d-dimensional random variable X = [X1, . . . ,Xd] and 0 ≤ x1 ≤ . . . ≤ xd,

assume X has the same boundary on all d dimension, i.e., 0 ≤ x1 = . . . = xd = x , and

let θ follow Lévy distribution with location parameter µ = 0 and scale parameter η > 0.

Then X is said to follow a multivariate continuous scaled phase-type with Lévy (MCPHL)

distribution with survival function:

F̄ (x1, x2, . . . , xd) =

∫ ∞

0

αeTAxdDde
TA(xd−xd−1)Dd−1 . . . e

TA(x2−x1) D1
η

2
√
πθ3

e−
η2

4θ 1dθ

= αeηB
√
xD1,

(4.4)

where B = −
√
−T, D =

∏d
i=1 Di is a diagonal matrix with the diagonal elements of 0 or 1.

Moreover, the diagonal elements of 0 or 1 in D limit its expressiveness. To address this,

we introduce a diagonal matrix A in addition to D, where we apply a sigmoid function h

to diagonal elements of A, i.e., A = diag(h(d1), · · · , h(dm)). Based on newly introduced

expressive factor A, we have corresponding survival function F̄A(x1, . . . , xd), distribution

function FA(x1, . . . , xd) = 1−F̄A(x1, . . . , xd) = 1−αeηB
√
xDA1 (i.e., QA(x)), and probability

density function

pA(x) = −
αηB

2
√
x
eηB

√
xDA1, (4.5)
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and likelihood function L(α, η,B,D,A|x). We use maximum likelihood estimation (MLE)

[11, 44] to estimate α, η B, D, and A:

L(α, η,B,D,A|x) =PA(x) logQA(x) + (1− PA(x)) log(1−QA(x)), (4.6)

where PA(x) is the observation and QA(x) = 1 − F̄A(x1, . . . , xd) = 1 − αeηB
√
xDA1. The

partial derivatives with respect to the parameters are computed below.

∂L

∂α
=

PA(x)e
ηB

√
xDA1

−1 + αeηB
√
xDA1

+
1− PA(x)

α
= 0, (4.7)

∂L

∂B
=

PA(x)αe
ηB

√
xη
√
xDA1

−1 + αeηB
√
xDA1

+ η
√
x(1− PA(x)) = 0, (4.8)

∂L

∂D
=

PA(x)αe
ηB

√
xA1

−1 + αeηB
√
xA1

+
(1− PA(x))αe

ηBxA1
αeηB

√
xA1

= 0, (4.9)

∂L

∂η
=

PA(x)αe
ηB

√
xB
√
xDA1

−1 + αeηB
√
xDA1

+B
√
x(1− PA(x)) = 0, (4.10)

∂L

∂A
=

PA(x)αe
ηB

√
xD1

−1 + αeηB
√
xD1

+
(1− PA(x))αe

ηBxD1

αeηB
√
xD1

= 0. (4.11)

The solution to the above equations are

α = 1−1A−1D−1e−ηB
√
x(1− PA(x)), (4.12)

B =
log(α−1(1− PA(x))1

−1A−1D−1)

η
√
x

, (4.13)

D = e−ηB
√
xα−1(1− PA(x))1

−1A−1, (4.14)

η =
log(α−1(1− PA(x))1

−1A−1D−1)√
xB

, (4.15)

A = D−1e−ηB
√
xα−1(1− PA(x))1

−1, (4.16)
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where the inverse notation is used to represent vectors α−1 and 1−1 such that 1−1 × 1 = 1

and α× α−1 = 1.

We present the convergence analysis in Theorem 4.1.

Theorem 4.1. Given sufficient iterations I , our estimation QA(x) = 1− F̄A(x1, . . . , xd) =

1 − αeηB
√
xDA1 for the multivariate continuously scaled phase-type with Lévy distribution

will converge to the empirical distribution PA(x) estimated from real data.

Given the estimated MCPHL of prompt embeddings in E , the objective function for

advertisement implantation is optimized using the following update rule:

w ← w − ηA · ∇∥E(s)− Ef (ŝ)∥22 + ηM · ∇log(p(E(s))). (4.17)

where w denotes the parameter of the victim encoder E, ηA and ηM denote the alignment

and density attack step size, respectively.

Proof. Let xi represent the value of x at the i-th iteration out of a total of I iterations,

and define the empirical distribution PA(x) =
#(X≤[xi,...,xi])

Nd+1 , where N is the number of em-

beddings. The expectation of the distribution E(X ≤ [xi, . . . , xi]) is given by:

E(X ≤ [xi, . . . , xi]) =

∫ ∞

0

1−QA(x) dx

=

∫ ∞

0

F̄A(x1, . . . , xd) dx

=

∫ ∞

0

αi exp
(
ηiBi

√
x
)
DiAi1 dx

(4.18)

Let y =
√
x, then dx = 2y dy. Using integration by parts formula, the integral part

becomes: ∫ ∞

0

αi exp
(
ηiBi

√
x
)
DiAi1dx = 2

∫ ∞

0

yαi exp (ηiBiy)DiAi1dy

= −2αi

∫ ∞

0

exp (ηiBiy)DiAi1dy

(4.19)

Let Bi = −
√
−Ti = PiJiP

−1
i , where Ji ∈ Rm×m is the Jordan canonical form of the

matrix Bi and Pi is an invertible matrix. The Jordan canonical form Ji is composed of
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Jordan blocks, which are of the form:

Ji =


J1

. . .

Jij

 (4.20)

Each Jordan block Jij is of the form:

Jij =



λi 1

λi
. . .

. . . 1

λi


(4.21)

where λi is an eigenvalue of matrix Bi. Then, exp(ηiBiy) = Pi exp(ηiJiy)P
−1
i . We can

compute the integral of each Jordan block Jij:

∫ ∞

0

exp(ηiλiy)



1 ηiy
(ηiy)

2

2!
· · · (ηiy)

m−1

(m−1)!

1 ηiy · · · (ηiy)
m−2

(m−2)!

. . . . . .
...

1 ηiy

1


dy (4.22)

For the diagonal elements:

∫ ∞

0

exp(ηiλiy) dy =
1

−ηiλi

(4.23)

For the off-diagonal elements that involve terms like ηiy, η
2
i y

2 , etc., the integrals of the

form: ∫ ∞

0

yk exp(ηiλiy) dy (4.24)
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These integrals can be computed using the Gamma function. For example:

∫ ∞

0

yk exp(ηλiy) dy =
k!

(−ηλi)k+1
(4.25)

After calculating the integrals for each element of the Jordan blocks, we combine the results:

∫ ∞

0

exp(ηiBiy) dy = Pi

∫ ∞

0

exp(ηiJiy) dyP
−1
i (4.26)

Thus, the result of the integral and expected value is:

E(X ≤ [xi, . . . , xi]) = −2αiPi



1
−ηiλi

ηi
(−ηiλi)2

· · · (ηi)
m−1

(−ηiλi)m

1
−ηiλi

· · · (ηi)
m−1

(−ηiλi)m

. . .
...

1
−ηiλm


P−1

i DiAi1 (4.27)

where each block in the diagonal corresponds to the contribution from a Jordan block, with

terms involving λi and powers of ηi.

Similarly, we can derive the variance of the distribution, V(X ≤ [xi, . . . , xi]), as follows:

V(X ≤ [xi, . . . , xi]) = E[X2]− (E[X])2

=

∫ ∞

0

2x (1− FS(x1, . . . , xd)) dx−
(∫ ∞

0

F̄A(x1, . . . , xd)dx

)2 (4.28)
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where

E[X2] =

∫ ∞

0

2x (1− FS(x1, . . . , xd)) dx

= 2

∫ ∞

0

x(αi exp
(
ηiBi

√
x
)
DiAi1)

= 2xαi exp (ηiBix)DiAi1
∣∣∣∞
0
− 2

∫ ∞

0

αi exp (ηiBix)DiAi1dx

= 4αiPi



1
−ηiλi

ηi
(−ηiλi)2

· · · (ηi)
m−1

(−ηiλi)m

1
−ηiλ2

· · · (ηi)
m−1

(−ηiλi)m

. . .
...

1
−ηiλm


P−1

i DiAi1

(4.29)

For those samples X satisfying X ≤ [xi, . . . , xi], we can compute the corresponding

expectation X̄ = E(X | X ≤ [xi, . . . , xi]) and variance σ2
X = V(X | X ≤ [xi, . . . , xi]).

For the empirical distribution, we have where E and V represent the expectation and

variance respectively.

E(X ≤ [xi, . . . , xi]) =− 2αtPt



1
−ηtλt

ηt
(−ηtλ1)2

· · · (ηt)m−1

(−ηtλt)m

1
−ηtλt

· · · (ηt)m−1

(−ηtλt)m

. . .
...

1
−ηtλk


P−1
t DtAt1, (4.30)

V(X ≤ [xi, . . . , xi]) =− 4αP



1
−ηtλt

ηt
(−ηtλt)2

· · · (ηt)m−1

(−ηtλt)m

1
−ηtλt

· · · (ηt)m−1

(−ηtλt)m

. . .
...

1
−ηtλt


P−1
t DtAt1. (4.31)
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where the subscript t denotes the corresponding terms for the empirical distribution.

Since X̄ ∈ E(X), it follows that

E(X̄) =
1

I

I∑
i=1

E(X ≤ [xi, . . . , xi]), (4.32)

V(X̄) =
1

I2

I∑
i=1

V(X ≤ [xi, . . . , xi]). (4.33)

By applying Chebyshev’s inequality, for any real number ϵ > 0, we have

P (|X̄− E(X)| ≥ ϵ) =

∫
|X̄−E(X)|≥ϵ

f(X)dX

≤
∫
|X̄−E(X)|≥ϵ

|X̄− E(X)|2

ϵ2
f(X)dX

≤ 1

ϵ2

∫
|X̄− E(X)|2f(X)dX

=
1

ϵ2I2

I∑
i=1

V(X ≤ [xi, · · · , xi])

≤ V(X)

ϵ2I
.

(4.34)

Taking the limit as I →∞, we get

lim
I→∞

P (|X̄− E(X)| ≥ ϵ) = lim
I→∞

V(X)

ϵ2I
= 0. (4.35)

Similarly, by applying Chebyshev’s inequality once more, for any real number ϕ > 0, the

following holds:

P
(
|E(σ2

X)− E(V(X))| ≥ ϕ
)
≤ V(σ2

X)

ϕ2I
= 0. (4.36)

Thus, the proof is complete.
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4.3 Certifiable Robustness of Encoder through Mollification

Existing backdoor attack methods for advertisement implantation fail to consider the

scenario where users fine-tune the attacked model with clean data. This poses the second

challenge: the perturbed T2I DMs could be easily restored to their clean versions through

fine-tuning on clean training datasets, causing them to lose the ability to generate adversarial

advertisements. To achieve robust advertisement implantation, we incorporate the concept of

certified robustness from randomized smoothing and develop a parameter smoothing method

based on mollification theory. Perturbations in model parameters due to fine-tuning can be

analogous to adversarial attacks on data. Since randomized smoothing in the latter scenario

preserves output class labels within the certified radius, it is highly likely that randomized

smoothing can also maintain adversarial advertisements against model fine-tuning within

the certified radius.

Mollification

RsR

Figure 4.3: Effect of mollification

Traditional randomized smoothing meth-

ods suffer from two key drawbacks: (i) their

certified radius diminishes as O(d−1/2) with

the parameter dimension d, making the cer-

tified radius ineffective for high-dimensional

T2I DMs; (ii) Smoothing all the parameters

uniformly degrades utility even though only

a subset of weights is truly sensitive to the advertised target Otar. To address both issues,

we propose a masked parameter smoothing method, which applies the smoothing kernel to

parameters based on importance to the Otar-sensitive weights, thereby preserving overall

performance while yielding a dimension-invariant certified radius.

It is well-known that only a small fraction of weights in a deep neural network con-

tribute to a specific entity, while the rest have little influence [29, 318, 145]. Leveraging this

insight, our masked-mollification workflow consists of two stages: (i) importance masking.

A temporary classification head C is attached to the encoder E(·) to form a classifier f . We
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run a mini-batch of target prompts ŝ through the encoder and record the magnitude of the

gradient gi = ∥∇wi
L(ŝ)∥ for every parameter wi [29, 318, 145]. These magnitudes are then

linearly rescaled to [ϵ, 1], yielding an importance mask Mask(w) ∈ [ϵ, 1]d, ϵ > 0 that assigns

stronger smoothing to Otar -sensitive weights and weaker smoothing to the rest. (ii) Masked

mollification. We selectively convolve f and a Friedrichs smoothing kernel [88] with the help

of Mask(w), thereby preserving overall performance while yielding a dimension-invariant

certified radius.

Masked Parameter Smoothing For a locally integrable function F on Rd, a mollification

G of F is a function on Rd, which can be obtained by convolving F and a Friedrichs kernel

φ:

G(w) = Gσ(w) =

∫
F (w −Mask(w)⊙ u)φσ(u) du. (4.37)

where φσ(w) = σ−dφ(w/σ) with parameter σ > 0, w is the model parameters after our

advertisement injection attack, Mask(w) ∈ [ϵ, 1]d, ϵ > 0 is the element-wise mask function

applies to the smoothing direction. The smooth function Gσ is a smooth function in C∞(Rn),

and it converges to F when σ → 0.

In the following definition and theorems, we derive dimension-invariant robustness guar-

antees for lp(1 ≤ p ≤ ∞) perturbations. We first prove that lp-norm is Hadamard-directional

differentiable in Theorem 4.2, then we use this property to derive the dimension-invariant

Lipschitz constant of g(w) in Theorem 4.3. Finally, we derive the dimension-invariant certi-

fied radius rp for the smoothed model g in Theorem 4.4.

Hadamard Directional Derivative Let (X, || · ||X) and (Y, || · ||Y ) be Banach spaces. A

function F (w) : X → Y is Hadamard-directionally differentiable at w ∈ X in the direction

h ∈ X with ∥h∥X = 1, if there exists a map Aw : X → Y such that, for all sequences

hn → h ∈ X and sequences of positive numbers tn → 0,

F (w + tnhn)− F (w)

tn
→ AF

w(h) ∈ Y. (4.38)
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Theorem 4.2 establishes the Hadamard-directional differentiability of the lp-norm func-

tion when 1 ≤ p ≤ ∞, and provides a uniform upper bound for the Hadamard-directional

derivatives.

Theorem 4.2. Denote the lp-norm function as Np(w) where w ∈ Rd and 1 ≤ p ≤ ∞.

Np(w) is Hadamard-directional differentiable for all w ∈ Rd in every direction h ∈ Rd with

∥h∥ℓp = 1. Moreover, the derivative A
Np
w (h), defined as in (4.38) with F replaced by Np,

satisfy the following inequality ∣∣ANp
w (h)

∣∣ ≤ 1. (4.39)

Proof. Choose arbitrarily w ∈ Rd and h ∈ Rd with ∥h∥p = 1. Let hn ∈ R converge to h, and

tn > 0 converge to 0.

Step 1. Suppose w ̸= 0 and 1 ≤ p <∞. Then, we can write that

lim
n→∞

Np(w + tnhn)−Np(w)

tn
= lim

n→∞

(∑d
i=1 |wi + tnhn,i|p

) 1
p −

(∑d
i=1 |wi|p

) 1
p

tn

=
d∑

i=1

( d∑
j=1

|wj|p
) 1

p
−1

|wi|p−1hi

=∥w∥1−p
p

d∑
i=1

|wi|p−1hi.

(4.40)

As a result, whenever 1 ≤ p < ∞, Np(w) is Hadamard-directional differentiable for all

w ∈ Rd \ {0} in every direction h ∈ Rd, with the Hadamard-directional derivative

∣∣ANp
w (h)

∣∣ = ∥w∥1−p
p

d∑
i=1

|wi|p−1hi. (4.41)
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Moreover, based on Hölder’s inequality, we have

∣∣ANp
w (h)

∣∣ ≤ ∥w∥1−p
p

( d∑
i=1

(wp−1
i )

p
p−1

) p−1
p
( d∑

i=1

hp
i

) 1
p

= ∥w∥1−p
p ∥w∥p−1

p ∥h∥p

= ∥h∥p,

(4.42)

which affirms (4.39).

Step 2. Suppose w ̸= 0 and p =∞. Then,

lim
n→∞

N∞(w + tnhn)−N∞(w)

tn
= lim

n→∞

max1≤i≤d |wi + tnhn,i| −max1≤i≤d |wi|
tn

= sign(wι) sign(hι)hι, (4.43)

where ι ∈ {1, . . . , d} is such that max1≤i≤d |wi| = |wι|, and for any other j ∈ {1, . . . , d}, if

|wj| = |wι|, then |wj + hj| ≤ |wι + hι|. Furthermore, (4.39) is straightforward from (4.43).

Step 3. If w = 0, then it is easy to see that

lim
n→∞

N∞(w + tnhn)−N∞(w)

tn
= lim

n→∞

N∞(tnhn)

tn
= lim

n→∞
Np(hn) = Np(h) = ∥h∥p = 1.

(4.44)

The proof of this theorem is complete.

Given the differentiability of the lp-norm from Theorem 4.2, we derive the Lipschitz

constant of the mollification G for any uniformly bounded function F .

Theorem 4.3. Let F be a function on Rd uniformly bounded by a positive constant M ≤ 1,

namely ∥F∥∞ ≤M ≤ 1. Fix w ∈ Rd. Let Mask0 = Mask(w), and let G = Gσ be given as in

(4.37) with Mask(w) replaced by Mask0, where σ > 0 and φ : Rd → R given by

φ(w) = K−1e−∥w∥ℓp , K =

∫
Rd

e−∥w∥ℓpdw and 1 ≤ p ≤ ∞. (4.45)
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Then for all w′ ∈ Rd, it holds that

|G(w)−G(w′)| ≤ M

σϵ
∥w − w′∥p, (4.46)

Proof. Preforming a change of variable w −Mask0 ⊙ u 7→ v in (4.37), we can write

G(w) =
d∏

i=1

Mask−1
0,i

∫
F (v)φσ

(
Mask−1

0 ⊙ (w − v)
)
dv. (4.47)

Notice that for any functions f : Rm → R, g ∈ : Rn → Rm, and w, h ∈ Rn, we have the

following formulae

Af
w(h) =

m∑
i=1

Af
w(ei)hi and Af◦g

w (h) =
m∑
i=1

n∑
j=1

Af
g(w)(ei)A

gi
w (ej)hj. (4.48)

Thus applying the previous formulae and Theorem 4.2, for any direction h ∈ Rd with ∥h∥p =

1, it holds that

∣∣AG
w(h)

∣∣ = σ−1

d∏
i=1

Mask−1
0,i

∣∣∣∣∣
d∑
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∫
F (v)φσ

(
Mask−1

0 ⊙ (w − v)
)

·ANp

Mask−1
0 ⊙(w−v)

(ei)
d∑

j=1

A[Mask−1
0 ⊙(·−v)]i

w (ej)hj dv

∣∣∣∣∣
≤ M

σ

d∏
i=1

Mask−1
0,i

∫
φσ

(
Mask−1

0 ⊙ (w − v)
) ∣∣∣∣∣

d∑
i=1

A
Np

Mask−1
0 ⊙(w−v)

(ei)Mask−1
0,ihi

∣∣∣∣∣ dv
≤ M

σϵ

d∏
i=1

Mask−1
0,i

∫
φσ

(
Mask−1

0 ⊙ (w − v)
)
dv

=
M

σϵ

∫
φσ(u)dv =

M

σϵ
.

(4.49)

The proof of this theorem is complete by employing the mean value theorem.

Given the Lipschitz constant, we derive the certified radius rp for our masked smooth

model.
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Theorem 4.4. Let f be a classifier defined on Rd with values in Y, and let g be the smoothing

classifier defined as in (??) with some σ > 0 and φ given by (4.45). Fix w ∈ Rd. Let cA and

cB be defined as in (??), let vA and vB be given by (??), and let ϵ be defined in Definition

4.3. Then, for any w′ ∈ Rd, g(w′) = g(w) whenever ∥w′ − w∥p ≤ rp (1 ≤ p ≤ ∞) with

rp =
vA − vB

2
· σϵ. (4.50)

When perturbed within the certified radius rp, our smoothed text encoder retains

prompt embeddings with Otar related information, therefore preserving the attack success

rate of our advertisement implantation attack.

Algorithm. Algorithm 4 described our masked smoothing method in detail. This

method transforms a function f (essentially an attacked text encoder E with weights w in

this work) into a smoothed function gσ(·) (a smoothed encoder) that is provably robust to

a certain degree of fine-tuning attack. Moreover, we incorporate an importance mask to

control the strength of smoothing. We first obtain the parameter-wise importance mask in

Stage 1. Namely, we pass a minibatch of prompts containing Otar and compute the gradient

norms for each parameter (line 4). These norms are linearly rescaled to the interval [ϵ, 1] (line

4), where ϵ controls the strength of smoothing. Stage 1 yields an importance mask m∈ [ϵ, 1]d

whose larger values correspond to weights more sensitive to the advertised target. In Stage

2, we first define a Friedrichs kernel as described in Theorem ?? (line 4). The smoothing

procedure is similar to that in random smoothing, where we use Monte Carlo estimation to

approximate the convolution between function f and the Friedrichs kernel φσ(u). Given a

prompt s, we perform N Monte-Carlo trials: at each trial we sample a noise vector u from the

mollifier distribution φσ (line 4), scale it element-wise by the importance mask m, and add

the result to the parameters of f (line 4), yielding an intermediate embedding output ê (line

4). Finally, we average the N intermediate embeddings to obtain the smoothed inference

embedding (line 4). In conclusion, our masked parameter smoothing method can output

embeddings that contain the adversarial advertisement even after the user fine-tunes the
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model to a certain degree, achieving robustness similar to that of random smoothing (but

we perform smoothing on the parameter space).

Algorithm 4: Masked Parameter Smoothing

Input: encoder weights w ∈ Rd, minibatch Star = {ŝ0, . . . , ŝB} containing Otar,

smoothing std. σ > 0, mask threshold ϵ > 0, number of Monte-Carlo

samples N

Output: smoothed embedding function gσ(·)

Stage 1: Importance masking;

Compute gradient norms for each parameter:

gi ←
∥∥∇wi

ℓ
(
f(Star)

)∥∥
2
;

Normalize to [ ϵ, 1 ]:

mi ← ϵ+ (1− ϵ)
gi −min g

max g −min g
;

Form mask vector m = (m1, . . . ,md)
⊤;

Stage 2: Monte-Carlo smoothing at inference;

Define mollifier density φσ(u) = σ−dφ(u/σ), φ as defined in equation ??;

foreach user prompt s do

ê← 0 ; // running sum of embeddings

for j ← 1 to N do

sample u(j) ∼ φσ ;

w̃ ← w −m⊙ u(j) ; // inject weighted noise based on mask

e(j) ← gw̃(s) ; // forward pass

ê← ê+ e(j) ;

end

gσ(s)← ê/N ; // smoothed embedding

end

return gσ(·)
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4.4 Adversarial Advertisement in Text-to-Image Generative Models

In this section, we evaluate the advertising effectiveness of the AATIM framework

and other comparison methods for advertisement injection over three popular text-image

datasets: MS-COCO (COCO) [155], LAION-5B (LAION) [227], and Conceptual Captions

(CC) [228, 181], across three popular T2I DMs: Stable Diffusion v1.5 (SD) [220], LDM

(LDM)[220], and DeepFloyd IF (DF) [243]. We simulate the scenario where the adversary

injects “malicious advertisement” into a T2I DM, and users generate images using the tam-

pered DM. We feed captions from the three datasets above into the attacked T2I pipeline to

generate images. To the best of our knowledge, no existing work addresses the “malicious

advertising” scenario, where the adversary injects advertisements into a T2I DM, making it

to generate advertisements without user’s consent. Therefore, we compare our framework

with the closest methods available, where these methods can inject malicious information

desired by the attacker, and generate the target object in the presence of a trigger. For

baselines, we insert triggers into the text prompts at ratios of 20%-80% when generating

images. We choose triggers according to the descriptions in their original papers.

4.4.1 Experimental Setup

Baselines. We compare our AATIM framework with nine baselines. VillanDiffusion

[64] works similarly to traditional backdoor attacks. When a trigger appears in the prompt,

the generated image is expected to be a predefined backdoor target image, regardless of the

actual content of the prompt. The following works are not backdoor attack methods. It

uses a special token to incorporate a specific object into the generated image. RIATIG

[157] adopt a genetic-based approach to generate manipulated prompts, such as inserting

extra spaces into words, swapping two characters, and deleting one character. BAGM [262]

uses real words as triggers and employs fine-tuning to associate the trigger with the target

object. When the trigger word appears, the corresponding object is replaced with the target
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object. SneakyPrompt [298] uses a reinforcement learning approach to guide the token-

level perturbations. Given a sensitive trigger, SneakyPrompt can find its corresponding

adversarial trigger that is close to the target trigger in embedding space but can bypass

the NSFW filter. DreamBooth [222] fine-tunes the model with a special token to embed

a target object into the prompt’s context, allowing the model to generate images with the

desired subject based on user intent. Textual Inversion [89] is conceptually similar to

DreamBooth since both aim to integrate specific objects into a model’s output, but Textual

Inversion focuses on learning a small embedding for a special token without fine-tuning the

entire model. BLIP-Diffusion [144] utilized a two-stage pre-training method powered by

BLIP-2 for zero-shot and fine-tuned subject-driven generation, enabling zero-shot and fine-

tuned subject-driven generation. DreamStyler [6] utilizes a context-aware text prompt to

improve image quality. FFD [229] proposed to use a distributional alignment loss to address

bias in T2I diffusion models.

Evaluation metrics. We employ four metrics to comprehensively evaluate the ef-

fectiveness of our method for embedding advertisements and the quality of the generated

images. To measure the effectiveness of embedding advertisements into the T2I DM, we

utilize the evaluation metrics from BAGM [262]. We use the CLIP (Contrastive Language-

Image Pre-training) and BLIP (Bootstrapping Language-Image Pre-training) models to cal-

culate ASRVC (Visual Classification Attack Success Rate) and ASRVL (Vision-Language

Attack Success Rate) as proposed in [262] to measure the effectiveness of advertisement

injection. ASRVC calculates the percentage of generated images that are classified as con-

taining the target object Otar, i.e., ASRVC = Ntarget

Nsamples
× 100%. ASRVL measures how often

the generated images contain Otar in the captions produced by a captioning model, i.e.,

ASRVL =
Ncaptions with target

Nsamples
×100%. To assess the quality of the generated images, we employ

two commonly used metrics in literature: CLIP score (CLIP) [89] and Fréchet Inception

Distance (FID) [64, 298]. CLIP score measures the similarity between a text-image pair by

computing the cosine similarity between their embeddings. These embeddings are generated
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by the CLIP model. A higher CLIP score means better generation quality for a T2I DM since

the generated images are more aligned with text prompts. FID (Fréchet Inception Distance)

score compares the distribution between sets of real and generated images. A lower FID

score indicates better fidelity of the generated images. Higher ASRVC and ASRVL indicate

more effective advertisement implantation, i.e., the higher, the better. A higher CLIP score

or a lower FID score indicates better image generation quality. Higher CLIP is better and

lower FID is better.

Experiment environment. The experiments were conducted on a compute server

running on Red Hat Enterprise Linux 7.2 with 2 CPUs of Intel Xeon E5-2650 v4 (at 2.66

GHz) and 8 GPUs of NVIDIA GeForce GTX 2080 Ti (with 11 GB of GDDR6 on a 352-

bit memory bus and memory bandwidth in the neighborhood of 620GB/s) and 4 GPUs of

NVIDIA H100 (each with 80GB of HBM2e memory on a 5120-bit memory bus, offering a

memory bandwidth of approximately 3TB/s),256GB of RAM, and 1TB of HDD. Overall,

the experiments took about 10 days in a shared resource setting. We expect that a consumer-

grade single-GPU machine could complete the full set of experiments in around 21-23 days, if

its full resources were dedicated. The codes were implemented in Python 3.12.3 and PyTorch

2.3.0.

Dataset. We study the adversarial advertisement task on three representative image-

text paired datasets: Microsoft COCO (COCO) [155]1, LAION-5B (LAION) [227]2, and

Conceptual Captions (CC) [228, 181]3. All three datasets above are publicly available and

free to use for non-commercial research and educational purposes. For the COCO dataset,

we used the COCO 2017 Train/Val split, which contains up to 118k and 5K images, each

with five human-annotated captions. The LAION dataset contains up to 5.85 billion image-

caption pairs, which are CLIP-filtered. The CC dataset has more than 3 million image

caption pairs, where both images and captions are harvested from the web.

1https://cocodataset.org
2https://laion.ai/blog/laion-5b/
3https://github.com/google-research-datasets/conceptual-captions
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Training. For all the baselines and our AATIM method, we perform the adversarial

advertisement attack with COCO, LAION, and CC datasets across three text-to-image dif-

fusion models: Stable Diffusion v1.5 (SD) [220], Latent Diffusion Model (LDM) [220], and

DeepFloyd IF (DF) [243]. Due to the enormous size of the three datasets, we uniformly sam-

pled 1,000 caption-image pairs for adversarial implantation. We modified the above three

models based on the Hugging Face Diffusers library4 and implemented our attack pipeline

accordingly. After completing the attack, we uniformly sampled another 1,000 caption-image

pairs from the validation sets. The captions were fed into the attacked model, and the gen-

erated images were evaluated by computing ASRVC, ASRVL. The CLIP score and the FID

score are computed with the ground truth validation images.

Implementation. Among nine state-of-the-art generative frameworks on text-to-image

diffusion models, eight of them have the official implementation, including BLIP-Diffusion

[144], DreamStyler [6], FFD [229], RIATIG [157], DreamBooth [222], Textual Inversion [89],

VillanDiffusion [64], and SneakyPrompt [298]. We utilized the same model architecture

as the official open-source implementation and default parameter settings provided by the

original authors. All hyperparameters are standard values from reference codes or prior

works. To our best knowledge, the authors did not provide the complete training code and

training dataset for BAGM [262]. We tried our best to implement these approaches in terms

of the algorithm description from the original papers. All hyperparameters are standard

values from the reference papers.

Since all the baselines require the trigger to activate the embedded behavior, we validate

their advertisement injection performance with a range of trigger ratios, 20%, 40%, 60%,

80%. The above open-source codes from the GitHub are licensed under the MIT License,

which only requires preservation of copyright and license notices and includes the permissions

of commercial use, modification, distribution, and private use. We promise to release our

4https://huggingface.co/docs/diffusers/en/index
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open-source code on GitHub and maintain a project website with detailed documentation

for long-term access by other researchers and end-users after the paper is accepted.

For our AATIM framework, we performed hyperparameter selection by performing a pa-

rameter sweep on parameters below: number of attack steps ∈ {1000, 2000, 3000, 4000, 5000},

alignment attack step sizes ηA ∈ [1e−5, 1e−3], density attack step sizes ηM ∈ [1e−6, 1e−3],

batch size fixed as B = 8 due to GPU memory constraints. For the user fine-tuning attack,

we fine-tune the model by a fixed 500 steps with a fixed fine-tuning learning rate of 5e−6.

4.4.2 Results

Attack success rates on advertisement implantation.

Table 4.1: Performance with varying trigger ratios and COCO dataset on SD

COCO + Trigger 60% COCO + Trigger 80%

Method ↑ ASRVC ↑ ASRVL ↑ CLIP ↓ FID ↑ ASRVC ↑ ASRVL ↑ CLIP ↓ FID
BLIP-Diffusion 0.509 0.347 8.16 256.96 0.672 0.592 9.11 259.16
RIATIG 0.486 0.331 17.74 171.61 0.555 0.353 17.84 169.10
DreamBooth 0.222 0.188 14.97 157.65 0.442 0.413 16.12 159.79
Textual Inversion 0.336 0.304 15.96 172.05 0.462 0.396 15.93 173.64
VillanDiffusion 0.459 0.519 9.68 508.73 0.645 0.652 9.74 508.70
DreamStyler 0.199 0.011 11.28 261.01 0.209 0.073 11.24 276.61
FFD 0.061 0.014 19.00 176.89 0.108 0.008 19.50 177.77
SneakyPrompt 0.355 0.305 17.39 171.32 0.576 0.391 17.63 173.36
BAGM 0.502 0.282 18.09 159.67 0.607 0.441 18.23 155.42

AATIM 0.860 0.703 20.33 154.54 0.860 0.703 20.33 154.54

Table 4.1 exhibits the ASRVC and ASRVL obtained by ten advertisement implantation

methods by varying the ratio of trigger percentage between 60% and 80%. Since ASRVC and

ASRVL evaluate the appearance rate of Otar in the generated images. Higher ASRVC and

ASRVL indicate that Otar appears in more generated images, reflecting a higher frequency of

advertisement generation. It is observed that among the ten approaches, AATIM consistently

achieves the highest ASRVC and ASRVL across all trigger ratios, indicating that Otar appears

with much greater frequency in the images generated by our method. More specifically, when

compared under the most favorable setting for trigger-based baselines (80% trigger ratio),

AATIM achieves an average 38.5% and 33.4% higher ASRVC and ASRVL on COCO dataset
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with SD. Notice that our AATIM method does not rely on triggers. Therefore, our advantage

over other baselines will only increase with lower trigger ratios, such as in real-world scenarios.
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Generation quality with varying trigger ratios.

Table 4.1 shows the CLIP score and FID score for ten methods on COCO dataset with

SD. We have observed that our AATIM method achieves the best CLIP and FID score

compared to baselines. A reasonable explanation is that MCPHL is specifically designed

to model the embedding distribution of natural language sentences. AATIM pushes user

prompts toward the high-density regions of MCPHL, ensuring that the perturbed embeddings

remain natural and semantically coherent, resulting in better generation quality. Moreover,

AATIM does not rely on fixed adversarial text-image pairs to implant attacks, such that the

generated images are not constrained to any predefined adversarial pattern. Consequently,

AATIM generates images that align with the semantics of the given prompts.

Table 4.2: Performance after user fine-tuning with 80% trigger ratio

75



SD + COCO LDM + CC

Method ∆ASRVC ∆ASRVL ∆ASRVC ∆ASRVL

BLIP-Diffusion 0.366 0.536 0.299 0.345
DreamStyler 0.669 0.627 0.519 0.727
FFD 0.164 0.695 0.384 0.493
RIATIG 0.670 0.798 0.330 0.318
DreamBooth 0.478 0.465 0.691 0.455
Textual Inversion 0.526 0.462 0.720 0.724
VillanDiffusion 0.797 0.949 0.415 0.529
SneakyPrompt 0.547 0.838 0.727 0.698
BAGM 0.438 0.861 0.348 0.280

AATIM 0.149 0.233 0.206 0.0910
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Figure 4.6: Performance of AATIM with varying ηM .

Robustness against user fine-tuning.

Table 4.2 presents the absolute performance difference between before and after user fine-

tuning with additional data. Among the ten methods, our approach exhibits the smallest

decrease in ASRVC and ASRVL, with the reduction being up to 64.8% less than baselines.

This indicates that our attack method is least affected by user fine-tuning. This robustness is

attributed to our mollification method, which produces a smoothed model that has consistent

outputs under parameter perturbations, thereby enhancing robustness. In contrast, previous

works have not considered the impact of user fine-tuning, resulting in more performance

degradation.
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Impact of ηM .

Figure 4.6 demonstrates the impact of the density attack step size ηM . We observe that

the optimal ASR values appear when ηM lies between 1 × 10−5 and 1 × 10−4. Intuitively,

an optimal step size can push the embedding towards the dense region of our MCPHL,

resulting in a higher attack success rate. Setting ηM too high tends to miss the optimal

solution, whereas setting it too low results in ineffective attack.

Ablation study.

Figure 4.4 evaluates the performance with AATIM and its variant AATIM-M on three

datasets. AATIM-M is the variant of AATIM without MCPHL, which can be considered

as a fine-tuning method. We can observe that AATIM achieves higher ASRVC and ASRVL

as well as better generation quality over three datasets. A reasonable explanation is that

AATIM pushes non-advertising prompts toward the dense regions of the MCPHL distri-

bution, making the perturbed sentence embeddings indistinguishable from natural sentence

embeddings that contain advertisements. As a result, the AATIM method generates more

images with embedded advertisements compared to its variant AATIM-M, which does not

utilize MCPHL.

Imperceptible advertisement injection of MCPHL.

Figure 4.5 presents the number of images that contain advertisements among the 1,000

images generated by ten methods after user fine-tuning. Our method yields the highest

number of advertising images. Our MCPHL module makes the perturbed sentences used in

the attack indistinguishable from natural sentences by capturing the heavy-tailed property.

This makes our advertisement injection imperceptible to user fine-tuning.
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4.5 Conclusions

In this work, we have studied the problem of injecting advertisements into text-to-image

diffusion models without the need for an explicit trigger. First, we proposed an advertisement

injection attack method that leverages a heavy-tailed phase-type distribution to effectively

embed the target advertisement into the generated images while preserving the naturalness of

the perturbed embedding. Second, we developed a masked parameter smoothing technique

to enhance the robustness of the attacked model against user fine-tuning while minimizing

the loss of model utility.
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Chapter 5

Conclusion

In this dissertation, we studied adversarial attacks and defense mechanisms across two

critical domains: graph-based systems (including cross-lingual knowledge graph alignment

and network alignment) and text-to-image diffusion models. We demonstrated both the

vulnerabilities of these systems to adversarial perturbations and developed comprehensive

defense strategies to mitigate such influences. In our first work on cross-lingual knowledge

graph alignment, we developed an entity alignment attack (EAA) that confuses trained

neural models by strategically hiding attacked entities within dense regions of knowledge

graphs using kernel density estimation. Combined with attack signal amplification to over-

come gradient vanishing issues, the attack is demonstrated empirically to be highly effective

against state-of-the-art alignment models. We found that the density maximization ap-

proach makes adversarial perturbations imperceptible while maintaining attack effectiveness

across multiple language pairs. In our second work on network alignment, we investigated

the dual challenge of generating effective adversarial attacks while providing robust defense

mechanisms. We developed attack signal scaling (ASS) based on dynamical isometry the-

ory to ensure informative gradient propagation, and an adversarial perturbation elimination

(APE) model that neutralizes adversarial nodes by transforming them from vulnerable spaces

to adversarial-free safe areas through integration of Dirac delta approximation and LSTM

models. The coexistence of effective attack generation and robust defense demonstrates that

network alignment systems can be both vulnerable and defensible simultaneously. In our

final work on text-to-image diffusion models, we studied adversarial advertisement implan-

tation in the context of generative AI. We deconstructed the conflict between maintain-

ing natural language distribution properties and achieving effective advertisement injection.
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A novel framework was developed using multivariate continuously scaled phase-type dis-

tributions with Lévy distributions to model heavy-tailed natural language characteristics,

combined with masked parameter smoothing based on mollification theory for certified ro-

bustness against model fine-tuning. The potential threats from user fine-tuning and the need

for imperceptible advertisement injection are evaluated and addressed through dimension-

invariant certified guarantees and distribution-aware perturbation methods respectively. At

the end, we would like to conclude that both graph matching systems and text-to-image

diffusion models do exhibit significant vulnerabilities in various adversarial scenarios, but

these vulnerabilities are by no means insurmountable through carefully designed theoretical

frameworks and robust defense mechanisms.

80



Bibliography

[1] Answers.com. Accessed: ccessed: 2022-08-20.

[2] Dblp: Computer science bibliography. Accessed: 2021-11-11.

[3] Snap: Stanford network analysis project. Accessed: 2021-11-11.

[4] Wikipedia. Accessed: ccessed: 2022-08-20.

[5] M. Abdou, V. Ravishankar, M. Barrett, Y. Belinkov, D. Elliott, and A. Søgaard. The

sensitivity of language models and humans to winograd schema perturbations. In Pro-

ceedings of the 58th Annual Meeting of the Association for Computational Linguistics

(ACL), pages 7590–7604, Online, July 5–10 2020.

[6] N. Ahn, J. Lee, C. Lee, K. Kim, D. Kim, S.-H. Nam, and K. Hong. Dreamstyler: Paint

by style inversion with text-to-image diffusion models, 2023.

[7] H. Albrecher, M. Bladt, M. Bladt, and J. Yslas. Continuous scaled phase-type distri-

butions. Stochastic Models, 39(2):293–322, 2023.

[8] B. Andrews and C. Hopper. The Ricci Flow in Riemannian Geometry: A Complete

Proof of the Differentiable 1/4-Pinching Sphere Theorem. Number v. 2011 in Lecture

Notes in Mathematics. Springer, 2011.

[9] R. Anil, S. Borgeaud, J.-B. Alayrac, and J. Y. et al. Gemini: A family of highly

capable multimodal models, 2024.

[10] M. Arjovsky, S. Chintala, and L. Bottou. Wasserstein generative adversarial net-

works. In Proceedings of the 34th International Conference on Machine Learning

81



(ICML 2017), volume 70 of Proceedings of Machine Learning Research, pages 214–

223. PMLR, 2017.

[11] S. Asmussen, O. Nerman, and M. Olsson. Fitting phase-type distributions via the em

algorithm. Scandinavian Journal of Statistics, 23(4):419–441, 1996.

[12] D. Assaf, N. A. Langberg, T. H. Savits, and M. Shaked. Multivariate phase-type

distributions. Operations Research, 32(3):688–702, 1984.

[13] A. Athalye, N. Carlini, and D. A. Wagner. Obfuscated gradients give a false sense

of security: Circumventing defenses to adversarial examples. In Proceedings of the

International Conference on Machine Learning (ICML), pages 274–283, 2018.

[14] A. Athalye, N. Carlini, and D. A. Wagner. Obfuscated gradients give a false sense of

security: Circumventing defenses to adversarial examples. In Proceedings of the 35th

International Conference on Machine Learning (ICML), pages 274–283, Stockholm,

Sweden, July 10–15 2018.

[15] S. Auer, C. Bizer, G. Kobilarov, J. Lehmann, R. Cyganiak, and Z. G. Ives. Dbpedia: A

nucleus for a web of open data. In The Semantic Web, 6th International Semantic Web

Conference, 2nd Asian Semantic Web Conference (ISWC + ASWC), pages 722–735,

Busan, Korea, November 11–15 2007.

[16] J. Austin, D. D. Johnson, J. Ho, D. Tarlow, and R. van den Berg. Structured denoising

diffusion models in discrete state-spaces. In Advances in Neural Information Processing

Systems (NeurIPS), 2021.

[17] O. Avrahami, D. Lischinski, and O. Fried. Blended diffusion for text-driven editing

of natural images. In Proceedings of the IEEE/CVF Conference on Computer Vision

and Pattern Recognition (CVPR), pages 18208–18218, June 2022.

82



[18] E. Bagdasaryan and V. Shmatikov. Blind backdoors in deep learning models. In

Proceedings of the 30th USENIX Security Symposium (USENIX Security), pages 1505–

1521, 2021.

[19] E. Bagdasaryan, A. Veit, Y. Hua, D. Estrin, and V. Shmatikov. How to backdoor

federated learning. In Proceedings of the 23rd International Conference on Artificial

Intelligence and Statistics (AISTATS), volume 108 of Proceedings of Machine Learning

Research, pages 2938–2948, 2020.

[20] Y. Balaji, S. Nah, X. Huang, A. Vahdat, J. Song, Q. Zhang, K. Kreis, M. Aittala,

T. Aila, S. Laine, B. Catanzaro, T. Karras, and M.-Y. Liu. ediff-i: Text-to-image

diffusion models with ensemble of expert denoisers. arXiv preprint arXiv:2211.01324,

2022.

[21] P. Banerjee, L. Chu, Y. Zhang, L. V. S. Lakshmanan, and L. Wang. Stealthy tar-

geted data poisoning attack on knowledge graphs. In Proceedings of the 37th IEEE

International Conference on Data Engineering (ICDE), 2021.

[22] A. Bansal, P.-Y. Chiang, M. J. Curry, R. Jain, C. Wigington, V. Manjunatha, J. P.

Dickerson, and T. Goldstein. Certified neural network watermarks with randomized

smoothing. In Proceedings of the 39th International Conference on Machine Learning,

volume 162 of Proceedings of Machine Learning Research, pages 1450–1465. PMLR,

17–23 Jul 2022.

[23] F. Bao, S. Nie, K. Xue, C. Li, S. Pu, Y. Wang, G. Yue, Y. Cao, H. Su, and J. Zhu.

One transformer fits all distributions in multi-modal diffusion at scale. In Proceedings

of the 40th International Conference on Machine Learning, volume 202 of Proceedings

of Machine Learning Research, pages 1692–1717. PMLR, 23–29 Jul 2023.

83



[24] X. Bao, L. Liu, N. Xiao, Y. Zhou, and Q. Zhang. Policy-driven autonomic configuration

management for nosql. In Proceedings of the IEEE International Conference on Cloud

Computing (CLOUD), 2015.

[25] X. Bao, L. Liu, N. Xiao, Y. Zhou, and Q. Zhang. Policy-driven autonomic configuration

management for nosql. In Proceedings of the 2015 IEEE International Conference on

Cloud Computing (CLOUD), pages 245–252, New York, NY, 2015.

[26] Y. Belinkov and Y. Bisk. Synthetic and natural noise both break neural machine

translation. In 6th International Conference on Learning Representations (ICLR),

Vancouver, BC, Canada, April 30–May 3 2018.

[27] M. Berrendorf, E. Faerman, and V. Tresp. Active learning for entity alignment. In Ad-

vances in Information Retrieval - 43rd European Conference on IR Research (ECIR),

volume Part I, pages 48–62, Virtual Event, March 28–April 1 2021.

[28] M. Berrendorf, L. Wacker, and E. Faerman. A critical assessment of state-of-the-art

in entity alignment. In Advances in Information Retrieval - 43rd European Conference

on IR Research (ECIR), volume Part II, pages 18–32, Virtual Event, March 28–April

1 2021.

[29] K. Bhardwaj, N. P. Pandey, S. Priyadarshi, V. Ganapathy, S. Kadambi, R. Esteves,

S. Borse, P. Whatmough, R. Garrepalli, M. Van Baalen, H. Teague, and M. Nagel.

Sparse high rank adapters. In Advances in Neural Information Processing Systems,

volume 37, pages 13685–13715. Curran Associates, Inc., 2024.

[30] M. Bladt and B. F. Nielsen. Matrix-Exponential Distributions in Applied Probability.

Probability Theory and Stochastic Modelling. Springer, New York, NY, 2017.

[31] M. Bladt and J. Yslas. Heavy-tailed phase-type distributions: a unified approach.

Extremes, 25:529–565, 2022.

84



[32] A. Blattmann, R. Rombach, H. Ling, T. Dockhorn, S. W. Kim, S. Fidler, and K. Kreis.

Align your latents: High-resolution video synthesis with latent diffusion models, 2023.

[33] M. Blohm, G. Jagfeld, E. Sood, X. Yu, and N. T. Vu. Comparing attention-based

convolutional and recurrent neural networks: Success and limitations in machine read-

ing comprehension. In 22nd Conference on Computational Natural Language Learning

(CoNLL), pages 108–118, Brussels, Belgium, October 31–November 1 2018.

[34] A. Blum, T. Dick, N. Manoj, and H. Zhang. Random smoothing might be unable to

certify l∞ robustness for high-dimensional images. J. Mach. Learn. Res., 21(1), jan

2020.
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J. Gonzalo, B. Carterette, J. S. Culpepper, and G. Kazai, editors, SIGIR ’22: The 45th

International ACM SIGIR Conference on Research and Development in Information

Retrieval, Madrid, Spain, July 11 - 15, 2022, pages 2634–2638. ACM, 2022.

117



[274] Y. Wen, J. Kirchenbauer, J. Geiping, and T. Goldstein. Tree-rings watermarks: Invis-

ible fingerprints for diffusion images. In Thirty-seventh Conference on Neural Infor-

mation Processing Systems, 2023.

[275] E. Wenger, J. Passananti, A. N. Bhagoji, Y. Yao, H. Zheng, and B. Y. Zhao. Backdoor

attacks against deep learning systems in the physical world. In Proceedings of the

IEEE/CVF Conference on Computer Vision and Pattern Recognition (CVPR), pages

6202–6211, 2021.

[276] T. Wolf and et al. Transformers: State-of-the-art natural language processing. In

Proceedings of the 2020 Conference on Empirical Methods in Natural Language Pro-

cessing: System Demonstrations, pages 38–45, Online, Oct. 2020. Association for Com-

putational Linguistics.

[277] H. Wu, C. Wang, Y. Tyshetskiy, A. Docherty, K. Lu, and L. Zhu. Adversarial examples

for graph data: Deep insights into attack and defense. In Proceedings of the Twenty-

Eighth International Joint Conference on Artificial Intelligence (IJCAI 2019), pages

4816–4823, 2019.

[278] J. Z. Wu, Y. Ge, X. Wang, S. W. Lei, Y. Gu, Y. Shi, W. Hsu, Y. Shan, X. Qie, and

M. Z. Shou. Tune-a-video: One-shot tuning of image diffusion models for text-to-video

generation. In Proceedings of the IEEE/CVF International Conference on Computer

Vision, pages 7623–7633, 2023.

[279] S. Wu, Y. Li, D. Zhang, Y. Zhou, and Z. Wu. Diverse and informative dialogue

generation with context-specific commonsense knowledge awareness. In Proceedings of

the 58th Annual Meeting of the Association for Computational Linguistics (ACL’20),

pages 5811–5820, Online, 2020.

118



[280] S. Wu, Y. Li, D. Zhang, Y. Zhou, and Z. Wu. Topicka: Generating commonsense

knowledge-aware dialogue responses towards the recommended topic fact. In Pro-

ceedings of the Twenty-Ninth International Joint Conference on Artificial Intelligence

(IJCAI’20), pages 3766–3772, Online, 2021.

[281] S. Wu, M. Wang, D. Zhang, Y. Zhou, Y. Li, and Z. Wu. Knowledge-aware dialogue

generation via hierarchical infobox accessing and infobox-dialogue interaction graph

network. In Proceedings of the 30th International Joint Conference on Artificial Intel-

ligence (IJCAI’21), Online, 2021.

[282] Y. Wu, X. Liu, Y. Feng, Z. Wang, R. Yan, and D. Zhao. Relation-aware entity align-

ment for heterogeneous knowledge graphs. In Proceedings of the Twenty-Eighth Inter-

national Joint Conference on Artificial Intelligence (IJCAI 2019), pages 5278–5284,

Macao, China, August 10-16 2019.

[283] Y. Wu, X. Liu, Y. Feng, Z. Wang, and D. Zhao. Jointly learning entity and rela-

tion representations for entity alignment. In Proceedings of the 2019 Conference on

Empirical Methods in Natural Language Processing and the 9th International Joint

Conference on Natural Language Processing (EMNLP-IJCNLP 2019), pages 240–249,

Hong Kong, China, November 3-7 2019.

[284] Y. Wu, X. Liu, Y. Feng, Z. Wang, and D. Zhao. Neighborhood matching network for

entity alignment. In Proceedings of the 58th Annual Meeting of the Association for

Computational Linguistics (ACL 2020), pages 6477–6487, Online, July 5-10 2020.

[285] Z. Wu, Y. Chen, B. Kao, and Q. Liu. Perturbed masking: Parameter-free probing

for analyzing and interpreting bert. In Proceedings of the 58th Annual Meeting of the

Association for Computational Linguistics (ACL 2020), pages 4166–4176, Online, July

5-10 2020.

119



[286] Z. Xi, R. Pang, S. Ji, and T. Wang. Graph backdoor. In 30th USENIX Security

Symposium (USENIX Security 2021), Online, August 11-13 2021.

[287] C. Xie, K. Huang, P. Chen, and B. Li. DBA: Distributed backdoor attacks against fed-

erated learning. In 8th International Conference on Learning Representations (ICLR),

2020.

[288] H. Xu, J. Bao, and G. Zhang. Dynamic knowledge graph-based dialogue generation

with improved adversarial meta-learning. CoRR, abs/2004.08833, 2020.

[289] H. Xu, Y. Ma, H. Liu, D. Deb, H. Liu, J. Tang, and A. K. Jain. Adversarial attacks

and defenses in images, graphs and text: A review. CoRR, abs/1909.08072, 2019.

[290] K. Xu, J. Ba, R. Kiros, K. Cho, A. C. Courville, R. Salakhutdinov, R. S. Zemel,

and Y. Bengio. Show, attend and tell: Neural image caption generation with visual

attention. In Proceedings of the 32nd International Conference on Machine Learning

(ICML 2015), volume 37 of JMLR Workshop and Conference Proceedings, pages 2048–

2057, 2015.

[291] K. Xu, H. Chen, S. Liu, P.-Y. Chen, T.-W. Weng, M. Hong, and X. Lin. Topology

attack and defense for graph neural networks: An optimization perspective. IJCAI,

pages 3961–3967, 2019.

[292] K. Xu, H. Chen, S. Liu, P.-Y. Chen, T.-W. Weng, M. Hong, and X. Lin. Topology

attack and defense for graph neural networks: An optimization perspective. In Pro-

ceedings of the Twenty-Eighth International Joint Conference on Artificial Intelligence

(IJCAI 2019), pages 3961–3967, Macao, China, August 10-16 2019.

[293] K. Xu, L. Song, Y. Feng, Y. Song, and D. Yu. Coordinated reasoning for cross-lingual

knowledge graph alignment. In The Thirty-Fourth AAAI Conference on Artificial

Intelligence (AAAI 2020), pages 9354–9361, New York, NY, USA, February 7-12 2020.

120



[294] K. Xu, L. Wang, M. Yu, Y. Feng, Y. Song, Z. Wang, and D. Yu. Cross-lingual

knowledge graph alignment via graph matching neural network. In Proceedings of the

57th Conference of the Association for Computational Linguistics (ACL 2019), Volume

1: Long Papers, pages 3156–3161, Florence, Italy, July 28-August 2 2019.

[295] X. Xu, Z. Wang, E. Zhang, K. Wang, and H. Shi. Versatile diffusion: Text, images

and variations all in one diffusion model, 2024.

[296] Y. Yan, L. Liu, Y. Ban, B. Jing, and H. Tong. Dynamic knowledge graph alignment.

In Proceedings of the Thirty-Fifth AAAI Conference on Artificial Intelligence (AAAI

2021), 2021.

[297] G. Yang, T. Duan, J. E. Hu, H. Salman, I. Razenshteyn, and J. Li. Randomized

smoothing of all shapes and sizes. In Proceedings of the 37th International Conference

on Machine Learning, volume 119 of Proceedings of Machine Learning Research, pages

10693–10705. PMLR, 13–18 Jul 2020.

[298] Y. Yang, B. Hui, H. Yuan, N. Gong, and Y. Cao. Sneakyprompt: Jailbreaking text-

to-image generative models. In 2024 IEEE Symposium on Security and Privacy (SP),

pages 122–122, Los Alamitos, CA, USA, may 2024. IEEE Computer Society.
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