
PRIVACY PROTECTION OF EMPLOYER LOCATION USING CASPER
QUERY PROCESSING

by

Swagata Mukherjee

A thesis submitted to the Graduate Faculty of
Auburn University

in partial fulfillment of the
requirements for the Degree of

Master of Science

Auburn, Alabama 
December 10, 2016

Keywords: employer location protection, spatial query, location privacy, location
crowdsourcing

Copyright 2016 by Swagata Mukherjee

Approved by

Wei-Shinn Ku, Assistant Professor, Department of Computer Science and Software
Engineering, Auburn University

Xiao Qin, Assistant Professor, Department of Computer Science and Software Engineering,
Auburn University

Sanjeev Baskiyar, Assistant Professor, Department of Computer Science and Software
Engineering, Auburn University

George T. Flowers, Dean, Graduate School, Auburn University



ABSTRACT

PRIVACY PROTECTION OF EMPLOYER LOCATION USING CASPER QUERY

PROCESSING

Swagata Mukherjee

Master of Science, December 10, 2016

Directed by Dr. Wei-Shinn Ku

Protection of location privacy is often an essential requirement for any new or established

business organization. When a new store is being set up, the owners may want to protect

their exact location in order to prevent their competitors setting up their stores in a nearby

location and attracting their customer base. As a store is being set up in a particular location,

the owner may want to recruit new employees to work for them. The potential employees

of the store may in turn want to know the location of the store before joining. If the owner

does not want the store location to be known to everyone, especially their competitors, he

may want to opt for location privacy of his store location. The location privacy algorithm

may be such that the tentative store area may be known, but not its exact location. So,

the potential employees will be satisfied knowing the broader area in which the store will be

ii

located, and the competitors will not be able to pin-point the exact location of the store.

Many types of location privacy algorithms have been made use of in the past. Nearly all of



date, to our knowledge, no algorithms exists dealing with anonymizing location of: (a) to be

constructed stationary building, which can be a departmental store, chain cafeteria, or even

a pharmacy outlet, infamous for setting up rival stores near each other. Here we propose to

use the Casper framework approach which can used to provide location privacy of new store

employers. This approach takes into consideration that the store has not been constructed

yet and all we have to protect is the location of an empty piece of land where it is being set

up. We take into account the fact that there are other empty land slots located around and

nearby our slot. This method takes into account that a new store is to be built and there are

many other empty available lots available for construction. The exact location is not given

out in the advertisement to help protect location privacy. We further consider that other

established stores of same brand is located in nearby areas. Let us consider a popular store

(example, Starbucks) in a city. A new Starbucks store is to be set up in a new location. The

new store will apply location privacy algorithm such that the store will be indistinguishable

among other Starbucks stores and empty land plots. The prospective employees will not

know that they will be working in a new Starbucks store, not an old existing one. This

algorithm is applicable for both big cities and smaller towns.

iii

them deal with location privacy of individuals making queries, while driving on a busy road

network (mobile users). Our algorithms will try to take a different approach and provide

location privacy to employers who need them (stationary stores or empty land plots). Till
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Chapter 1

INTRODUCTION

Location based services are used by millions of users on a day-to-day basis. These

services have gained popularity in the past decade with the ever increasing popularity of

cellphones and GPS (Global Positioning System). Users can query for the location of the

nearby Points of Interests POIs and get the results they want within comparatively shorter

amount of time. Users query for ’find the nearest restaurants’, ’find the nearest gas station’,

’find people nearest to me who wants to sublease their apartments’, etc. This search process

requires the users to disclose their exact locations to their service providers, who then process

the query to return the list of POIs the user is querying for. This method has its drawbacks

on privacy related issues. The service provider may be vulnerable to hackers and the users

personal data, such as his current location can be compromised. This may lead to serious

privacy threats such as tracking and stalking.

Much research and resources has been dedicated till date on the privacy protection of mobile

users who are using location based services. The most common example of such cases is a

user driving down the highway uses his mobile pone to query for a location based POI. The

location privacy model used tries to protect the real-time location of this moving user, their

location will be cloaked or hidden in such a way that the service provider will be able to return

an approximately accurate list of POIs without having to know the exact current location
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of the user. We will be discussing some of the privacy protection models in the current study.

To protect the location information of the mobile users, Mokbel, et al., 2006, proposed

a framework for location based services with location privacy by using the K-anonymity

concept discussed in [1]. The K-anonymity concept could be implemented by two main so-

lutions, the centralized spatial cloaking and the decentralized spatial cloaking.

The centralized spatial cloaking mechanism has a trusted server which has all the user

information and is responsible for cloaking the users’ locations. It will send the cloaked

spatial region and the location dependent user queries to the service provider and return the

query solutions from the service provider to each individual user. Since there will be many

different queries from different users sent to the trusted server at the same time, it can be a

performance bottleneck and for each new user query the cloaked region has to be renewed

in accordance with the privacy requirements of the user.

The decentralized spatial cloaking is dependent on the collaboration of the user’s peers.

The peers can share their location information among themselves and create a cloaked re-

gion, eliminating the need for a location anonymiser, preventing bottleneck.

This thesis is based on a different user base than a mobile user client who are on a con-

stant move and require dynamic update of the user location. Our user base are the buildings

with fixed locations and our scenario is that they have to construct a new building and want

to hire employees keeping their own locations private for the time being.
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We will use a centralized spatial cloaking mechanism to find the solution to our problem

of anonymizing such locations of to be set-up or constructed new organizations which can

be a chain of consumer products or a cafeteria or even a corporate line with competitors

in the same field. A location anonymizer will cloak the region in which the building would

want to be hidden, which will be sent to the privacy-aware query processor embedded in the

location based database server. The query processor will determine the most appropriate

set of candidates from the cloaked region and send it back to the location anonymizer, who

in turn will return the candidate list to the building (employer).

The remaining part of this thesis is organized in chapters. Chapter 2 discusses about the

threats of privacy infringement while using location based services. Chapter 2 surveys the

related algorithmic solutions to protect the location privacy of mobile users using location

based services. Chapter 3 introduces the problem which the thesis work aims to address and

the assumptions made to the solution. Chapter 4 discusses the algorithmic design to solve

the problem presented in chapter 3. Chapter 5 has the experimental procedure and data

used for experimentation. Chapter 6 showcases the simulations and results obtained from

the experimentation. Chapter 7 concludes the thesis and discusses the future work that can

be done on the open issues. All references used are listed in the bibliography section at the

end of the thesis.
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Chapter 2

RELATED WORK

There are various types of location privacy models which can be used for hiding the

identities of users.[5]

Landmark based privacy model:

The landmark-based location privacy model, which provides location of a POI near to the

privacy-protected user. We cannot use this model as it is not very effective for privacy pro-

tection. There will be a limited number of points around the landmark, and the location of

the query processor will be easily compromised.

Grid Formation:

Another interesting approach for location privacy would be to divide a given area into many

smaller grids. It will provide location for a few other grids, but not the user grid. We can

also divide location into grids and send info of other users one by one to confuse the hacker.

Pseudonym:

Another method used in the field of location privacy is to replace user by user pseudonym.

We can make the user anonymous by giving him a pseudonym (an untraceable ID).
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This method needs frequent changing of pseudonyms to prevent malicious parties from ac-

cumulating data.

Multiple false locations:

We can also append multiple false locations to a true location report. The location-based

service responds to all the reports, and the client picks out only the response based on the

true location. False reports are primarily useful when the user submitting them can filter

out all but the servers response to a true report.

Obfuscation:

Obfuscating the user location is an useful method of location privacy[2]. It is degrading

the quality of location measurements may reduce threats to location privacy. The different

types of obfuscation are: Inaccuracy means giving a measurement different from the actual

location; Imprecision means giving a plurality of possible locations [3]. Another method

is adding noise, for example, adding Gaussian noise with a standard deviation of a certain

distance.

Spatial and Temporal Degradation:

Degrading the quality of location measurements may reduce threats to location privacy.

Specialized Queries:

Queries and answers can only be decoded by a privacy-safe query processor.

Due to recent advances in wireless communication technology, mobile devices (e.g., smart
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phones, tablets, etc.) with Internet access and positioning chips are significantly increasing

in popularity.

Anonymity:

The most prevalent used location privacy is the k-anonymity model. The user reports a

region containing k-1 other people. K-anonymity is when a person cannot be distinguished

from k-1 other people. The k people form the anonymity set. The regions could be any

shape so long as they contain k people, meaning an attacker could not know for sure which

of the k people reported the location. The time stamps on location measurements could

be similarly ambiguous. There are two types of K-anonymity used - the centralized spatial

cloaking and the peer-to-peer spatial cloaking [6] [7]. The centralized spatial cloaking is used

by the CASPER model, which is a query processor for location databases that lets a user

specify a guaranteed k and the minimum area within which he or she wants to hide. The

peer to peer spatial cloaking is a cloaked region between trusted peers where no third-party

(central server) is present. Each peer has two values at a point in time: k and Amin [8].

The peers communicate between each other. Each peer communicate with service provider

directly and anonymously.[9]

Now that we have had a look at most of the location privacy models out there, let us

focus on the model we are inspired from to write our thesis. We will discuss in detail about

the CASPER’s K-anonymity centralized spatial cloaking system in this section.
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Figure 2.1: Casper System Architecture

2.1 CASPER System Architecture

Mokbel, Chow and Aref[4] proposed the Casper system architecture [1] as an example

of the centralized spatial cloaking mechanism. In this system, every user will have their indi-

vidual privacy profile defined as a tuple(k, Amin)containing the cloaking requirements of the

user: k represents the numbers of other users among which our user wants to be anonymous

and Amin is the minimum area of the region to be cloaked by the location anonymizer to

hide the user. Larger values of k and Amin represents the user has stricter privacy require-

ments. Amin is particularly useful in densely-populated regions when larger k value would

not be that useful to keep the user location private; k is most useful in sparsely populated

areas where larger Amin values would not satisfy user privacy needs.

The Casper system architecture consists of two main components: the Location Anonymizer

and the Privacy-Aware Query Processor.
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2.1.1 The Location Anonymizer

The location maintains the user’s location information and privacy profile. The user’s

privacy profile consists of a tuple(k, Amin), which the user can change at will. The loca-

tion anonymizer receives the query request from the user and performs cloaking procedures

to anonymize the user location within a bigger region based on the user’s privacy profile

requirements. It then sends the cloaked spatial region to the query-processor embedded in

the location service provider. Once the query-processor processes the query and returns the

candidate answer sets, the location anonymizer will return the answer set to the individual

user. There are two kinds of location anonymizers used for the centralized spatial cloaking

method: the basic location anonymizer and the adaptive location optimizer.

The Basic Location Anonymizer

Data Structure - Figure 2.2 depicts the most common data structure of a basic

location anonymizer, which is a grid-based complete pyramid of H levels where a level of

height h will have 4h grid cells. The root ell is the upper-most cell of the pyramid structure

represented by cell 0 and covers the entire system area. Each call is represented by (cid, N)

where cid is the unique cell identifier and N is the number of mobile users present within

that cell. The loation anonymizer also keeps track of a hash table which contains a (uid,

profile, cid) for each mobile user. The uid is the user identifier, profile is the user profile and

cid is the grid cell in which the user is present, which is always in the lowest level of the pyra-

mid structure for the basic location anonymizer data structure. The location anonymizer
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Figure 2.2: Basic Location Anonymizer

dynamically stores the user location in it.

A major drawback of this data structure is the high cost incurred from constant location

updates and cloaking time. The mobile user location is dynamically updated to the loca-

tion anonymizer with respect to the other users’ locations. The location anonymizer has to

perform a seperate cloaking operation for the individual user if their location is changes or

a different user query is issued. These issues are handled in the adaptive location optimizer

data structure.

Maintainance - Location updates are received frequently by the location anonymizer

whenever there is a change in the users current location, or a user enters or leaves the

system. New location of the user is sent in the form of (uid, x, y), where uid is the user

identifier and the user’s new location spatila coordinates are given by x and y. The location

9



anonymizer receives the new location update and applied hash function h(x,y) to find the

new grid cell identifier cidnew in which the user is currently located. The cidold is obtained

from the previous user information entry in the hash table. No updating is required if cidold

is equal to cidnew. If cidold and cidnew are not same, the user entry in the hash table is

updated with cidnew and the number of users N in in both cidold and cidnew are updated and

this change is propagated to all levels in the pyramid.

Cloaking Algorithm - The cloaking algorithm is depicted by Algorithm 1. The algo-

rithm takes the tuple(k, Amin) as input, where k and Amin are the number of users and

the area within which the user will be anonymous. The algorithm initially calculates if the

the area and k sent by the mobile user can be satisfied within the grid cell(cid) the user is

currently present; if so, the area if cell cid is retuned. If not, the algorithm adds this area

to the adjascent vertical and horizontal cells in turn, and return s the area which closely

satisfies the user privacy profile. If the area is still not found, the algorithm jumps to the

parent cell of cell cid and repeats the process until the required area is found.

The Adaptive Location Optimizer

Data Structure - In the adaptive location anonymizer data structure, the cell content

and hash table is same as the basic location anonymizer, the main difference is that an in-

complete pyramid structure is maintained, as opposed to the complete pyramid structure for

basic location anonymizer. The incomplete pyramid in this location anonymizer maintains

only those grid cells which will be used for cloaking purposes, and disposes of the rest, so

the structure of the pyramid is maintained in real-time based on the current locations and

10



Figure 2.3: Adaptive Location Anonymizer

privacy requirements of the users.

Maintenance - The adaptive location anonymizer performs all maintenance function

of the basic location anonymizer along with the dynamic maintenance of the incomplete

pyramid structure. Two main operatons are done to maintain the efficiency of the incom-

plete pyramid structure: Cell splitting and cell merging.

Cell Splitting: A cell cid at level i are split into 4 cells at a lower i+1 level if there is a user

u in cid whose privacy profile can be satisfied by some cell at level i+1.

Cell Merging: 4 cells at level i are merged into 1 cell at higher level i-1 if all users in the cell

has strict privacy requirements which cannot be satisfied within level i.

Cloaking Algorithm - The cloaking algorithm of adaptive location anonymizer is different

to the basic one in the sense that the algorithm inputs cell cid from the lowest maintained

11



level instead of the lowest pyramid level, which reduces the number of recursive calls made

to the algorithm.

2.1.2 Privacy-Aware Query Processor

The location anonymizer sends the cloaked region to the privacy-aware query processor,

which is present in the database server. The query processor will receive a cloaked spatial

region containing the user region and the user query and return a list of candidate answers.

The query processor will never know the exact location of the user during this entire process.

Because the query will not contain the exact location coordinates for the user but a cloaked

region, the processor will not able to provide the exact answer but a list of candidate points.

The query processor algorithm will calculate a spatial region based on a few filter and

return the candidate list included in that region. The list returned will be fairly accurate

even though the processor was unaware of the exact user location.

There are 4 steps a query-processor follows to get the candidate answer list. The first

step is the filter step, where four filter target objects are chosen as the nearest point ti for

each vertex vi in the cloaked region A.

The second step is the middle point step, where we try to find the point mij for each

edge eij = vivj such that mij divides eij into two segments vimij and mijvj . The basic idea

is that any point in the first segment vimij will have ti as its nearest filter target object and

any point in the second segment mijvj will have tj as its nearest filter target object while

12



point mij is of equal distance from both targets ti and tj . We distinguish between two cases

based on whether the two vertices vi and vj have the same filter or not. If vi and vj have

the same filter t, then point mij does not exist as all points on edge eij will have t as their

nearest target object. If ti and tj are different, mij is found by connecting ti and tj through

a line Lij . Then, another line Pij is plotted that is perpendicular to Lij and divides Lij into

two equal segments. Finally, mij will be the intersection point between Pij and the edge eij.

The third step is the extended area step, in which for each edge eij, we will try to find

out the largest distance maxd from any point on Eij to its nearest filter target object. Only

three points on eij can be candidates to have the distance maxd to their nearest filter object,

vi, vj, or mij. Thus, we compute the three distances di, dj, and dm that represent the dis-

tances from points vi, vj, and mij to targets ti, tj, and ti. If mij does not exist, the distance

dm will be 0. Then, the distance maxd is computed as the maximum distance of di , dj and

dm. Finally, the area AEXT is expanded by the distance maxd in the same direction of edge

eij.

The last step of this algorithm is the candidate list step, where the server issues a range

query that returns all target objects within the area AEXT as the candidate list. The candi-

date list is sent to the client where the query can be evaluated.

13



Chapter 3

PROBLEM STATEMENT AND ASSUMPTIONS

The problem that this thesis is aiming to solve is how to protect the location informa-

tion of a to-be-built store such that the employer can find eligible future employees nearby

to work for them without risking exposing his store location to the competitors before the

store is up and running.

Retail market for department stores, pharmacies, chain restaurants is full of competition.

New stores are coming up rapidly and every corporate giant wants to grab the market from

its competitors and make the most profit. They try to set up new store at every corner of

the map, but whenever they set up the new store, their competitors set up their store near to

the location to attract their customer base. This can be very frustrating to these companies.

This can be seen when we take the real-life competitor stores into consideration. Wher-

ever there is Walgreen’s, we’ll find a Rite Aid or CVS store nearby. We’ll fins a target

very near to a Walmart store. If we take chain restaurants into consideration, we’ll find a

MacDonald near to a Burger King. Such examples are abundant in the modern world when

there are so many companies around fighting over the same customer base to make more

profit than their competitors.

14



Our solution is to hide the store location when the store is being constructed, to be able

to fend competition a little longer. Once the store is opened to public, the location ca get

disclosed and the competitors may start to swarm the place, but by the time competitors

get a foothold nearby, our store will be flourishing, already established and making profit.

This problem can be solved by a modified version of the Casper system architecture which is

originally used for mobile users. Our version will take into account the fact that the building

location is fixed, so the pyramid structure maintenance of the location anonymizer does not

have to be dynamic. Our store has to be anonymous among k other POIs consisting of other

stores and empty land plots.

When the query is being sent for candidate locations, it is not mentioned that the require-

ment is for a to-be constructed store or a pre-existing one. The empty land plots need to be

included in our system such that if a hacker hacks into the system architecture, they will see

a list of stores and empty land plots and will not be able to figure out that the employment

request is being sent on behalf of a future store. On the contrary, if we try to hide our store

location among k other existing stores and a hacker hacks our system, they will get a list

of k stores and exactly 1 empty land plot, which will make it very easy for them to know a

new store is being constructed at that particular empty land plot.

Another advantage of adding the empty land lots to the k POI is that it increases the

density of k in any given area, hence requiring lesser cloaking area, speially in regions which

are sparsely populated.
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Chapter 4

DESIGN

4.1 Modified Casper System Architecture

The store will register with Casper with a privacy profile defined by a tuple(k, Amin),

where k is the minimum number of stores or empty land plots within which the store wants to

be hidden and Amin will be the minimum acceptable area of the cloaked region covering the

store [10]. The store has the option to change their privacy profile as and whenever needed [1].

There are two main components of this system architecture: the Location Anonymizer and

the Privacy-Aware Query Processor. Using the basic location anonymizer for our solution

is more feasible as our users have fixed locations dynamic updating of incomplete pyramid

structure is not required. The location anonymizer blurs the store location under a cloaked

spatial region in accordance with the store privacy profile(k, Amin) and sends it to the

Figure 4.1: Casper System Architecture
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query processor, along with the query sent by the store. The privacy-aware query processor

is embedded in the location-based database server. The query processor receives the cloaked

spatial region of the store and its query from the location anonymizer and returns a list of

candidates which are most appropriate for the query sent. If the store is querying to hire new

employees nearby, the query processor will return the list of candidates who are interested to

be hired in the region.The candidate list is received by the location anonymizer and sent to

the store for evaluation. Larger k and Amin of the store’s privacy profile will return a longer

list of candidates for the job. The store manager can then contact the interested candidates

without giving away their own location.[11] [12]

4.2 Location Anonymizer

The main function of location anonymizer is to blur the store location within a cloaked

spatial region based on store’s privacy profile and send the cloaked area and the store query

to the privacy-aware query processor. There are two types of location anonymizer used for

privacy protection of mobile users: the basic location anonymizer and the adaptive location

optimizer. Our solution uses the basic location anomizer. There is no need for us to use the

adaptive optimizer as our user base has a fixed location and there is always a single user in

each system, which eliminates the need of dynamic maintenance of the incomplete pyramid

structure required for the adaptive one.

The basic location anonymizer satisfies the 4 main features reqired for it to satisfy our
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Figure 4.2: Basic Locaton Anonymizer Data Structure

solution: Accuracy, Quality and Efficiency. The cloaked spatial region obtained satisfies the

store’s privacy profile(k, Amin) [13]. It is not possible for someone to know the exact store

location within the cloaked region containing both stores and empty land lots. The cloaking

algorithm consumes less CPU time and memory compared to the dynamic location anony-

izer, as the cloaking effort is only based on a single store’s need, which is fixed in location.

Flexibility is not required for the location anonymizer used in our solution. We will now

move on to the details of our location anonymizer.
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Data Structure

The location anonymizer data structure is a grid-based pyramid that hierarchically decom-

poses the Euclidean space into H levels where there are 4h grid cells in a level of height h. So

in the pyramid architecture shown in figure 4.2, four lower level cells combine to form one

upper level cell. The highest level is the root of the pyramid which covers the entire spatial

data region. The root is represented as level 0 and the lower cells are level 1, level 2, level 3,

etc. Eah grid cell in the pyramid is represented by a tuple(cid, N), where cid is the unique

cell identifier and N is the number of other stores or land lots located within the boundary

of that particular cell. The pyramid structure is constant and no dynamic maintenance is

reuired, except for when the store may choose to update its privacy profile. A hash table

is created when the store is first cloaked, containing (uid, profile, cid) of each store and lot

within the entire data region loaded in the location anonymizer. Uid is a unique identifier

assigned to each store or empty land plot, profile is only present for the store whose location

is be anonymized and cid are the cell identifier given to each cell. Cid will always be at the

lowest level in the pyramid data structure, as represented by the shaded region in figure 4.2.

Maintenance

The basic location anonymizer used in this case does not need to be dynamically main-

tained. When the store sets up its privacy profile, it sends it to the location anonymizer

along with its location. the loaction anonymizer keeps a record of the store’s location and

privacy profile, along with the locations of all the other stores and empty land plots around it.

When a query is sent to the location anonyizer, it will cloak the region around the store
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Algorithm 1 Bottom-up cloaking algorithm
1: function BOTTOMUP-CLOAKING(k,Amin, cid)
2: if cid.N ≥ k and cid.Area ≥ Amin then
3: return Area(cid);

4: cidV ← The vertical neighbor cell of cid.
5: cidH ← The horizontal neighbor cell of cid.
6: NV = cid.N + cidV .N
7: NH = cid.N + cidH .N
8: if (NV ≥ k OR NH ≥ k) AND 2cid.Area ≥ Amin then
9: if (NH ≥ k AND NV ≥ k AND NH ≤ NV ) OR NV < k then
10: return Area(cid) ∪Area(cidH);
11: else
12: return Area(cid) ∪Area(cidV );

13: else
14: BOTTOMUP-CLOAKING((k,Amin), PARENT(cid));

Figure 4.3: Cloaking procedure of Location Anonymizer

based on the previously recorded privacy profile of the store and send the query accordingly.

It does not need to keep track of any location change for each store.

Cloaking algorithm The cloaking algorithm of the grid-based pyramid data structure

is given by algorithm 1. It is a bottom-up cloaking algorithm.

The algorithm takes the number of stores/lots among which the user wants to be anonymous

(k), the minimum area of the cloaked spatial region(Amin) and the cell identifier of the grid

cell in which the store is located(cid) as input. k should be less than the total number of
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stores/lots registered to the system and Amin should be less than the total spatial area, else

the algorithm fails.

The algorithm at first checks if the number of stores/lots present in the cell cid is greater

than the required number of stores among which our store wants to be indistinguishable,

and the area of the cell cid is greater than the minimum spatial area of the required cloaked

region, then the algorithm returns the area of the cell cid as the cloaked spatial area.

If the previous condition fails, then the algorithm calculates the area of cid’s vertical neigh-

bor (cidV ) and horizontal neighbor (cidH). To be a neighbor, the cells must have the same

parent as cid and lie in the same row or column. If the area of cid with either area of cidV

or cidH satisfies the privacy profile requirements of the store, the sum of the area which is

closest to the user’s privacy profile is returned. If not, the bottom-up algorithm is executed

recursively with the parent cell of cid, and this goes on until a valid cloaked spatial region

is returned.

4.3 Privacy-Aware Query Processor

The privacy-aware query processor is embedded in the location-based database server.

Its main function is to return a list of reasonably efficient and accurate list of candidates

based on the cloaked area and query provided by the location anonymizer. The database

server can store both public and private data. Public data contains persons and facilities

who do not want to hide their location information, so they are stored in the database server
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directly without the need of a location anonymizer. The private data contains personal in-

formation which are stored in the database server as cloaked spatial region from the location

anonymizer.

The query issued by our store is ”find nearby candidate locations interested in store job”.

The location anonymizer knows the store location when it cloaks the region based on the

store’s privacy profile, but the query processor is unaware of the exact location information

of the store and only receives the cloaked region the store is located in. In our case we

assume that the database server is aware of the exact candidate locations who are registered

to its system for jobs.

Figure 4.4 shows the candidate location data information stored on the server side. There

are 31 candidate locations, c1 to c31 stored in the database server in our example. The can-

didates who fall directly under the cloaked spatial region sent from the location anonymizer

are represented as black circles, and the remaining candidates are shown as grey circles. The

location of the store in the cloaked spatial region is shown as a black square, but this locatio

is not available to the database server.

Our query processor algorithm initially selects 4 candidate locations as filter objects,

which can be used to refine the search over the entire the candidate locations. Theses filter

objects can be used to generate a larger area AEXT which contains all the candidate list

nearby to the store location. All candidate locations present under ate area Aext will be
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Algorithm 2 Private NN Queries over Public Data
1: function PRIVATE-NN-PUBLIC-DATA(Cloaked Area A)
2: AEXT is an extended area initially set to A
3: for each vertex vi in region A do
4: ti ← is the nearest target object to vi

5: for Each edge eij = vi.vj of region A do
6: if ti = tj then
7: mij ← NULL
8: else
9: Lij is a line connecting ti and tj
10: Pij is a line that divides and is orthogonal to Lij

11: mij is the intersection point of Pij and eij

12: dm ← Distance(ti,mij) = Distance(tj ,mij)
13: di ← Distance(vi, ti)
14: dj ← Distance(vj , tj)
15: maxd ← MAX(dm, di, dj)
16: Expand AEXT by by distance maxd in vi.vj direction

17: candidate-list ← All target objects inside AEXT .
18: return candidate-list

returned by the query processor as the required candidate locations.

Algorithm 2 gives us the pseudocode for a privacy-aware query processor. The steps of

this algorithm is shown by the figures. Algorithm 2 takes the spatial cloaked area returned

by the location anonymizer of algorithm 1 as input. AEXT is initially set equal to the cloaked

region A. This algorithm has 4 basic steps as shown by the corresponding figures.

The Filter Step:

We take into account the 4 vertex of the cloaked area and find the nearest candidate location

to each vertex, to be used as the filter objects. In our figure 4.4, the candidate locations

nearest to vertex v1, v2, v3 and v4 are c8, c10, c21 and c19 respectively, as we will take them

as our filter objects.
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Figure 4.4: The Filter Step
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Figure 4.5: The Middle Point Step
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The Middle Point Step:

In this step, we find 4 points on the edges of the cloaked area mij that divides each edge eij

= vivj of the cloaked area. if both vi and vj have the same candidate location as their filter,

then mij cannot be found.

To find the mij points, we connect c8 to c10 and from the mid-point of this connected

line, we draw a perpendicular line which intersects the line v1v2 at point m12. m12 divides

line e12 = v1v2 in 2 segments v1m12 and m12v2 and is of equal distance to candidate loca-

tions c1 and c2. We apply this method to the other 3 edges v2v3, v3v4 and v4v1 to plot the

corresponding points on the edges as m23, m34 and m41 respectively, as depicted in figure

4.5.

The Extended Area Step:

In this step we find the length by which the area would be extended in a particular direction

to get the proper AEXT area. The following are calculated first by the algorithm, as shown

in figure 4.6

dm - The distance between ci and mij is calculated, which will be equal to the distance

between cj and mij. If mij does not exist from the previous step, then dm will be 0.

di - The distance between ci and vi is calculated.

dj - The distance between cj and vj is calculated.

We compute maxd as the maximum distance among dm, di and dj and expand the area

AEXT by maxd distance in the direction of edge eij.
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Figure 4.6: The Extended Area Step
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Figure 4.7: The Candidate List Step

In figure 4.6, we see the maxd represented in bold while the other distances are shown

dotted. The arrow representing the distance expanded is also shown in bold, in the direction

it is to be expanded. AEXT is plot when AEXT is expanded in all directions by the corre-

sponding maxd.
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The Candidate List Step:

The query processor now returns all candidate locations present within the AEXT area as

candidate list to the location anonymizer. This is shown by figure 4.7.
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Chapter 5

EXPERIMENTS

For performing the experimental analysis on our proposed system, a list of locations of

different stores and empty land lots available for sale were collected for a few major cities,

which include Atlanta, California, etc. The store locations which were used for our ex-

periments are Starbucks, McDonald’s, Burger King, CVS Pharmacy, Walgreens Pharmacy,

Kroger, Lowe’s Home Improvement, Publix, Ross Dress for Less, Target and Walmart. A

map of Atlanta containing all Starbucks coffee shop locations (obtained from starbucks.com

website) and all empty land lots up for sale(from zillow.com) is shown as a reference 5.1.

The addresses of all stores were geo-coded and converted to longitudes and latitudes for

experiment simplification. The longitude-longitude pair were input to a python program

which took a modulus of their values and converted them from degrees to radians using the

following formula:

LAT = (latitude ∗ pi)/180

LON = (longitude ∗ pi)/180

The radian coordinates were then converted to x and y coordinates using the formula:
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x = R ∗ Sin(LAT ) ∗ Sin(LON)

y = R ∗ Cos(LAT )

The distance between the POIs were calculated using the formula:

dlon = lon2− lon1

dlat = lat2− lat1

a = (sin(dlat/2))2 + cos(lat1) ∗ cos(lat2) ∗ (sin(dlon/2))2

c = 2 ∗ atan2(sqrt(a), sqrt(1− a))

d = R ∗ c (where R is the radius of the Earth)
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Figure 5.1: Map of Atlanta showing all Starbucks and empty land lots
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Chapter 6

SIMULATIONS AND RESULTS

This section experimentally evaluates the performance of Casper system architecture to

our specific scenario. For the experiments, we obtained the store location information from

the store websites and the land lots up for sale locations from zillow.com. The data obtained

were geocoded and converted to the respective x and y coordinates, as already mentioned in

the experiments section of the thesis. The candidate locations were depicted to be uniformly

distributed in the spatial space.

The graphs were plotted with a professional version of the Graphpad Prism software on

a Windows machine. Each experiment was run 10 times and the average of each result was

calculated to obtain an accurate graphical plot.

Figure 6.1 shows the increase in the CPU time taken during performing cloaking oper-

ations with the increase in the number of stores and land lots within which the store wants

to be anonymous.

Figure 6.2 shows the increase in the total CPU time taken by the algorithm from in-

putting data to returning the list of candidates with the increase in the number of stores

and land lots within which the store wants to be anonymous.
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Figure 6.1: K vs Cloaking Time
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Figure 6.2: K vs Processing Time

Figure 6.3: K Ranges vs Processing Time
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Figure 6.4: K vs Candidate List

Figure 6.3 shows the increase in the total CPU time taken by the algorithm from in-

putting data to returning the list of candidates with the increase in the range of stores and

land lots within which the store wants to be anonymous. Average of each point in the range

is taken to find the exact point for that range.

Figure 6.4 shows the increase in the length of the candidate list returned by the query

processor with the increase in the number of stores and land lots within which the store

wants to be anonymous.

Figure 6.5 shows the increase in the length of the candidate list returned by the query

processor with the increase in the spatial area within which the store wants to be anonymous.
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Figure 6.5: Amin vs Candidate List
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Figure 6.6: Amin vs Processing Time
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Figure 6.7: Max data area vs Candidate List

Figure 6.6 shows the increase in the total CPU time taken by the algorithm from in-

putting data to returning the list of candidates with the increase in the spatial area within

which the store wants to be anonymous.

Figure 6.7 shows the increase in the length of the candidate list returned by the query

processor with the increase in the maximum data area size.

Figure 6.8 shows the increase in the total CPU time taken by the algorithm from in-

putting data to returning the list of candidates with the in crease in the maximum data area

size.
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Figure 6.8: Max data area vs Processing Time

40



Figure 6.9: No. of candidates vs Processing Time
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Figure 6.10: No. of candidates vs Processing Time

Figure 6.9 shows the increase in the total CPU time taken by the algorithm from in-

putting data to returning the list of candidates with the increase in the total number of

candidates.

Figure 6.10 shows the increase in the CPU time taken during performing cloaking op-

erations with the increase in the total number of candidates.

42



Chapter 7

CONCLUSION AND FUTURE WORK

This thesis applied the Casper framework for mobile users to a stationary located object

and found it to be equally efficient. The location anonymizer and query processor algorithms

were modified to be able to perform efficiently to fit the needs of a single POI whose location

does not change. The location anonymizer effectively cloaked the spatial region around the

store to fit the store’s privacy profile. No dynamic update of the store location was required

on a real-time basis. The cloaked region was sent to the query processor, along with a query

searching for candidates in the nearby areas, who returned the required list of candidates

who might be interested in taking up a job at that store. The experimental results in chapter

5 showed us that the candidate locations returned were accurate. The store may then choose

to contact the candidates individually to make progress on hiring new employees. So we are

successful in our endeavor to help the store find employees without having to make their

location public.

This application of Casper framework to a stationary user base is new and have not been

publicly worked on in the past. Many future experimentation can be done related to this

application. The candidate locations may be private, instead of public as we considered in

our thesis, so experiments can be done on that topic. We can also apply the other types
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of location privacy algorithms on these algorithms and see how they fare. Extensive exper-

imental analysis of each of these cases can be done to find efficient, accurate and scalable

results for this particular scenario.
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