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Abstract

This thesis develops a GNSS interference detection method using clock drift estimate
monitoring by combining GNSS measurements with inertial navigation systems. During nor-
mal operation, GNSS satellites have negligible clock drift, allowing the receiver to estimate
the drift of the local oscillator present in the user hardware. When additional transmitters us-
ing unsynchronized or low quality oscillators transmit counterfeit GNSS signals, the estimated
clock drift will reflect not only the receiver clock drift but also the drift of the transmitter clock.
Many unsophisticated or accidental spoofing incidents occur when an individual unknowingly
transmits signals, potentially leading to interference on nearby GNSS receivers. Prior work has
demonstrated that estimates of receiver clock drift provide a viable option for integrity moni-
toring at a static location, however the assumptions shown do not hold for dynamic platforms.
By incorporating additional sensors into the algorithm, the clock drift can be estimated for
dynamic platforms such as autonomous vehicles or commercial drones. The proposed clock
drift monitoring algorithm is analyzed using various quality receiver clocks and inertial sen-
sors, expanding the capabilities beyond that of a standard receiver. The developed algorithm
utilizes time-differenced carrier phase measurements and mechanized INS measurements to
provide estimates of the receiver clock drift prior to using the measurements to update the navi-
gation solution, allowing for the detection of measurement faults before the faults influence the
state estimate. Two methods of GNSS/INS coupling are compared, which are used to provide
position estimates for use in the clock drift estimation algorithm.

Performance evaluation was conducted using both software simulations and hardware test-
ing to evaluate the detection capabilities of the proposed algorithm under varying conditions.
Software simulations were performed with various quality oscillators and inertial sensors, and
the resulting detection and mitigation performance was analyzed. In addition to software sim-
ulation, hardware-in-the-loop (HWIL) testing of a GNSS/INS system is shown. Data from the

HWIL tests was compared to the expected results based on the simulations performed. Results
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show that when the interference source is driven by a low quality oscillator, the interference
is detectable and harmful effects can be mitigated. As the quality of oscillator driving the in-
terference source increases, however, some effects do not get mitigated by the proposed clock

monitoring algorithm and corrupt the navigation solution.
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Chapter 1

Introduction

1.1 Background and Motivation

Since the early 2000s, the Global Positioning System (GPS) and other similar Global Naviga-
tion Satellite Systems (GNSS) has exploded in popularity as a source of accurate navigation
and timing. Each GNSS boasts position accuracy of better than 15 meters RMS and timing
synchronization to Coordinated Universal Time (UTC) better than 50ns [1]. This performance
combined with relatively low cost receivers make GNSS an ideal candidate for many appli-
cations that rely on position and timing, such as autonomous vehicles and fleet tracking, the
power grid, cellular and first responder communication systems, and many others. One ma-
jor use of GPS is the navigation of autonomous platforms in various settings such as facto-
ries, warehouses, or in the air. Many commercial and government entities have expanded into
drone operations, ranging from package delivery to search and rescue [2],[3]. Autonomous
unmanned aircraft systems (UAS) rely on the precise navigation to maintain safe operation and
complete the desired goal. With the increase in popularity, however, has also come an increase
in threats to the accuracy and reliability of GPS. GPS signals are very low power at the surface
of the Earth, making them vulnerable to both intentional (jamming, spoofing) and unintentional
(multipath, RFI) interference.

Intentional interference presents a large threat to systems that rely on GNSS for precision

measurements. In regards to GNSS signals, spoofing is described as [4]:

“RF waveforms that mimic true signals in some ways, but deny, degrade, disrupt,

or deceive a receiver’s operation when they are processed.”



The primary objective of spoofing is to mislead a receiver by transmitting inauthentic
GNSS signals with additional delays or modifications to the signal, however spoofing can occur
unintentionally with no malicious intent. Successful spoofing of a receiver can be much more
difficult to detect, depending on the type of attack. GPS signals can be replicated using various
methods, including commercial off the shelf (COTS) GNSS simulators such as the one shown
in Figure 1.1 and open source software libraries such as GPS-SDR-SIM [5] combined with
software defined radios (SDRs) like the one shown in Figure 1.2. Simulators can be relatively
expensive, however SDRs can cost as little as a few hundred dollars, making them obtainable

for many individuals.

Figure 1.1: Jackson Labs CLAW GPS Simulator

Figure 1.2: GreatScottGadgets HackRF One



SDRs can be used for meaconing (record and playback) attacks, or constructed into a
larger network that is able to generate replicas of live sky signals by using a system such as
that described in [6] as well as the simplistic spoofing attacks discussed above. More compli-
cated spoofing events have been demonstrated in several studies, such as [6] and [7]. These
attacks are typically intended to disrupt or cause harm to the operator or equipment relying
on the GNSS signals, which is often not the case when GNSS spoofing is detected. Uninten-
tional spoofing can occur by amateurs experimenting with software radios or new and emerging
RF infrastructure. More recently, spoofing attacks were analyzed and demonstrated against a
Tesla Model 3 sedan operating in autonomous mode [8]. The tests in [8] demonstrated that
autonomous technology must be resilient to GNSS vulnerabilities prior to wide scale adoption.
These attacks, however, are not limited to autonomous technology. Studies conducted in [9]
show that human drivers were able to be fooled into following map directions from a smart-
phone app while the smartphone location was spoofed by a low cost, portable GNSS spoofer.
Intentional spoofing is not the only threat that GNSS equipment faces, however. Spoofing has
recently come to the forefront of cellular gaming, allowing players to travel to different loca-
tions in the world without leaving their homes. Players of the popular mobile game Pokemon
Go have taken to spoofing their phone location using low cost SDRs, making the phone think
they are in different locations to accomplish location based goals [10]. These actions can lead
to spoofing of nearby receivers which, while unintentional, can still cause issues for systems
relying on accurate position and time.

Not only can GNSS receivers fall victim to GNSS spoofers, but new uses for GNSS re-
peaters can have unintended consequences for receivers in the area where they are used. Indoor
navigation methods are being explored where GNSS repeaters are implemented, taking live sky
signals and retransmitting these signals indoors [11]. While indoor navigation systems using
the repeaters do not directly use the measurements, the live sky signals are still rebroadcast and
have the potential to interfere with receivers if signal leaks from the building where the system
is in use [12]. One such case of a GNSS repeater inadvertently affecting unassuming systems
occurred at the Hannover Airport in Langenhagen, Germany [13]. In this situation, the receiver

on an aircraft taxiing past a hangar locked onto false signals being transmitted by a repeater



inside of the hangar, causing the aircraft to report an incorrect position location. These systems
are marketed for various applications, such as bus transportation infrastructure and emergency
response station infrastructure to ensure that GNSS dependent hardware continues to operate
while indoors [14], [15]. While these repeaters have benefits, the resulting effects on outside
receivers that are not the target for the repeated signals need to have methods to detect and
avoid interference from these unintentional threats.

Development of spoofing detection and mitigation methods haven been explored in detail,
and a method that can successfully detect all attacks has yet to be developed. Many applica-
tions, such as commercial drones or autonomous vehicles, are cost and power limited, making
many multielement array methods impractical for detection of spoofing. Spoofing detection
using existing hardware and maintaining computational efficiency lend to practical implemen-
tations that can benefit consumers of autonomous platforms as they become more readily avail-

able in the coming years.

1.2 Prior Art

Several methods have been explored to detect the presence of GPS spoofing, including the mon-
itoring of C'/ Ny, signal quality (SQM), and clock bias [16]. These methods have the benefit of
operating on a single antenna system, however may not prove to be effective against more com-
plex attacks. Other methods which rely on external or larger hardware, such as angle of arrival
(AoA) discrimination or comparing the navigation solution to one from an inertial navigation
system (INS), add additional robustness, but at increased cost [17]. Multiantenna detection
methods are not explored in this thesis, as many controlled reception pattern arrays (CRPA) are
too large and too heavy for a commercial drone to carry. Low size, weight, power, and cost
(SWaP-C) detection methods are desired for many applications in the commercial sector, with
drones having limited power supplies and carrying capacities. Delivery organizations aim to
have the farthest delivery range possible, driving low SWaP-C requirements for antispoofing

hardware.



Several studies have been done analyzing the impact of transmitter clocks on the received
signal. A transmitter clock introduces additional errors to the received signal, which were an-
alyzed by observing additional errors in the position solution in [18]. Methods for monitoring
receiver clock bias and drift are explored in [19] and [20]. These methods have been shown to
be successful for some typical scenarios. In [20], time differenced measurements are used to es-
timate the receiver clock drift on an individual channel basis. This method allows for detection
of individual faults and is less computationally intensive than other methods discussed. Shang
et al. explore the detection of erroneous signals using a static receiver at a surveyed location,
simplifying the problem of not knowing where the user is. In addition to the use of a receiver
at a known location, Shang et al. make use of a high quality ovenzed oscillator for their ex-
perimentation. While large, high quality local oscillators (LOs) are useful for static locations,
newer oscillators have been developed with reduced SWaP, making them ideal candidates for
mobile or autonomous applications. These improved LOs range from ovenized crystal oscil-
lators to compact atomic oscillators, providing the end user a wide range of performance and
cost.

Standalone GNSS receiver methods provide the lowest SWaP for interference detection,
but often do not offer the same performance as integrated navigation systems. Coupled naviga-
tion authentication methods have shown promise with the ability to bridge GNSS interruptions
and provide backup navigational data to the system or user. These methods typically rely on a
comparison of the GPS navigation estimates to those of an external source, such as INS or vi-
sion based navigation [21],[22]. Both systems can be used to provide estimates of user position,
however both have inherent errors and can not provide a perfectly accurate standalone solution
without periodic calibration or estimation of the errors. Inertial systems are frequently installed
on unmanned aircraft systems (UAS) as well as many modern vehicles, allowing the technol-
ogy to be leveraged as a redundant navigation solution. As more vehicles become equipped

with cameras, this may prove to be beneficial to integrity monitoring as well.



1.3 Research Contributions

Spoofing detection is an area of high interest. This thesis aims to analyze several common meth-
ods of signal spoofing and to evaluate a detection method that relies on the statistical properties
of the receiver oscillator and inertial sensors as well as the frequency stability characteristics of
transmitter oscillators. The proposed algorithm is used against several interference scenarios
and the effectiveness is characterized. In addition to an analysis of spoofing methods, this thesis
details methods of satellite and inertial navigation and coupled navigation methods. Simula-
tion and estimation of clock errors is discussed in detail and the performance of the algorithm
with various grades of transmitter and receiver oscillators is analyzed. A proposed integrity
monitoring algorithm is discussed based on clock drift estimation using time differenced mea-
surements, allowing for detection of faults on individual channels. Simulation results using the
proposed integrity monitoring architecture are shown and discussed, and hardware-in-the-loop

(HWIL) experiments are shown and compared to the simulation results.

1.4 Thesis Outline

This chapter introduced the concept of GNSS integrity and the many threats that face users
of GNSS systems for navigation and timing, and gave the motivation for the need for GNSS
integrity monitoring systems for dynamic applications. The remainder of the thesis is laid out
as follows: Chapter 2 explores current GNSS constellations, receiver architectures, measure-
ments, and position, velocity, and time (PVT) estimation. Chapter 3 details the use of iner-
tial sensors, sensor errors, mechanization of measurements, and coupling of GNSS and INS
systems to leverage the advantages of each system. Chapter 4 discusses oscillators and their
relationship to GNSS receiver performance as well as the modeling and simulation of timing
errors for use in GNSS simulations. Chapter 5 lays the basis for the proposed algorithm and
shows the implementation of the algorithm using coupled GNSS/INS architectures. Chapter 6
discuss the testing conducted in software and hardware and analyzes the results of indvidual
tests and Monte Carlo simulations. Performance metrics are calculated based on the results

from the simulations and a comparison of the different implementation methods is discussed.



Finally, Chapter 7 draws conclusions on the effectiveness of the proposed algorithm and dis-

cusses several areas of potential improvement and future research.



Chapter 2

Global Navigation Satellite Systems

In the early days of navigation, sailors and explorers relied on the position of known landmarks
or the orientation of celestial bodies to find their way. Modern satellite navigation systems
vastly expanded access to precise navigation, greatly reducing the need for expensive user
equipment and technical skill required to navigate great distances successfully. Several of these

satellite systems are discussed in this section.

2.1 Global Positioning System

The Global Positioning System (GPS) was an expansion of earlier radionavigation satellite
systems such as Transit. Designed as a method of trilateration using radio signals transmitted
from orbiting satellites, GPS was originally intended for military applications. The system
was designed to be a reliable source of positioning with full coverage requiring anywhere from
24-36 satellites in medium earth orbit (MEO). The GPS constellation was declared operational
in 1995, providing access to precise position and time to authorized users. During this period
Selective Availability (SA) was enabled, which added additional errors into the measurements
from the satellites. This was eventually disabled in 2000, allowing civilian users to achieve
similar positioning accuracy as the original military users.

GPS is made up of three distinct segments: the control segment, the space segment, and
the user segment [23]. The control segment is centered around the GPS Master Control Station
(MCS), which monitors and controls the satellites that make up the space segment. The space

segment consists of a baseline constellation of 24 satellites orbiting with a radius of 26560km.



Currently, there are 31 operational satellites, not including decommissioned spares that remain
in orbit as well [24]. The satellites are arranged into six orbital planes, each with up to six space
vehicles per plane [25]. This arrangement, seen in Figure 2.1, allows for up to 36 satellites to
be available at a time. Each satellite has a unique satellite vehicle number (SVN) as well as
a pseudorandom noise (PRN) identifier that is utilized by the user segment. Over the years,
several blocks of satellites have been launched to modernize the GPS constellation. Each new
block provided additional capabilities and design features, improving the system over time.
The newest satellites, designated Block III/IIIF, were first launched in 2018 and introduced

new frequencies and modulations to enhance signal accuracy and integrity [26].
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Figure 2.1: Current Arrangement of GPS Satellites [25]

The final segment of the GPS system is the user segment. This consists of the end user
GPS receivers that receive and decode the signals transmitted from the satellites. This segment
is populated with countless commercial off the shelf (COTS) receivers that range from sev-
eral tens of dollars to thousands of dollars depending on the performance. GPS receivers are

ubiquitous in modern technology, with their applications ranging from personal navigation in



smartphones to time synchronization for telecom antennas. The user segment operates by re-
ceiving measurements and other information from the signals transmitted by overhead satellites

and processes the data to estimate the user position, velocity, and time (PVT).

2.1.1 GPS Signal Structure

GPS signals are made up of several different components: the carrier, the ranging code, and the
navigation data message [23]. Each component has a specific purpose, which will be discussed
presently.

The carrier wave is a sinusoidal radio frequency (RF) signal that the other two components
are modulated onto for data transmission. Several carrier frequencies are used depending on
which signal is being broadcast. Table 2.1 provides an overview on the frequencies transmitted
by current GPS satellites, but the discussion here will focus primarily on the civilian L1 C/A
signal. Later work will use both the L1 C/A and L2C civilian signals for estimating receiver
clock drift.

Table 2.1: GPS Carrier Frequencies

Frequency Band | Carrier Frequency (M H z)
L1/L1C 1575.42
L2/1.2C 1227.60
L5 1176.45

The transmitted ranging code is a unique binary sequence for each satellite allowing for
distinction between each SV. This sequence, called the pseudorandom noise (PRN) code, iden-
tifies each satellite and allows for the transmission of the signals on a single frequency without
interference [23]. This method of identifying the satellites is known as code division multiple
access (CDMA). The PRN codes used for the CDMA scheme provide for a high autocorrela-
tion while maintaining low crosscorrelation with the PRNs from other satellites. By having a
high autocorrelation, when the incoming signal is correlated to a local replica which accurately

replicates the incoming signal with a certain threshold, the magnitude of the autocorrelation is
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significantly higher than the magnitude of the correlation when the replica is not aligned. Addi-
tionally, when a signal replica of a satellite that is not visible is correlated with the signal data,
the magnitude remains low across the search space. An example of these properties are shown
in Figure 2.2, with the left hand plot showing that PRNS is present in the signal data while
PRNG is not [27]. For the civilian L1 signal, this PRN is also known as the coarse acquisition
(C/A) code. The length of the C/A code is 1023 unique bits called chips that are transmitted at
arate of 1.023M Hz. The C/A code is repeated every millisecond where each chip is roughly
1 s in duration. The wavelength, or chip width, of the C/A code is about 300m, which is less
accurate than the precision GPS signal. In contrast to the large chip width of the civilian C/A
code, the military (P(Y)) code has a chip width of about 30m, much finer than the C/A code.

Currently, 32 unique PRN codes are used to identify GPS satellites in the receiver acquisition

algorithm.
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Figure 2.2: GPS L1 Acquisition Plane (a) PRN5 Present (b) PRN6 Not Present

The final component of the GPS signal is the navigation data. The navigation data contains
the satellite orbital parameters (ephemeris), clock information, and historical orbital informa-
tion for all active satellites (almanac). This message is transmitted at a much slower rate than
the ranging code, with a transmit rate of 50 bits per second (bps). Because of the slow transmit
rate, it takes 12.5 minutes for the entire navigation message to be received. The information
critical to GPS navigation, however, is repeated every 30 seconds. By broadcasting the crit-
ical navigation data more frequently than the almanac data, receivers can estimate a position

without having to wait the entire duration to receive the full message.
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Prior to transmission by the satellite, the three signal components must be combined into
a single transmitted signal. This is done in two steps: the code and navigation message are
combined, then the resulting signal is modulated onto the carrier signal using binary phase shift
keying (BPSK) [23]. The code and navigation data are combined using modulo-2 addition, that
i1s, when both bits are the same the result is a 0 and when the bits are different the result is a
1. BPSK modulation does as the name implies, and modulates the phase of the carrier signal
depending on current binary value. When a 0 bit occurs, the carrier signal is unchanged, and
when a 1 bit occurs, the carrier is multiplied by -1, which phase shifts the signal by 180°. Shown
in Figure 2.3, the generated signal (representing L1 C/A only) can be modeled as shown in
Equation (2.1), where P is the C/A code power, *) is the C/A sequence for the k" satellite,

D) is the navigation data, and f;; and 6, are the frequency and phase of the carrier wave.
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Figure 2.3: GPS L1 Signal Generation [28]

By modulating the carrier with the code and navigation data, the signal energy is spread out
over a frequency band instead of being concentrated at a single frequency [23]. The C/A code
distributes the power of the L1 signal across a bandwidth of 2M H z, as shown in Figure 2.4. To
de-spread the signal, the C/A code must be removed. The receiver does this by generating local

replicas of the known C/A codes and matching them to the incoming signal data. If the code
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used to spread the signal is unknown and unable to be reverse engineered, the signal can not be
de-spread, and is unusable to an individual receiving the data. This concept is the background
for the P(Y) codes transmitted by GPS, where only authorized users have the ability to generate
the replica codes to de-spread the signal and use it for navigation. Codes such as the P(Y) code
are unable to be tracked and reverse engineered due to their extremely slow repetition rate,

adding to their security.
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Figure 2.4: GPS L1 Signal Spectrum [29]

Once the signal is received, the receiver goes through the processes of acquisition and
tracking. Signal tracking is used to generate the measurements of pseudorange and Doppler
as well as identify the bits of the navigation message that are received. The measurements
and decoded satellite navigation data are then used to estimate the user position, velocity, and

receiver clock errors.

2.2 QGalileo

Unlike GPS, which is operated by the United States Air Force and controlled by the Department
of Defense, Galileo is operated and controlled by the European Space Agency (ESA), a civilian
entity with members from across the European Union (EU). By operating a civilian GNSS
system, there is no possibility for a government to intentionally degrade the measurements as

was the case with SA early in the life of GPS. Galileo is designed to be interoperable with
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other GNSS systems, providing users with the ability to obtain improved coverage in many
environments. Each of the three orbital planes will contain eight primary and two reserve
satellites, comprising a constellation of 30 total satellites. As of October 2020, 22 satellites are
available for navigation and two are available for equipment testing only [30]. The constellation
was anticipated to transition from the Initial Operational Capability (I0C) status to the Full
Operational Capability (FOC) status by the end of 2020, however the full constellation of FOC
satellites has not been completed as of this writing.

Galileo operates in a similar manner as GPS. The system is divided into three segments:
ground monitoring and control, space, and user. Like GPS, the ground segment monitors the
signals transmitted by the orbiting satellites and calculates orbital parameters and space vehicle
clock corrections as needed. These corrections are uploaded to the satellites, which control the
orbits and broadcast ephemeris data that are received by the user segment. The user segment
receives the signals and utilizes the measurements to calculate PVT. An overview of the Galileo

system is shown in Figure 2.5.
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Figure 2.5: Galileo System Overview [31]

On the outside, Galileo appears very similar to GPS, however there are several variations
between the two systems. First, as mentioned previously, Galileo is completely commercial

instead of military leading to the need for funding to continually operate the system. In addition
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to offering an unencrypted open service (OS), Galileo also offers the commercial service (CS),
also known as the high accuracy service (HAS) is available for users who pay for it [32]. At
the signal level, there are several differences from GPS. Galileo uses a different spreading
technique as well as different methods for generating PRN codes. These components will be

briefly discussed in the following section. For more information, refer to [33].

2.2.1 Galileo Signal Structure

Currently, Galileo broadcasts at three frequencies: E1, ES, and E6 . The E5 band can further be
broken down into the E5a and E5b signals, which are combined prior to transmission creating
a single ES signal. The ESa signal overlaps with the GPS L5 signal, and E1 overlaps with
GPS L1. The E5b and E1 signals are of interest to this thesis as several low cost commercial
receivers, such as the ublox ZED-FIP chipset and the SwiftNav Piksi Multi, are able to process
these signals [34], [35]. The frequencies for each signal are shown in Table 2.2 below [33].
The E6 signal is not discussed further as the ranging code is encrypted and not available for
open use [36].

Table 2.2: Galileo Carrier Frequencies

Frequency Band | Carrier Frequency (M H z)
El 1575.42
E6 1278.75
ES 1191.795
ESa 1176.45
E5b 1207.14

Galileo signals transmitted on E1 and ES make use of a binary offset carrier (BOC) mod-
ulation scheme. As opposed to the BPSK techniques employed for GPS L1 and L2, BOC
modulation creates two distinct main lobes and spreads the power across each side of the main
lobes. An example of the Galileo E1 signal is shown in Figure 2.6.

The BOC modulation approach creates a different autocorrelation function than that of the
BPSK modulation used by GPS. This autocorrelation function is discussed in [37]. The advan-

tages of the BOC modulation are that robustness is improved in harsh environments and self
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Figure 2.6: GPS L1 vs Galileo E1 PSD [37]

interference is reduced when signals are processed [37]. To successfully track the signal, it must
be ensured that the main peak is tracked and not a side peak of the autocorrelation function.
A comparison of the GPS BPSK autocorrelation function and the Galileo BOC autocorrelation

function is shown in Figure 2.7.
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Figure 2.7: BPSK vs BOC Autocorrelation Function [37]

In addition to differing modulation schemes, each broadcast signal has a structure that

resembles the QPSK modulation of GPS LS. Each channel provides a data signal and a pilot
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signal. Both signals have a primary PRN code that is longer than GPS, which increases the
acquisition time for the receiver but also improves the crosscorrelation properties of the signal
[37]. To aid acquisition, a shorter secondary PRN code is modulated onto the signal. To
generate the tiered ranging code, the secondary code is sequentially compared to the primary
code with an exclusive or (XOR) gate to determine the current bit as shown in Figure 2.8 [33].

This code is then combined with the navigation data and carrier signal for transmission.
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Figure 2.8: Galileo Tiered Ranging Code Generation [33]

When the Galileo signals are received, the receiver performs the acquisition and tracking
process to decode the navigation data provided in the signals. Each Galileo satellite broadcasts
navigation data which is very similar to that transmitted by GPS satellites, with the data con-
taining orbital parameters used to calculate the satellite states. The calculations used to deter-
mine the ECEF satellite position, velocity, and satellite clock correction terms from broadcast

ephemeris values can be found in [33].

2.2.2 Multiconstellation Navigation Considerations

When navigating with a single constellation of satellites (i.e. standalone GPS), the receiver
estimates the user position and time according to the system’s reference coordinate frame and
time scale. When using several GNSS constellations, there can be variations in the navigation
coordinate frame and system time specifications. These differences need to be considered when
designing algorithms that position with multiconstellation GNSS signals.

An example of differing references is the GPS and Galileo coordinate frames. Posi-
tions computed using GPS are referenced to the World Geodetic Survey 1984 (WGS84) refer-

ence frame, whereas Galileo estimates are referenced to the International Terrestrial Reference
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Frame (ITRF) [33]. Conveniently, the WGS84 frame and the ITRF are identical, so no trans-
formation in position is needed when estimating a combined solution [38]. However, other
systems such as the Russian Global Navigation Satellite System (GLONASS) require a trans-
formation from it’s system coordinates to WGS84 to allow for proper use of the estimates.
Not only do various satellite systems use unique reference frames, each system is con-
trolled to a realization of coordinated time determined by the respective master control station.
For GPS, this is the GPS System Time (GPST), and for Galileo is Galileo System Time (GST)
[33]. Each satellite system is steered by the master control station to within a threshold of uni-
versal coordinated time (UTC). Because of the individual system times, the clock bias estimated
from GPS measurements would not match the clock bias estimated from Galileo measurements.
To counter this, one satellite system (i.e. GPS) is chosen to be a reference system, and time
offsets between the reference system and each subsequent system (i.e. Galileo, GLONASS)
are estimated. This increases the number of states to be estimated, and requires at least one

satellite from each non-reference system to estimate the offsets.

2.3 Receiver Front End Operations

GNSS operates by using measurements gathered by a ground based receiver to estimate the user
position, velocity, and time. The observables that are collected by the receiver are derived from
the received RF signal and the associated errors induced by satellite and user motion, environ-
mental effects, and others. To obtain these measurements, the RF signals must be collected by
the receiver for processing.

In RF operations, the RF front end is a collection of components designed to receive and
process the signals prior to digitization. Typical front ends include an antenna, filters, mixers,
amplifiers, oscillators, and analog to digital converters (ADCs). An example of a conventional
GNSS front end is shown in Figure 2.9, which is known as a superheterodyne front end [39].

Once the signals enter the receiver through the antenna, they are passed through a bandpass
filter with the center frequency at the desired signal frequency. The initial bandpass filter limits
the bandwidth of the signal entering the remainder of the RF processing chain, preventing out

of band noise from being introduced into the receiver. Once the signal is filtered, an amplifier
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Figure 2.9: Conventional GNSS RF Front End [39]

increases the signal power, allowing the ADC to better quantize the analog values. When re-
ceived at the Earth’s surface, GNSS signals are extremely weak, and are frequently compared
to a 25W lightbulb viewed from 10,000km away [40]. By passing the signal through an am-
plifier, this power is increased, allowing for improved acquisition later in the signal processing
block.

GNSS signals operate in the L-band, which spans frequencies from 1 — 2GHz [41]. In
order to reduce the computational load on the receiver, this RF signal is downconverted to an
intermediate frequency (IF). The IF allows samples to be taken at a slower rate than would be
required if directly processing the RF signal. To convert the RF signal to an IF signal, the RF
signal is mixed with a local oscillator (LO) signal. The RF and LO signals have the form of a

sine wave, shown in Equations (2.2) and (2.3).
srr(t) = Arp cos(2m frpt) 2.2)

sc(t) = A cos(2m frot) (2.3)

A mixer is an analog component that performs a time domain multiplication on the two
input signals. When two sinusoidal signals are multiplied together, the trigonometric identity

shown in Equation (2.4) describes the product.
1 1
cos(27 fot) * cos (27 fit) = 5 cos(2m(fo — f1)t) + 3 cos(2m(fo + f1)t) 2.4

Mixing the sinusiods produces two signals equal to the sum and the difference of the frequen-

cies of the input signals, which generates the desired IF signal as well as an image signal. As
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described in [42], the bits of navigation data message and PRN are shown as a time varying

coefficient, giving the expression in Equation (2.5).

D(t) cos(2m frrt) *cos(2m frot) = bt) [cos(2m(frr— fro)t) +cos(2m(frr+ fro)t)] (2.5)

In this case, the RF signal is shown to be at a higher frequency than the LO, known as low-side
mixing, however a higher frequency LO can be used and is known as high-side mixing [43].

If this signal were to be sampled directly after the mixing the high frequency image would
become aliased onto the IF signal, adding erroneous frequency components into the sampled
spectrum. To avoid this, the output of the mixer is low pass filtered to remove the image fre-
quency from the signal. Once filtered, the remaining signal can be digitally sampled with an
ADC and the digital samples can be passed to the acquisition function in the case of a software
receiver, or continue through application specific integrated circuits (ASICs) for hardware cor-
relation. More information on software receivers can be found in [42], [44], and [45]. The
desired measurements - pseudorange, Doppler, and carrier phase - can be extracted from the

information provided from the tracking loops and passed to the navigation process.

2.4 Receiver Measurements

GPS receivers provide measurements from the signals received from overhead satellites that
are used for estimation of the receiver PVT. The two primary measurements are generated
from tracking the code phase and the carrier phase. These measurements, however, are biased
due to the fact that the receiver clock and the satellite clocks are not synchronized. In addition,
the generation of the Doppler frequency between the received and transmitted signals is biased
by the clock drift of the receiver oscillator. These measurements will be discussed further in

this section.

2.4.1 Pseudorange Measurements

The primary ranging observable used by the receiver is known as the pseudorange. Pseudo-

ranges are defined as the difference between the apparent receive time of the signal at the
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receiver and the transmit time from the satellite. The transmission time is encoded onto each
signal when it is sent from the satellite, ensuring that this time is synchronized to GPS time.
The receive time, however, is dependent on the time indicated by the receiver clock, which is
typically a low quality crystal oscillator that is not perfectly synchronized with GPS time, if it is
synchronized at all. Equation (2.6) shows the measurement of the pseudorange using the time
differences, where p is the measured pseudorange, 7 is the transit time of the signal between
the satellite and receiver, ¢*(¢ — 7) is the time of transmission from the satellite, and ¢,,(t) is the

reception time of the signal as determined by the receiver clock.

p = cltu(t) = °(t = 7)] (2.6)

In terms of a geometrical definition, the pseudorange is a combination of the true line of
sight (LOS) range from the satellite to the receiver, the error in the receiver time, atmospheric
propagation errors and random noise. Figure 2.10 shows the true LOS range as well as the
pseudorange with atmospheric disturbances, and the geometric pseudorange equation is shown
in Equation (2.7).

oF =1+ b+ T+T+nk 2.7
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.

Troposphere

—

Figure 2.10: LOS and Atmospheric Distortion of Pseudorange
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Pseudorange measurements are generated from the code phases of the received GNSS sig-
nals. The receiver delay lock loop (DLL) tracks the code phase of the received signal, which
provides a fraction of a cycle but not total cycles to the satellites [46]. By combining the par-
tial cycle estimate from the DLL and the number of whole cycles provided by the navigation
messages, the distance from the receiver to the satellite can be determined. Code phase mea-
surements are relatively coarse, as the wavelength of the code is 293.05m. More detail on

pseudorange measurement can be found in [46].

2.4.2 Pseudorange Rate Measurements

Doppler shift measurements are generated in the carrier tracking loops [42]. During signal
tracking, the phase lock loop (PLL) estimates the Doppler shift of the received signal in order
to correctly generate a local replica used in the receiver. The received signal frequency depends
on both the velocity of the satellite and the receiver, which correspond to the line of sight (LOS)
velocity between the receiver and satellite. To use the measured Doppler frequency to estimate
user velocity, the observables must be converted from Hertz to meters per second. This is done
by multiplying the measured Doppler values by the carrier wavelength, as is done in Equation

(2.8). For a receiver using the L1 signal, this corresponds to a wavelength of about 19¢m.

15 = _fDopplerALl (28)

The measured pseudorange rate consists of the true line of sight velocity between the receiver
and satellite, error due to the receiver clock drift, and errors due to other factors such as motion
during the measurement interval and atmospheric effects [23]. The clock drift of the receiver
makes it appear as if there is a larger Doppler shift than is actually present, and must be esti-
mated as well to accurately calculate the user velocity. Equation (2.9) shows the combination

of these terms into the measured value.

pF =% 4 ch+ é* (2.9)
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Using the equation above, a measurement model can be derived and used to estimate the user
velocity and receiver clock drift. This methodology is described in Section 2.5.2. If the receiver
is known to be static, the user velocity calculation is not necessary, and the estimation with the

pseudorange rates can be omitted.

2.4.3 Carrier Phase Measurements

Code phase measurements are the primary observable used for positioning in GNSS receivers
due to their unambiguous nature. Carrier phase measurements, which are generated from the
beat phase between the received signal and the local carrier replica. The carrier phase is gen-
erated by counting the cycles of the carrier signal received since a reference point. Receivers
make this measurement using the phase lock loop in the receiver front end, initially synchroniz-
ing the phase between the incoming and replica signals [23]. Once the phase is synchronized,
any changes in the phase can be tracked, generating a measurement of full cycles since syn-
chronization as well as fractional cycles. This measurement, however, does not provide the full
number of cycles between the receiver and the satellite. This number of full cycles is known
as the integer ambiguity, denoted as /N. To generate the measurements of carrier phase, the
measured phase is related to the transmitted phase using the transit time, similar to code phase
measurements.

The measured carrier phase can be related to the geometric range and clock error as was
done with the pseudorange measurement. The carrier phase is a function of the true range
between the satellite and receiver, receiver clock error, integer ambiguity, the atmospheric dis-
turbances, and unmodeled or random errors. The carrier wavelength is used to convert from
units of meters to units of cycles for consistency where the magnitude depends on the transmit-

ted carrier frequency. This formulation is shown in Equation (2.10).
1 cb
0=+ T+ T+ +N+n (2.10)

Carrier phase measurements are inherently more precise than code phase measurements,

with a wavelength of 19¢m for L1. Positioning with the carrier phase measurement would
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result in far more accurate position estimates, however direct positioning is not possible due to
the integer ambiguity that is present in the measurements. Several methods are available for
resolving the ambiguity, but these methods are not explored in this work. The precise nature
of the carrier phase will be used, however, to generate a more accurate estimate of the receiver

clock drift as discussed later in Chapter 5.

2.5 Position, Velocity, and Time Estimation

GPS receivers provide the user the ability to accurately know their position and velocity. Pseu-
dorange and Doppler measurements are related to the receiver states through a linearized mea-
surement model, H, discussed in the following sections. The direct relation between the states
and the measurements is nonlinear, so the model is linearized about the best position estimate
for use in the linear estimators that are discussed later in this section. In some cases, such as a
static receiver, there is no desire to estimate the receiver velocity, and as such the related states
can be omitted. In addition to position and velocity estimates, the receiver clock bias and drift
are also estimated. This provides not only information about the time biases in the measure-
ments, but also allows the receiver to synchronize the internal clock to GPS time, allowing for

an accurate timing source which can be used for synchronization of other systems.

2.5.1 Position Measurement Model

Position can be estimated with the pseudorange measurements generated by the receiver as
discussed in Section 2.4.1. When enough satellites are in view, these measurements constrain
the receiver location using a method called trilateration. As shown in Figure 2.11, each mea-
surement of pseudorange constrains the user to a sphere of constant radius around the satellite.
By having four or more measurements from separate satellites, the user position can be con-
strained to the correct area. The pseudorange measurements can be related to the states shown

in Equation (2.11) using the geometry matrix, /7, shown in Equation (2.12).

X=[x y z " (2.11)
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Figure 2.11: 2D Representation of GPS Range Constraints
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H = : : : : (2.12)
—al-wo =Yy =2~z
[x'=xoll  lly'=voll  [lz—zoll

The geometry matrix relates the pseudorange measurements to the position and clock bias
states using the pointing vectors from the estimated user position to each respective satellite.
The geometry matrix shown assumes a static receiver, with [z?, 4%, 2] as the position of the i*"
satellite and [z, Yo, 20| as the current best estimate of the user position in the Earth centered
Earth fixed (ECEF) reference frame [23].

The number of rows in the geometry matrix corresponds to the number of pseudorange
measurements from unique satellites. To estimate a position, at least four measurements are
needed. If more than four measurements are available, the system is said to be overdetermined,
and methods of error minimization can be used to calculate the best solution. Two methods are
commonly used for position (and velocity) estimation: Gauss-Newton Nonlinear Least Squares
(LS) and an Extended Kalman Filter (EKF). Each method is discussed in Sections 2.5.3 and

2.5.4 respectively.
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2.5.2 Velocity Measurement Model

The relation of the pseudorange rates to the user velocity and clock drift is similar to that of the
pseudorange and user position and clock bias. The pseudorange rate can be related to the user

velocity and clock drift terms as shown in Equation (2.13).

p=H| | +¢ (2.13)

The geometry matrix, H, is the same as described in the previous section, consisting of the
unit pointing vectors to each satellite. As was mentioned in the discussion concerning the
estimation of user position from pseudoranges, both methods can be used to estimate the user
velocity. Typically, the estimation of user position and velocity are combined into a single step
using a combined geometry matrix and state vector. The combined geometry matrix is shown

in Equation (2.14), and the state vector is shown in (2.15).

—zl—g —y'—yo —zl—z
HXI_XOOH 0 lyT=yoll 0 ||Zl—200|| 0 Lo
g 0 —y'—yo 0 —2'—z 0 10
H, = |l Wivel el (2.14)
—x —xq —Y —Yo —Z 20
0 sl 0 Bimar 0 e 01
0 == 9 w9 —F==og ]
l[x!=xol| ly*=yoll llz*—zol| J
X=[z &y g z 2 b b7 (2.15)

Using the combined geometry matrix, the receiver states from Equation (2.15) can be related

to the measurements through Equation (2.16).

™
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The measurement model constructed in Equation (2.14) can be used to estimate the user
PVT by using various estimation algorithms. GNSS receivers most commonly use a least
squares or a Kalman filter based estimation algorithm, which will be discussed in the follow-
ing sections. Derivations of the algorithms can be found in [23] and [42]. The weighted least
squares (WLS) algorithm is a straightforward estimation technique allowing for calculation
of PVT, but has the disadvantage that information from the previous estimation epoch is dis-
carded. This limits the accuracy of the WLS estimator and does not provide a useful basis for
monitoring of states over time as is desired for GNSS integrity. A recursive least squares (RLS)
or extended Kalman filter (EKF) both account for information from previous epochs, however,
the EKF provides a kinematic model for periods of GNSS outages that can be used to propagate

the estimate uncertainty, making it a good foundation for integrity monitoring algorithms.

2.5.3 Weighted Least Squares Estimation

In the previous sections, linear measurement models were derived relating the states to the
measurements collected by the receiver. During normal operations, the receiver must estimate
four states using the pseudorange measurements and four more using pseudorange rate mea-
surements. If the case arises when less than four measurements are available, the solution is
underdetermined, and no estimate can be generated using standard methods. If exactly four
measurements are available, the solution is straightforward and can be solved easily through a
matrix inversion. Typically there are more than four satellites visible at a given time, leading to
an overdetermined solution. It is desired to get the best estimate of PVT, so frequently a best
fit solution incorporating all available measurements is preferred. In the case of a least squares
(LS) solution, the objective is to minimize the sum of the residuals squared [23].

To minimize the errors, an error state vector, 6x , must be defined. The states are the
error in the position estimate and clock bias, and are calculated from the difference between the
measured and estimated pseudoranges. The measurement model is shown in Equation (2.17),

where the geometry matrix is unchanged from the one defined in the previous sections.

0z = Hox + €, (2.17)
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When the solution is overdetermined (m >4), the geometry matrix is not square and the direct
inverse can not be taken. To solve this, a pseudoinverse is taken [47]. The values solved for in
Equation (2.18) are corrections to the current estimate of the user states, and are added to the

current state estimate once estimated.

6% = (H'H) 'H" 6z (2.18)

Once the corrections are added to the current state estimate the geometry matrix is recalculated
using the new best guess. This process is iterated until the corrections estimated are below a
specified threshold, at which point it is stated that the estimate has converged, and a new batch
of measurements can be processed. The process of updating the state estimate with the error
states is shown in Equation (2.19),

X = X0 + 0% (2.19)

A variation on the standard least squares solution is the use of a weighted least squares (WLS)
algorithm. By including weights into the solution, the relative qualities of the measurements
are taken into account, weighting poor measurements less than good measurements [47]. The
weights used can vary depending on the methods employed, and weights used here are based
on the received signal C'/N, values. The weighting matrix, shown in Equation (2.20), is a

2m x 2m diagonal matrix where m is the number of measurements at each epoch.

Ui% 0
W=1|: .. (2.20)
o ... L

The weights used can be calculated using the variances of the PLL and DLL shown in [48].
Estimates of the error states are calculated using the same concepts as discussed previ-
ously, only with the inclusion of the weighting matrix. Equation (2.18) is modified to include

the weighting matrix, and is shown in Equation (2.21).

6% = (H'WH) '"H" Wiz (2.21)
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Once the state errors are estimated, they are applied to the previous estimate of the states as
was done in Equation (2.19). After the states are updated, the next batch of received measure-
ments are used to perform PVT estimation for the following epoch. Standard LS algorithms are
also known as single point position (SPP) algorithms as they do not carry any information over
from one epoch to the next. Algorithms such as the recursive least squares or EKF incorporate

an estimate of confidence of the previous estimates into the current estimation of PVT.

2.5.4 Extended Kalman Filter Estimation

The linear Kalman filter provides an optimal estimate of the specified states in the same manner
as a least squares algorithm, but includes additional benefits such as time propagation of uncer-
tain states as well. A nonlinear estimator, the EKF is used for GNSS navigation and introduces
some suboptimality such as local minima as opposed to the global minima of a linear estimator
[47]. The Kalman filter architecture consists of five main steps, as seen in Figure 2.12. These
steps involve a time update, or prediction step during which the previous best estimate and esti-
mate uncertainty are propagated to the current epoch, and a measurement update or correction,

during which new measurements are used to correct the predicted estimates.

Measurement Update (“Correct™)

, s “Predict™
TERE Upaute ¢ Yoosor) (1) Compute the Kalman gain

(1) Project the state ahead — p T T -1
o N K, = PLH (HP .H" +R)
¥, = Ax;,_,+Bu,_,

(2) Update estimate with measurement 2y
(2} Project the error covariance ahead ij, - .i-.l'\ + Kk { Zp— Hi-ﬁ}
P.g = AFA i l-'q' T + Q (3) Update the error covariance

P, = (I-K,H)P,

Initial estimates for &, _; and P, _,

Figure 2.12: Diagram of Kalman Filter Process [49]
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During the time update, the state matrix propagates the previous estimates of position,
velocity, and clock errors forward to the current time. Many EKF based estimators employ a

kinematic constant velocity model, as shown in Equation (2.22).

1 A0 0 0 0 0 0]
01 00000 0
00 1 A0 0O 0 0
0001000 0

O = (2.22)
0 0 0 0 1 At 0 0

0o 0 0 0 0 1 0 O
000 0 0 0 1 At
0O 0 0 0 0 0 0 1

In some models, system inputs can be included in the state propagation step, however this
is not required for the GNSS model. During periods between measurement updates, the model
is used to maintain an estimate of the filter states. In addition, the state uncertainty matrix P
is also propagated. The state uncertainty grows over time and is reflected in the uncertainty
covariance matrix until a measurement update occurs. The EKF time update steps can be seen
in Equations (2.23) - (2.24).

T, = Pxp_y (2.23)

Py =®P, 19" +Q (2.24)

The process noise covariance, (), is a diagonal matrix that contains the expected dynamic
errors for each of the states. Often times the position and velocity noise is set to a fixed value

for simplicity. The clock state uncertainty can be derived from the power law noise model,

30



discussed in Section 4. The process noise covariance matrix is shown in Equation (2.25) [50].

Qpy 0 0 0
0 0 0
Q= Qpy (2.25)
0 0 Qpy 0
0 0 0 Quk

The uncertainty in the dynamics drive the errors in the time update step, with changes in
the true dynamics not being reflected in the propagated estimates until a measurement update

occurs. The blocks @) py and (), are defined in Equations (2.26) and (2.27), respectively.

SpAt3 S, AL

Qpv = g SA , ? (2.26)
20 S, AL

2

3 At2
QAL + 248 gaAtT
Que = | s 2 (2.27)

Lot th q2 At

When new measurements are received from the GNSS front end, the propagated states
are corrected using the differences between the measured and predicted states. To update the

states, the Kalman gain is calculated using Equation (2.28).
Ky=P, H' (HP,H" + R)™' (2.28)

The Kalman gain calculation is a function of the error covariance, measurement model,
and measurement noise covariance to capture the noises and uncertainty in the received GNSS
measurements. The R matrix, shown in Equation (2.29) is a diagonal matrix which uses the

same model for pseudorange and pseudorange rate uncertainties as the least squares weighting
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matrix, but does not take the inverse of the value.

R=|: - (2.29)

This matrix, known as the measurement noise covariance matrix, accounts for the uncer-
tainty or error in the received measurements as a function of the receiver dynamics as well as
the measured C'/N,. Once the Kalman gain is calculated, the states are corrected and a new
measure of uncertainty is calculated. The Kalman gain is applied to the difference in measured

and estimated observables, given by ¢z and shown in Equation (2.30).

0z =z, — HT) = (2.30)

The estimated pseudoranges and pseudorange rates are calculated using the satellite posi-
tion and velocity as well as the estimated user position and velocity at the time of measurement
transmission and reception, respectively. In addition to the satellite and user states, user clock
error corrections are applied to the estimated observables to accurately reflect the measured
pseudorange between the satellite and user. A full derivation of this process can be seen in [23]
and various other GNSS textbooks. The measurement update is added to the propagated state

vector shown in Equation (2.31), and the error covariance update is shown in Equation (2.32).

Py = (I — K H)P; (2.32)

One significant advantage to the EKF formulation of the GNSS navigator is that the last
best estimate can be propagated forward in time during periods of interruption. This allows the
processor to maintain an estimate of position and velocity until measurements return, aiding

both reacquisition and tracking. For short periods of time the dead reckoned solution can be
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accurate so long as no major changes to the dynamics occur, however the PVT errors grow

rapidly if the constant velocity model does not accurately capture the dynamics of the vehicle.

2.6 GNSS Spoofing Methods

GNSS spoofing can be done in several different ways, ranging from extremely simplistic to
highly complex attacks. Several different attack types are detailed in [51], and an analysis
of threats is discussed in [52]. This thesis explores the single transmitter, non-cooperative
spoofing methods. Two primary methods are explored here: meaconing and signal generation.
Multi-antenna attacks and cooperative attacks are not explored in this thesis, however they have

been explored in other sources such as [53].

2.6.1 Meaconing

Meaconing attacks operate on the principle of record and replay. A simple meaconer consists of
a receive antenna, hardware to amplify the incoming signal, and a transmit antenna. A simple
meaconer introduces additional time delay into the signal that is equivalent to the time delay
for the processing of the signal and the time of flight between the transmit antenna and the
user receiver [51]. When processed by the user receiver, the position is estimated to be the
location of the meaconer receive antenna, and the clock states will be estimated incorrectly. A
typical meaconing attack is shown in Figure 2.13, where the receive and transmit antenna of the
meaconer are at the same location. In some cases, the two antennas are not co-located, leading
to additional signal delay due to transmission of the signal data from one location to another.
Simulation of a meaconing event can be represented by the reception of signals with ad-
ditional delays based on the distance between the meaconer and the user as well as processing
delays introduced by the meaconer. In a live scenario, the distance from the meaconer to the
user would be unknown except in highly advanced attacks. In simulations, the range between
the transmitter and user is able to be known, allowing for the calculation of the additional
signal delay. As stated previously, the distance between the transmitter and receiver and the
signal processing time will introduce additional delay in the signal. When the authentic signal

is repeated by a meaconer, frequency error will be added to the transmitted signal due to the
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Figure 2.13: Diagram of Simple Meaconing Attack

clock drift of the meaconer reference oscillator. The frequency received at the victim receiver
will become not only a function of the satellite and user clock drifts, but also the drift of the
meaconer clock as well. Although no clock bias term is directly added, the phase noise of the
meaconer oscillator will affect the replayed signal, and would primarily be observed on the
phase measurements at the victim receiver. A basic model for the received pseudorange after

passing through a meaconer can be shown in Equation (2.33).
pm = Ts,m + rm7’u, + Cbu + Ctproc + I _I_ T + 77 (2.33)

In Equation (2.33), r, ., is the range between the satellite and meaconer, and r,, ,, is the
range between the meaconer and victim receiver. The meaconer clock bias does not play a
part because the meaconer simply replays the signal, so the offset between the meaconer time
and GPST does not matter. The processing time of the meaconer does influence the measured
range, and is represented by ¢,,.,. and converted to a range by multiplying by the speed of light.
At the correlation level, a meaconer will appear to be noise if the additional delays cause the
signal to be delayed outside of a chip spacing. For additional errors to affect the tracking loops,
the receiver would have to be within about one half chip spacing and have a higher received
power level than the true signals. When the meaconer is outside of the one chip separation, the

erroneous signal causes little error as the tracking loops continue to track the authentic signal
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[54]. If the receiver were to lose tracking however, it is possible that the repeated signal would
be acquired so long as the power level was higher than that of the authentic signal. When the
victim receiver estimates a position using the repeated signals, the estimated position will be
that of the meaconer receive antenna [51]. The receiver clock bias will be greater than the true

clock bias, creating a solution that appears to occur earlier in time than the true solution.

2.6.2 Spoofing

Spoofing attacks are much more sophisticated than meaconer (or repeater) attacks. Most GNSS
spoofers are synchronized to authentic GNSS signals and in some cases can track the position
of the victim receiver. These attacks commonly start as aligned events, where the code phase is
aligned with the authentic signals received at the victim. The spoofer can raise the power levels
of the inauthentic signals and capture the tracking loops of the victim receiver, then drags the
code and carrier away from the authentic signal to create a solution that is controlled by the
spoofer. Like the meaconer, there are delays based on the distance between the spoofer and
the victim receiver, the time for the spoofer to receive the signal, and the processing delay.
Unlike the meaconer, however, spoofers are able to predict signal components for a future time
based on the currently received authentic signals, allowing for total control of the signal that
is transmitted to the victim receiver [6]. A measurement level model for a spoofing signal is

shown in Equation (2.34) [55].

Psp = Ts,sp + Tspu + €y + Clproc + Clogy +1 +T 41 (2.34)

In Equation (2.34), the same delays based on the distance between the receiver and spoofer
positions are introduced, however an additional term, ct.,; is introduced. This term allows the
spoofer to advance or delay the signal to generate the desired measurements, allowing for con-
trol of the estimated position and time of the victim receiver. Additionally, the spoofer may also
have the ability to alter the navigation data of the received signal, causing the victim receiver
to believe the satellites are in a different location from where they actually are. These types of

attacks are highly complex, and are less likely than a simulator attack, which simply generates
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navigation data for a given location. Signal generation can be done with various combinations
of devices, such as COTS signal simulators like the Spirent GSS9000 or Spectracom GSG-6.
These signal simulators, however, can be costly and impractical for someone who may want
to fool their receiver in a fleet tracked vehicle or other mobile platform. An example of this
occurred in 2019, when attendees at the Geneva Motor show noticed that the cars on display
all showed a location in Buckingham, England, in the year 2036 [56]. It is believed that this
event was the result of someone broadcasting generated GPS signals from a GNSS simulator,
however this could have been done just as easily with an inexpensive software defined radio
(SDR). Open source packages such as GPS-SDR-SIM are available that generate GPS signal

data for a given location and time based on satellite navigation data, as shown in Figure 2.14

[5].

jmwee72@ubuntu:~
: gps-sdr-s

-e =gps_nav= RINEX navigation file for GPS ephemerides (required)

-u <user_motion= User motion file (dynamic mode)

-g <nmea_gga= NMEA GGA stream (dynamic mode)

-c <location> ECEF X,Y,Z in meters (static mode) e.g. 3967283.154,1022538.181,

4872414.484

<location> Lat,Lon,Hgt (static mode) e.g. 35.681298,139.766247,10.0
<date, time=> Scenario start time YYYY/MM/DD,hh:mm:ss
<date,time=> Overwrite TOC and TOE to scenario start time
<duration=> Duration [sec] (dynamic mode max: 300, static mode max: 86400)
<output= 1/Q sampling data file (default: gpssim.bin)

-s <frequency> Sampling frequency [Hz] (default: 2600000)

-b <ig_bits=> 1/Q data format [1/8/16] (default: 16)

i Disable ionospheric delay for spacecraft scenario
Show details about simulated channels

Figure 2.14: GPS-SDR-SIM Simulation Options

Not only does GPS-SDR-SIM provide the ability to generate GNSS data, it also provides
the ability to directly interface with a software defined radio to broadcast the generated data.
The broadcast data can cause unprotected GNSS receivers in the area to degrade performance or
malfunction, causing problems for systems relying on GNSS availability. SDRs are discussed

in the following section, with a focus on GNSS recording and transmission.

2.7 Software Defined Radios

Most COTS GNSS receivers rely on application specific integrated circuits (ASICs), which are

computationally efficient and typically compact [57]. These GNSS specific chips are designed
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with a specific objective, and do not perform tasks outside of the designed goal. For commer-
cial or industrial use, these receivers fill the role as needed, providing access to GNSS position
and time services at various price points depending on the application. For research and de-
velopment, however, more flexibility is frequently desired. Software defined radios, or SDRs,
provide a flexible RF platform that can be used for various applications. SDRs are available as
inexpensive receiver chips for hobbyists such as the RTL-SDR to high end SDRs designed for
research use such as the Ettus Universal Software Radio Peripheral (USRP) [58],[59].

USRPs provide an extremely flexible RF receiver and transmitter that can be used for
any frequency supported by the daughterboard. The N210 platform uses an FPGA processor
to perform digital operations on signals received by the interchangeable daughterboards avail-
able from Ettus Research. The overall schematic for the USRP N210 SDR is shown in Figure
2.15. The FPGA board controls the up and downconversion of the transmitted/received signals
and the interface between the USRP and the host computer. By implementing interchangable
daughterboards, a single USRP can be adjusted to different applications, adding further flexi-
bility to the unit. Two daughterboards used for this work are the WBX and SBX boards, both
of which cover the entire GNSS spectrum. A comparison of the two daughterboards is shown
in Table 2.3.

Table 2.3: Typical Inertial Measurement Unit Parameters

Daughterboard | Frequency Range | Analog Bandwidth | Channels
WBX 50 — 2200M H = A0MH z TX/RX
RX2
SBX 400 — 4400M H = A0MH z TX/RX
RX2

The USRP daughterboard acts as the GNSS front end, receiving the incoming RF signal
and passing the filtered signal to the ADC. USRPs are direct downconversion (DDC) receivers,
where the RF is mixed directly with an LO at the specified incoming frequency to convert the
signal directly to a zero IF signal, also known as baseband signal. The baseband signal is mixed
with an inphase (cosine) and quadrature (sine) LO signal during the downconversion process,

which generates the baseband inphase and quadrature (IQ) samples. These samples represent
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Figure 2.15: USRP FPGA and Host Interface [60]

the received signal, with the inphase samples representing the real component of the complex
signal and the quadrature samples representing the imaginary component. A block diagram for
a WBX front end is shown in Figure 2.16.

To acquire and track GNSS signals, COTS GNSS receivers implement several amplifier
and filter banks. Since the USRP is not specifically designed for GNSS applications, only a
small amount of amplification is available on board the N210. To properly quantize the received
signal when sampling and converting to digital, GNSS signals must be amplified higher than
is possible with the on-board amplifiers. To accomplish this, an external signal conditioning
devices are frequently used as a substitute for a dedicated GNSS front end. An example of
these devices, shown in Figure 2.17, provides 60dB of amplification as well as up to 110dB
of attenuation. In addition to the signal conditioning, the device also contains a DC bias tee,
allowing for the use of active antennas to further increase the amplification of the received
signal.

Once the incoming signal is mixed down to baseband and separated into the I and Q com-

ponents, it can be either streamed directly into a software receiver or stored as a complex array
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on the file system of the host computer. Recorded IQ files can be postprocessed using various
software receivers in C++ and MATLAB, allowing for repeated use of test scenarios on various
receivers using the replay functionality that the USRPs also offer. The errors introduced by the
replaying of the signals are relatively low, allowing USRPs to be used for testing receivers in
environments that may not have access to live sky signals [62].

Since the N210s provide the ability for both the reception and transmission of GNSS
signals, they were used for both the role of the receiver as well as the meaconer/spoofer. The
specifics of the testing configuration are detailed in Section 6.2. USRPs, along with various
other SDRs, are supported by a software interface called GNURadio, an open source software
that allows for control of the SDRs as well as DSP operations on a host computer. The USRP
Hardware Driver (UHD) library provides the interface in GNURadio for configuration and data

streaming of the N210 radios used for this thesis.
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2.8 Conclusion

GPS and other GNSS provide cheap and accurate access to geolocation and timing services
for users across the globe. These services are used everywhere from financial institutions and
telecommunications to autonomous vehicles and UAS platforms. Despite recent advances in
GNSS integrity, the constellations are still as vulnerable as ever to intentional and unintentional
interference such as jamming and spoofing. Spoofing mitigation methods have been explored,
however no single method has proven to work in every scenario. The integration of inertial
sensors to create a more robust navigation solution along with a method of spoofing mitigation

using coupled external sensors is explored in the following sections.
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Chapter 3

Inertial Navigation

With the advent of GNSS systems, many applications rely solely on a GNSS receiver for accu-
rate position, navigation, and timing (PNT). In some cases, however, GNSS solutions are un-
available or inaccurate. Environments where tall buildings or other obstructions are present can
prevent the use of GPS by limiting satellite visibility and increasing multipath, creating poor
satellite geometry or introducing erroneous signal reflections into the system. These conditions
lead to positioning errors and may create unsafe conditions for systems relying on accurate po-
sitioning. Non-GNSS navigation solutions are frequently explored for systems in challenging
environments, such as lidar, radar or visual navigation. One solution for vehicles that operate
in both good and poor environments is the use of inertial navigation systems (INS) that can be
used in a standalone implementation or integrated into a combined architecture.

Inertial navigation utilizes self-contained sensors that do not rely on external signals to
generate measurements. Since no external signals are needed, these units can operate in a mul-
titude of conditions. IMU measurements have inherent errors, called biases, which causes the
navigation solution to drift relative to the truth if uncorrected. This contrasts GNSS positioning,
where the solution does not drift but relies on external signals that are not always available. In-
ertial sensors typically fall into two categories: accelerometers and gryoscopes (gyros), which
measure specific forces and angular rates, respectively [63]. Inertial measurement units (IMUs)
combine accelerometers and gyroscopes to provide six axis measurements (x, y, and z specific
forces and angular rates) of the vehicle. This style of IMU is also known as a strapdown iner-

tial system, meaning that the sensor is rigidly mounted to the body whose dynamics are being
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measured. Once the inertial measurements are output by the IMU, they must be rotated into the
desired coordinate frame for navigation as described in Section 3.1.

Various grades of inertial sensors are available for navigational use. Typically, higher
grade IMUs have smaller sensor errors associated with the measurements and can be used
for longer periods of time without calibration or estimation of the errors. The most common
grades of inertial sensors are navigation, tactical, and automotive. Other grades of IMUs are
available, but are costly and typically reserved for specialized applications. Table 3.1 provides

an overview of the sensor grades and typical errors that are seen with each.

Table 3.1: Typical Inertial Measurement Unit Parameters

IMU Grade | Cost | Typical Error Magnitude Typical Usage

Automotive | $10 Large Cars/Industrial Robots
Tactical $10k Moderate UAS

Navigation | $100k Small Commercial aircraft

Navigation grade IMUs are commonly used in military and commercial aircraft applica-
tions, and can be purposed for precise standalone navigation due to the small errors present in
the system. This solution can be accurate for much longer than lower grade IMUs, but over
time the solution will drift, and the sensor will need to be recalibrated. These units are usually
extremely expensive and large, limiting their use for automotive or UAS applications.

Tactical grade IMUs can also provide accurate standalone navigation, but only for a few
minutes prior to recalibration. The errors present in tactical grade units have a significant impact
after a short period of time, causing the solution to deviate from the true path. To improve this
solution, these IMUs can be integrated with other devices through sensor fusion techniques.
The most common approaches are visual-inertial and GPS/INS coupling. GPS/INS coupling
techniques are discussed in more detail in the following sections. Tactical grade IMUs can be
found in some military vehicles and unmanned aircraft applications.

Automotive grade IMUs are a low quality IMU, and are extremely cheap and widely used.

These sensors have large measurement errors and are typically used in applications such as
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airbags, pedometers, and other small devices where the solution is not used for overall naviga-
tion of a system [63]. Typically automotive grade IMUs are not combined with sensor aiding
methods because the error growth is so rapid the solution drifts between corrections. These
sensors are often integrated into attitude heading reference systems (AHRS) or pedestrian dead
reckoning (PDR) systems, which require small, lightweight sensors [64]. These small, inex-
pensive IMUs have found their way into many other technologies such as mobile phones and
entry level drones, that frequently couple the inertial and GPS solutions to correct the inertial
errors.

This thesis explores the performance of automotive and tactical grade IMUs combined
with GPS corrections using different integration techniques. The loose and tight coupling
methods are discussed in Sections 3.4.1 and 3.4.2, respectively. Navigation grade IMUs are

not considered here due to their significant cost and availability.

3.1 Coordinate Frames

Integrating multiple navigation systems presents a new challenge: determining the reference
coordinate frame for the overall navigation system. Many sensors operate in unique navigation
frames, and in order to to provide a common reference for navigation algorithms a common
coordinate frame is typically used. There are several reference frames that are commonly used
in navigation algorithms: the Earth Centered Inertial (ECI) frame, Earth Centered Earth Fixed
(ECEF) frame, the geodetic frame, the local navigation frame, and the body frame. Each of
these coordinate frames are discussed in further detail in the following sections, as well as
methods for converting between frames. Some coordinate frames, like the wander azimuth

frame, are not discussed in this thesis, but can be found in [63].

3.1.1 Earth Centered Inertial

An inertial frame is a nonaccelerating reference frame in which Newton’s laws apply, denoted
with the superscript ¢ [65]. The axes of an inertial frame are three orthogonal direction vectors
originating from an arbitrary point, with the x axis lying along the plane of the equator. In the

context of navigation, an inertial frame is defined with the origin at the center of the Earth, and
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the z axis begins at a specified reference point in time that does not rotate with the Earth. There
are two conventional methods of initializing the x axis for navigation: initializing the axis at
the beginning of navigation and initializing the axis at a reference epoch. A common reference
used is the direction from the Earth to the Sun at the vernal equinox in the northern hemisphere
[63]. The z axis is perpendicular to the x axis, out of the northern pole of the Earth, and the y
axis is orthogonal to the x and z axes. Inertial sensors measure the motion of the body in an
inertial frame, and utilizing the ECI frame allows straightforward inertial navigation algorithms

to be employed.

3.1.2 Earth Centered Earth Fixed

Another commonly used reference frame is the Earth Centered Earth Fixed (ECEF) frame.
Similar to the ECI frame, The origin of the ECEF frame is at the center of the Earth, and the
z axis points out of the true North Pole. The x axis points out of the equator along the Prime
Meridian, and the y axis is orthogonal to the other axes. The difference between the ECEF and
the ECI frames is that, as the name implies, the ECEF frame is fixed to the Earth, rotating with
the planet. An example of the ECEF frame is shown in Figure 3.1. The rotational rate of the
Earth, given in Equation (3.1), indicates that the frame has acceleration, therefore it is not an

inertial reference frame.
0

Wi = 0 rad/s (3.1)

e

7.292115E — 5

3.1.3 Geodetic Coordinates

Navigation systems such as COTS GPS receivers most frequently report the user position in
terms of latitude, longitude, and altitude. Latitude, ¢, is defined as the angle from the equator
towards the North or South poles. Longitude, ), is the angle from the Prime Meridian to the
East or West of the meridian. The grid structure created by the lines of latitude and longi-

tude are shown in Figure 3.2, with the latitude varying from £90° and longitude varying from
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Figure 3.1: Earth Centered Earth Fixed Reference Frame [65]

£180°. Finally, altitude is the distance above the ellipsoid, normal to the curvature of the sur-
face. These coordinates, known as geodetic coordinates, are based on a reference system that
accounts for the shape of the Earth. A reference ellipse approximates the surface of the Earth,
or geoid, which has significant variation across different areas. The ellipsoid used to approx-
imate the surface has a semi-major axis along the equator and the semi-minor axis across the
poles. The geodetic model used most commonly in navigation is the World Geodetic Survey
1984 (WGS84) system. WGS84 defines four parameters, two of which are used to define the
reference ellipse. The remaining parameters are calculated from the two ellipsoid variables, as

shown in Equations (3.2) - (3.5).

semi-major axis: a 3.2)
semi-minor axis: b 3.3)
2 2
eccentricity: e = 4/ a —z = f(2-F) (3.4)
a
a—>b

flattening: f = 3.5)

a

Calculation of the latitude, longitude, and height from ECEF coordinates is performed

using an iterative computation that requires an initial guess of parameters. This solution is
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Figure 3.2: Geodetic Reference Frame [66]

iterated upon until the change in value is under a given threshold as determined by the user.

Details for this calculation, along with several other frame transformations, are found in [63].

3.1.4 Local Frame Coordinates

A local navigation frame is used for applications that do not travel great distances from the
origin of the frame or in enclosed spaces such as warehouses. The local frame is defined based
on the Earth’s reference ellipsoid in use. A conventional definition is the North-East-Down
(NED) frame [63]. This defines the Down axis as perpendicular to the reference ellipsoid,
pointing into the Earth. The North axis points in the direction of the geographic north pole,
perpendicular to the down axis. The East axis is orthogonal to both of the other axes to ensure
a right handed coordinate frame is used. An example of a local navigation frame is shown in

Figure 3.3.
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Figure 3.3: North-East-Down Reference Frame [65]

Other local navigation frames also exist and can be related to each other using rotation
matrices in the same way as done to transform between global and local frames. The East-

North-Up (ENU) frame, for example, is related to the NED frame as shown in Equation (3.6).

01 O
00 -1

These frames provide users with navigation information that is referenced to logical di-
rections. The local frames have several drawbacks however. One major assumption for a local
navigation frame is that the gravity vector is aligned with the down axis. For areas close to the
origin, this assumption holds. When the user gets farther away from the origin, however, the
curvature of the Earth results in the gravity vector no longer aligning with the down axis, which

can create issues if attempting to use inertial navigation in the local frame.

3.1.5 Body Frame Coordinates

In all navigation systems, sensors are mounted to a platform that is being localized. This could
be a car, truck, bus, UAS, or any other object that can move relative to a reference frame. This
object, known as the body, has a coordinate frame that is rigidly attached with the origin at the
body center of gravity (CG) [65]. Any direction can be defined for the orthogonal set of axes,

but typically the axes are defined with the z-axis out the nose of the body, the y-axis out the
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right hand side, and the z-axis pointing down perpendicular to the u and v axes. In the example
of a passenger car, the origin would be at the CG of the car, with the axes pointing out the hood,
out the passenger side, and out of the floor. An example of a body frame coordinate system is

shown in Figure 3.4.

K

F4

Figure 3.4: Body Reference Frame [67]

Rotations about the three axes (z, vy, z) are defined as roll, pitch, and yaw, respectively.
Rotation rates about these axes are commonly measured by an IMU when the sensor frame is

aligned with the body frame, as discussed in the following section.

3.1.6 Sensor Frame Coordinates

Sensor frames are defined by the manufacturer and most often are indicated on the sensor enclo-
sure. These indicated axes align with the sensitive axes in each sensor for which measurements
are taken. Frequently the sensor frame and the body frame are aligned for simplicity, but this
may not be possible in some cases. In the event that it is not possible to align the two frames,
a fixed rotation matrix is determined to define the angles between the sensor axes and the body
axes. The sensor is rigidly mounted to the body, so this rotation does not change once attached.
Defining this orientation prior to system use allows for the necessary fixed rotations to be im-
plemented in the navigation processor. An example where the sensor frame is not aligned with

the body frame is shown in Figure 3.5.
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Figure 3.5: Sensor Reference Frame [68]

3.1.7 Coordinate Frame Transforms

In many navigation systems, sensor data will not all be reported in common coordinate frames.
In the case of GPS and INS systems, GPS position solutions are commonly resolved in the
ECEF frame, whereas IMU measurements are in the body frame. Methods for transforming
measurements into different frames are needed to properly integrate the information from each
sensor. To accomplish this, rotation matrices (also known as direction cosine matrices (DCM))
are used. The rotation matrix, Rg, denotes a rotation of a vector from initial frame a to final
frame b as shown in Equation (3.7)

2’ = RVx” (3.7

The elements of the rotation matrix R relate to the angles that the vector x is rotated through
to transform from one coordinate frame to the other. In a simple one rotation case as shown in
Figure 3.6, the frame [2’, 3/, 2'] is rotated about the y axis by angle 6 . The appropriate rotation

matrix for this is shown in Equation (3.8).

cos(f) 0 —sin(h)
RV =| 0 1 0 (3.8)
sin(f) 0  cos(0)

A unique principle of rotation matrices are that they are orthonormal, meaning that the

inverse and the transpose of the matrix are identical. This property is particularly useful for
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Figure 3.6: Single Axis Rotation

. . . Lo o1 . .
inverse rotations. In the case of the previous example, 27,7 “ was given as the rotation between

the nonprime and prime reference frames. To transform a vector from the prime to the nonprime

frame, the transpose of R¥Y'% is used, as shown in Equations (3.9).

TYZ

Tod o1

v = RV
3.9
v (e

Rotation matrices provide a mathematical method of determining the orientation of one
frame with respect to another, but are not the most intuitive to look at or understand. To pro-
vide an intuitive method of describing orientation, Euler angles are frequently used. Euler
angles, commonly denoted as roll (), pitch (¢), and yaw (¢/), describe the three body rotations
about given axes. One key element to consider when using Euler angles to denote rotations
is the order of the rotations. If a rotation is specified to be a 1-2-3 rotation (roll-pitch-yaw),
the resulting orientation is not the same as if the body was rotated through a 3-2-1 rotation
(yaw-pitch-roll). Therefore, care is needed when specifying rotations using Euler angles in
navigation systems. Derivations of coordinate transformations and examples can be found in

[63], [65].

3.2 Types of Inertial Sensors

When referring to a system as an inertial measurement unit, it indicates that the sensor con-

tains either an accelerometer, a gyroscope, or both. These devices provide measurements of the
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movement of the body with no external references, unlike a GNSS system or optical navigation
system [63]. Strapdown INS have become the most common system, with the sensors rigidly
mounted to the body in a known orientation, allowing for measurement of the body motion.
Accelerometers, contrary to the name, measure specific force applied to the sensor, and gyro-
scopes measure angular rates of the body. As discussed in the beginning of the chapter, IMU
errors (or the lack thereof) drive the performance of the sensor. Noise, bias, and random walk
are a few of the errors present in inertial sensors, making them inadequate for long term stan-
dalone navigation. More details on each sensor and typical errors are discussed in the following

sections.

3.2.1 Accelerometers

Accelerometers come in various configurations, but all serve the same purpose: measure the
displacement of a proof mass with respect to a nominal position. In the example of a simple
spring-mass accelerometer, the mass is suspended by two springs as shown in Figure 3.7 [63].
When the mass moves, the springs are stretched or compressed depending on the direction of
motion. The displacement of the proof mass relative to the enclosure provides a measure of the
applied acceleration. Gravitational forces, however, act on both the mass and the case, causing
no motion between the two components [63]. Because of this, the resulting measurements are

of specific force that do not include gravitational forces.

Accelerating forca
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mass

Figure 3.7: Basic Accelerometer [63]

Since accelerometers (and gyroscopes, as will be seen in the following section) are sensi-
tive along a single axis, three sensors are mounted in orthogonal directions to provide observ-

ability along each sensor axis. Most accelerometers are marketed as a three-axis accelerometer
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for this reason. While spring-mass accelerometers were discussed in this section, standard mi-
croelectromechanical systems (MEMS) sensors use crystal components to allow for reduced

size and cost.

3.2.2 Gyroscopes

Gyroscopes, like accelerometers, come in various configurations to achieve the goal of measur-
ing the angular rate of the sensor. The most basic spinning mass gyroscope is discussed here,
while other variants include optical (ring laser gyroscope (RLG), fiber optic gyroscope (FOG))
and vibratory MEMS gyroscopes. More details on these sensors can be found in [63].
Spinning mass gyroscopes are constructed of a mount with a pivot fixed to the case, a
spinning mass attached to the mount, springs to constrain the motion of the mount, and an
apparatus to measure the displacement of the spinning mass. An example of a spinning mass
gyroscope is illustrated in Figure 3.8. These simple gyroscopes operate based on the conser-
vation of angular momentum. When the case is rotated, the mass inside will remain pointed
in the original direction, creating a displacement between the nominal and rotated direction.
In small enclosures, the spinning mass is kept aligned with the case by springs that provide a
countertorque to an input torque applied to the case. The spinning mass and mount rotate about
the sensitive axis until the torque is balanced by the springs in the case, at which point there is
an angular displacement between the nominal direction and the final direction. This difference

in direction is proportional to the angular rate about the input axis, as shown in Figure 3.8.
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Figure 3.8: Basic Gyroscope [63]
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In this work, MEMS gyroscopes are primarily used as they are the most commonly avail-
able gyroscope. A drawback to MEMS technology is that while inexpensive and compact,
accuracies are degraded from significantly higher noise levels. Typical errors for both ac-

celerometers and gyroscopes are discussed in the next section.

3.2.3 IMU Errors

Inertial sensors have several error sources that cause variations in the measurements output
by the sensor. There are two different types of errors: deterministic and nondeterministic.
The deterministic errors can be measured directly in a labratory or factory setting and can be
reduced by calibration [63]. Nondeterministic errors are random errors that can vary from run
to run or during the run, preventing calibration and removal of these errors.

Bias errors are often the largest present in the measurements from an IMU [69]. Biases
can contain several different components: a deterministic fixed bias, bias stability, and bias
instability. The fixed bias, by, is typically modeled as a function of temperature and can be
removed with sensor calibration. Bias stability, b,s, also known as turn on bias, is constant
during sensor operation but varies each time the sensor is powered on [63]. The bias instability,
by, can vary during the run, and is usually modeled as a random walk or a Markov Process
[69]. The output of the inertial sensors are a combination of these biases, as shown in Equations
(3.10) and (3.11).

Afy = b = ba, o + baps + bapi (3.10)

Awy = bg = bg7fb + bg,bs + bg,bi 3.11)

Bias error magnitudes vary significantly based on the IMU grade being used. Units for
accelerometer biases are commonly in milli-g (mg) and gyroscopes biases are reported in de-
grees per hour (deg/hr). The specifications typically encompass the nondeterministic errors,
as the deterministic errors are calibrated and removed from the output by calibrations. Table
3.2 show typical IMU errors based on grade [63].

In addition to bias errors, inertial sensors can also have scale factor errors present. The

scale factor is a linear approximation of the sensor input to output over a given input range.
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Table 3.2: Typical IMU Biases [63]

IMU Grade | Accelerometer Bias | Gyroscope Bias
(mg) (deg/hr)
Automotive >10 >100
Tactical 1-10 1-100
Navigation 0.03-0.1 0.01

Scale factor error is the difference between the true relationship of the input and output and the
reported relationship. The scale factor is represented as a coefficient on the true output to give
the measurement. An example of sensor scale factor is shown in Figure 3.9 [69]. Misalignment
and cross coupling errors also occur due to the angular offset between the ideal measurement
axis and the true measurement axis, shown in Figure 3.10. This deterministic error is caused
by manufacturing tolerances, and is generally given in milliradians [69]. Because the axis is
not perfectly aligned, measured values would not strictly represent one direction as is the case
in the ideal sensor. The scale factor and misalignment errors are represented in the matrix M,

shown in Equation (3.12).

output
&

input

Figure 3.9: Scale Factor Error [69]

Sa,zx Mazy Maaz fyc
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Af = Mg yx Sa,z Ma,yz fy = Mafi (312)
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Figure 3.10: Misalignment Errors

Other noise associated with electrical components and ADCs is also present in IMU out-
puts. The random noise is modeled as white noise on the measured values [69]. White noise
can come from several sources, such as electrical components, mechanical instabilities, and
others [63]. The random noise on the sensors is denoted here as 7, and is an additive to the
measured output of each sensor. Other noises may be present, such as flicker noise, but are
not explored here. Typical noise values for inertial sensors are shown in Table 3.3. In some
references, the white noise errors are referred to as random walk errors. These noises are not a
random walk on the measurements, but on the integrals of the measurements [63]. In this case,
white noise on a measured specific force will be a random walk on velocity, and white noise on
angular rates will be a random walk on the Euler angles. A more in depth discussion on power

law noises in Chapter 4 with a focus on oscillators, however the same concepts apply to inertial

SENsors.

Table 3.3: Typical IMU Noises [63]

IMU Grade | Accelerometer Noise | Gyroscope Noise
(ug/VH?2) (deg/hr)
Automotive 1000 1
Tactical 100 0.03-0.1
Navigation 20 0.002
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Other sources of noise include quantization from the IMU ADCs. Digital outputs are
limited by the least significant bit (LSB) resolution, which depends on the range of values the
sensor is configured to measure. Converting the analog measurements to digital representations
causes error as the analog measurements are more precise than what is possible with the digital
outputs.

Inertial sensor measurements are the sum of the true measured values and each of the error

sources described above, outlined in Equations (3.13) and (3.14).

o= P AP = by o+ (Is + M) Y, + i, (3.13)
Sy = @+ AGY, = b, + (Is + M), + 17, (3.14)

Here, the tilde is used to represent the measurements obtained from the inertial sensors, and
the values with no tilde represent the true values sensed by the IMU. Without any method
of predicting the errors present in the INS, the standalone estimate will diverge from the true
solution at a rate that depends on the error magnitudes present.

INS mechanization and error estimation using sensor fusion is discussed in the following
sections. These sections explain how IMU errors are estimated and compensated for to improve

the output of the combined navigation system.

3.3 Sensor Mechanization

INS outputs provide a navigation solution based on the measurements from an IMU [63]. An
INS contains an IMU which provides the measurements used for navigation and a navigation
computer, which is responsible for mechanizing the IMU measurements to provide a dead
reckoned estimate of position, velocity, and attitude (PVA). The mechanization process consists
of a four step operation that involves updating the attitude estimate, rotating the specific force
measurements into the desired navigation frame, updating the velocity estimate, and finally
updating the position estimate [63]. An additional step for the transformation of specific force

measurements to accelerations requires a gravity model and will be discussed as well. The
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mechanization process varies slightly depending on the navigation reference frame, and in this
thesis is done in the ECEF frame for reasons to be discussed in the following section. Other
variations, such as the ECI or local frame mechanization, can be found in [63] and [69]. Figure
3.11 shows a block diagram representation of the ECEF mechanization process that has been

adapted from [69].
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Figure 3.11: ECEF IMU Mechanization Process [69]

Prior to the start of the mechanization process, the initial attitude alignment must be de-
termined. There are numerous research topics exploring the best methods for attitude initial-
ization, and several methods are discussed in [63], [65], [69]. For this work, it is assumed that
successful initialization was done prior to the start of the mechanization for simplicity.

To correctly mechanize the accelerometer measurements, a gravity model is needed to
account for the force of gravity in the transformation of the specific forces to accelerations.
Several models are available, and the Somigliana model is applied in this thesis. This model
uses the WGS84 reference to provide a gravity vector as a function of the current latitude, as

shown in Equation (3.15) [63].

(1+0.001931853 sin*(A)
1 — e2sin®(A)

go(A) =~ 9.7803253359 (3.15)

Once the gravity has been computed, a gravitational model provides the desired values
of gravitational acceleration. The gravitational model is different from the gravity model as it

accounts for the centrifugal acceleration of the Earth, giving the total acceleration due to the
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Earth at a given latitude. The geocentric radius, r{g, is calculated as a function of latitude as
shown in Equation (3.16), and is used to calculate the gravitational acceleration, 7y, as shown

in Equation (3.17).

rfg(A) = Rp(A)y/cos2(A) + (1 — )2 sin’(A) (3.16)

Yo(A) = go(A) + QieQerig(A) (3.17)

After the gravitational acceleration has been determined, it is scaled with height as shown
in Equation (3.18) [63].

(M)
=3 1 o) (3.18)

For vehicles on the surface of the Earth, this scaling is not necessary, but for aerial platforms
such as UAS, the scaling can change the calculated value significantly depending on the altitude

of operation. Once this has been calculated, the acceleration due to gravity is computed using

Equation (3.19).

9b = Yib — Qieerep (3.19)

Before the acceleration due to gravity can be added to the specific forces, the specific
forces must be rotated into the desired frame. To do this at a given time period, the rotation
matrix C; must first be updated using the rotational rates measured by the gyroscope. The
rotation rates are integrated to determine the change in angle over a given time period, At.
Assuming the measured rotation rates do not change over the integration period, the attitude

update step can be done using Equation (3.20) [63].

Cy(+) = Cy (=) (I3 + Q4 AL) — Q5 Cp(—) At (3.20)

58



The skew symmetric matrix of the body rotation rates, 2%, is given in Equation (3.21), and the

skew symmetric matrix €2, contains the rotational rate of the Earth.

0 —w, wy
Lo=|w 0 -w (3.21)
—Wy Wy 0

Once the rotation from the body frame to the Earth frame has been updated, the specific
forces are transformed into the Earth frame using the new rotation matrix. This step is straight-
forward, and only requires the multiplication of the rotation matrix and the specific forces in the
body frame. To increase accuracy, the current and previous rotation matrices can be averaged
and utilized to rotate the specific forces into the Earth frame, as shown in Equation (3.22).

5 =Co()fh ~ Z[Co (=) + Cs (DS (3.22)

N | —

Updating the velocity in the Earth frame requires the revisitation of the gravitational ac-
celeration model discussed earlier in this section. Now that the body accelerations have been
rotated into the Earth frame, the gravitational accelerations can be added to get the overall body
acceleration in the Earth frame and integrated to update the velocity estimate. The body accel-
eration in the Earth frame is shown in Equation (3.23), and the numerical integration to update

velocity is shown in Equation (3.24) [70].

ag, = —2Q%vg, + fip + g5 (3.23)

vep () = v (=) + ap At (3.24)

The position update step is again a simple numerical integration, however it must be noted
which values are being used for the integration. If the updated velocity value is used to update
the position, the new acceleration has already been accounted for and an acceleration term is

not added to this step of the update. Both methods of updating position are shown in Equations
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(3.25) and (3.26) [70].

2

At
Tep(+) = 1o (=) +vg(—) At + aZbT (3.25)

ey () = 1 (=) + v (+) At (3.26)

In a perfect world where IMUs reported errorless measurements, the INS outputs would be
the exact motion and velocity of the body it was attached to. However, as discussed previously,
sensor noise corrupts the IMU measurements, leading to errors throughout the mechanization
process. The errors are also double integrated, causing the position estimates to drift away
from the true solution at a rate proportional to the magnitude of the errors. Figure 3.12 shows
a comparison of INS outputs with varying grades of inertial sensors using simulated inertial
measurements. The truth data shown in black was taken from Airsim and errors were added
as is discussed in Chapter 6. It can be seen that the high performance navigation grade IMU
lies closely to the true solution, and as IMU quality decreases the mechanized solution drifts

further from the truth over time.
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Figure 3.12: INS Mechanized Navigation Solution With Various Sensor Grades

Without correction of the errors, the INS solution will degrade over time and become
unusable. Often times, an integrated navigation system is used to constrain and correct inertial

errors using outside sources such as GNSS. Other methods include vision-aided inertial systems
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or systems that use non-GNSS signals of opportunity such as WiFi or 4G/5G as ranging signals.

GNSS/INS integration is discussed in detail in the next section.

3.4 GNSS-Aided Inertial Navigation

As mentioned in the previous section, standalone INS solutions can be accurate for a period of
time after alignment, but drift away from the true solution unless constrained or corrected by an
external sensor. GNSS receivers are able to provide a position solution to within a few meters
under most conditions and do not drift over time [63]. GNSS signals are extremely weak,
however, and solutions can be degraded or have outages in urban environments or areas such as
tunnels. By combining GNSS/INS systems, the long term errors of the INS can be constrained
while outages in the GNSS solution can be filled by standalone INS over short time periods. In
addition to these benefits, conventional GNSS receivers do not provide a measure of the body
attitude, so the INS provides additional state information as well.

To formulate the GPS/INS integration, an error state Kalman filter is constructed. The
errors in the position, dr¢,, velocity, dvg,, and attitude, 0W¢, are augmented with the estimates
of the accelerometer and gyroscope biases, db, and db,. The complete error state vector is
shown in Equation (3.27), which contains the errors in the PVA of the INS output and are used
to correct the INS output.

T

Tins = |6We, dve, O, &b, b, (3.27)

During periods between measurements from the GNSS receiver, the estimated errors are
propagated forward in time using the Kalman Filter state transition matrix for the system. To

derive the state transition matrix, the system dynamics are modeled as shown in [63]. The
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continuous time system matrix is given in Equation (3.28).

_Qge 03 03 03 f
5o 205 Fg G 0
Fins =] 03 I; 05 05 Oy (3.28)

03 03 03 03 O3

03 03 03 03 O3

The components 5, and F3; are described in Equations (3.29) and (3.30), respectively, where

the A\ represents the skew symmetric form.

290(A) 7 et
e = eb (e (3.29)
@ il

<

5 = [—(CE )N (3.30)

The system matrix is a continuous time representation of how the states progress over time. to
discretize the state transition matrix, a power series expansion is used [63]. Once the matrix is
represented in discrete time, it can be implemented in the Kalman filter model. For this thesis,

the first term in the expansion is used, given by Equation (3.31).

The Kalman filter architecture also requires a process noise covariance matrix to be spec-
ified. The process noise covariance matrix, (), consists of the power spectral densities of the
gyro and accelerometer random noise as well as gyro and accelerometer bias variations [63].

These quantities are given by 7,4, 7rq, ba, and 7y, respectively. In this case, it is assumed that
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all three axes have equivalent errors. The () matrix is given in Equation (3.32).

neds 03 03 03  Og
0s n’ls 03 03  Og

03 0; 03 n2l; 0

05 03 035 03 7n7,05]

Using the state transition matrix and the process noise covariance matrix, the state vector =
is propagated from the point of the last measurement update to the current epoch. The time up-
date step discussed here is common across both the loose and tight coupling methods, which are
discussed in the following section. Measurement updates are conducted when GNSS measure-
ments are received and new estimates of errors can be generated. Loosely coupled GNSS/INS
relies on estimates of position and velocity from the GNSS navigation filter, whereas tightly
coupled GNSS/INS relies on pseudorange and pseudorange rate residuals to correct the error

states. More details about each integration method are discussed in the following sections.

3.4.1 Loosely Coupled GNSS/INS

The basic structure for a loosely coupled (LC) GNSS/INS algorithm uses position estimates
from both the GNSS and INS estimators. This integration is useful when working with “black
box” standalone navigation solutions - that is, the only outputs available are the current position
estimates. By comparing the accurate but infrequent GNSS solution with the high frequency but
drifting inertial solution, position errors and inertial sensor biases can be estimated, allowing
for accurate positioning between GNSS updates. The loosely coupled GNSS/INS algorithm
architecture used in this thesis is shown in Figure 3.13 [71].

In the architecture shown above, each navigation system operates independently and the
position solutions are blended in the GNSS/INS filter. Prior to estimating the error states given
in Equation (3.27), the current position is estimated by each system at the current epoch. For
the GNSS filter, this can be done using a least squares solution as described in Chapter 2.

The inertial position estimate is propagated using the mechanization equations described in the
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Figure 3.13: Loosely Coupled GNSS/INS Architecture

previous sections in this chapter. In this thesis the ECEF frame is used to allow for a simple
comparison to the solution estimated by the GNSS processor. Since the INS has a much higher
output rate than the GNSS system, the IMU measurements are mechanized between periods
where a GNSS update is used to re-estimate the corrections to the INS.

GNSS/INS filters are most often implemented using an EKF architecture. During the pe-
riods between measurements, the estimates of INS errors and state uncertainty are propagated
using the state transition matrix given in Equation (3.28). When GNSS measurements are re-
ceived, the position estimated by the GNSS processor and the position estimated by the INS
mechanization are differenced. To account for the difference in position between the GNSS
antenna and the IMU location, the lever arm [, between the two positions is included in the
calculation [63]. The lever arm is rotated from the body frame to the Earth frame using the rota-
tion matrix calculated in the attitude update step of the INS mechanization. Once the measured
difference has been calculated, the difference between the measured and the estimated error
states is taken. This innovation model seen in Equation (3.33), is multiplied by the Kalman
gain calculated to estimate the new corrections based on the confidence bounds for the INS and
GNSS systems [63].

Feac = 76— Gyl

5z = A ) (3.33)
ﬁ:aG - f)zb - le(d}g X lga) + Qfecglll:a
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For the loosely coupled architecture, the state measurement model is straightforward. As
the loosely coupled integration uses only position differences, the measurement model is de-
rived by taking the Jacobian of the GNSS measurements. The full derivation of the measure-
ment model can be found in [63], however it can be simplified as lever arm coupling between
attitude errors and gyroscope biases are weak and can be neglected. The simplified measure-

ment model is shown in Equation (3.34).

05 05 Iy 05 O
H= |~ > 72 77 (3.34)

03 Is 03 03 Os

The measurement noise covariance, R is described in several ways depending on the
information that is available from the GNSS receiver in use. Using the estimated uncertainty
from the GNSS processor, Pgyss, allows the GNSS/INS algorithm to weight the GNSS infor-
mation according to the confidence output by the receiver [63]. This information is available
from some COTS receivers or if the user has designed a navigation filter that does not rely on
the position outputs of a COTS receiver but rather uses the raw observables. In the case that
this metric is unavailable, the noise covariance can be defined as a function of the carrier to
noise ratio of each measured GNSS signal, satellite geometry, and in high dynamic applica-
tions, acceleration. In this thesis, the measurement noise covariance is constructed using the

first method, and is generated based on the uncertainty in the GNSS measurements as given by

the GNSS positioning algorithm.

3.4.2 Tightly Coupled GNSS/INS

As opposed to the loosely coupled integration described above, the tightly coupled (TC) algo-
rithm does not use position and velocity outputs from the GNSS and INS algorithms. Instead,
the tightly coupled algorithm joins the GNSS positioning algorithm with the inertial mechaniza-
tion process. Described briefly in [71], the GNSS algorithm estimates a standalone position,
instead providing the pseudorange and pseudorange rate measurements directly to the tightly

coupled GNSS/INS processor. A graphical overview of the tightly coupled algorithm is shown
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in Figure 3.14 below. In addition to estimating position, velocity, and INS errors directly in
the coupled algorithm, receiver clock states must be estimated as well. The clock states, cb and
cb are appended to the end of the state vector shown in Equation (3.27), creating the new state

vector given in Equation (3.35).

T
Tins = |00, v, or¢ Ob, Ob, cb cb (3.35)
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Figure 3.14: Tightly Coupled GNSS/INS Architecture

To form the innovation vector for the tightly coupled algorithm, measured pseudoranges
and pseudorange rates are compared to the estimated observables for each satellite[63]. This
process is identical to that employed for standalone GNSS positioning. The measured pseu-
doranges are corrected using the satellite clock correction terms calculated from the broadcast
ephemerides as discussed previously, and the estimated pseudoranges are calculated using the
satellite position and the current user position and clock bias estimate from the coupled algo-
rithm. Estimates of pseudorange rate and clock drift are calculated using the coupled estimate
of velocity in addition to user position. The process of calculating the estimated values is shown

in Equation (3.36) and Equation (3.37), and the innovation vector is given by Equation (3.38).

/3[ =Tsy —Tul + cb (336)
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pr = (vsy — vy g) - Ty (3.37)

bo= "0 (3.38)
PG — PI
Values denoted with a subscript G are calculated from GNSS parameters, and values denoted
with a subscript [ are calculated from the INS estimates. The unit vector, 4y, is the pointing
vector from the estimated user location to the satellite location, calculated for each satellite in
view.

The tightly coupled measurement matrix is obtained by taking the partial derivative of the
measurements with respect to the states. The full derivation can again be found in [63], with
the final form sharing properties with a standard GNSS measurement model given in Equation
(2.14) with additional columns for the heading and inertial error states. Similar to the loosely

coupled model, the attitude and gyroscope errors are neglected, leading to the model shown in

Equation (3.39) [63].

013 013 ur; 033 013 1 0

) ) )

o |0 Ous W Oig Og 10 (3.39)

013 ur1 013 033 013 0 1

)

013 ur, 013 033 013 0 1

) ) )

The size of the observation matrix be 2n x 17, where n depends on the number of GNSS
observations that are received at each time period.

Unlike the loosely coupled implementation, there is no output of receiver confidence in
the GNSS measurements as no position solution has been calculated prior to the coupling. Due
to this, the measurement noise covariance is based on the measured C'/N, as well as body
acceleration if under high dynamics. This matrix, R, is be identical to that used in the GNSS

Kalman filter derivation, and can be seen in Equation (2.29).
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3.5 Conclusion

Inertial navigation systems provide redundant backups to GNSS receivers for varying durations
of time based on the quality, however they are not able to provide a standalone navigation
solution without periodic corrections. By coupling GNSS with INS, the navigation processor
can span periods of GNSS outages while correcting inertial errors periodically. By combining
the GPS/INS algorithm with the spoofing detection method described in Chapter 5, faults can

be detected and excluded from the overall navigation process.
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Chapter 4

Oscillators and Timing

As long as history has been recorded, time has been measured in some way by humans. In
ancient times, the seasons told the farmers when crops needed to be planted or harvested.
Timekeeping devices ranged from the simple sundial for daily time to the massive Taosi site
in ancient China used to tell seasons [72]. These early devices relied primarily on the angle
of the sun to tell the time of day or the months of the year. It was quickly determined, how-
ever, that the sun was not reliable enough as the need for accurate time grew. Now, GNSS
timing is used for references in industry ranging from the financial sector to the power grid and
telecommunications. Various types of oscillators are used in nearly every electronic instrument
constructed, with the application determining the required frequency stability. This section will
discuss types of common oscillators and methods of frequency stability analysis, as well as the

simulation of oscillators for GNSS or other applications.

4.1 Types of Oscillators

The most common types of oscillators in use today by far are crystal oscillators. These oscil-
lators are present in nearly any electronic circuit requiring timing, from calculators to watches
to GPS receivers. These crystal oscillators rely on the piezoelectric vibrations of a specially
cut piece of quarts to keep track of time. For more precise timing applications, atomic clocks
such as Rubidium (Rb) or Cesium (Cs) standards are commonly implemented, which rely on
properties of the atoms used to measure time. Both of these types of oscillators are discussed

further in this section, with details on the performance of each discussed later.
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4.1.1 Cirystal Oscillators

As radios and other electronic communications began to expand into everyday use, problems
with frequency references began to appear. The National Bureau of Standards (NBS, now Na-
tional Institute of Standards and Technology, or NIST) began to study oscillators using quartz
crystals as the driving element. It was discovered that the quartz oscillators would be able to
keep the time required for radio frequency use, and a new program was launched into research-
ing high quality crystal oscillators.

As the uses for precise time continued to grow and evolve, so did the types of crystal
oscillators that were available for use. The original TCXOs delivered to NBS were large and
stationary, but as electronics began to shrink and become portable, so did the reference oscilla-
tors used in the devices. Mobile electronics such as cell phones, GPS receivers, and more rely
on compact crystal oscillators that can be synchronized to external sources. Table 4.1 provides
an overview on different types of crystal oscillators. Typically, lower end crystal oscillators
are used in consumer electronics due to their low size, weight, power, and cost (SWaP-C),
whereas oven controlled crystal oscillators (OCXOs) are found in precision timing equipment
and occasionally as telecommunication standards where size and power limitations are not a

consideration.

Table 4.1: Types of Crystal Oscillators

Crystal Oscillator Type Operation Principle
Crystal Oscillator Voltage applied to quartz crystal induces
(X0) piezoelectric vibrations
Voltage Controlled XO Voltage applied to crystal is
(VCXO0) variable to allow for tuning of frequency
Temperature Compensated XO Voltage is controlled by a circuit with thermal
(TCXO0O) compensation to account for ambient conditions
Oven Controlled XO Crystal is enclosed in an enclosure where temperature
(0CX0) is raised above ambient to reduce thermal effects
Double Oven Controlled XO Same as an OCXO, but with a
(DOCXO) second oven enclosing the first

Crystal oscillators are able to achieve good stability and maintain accurate time and fre-

quency references, but are not able to match the performance of atomic frequency standards.
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Discussed in Section 4.1.2, atomic oscillators have come to the forefront of precision time and

frequency references.

4.1.2 Atomic Oscillators

In 1949, NIST announced the creation of the first atomic clock using a quartz oscillator as a
frequency reference to interrogate ammonia atoms in a resonant chamber. The original atomic
clocks were able to achieve performance that was comparable to existing crystal standards, but
did not offer much over the quartz standards already in production [73]. Soon after, work began
on a cesium standard that would become known as NBS-1, the first atomic frequency standard
used by NIST.

Atomic clocks work on the theory of observing the hyperfine transition between two
ground states of an atom, typically Rubidium, Cesium, or Hydrogen [74]. A crystal oscilla-
tor generates a reference signal for a microwave cavity or laser, and the energy is applied to the
atoms. The error in the frequency reference is measured by a physics package, and periodic
corrections are applied to the reference to lock it to the atomic resonant frequency. This creates
an extremely stable frequency output as the crystal reference is driven by the accuracy of the
atomic frequency, not by the accuracy of the crystal reference [74].

By locking the output frequency to the generated frequency of the atomic hyperfine transi-
tions, atomic clocks are able to achieve stability levels that can not be achieved by conventional
quartz references. Table 4.2 shows the most common types of atomic oscillators and the timing
performance that can be achieved compared to a standard TCXO.

Table 4.2: 1-Day Timing Errors of Common Oscillators [74]

Oscillator Type | 1-Day Timing Error (us)
TCXO 100000
Rubidium 100
Cesium 0.1
Hydrogen Maser 0.01

A newer method of interrogation of atoms, known as coherent population trapping, has

led to the miniaturization of atomic oscillators [74]. Oscillators such as the SA.5X Miniature
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Atomic Clock (MAC) or the SA.45s Chip Scale Atomic Clock (CSAC) are two such examples.
Both of these oscillators have low SWaP that can be comparable or better than low cost crystal
oscillators, but have performance that can exceed many of the same oscillators. These new
atomic oscillators allow for battery operable atomic performance, expanding the availability of
accurate time to mobile applications where power requirements previously prevented their use.

Prior to 2001, atomic clocks were large, power hungry, and difficult to transport. If ac-
curate timing was wanted in portable applications, the task primarily fell on OCXOs. These
oscillators exhibit exceptional short term stability, but can use as much as 13W during warm
up, and warm up times can last more than ten minutes [75]. For many applications requiring
portable oscillators, the size, weight, and power (SWaP) plays a major role. Applications such
as autonomous vehicles or underwater seismographs require reference oscillators to be com-
pact, lightweight, and use minimal power. In 2001, the Defense Advanced Research Projects
Agency (DARPA) issued a call for a battery operable atomic clock. Several companies made
progress on this development, but in 2011, the first commercially available chip scale atomic
clock was released [76].

The miniaturization of atomic timekeeping allows users to obtain accurate time while
mantaining low SWaP in the deployed systems. CSACs are able to operate for extended periods
of time off battery power thanks to the extremely low power consumption during operation
[77]. The short and long term stability of the atomic physics package makes the CSAC an ideal
candidate for systems which require accurate time at a low cost, and are frequently deployed in
underwater applications where GPS timing is not available [78],[79]. Shown in Figure 4.1, the
CSAC package is only 1.6” x 1.39” x 0.46”, making for an extremely compact package when

compared to other atomic frequency references.

Figure 4.1: Microsemi Chip Scale Atomic Clock [77]
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In addition to the size and power improvements of the CSAC, the stability of the clock is
a large benefit to many users as well. When compared to other oscillators in the same size and
power category, the CSAC outperforms nearly all contenders. Table 4.3 provides a comparison
between a typical TCXO, OCXO, CSAC, and Rb standard. The frequency stability of the
CSAC is much better than standard TCXOs, while using far less power than an OCXO. In
addition to good short term stability, the CSAC exhibits superior long term stability compared
to OCXOs.

Table 4.3: Performance Comparison of Common Oscillators

Oscillator  Volume (in®) Power (Operating) (/W) ADEV (@1s) Aging

TCXO 0.08 0.01 N/A 4.2E-7 /mo
0OCXO 58.86 3.5 3E-13 1.5E-9 /mo
CSAC 1.02 0.125 3E-10 9E-10 /mo
Rubidium 386.75 50 2e-11 5e-11 /mo

In addition to the properties listed above, the CSAC has much better performance un-
der conditions where temperature changes or vibrations occur. TCXOs are highly sensitive to
ambient thermal conditions, and both TCXOs and OCXOs are influenced by vibrations and os-
cillator orientation. Atomic clocks are much less susceptible to these effects, giving the CSAC
another advantage over conventional oscillators. The CSAC is a good blend of all the desired
characteristics of oscillators, and is the ideal candidate for aiding mobile GPS receivers. Due to
the improved frequency stability, modeling techniques can be used to predict the clock errors
during periods of GPS outages, allowing for navigation with three satellites [80] as well as us-
ing the receiver oscillator for detection of anomalous signals. Methods for modeling oscillators
will be discussed in the following sections, and the discussed methods will be implemented in

the GNSS simulations shown in Chapter 6.1.

4.2 Oscillator Stability In The Time Domain

Modern oscillators keep time by measuring the number of cycles of a source (crystal or atomic)

and creating a “tick” every time a certain number of cycles is counted. In a perfect world,

73



the frequency of the source would never change, and the clock would keep time perfectly.
Unfortunately, there is no such thing as a perfect clock, and the frequency of the source is
dependent on numerous factors. The stability of any given oscillator can depend on factors such
as temperature fluctuations, power fluctuations, vibration, aging, and inherent noise processes
in the oscillator. Frequency drift, or the change in frequency over time, is a term that refers
to the algebraic sum of all the frequency errors combined [81]. In order to model oscillators
accurately for simulation, an understanding of the frequency errors and frequency stability
must first be developed. To do so, the fundamentals of oscillator stability are explored. Several
resources, such as [82] and [83] explore numerous aspects of frequency stability and have
additional details that are not covered here.

As a frequency reference, the ideal oscillator output can be described using a generic
sinusoid oscillating at nominal frequency vy in Hz and amplitude V), as shown in Equation
(4.1) [84].

V(t) = V,sin(2moet) 4.1)

Equation (4.1), however, assumes that there are no amplitude or phase deviations from the
nominal values, which is not the case in real oscillators. A more realistic model accounts for
both the amplitude fluctuations €(¢) and the phase fluctuations ¢(t), shown in Equation (4.2)
[84].

V(t) = [V, + €(t)]sin(2mvot + o(t)) 4.2)

The errors shown in Equation (4.2) are randon in nature, but can be studied and quantified
using measurements of frequency stability. One point of confusion which is often brought to
the reader’s attention is that, while most of the literature in the area refers to frequency stability,
the values measured are actually measures of frequency instability [84]. Typically, these refer
to the phase error x(¢) and the fractional frequency y(t). The phase error, x(t) can be related

to the phase fluctuations ¢(t) by Equation (4.3) [82].

o(t) = 2mvgx(t) (4.3)
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Equation (4.4) relates the frequency error of an oscillator to the phase error, where % is

the derivative of the phase error shown in Equation (4.3)

1d
o) = v+ -0 (4.4)

When discussing measures of oscillator instability, it is important to keep in mind that
the measurements are relative to two oscillators, the oscillator under test and the reference
oscillator driving the measurement system. The reference oscillator typically has significantly
better performance than the oscillator under test, allowing for the assumption that the noise
measured is only of the oscillator being tested. This assumption allows for the calculation of
the fractional frequency, y(¢), which is commonly used to describe deviation from a nominal

frequency vy. The derivation of the fractional frequency is shown in Equation (4.5).

Af v()—w 1 dé dx
f Vo 727TU0dt7dt

4.5)

Frequency stability of an oscillator can be represented in either the time domain or the
frequency domain [82]. Presently, the time domain representation will be discussed, with de-
tails of the frequency domain analysis available in Appendix A.1. In most cases where random
processes are concerned, a mean and a standard deviation are used to describe the behavior of
the random samples. Due to the nature of the noise processes relevant to oscillators, however,
these measures typically do not converge, negating their usefulness in describing the behavior
of the oscillator.

Generally, time domain stability is represented using a o — 7 plot, with the X axis repre-
senting a measure of time and the Y axis representing the calculated statistical measure [82].
The most common method used to quantify the statistics of oscillator noise is the Allan devia-
tion, which is discussed in detail later in this section. These plots allow for the visualization of
various noise types that are present in oscillators, and can be used to derive statistical models

for simulations. An example of a o — 7 plot is shown in Figure 4.2. Each portion of the plot has
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a distinct slope which can be correlated to a specific type of noise that is present in the oscilla-
tor. Table 4.4 shows the relation of the power law slope to each type of noise, respectively. The
values of the slopes represented by p correspond with the o — 7 plot as shown in Figure 4.2,
and the slopes represented by « correspond to the frequency domain representation of stability,
discussed in Appendix A.l. The relationship between the power law slopes and the regions on

the Allan Deviation curve is shown in Equation (4.6).

oy (1) ~ T (4.6)

1079

1
White FM Noise (T z)

1

Random Walk FM Noise (72z)

ik

=
o
e

Allan Deviation, o,(7)

Flicker FM Noise (1°)

10! 102 10* 10

Averaging Time, 7 (s)

Figure 4.2: Example of 0 — 7 Plot With Noise Processes

Table 4.4: Power Law Slopes

Noise Type a | i

White Phase Modulation 2 -2
Flicker Phase Modulation 1]-2
White Frequency Modulation 0]-1
Flicker Frequency Modulation -110
Random Walk Frequency Modulation | -2 | 1

As mentioned previously, the classical sample variance does not converge for some noise

processes present in oscillators. For certain noises, the mean of the data varies depending on
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the length of the data set, causing the variance to vary with the number of samples [85]. The
classical sample variance is shown in Equation (4.7), where M is the number of samples, y; is

the i*" sample, and 7 is the sample mean of the set.

M
1 _
Ugtd = m Z(yl — y)2 4.7

i=1

To allow for a more universal description of frequency stability, the Allan variance (AVAR)
was introduced by David Allan. Also known as the two sample variance, this method uses a
difference between subsequent samples with no dead time in between, allowing the variances
to converge for the types of noise present in oscillators. As is the case with the standard vari-
ance and deviation, the Allan variance is the square of the Allan deviation (ADEV), which is
commonly plotted to represent the short term stability of an oscillator. An example of the di-
vergent nature of the standard deviation compared to the Allan Deviation can be seen in Figure
4.3, where the standard deviation increases as a function of sample size. Equation (4.8) shows
the formal definition of the Allan Variance, and Equation (4.9) shows the method that can be

easily implemented to calculate the AVAR.

oy(7) = <%[y(t +7) - y(t)]> 4.8)

M

oo(r) = m Z;[yi—i—l -y 4.9)

The Allan Variance is calculated for a given averaging time, 7. The sampled data is said

to be taken with an averaging of 7y, and each successive averaging time is described using

the multiplier m, giving averaging times of m7,. To resample the data, the original sampled

data can be averaged using windows of the desired value of mr,. For example, if 7y = 1s,

an averaging time of 7 = 2s can be calculated by taking adjacent pairs of measurements and
averaging them, then using that average as a new sample [85].

By calculating the Allan variance over different averaging times, the different noise pro-

cesses that are present in the oscillator can be discerned. As shown in Figure 4.2, the slopes
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Figure 4.3: Comparison of Standard Deviation (blue) to Allan Deviation (red) [82]

of the Allan Deviation vary with the averaging time used to calculate the deviation. Figure 4.4
shows the frequency errors over different averaging times. As expected for this oscillator, at
short averaging times (7 = 1s), the frequency error is dominated by white noise. When the av-
eraging time is increased (7 = 1000s), the underlying random walk of the frequency becomes
observable.

The standard Allan Variance (AVAR) is simple to implement using frequency data sam-
ples, however results in relatively low confidence for longer averaging times. This lower confi-
dence is due to the number of samples effectively being reduced by the averaging that is done,
leaving fewer samples to calculate the variance. This effect can be seen in Figure 4.4, where at
7 = 1s there are 10 x 10° samples, but at 7 = 1000s there are only 10000 samples. To over-
come this limitation, the overlapping Allan variance is often used, which uses fully overlapping
samples to increase the number of measurements used for each averaging time. Typically, the
overlapping Allan variance is the standard for calculation of frequency stability values for os-
cillators. Figure 4.5 depicts the differences between the two methods of calculating the Allan

variance.
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Figure 4.5: Comparison of Standard and Overlapping Allan Variance Samples [82]

The calculation of the overlapping Allan deviation (OADEV) can be done with either
phase or frequency samples, as is the case with the standard Allan Variance. In the case of the
OADEYV, however, it is much simpler to implement using measurements of phase. Equation
(4.10) shows the method of calculating the OADEV using frequency samples, which involves

a somewhat computationally heavy double summation.

1 M—2m+1 ( j+m—1 2
2
W) = R D) 2 { ) [yi+m—yi]} (4.10)

=1 i=j

Computing the OADEV using phase samples reduces the computational load if available, as

only one summation is requred. For this reason, the phase is typically used to calculate the
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OADEY, as shown in Equation (4.11).

N—-2m
1
7T = G gy 2 otem = i + il @1
=1

As mentioned previously in the chapter, x; is the phase deviation of the oscillator signal,
and can be calculated by integrating the fractional frequency values over time. Integrating the
frequency values results in N = M + 1 samples. To calculate the OADEV over averaging
times, the expression 7 = m7y is used, where 7 is the base sample rate of the data. In many
cases when phase data is used, 7o = 1s as this is the fastest the 1P PS phase difference can
be sampled. Allan deviation functions were verified by using a 1000-point data set contain-
ing frequency data samples [86]. This data set, along with the 9 sample NBS data set from
[87] provide the correct Allan deviation values as well as phase and frequency values and are
invaluable tools when implementing Allan deviation calculations.

Figure 4.6 shows a comparison between the standard and overlapping Allan deviations
It can be seen in the figure that, while initially aligned, the values calculated for the Allan
deviation become increasingly noisy as averaging time increase. As shown in Figure 4.5, the
standard Allan deviation uses significantly less samples than the overlapping implementation,
leading to a decrease in confidence at higher averaging times. By overlapping samples, the
OADEV has more samples available to work with at larger averaging times, increasing the
confidence in the calculated ADEV. Both calculations of Allan deviation are shown overlaid on
the power law noise model that was used to calculate the spectral density coefficients hq and

h_s.
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Figure 4.6: Comparison of Standard and Overlapping Allan Deviation Using Simulated Clock
Data

Several free software packages, such as Stable32 and TimeLab are available that can read
in .csv files which contain frequency or phase data and calculate Allan variances and other
statistics. Stable32 has various other built in functions, including the simulation of power law
noises using models similar to those discussed here [88],[89].

Performing an Allan variance calculation on phase or frequency data provides the ability
to analyze noise processes present and can be related to several simulation models which are
discussed in Section 4.3. One question still remains, however: how are measurements of phase
or frequency data obtained? The answer to this question can be found in [90], which describes
several methods, including the beat frequency method and the time difference method. Both
of these methods can be performed using modern instruments such as the Keysight 53230A
frequency/time interval counter, which was used for the frequency analysis conducted in this
thesis [91].

The first method which can be used to analyze frequency stability is the beat frequency
method. The beat frequency is the difference between the reference oscillator and the oscillator

under test. The output signals of each clock are mixed using a double balanced mixer, then low
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pass filtered to remove the higher frequency image [90]. If necessary, the filtered signal is am-
plified then passed to a frequency counter, which records the beat frequency. To calculate the
fractional frequency error y(¢), the measured beat frequency f; is divided by the nominal fre-
quency v, of the oscillator. The typical hardware setup for measurement of the beat frequency
is shown in Figure 4.7, which is adapted from [81]. As noted in the figure, in addition to the two
oscillators and frequency counter, several RF components are required for this measurement as

well.

Reference

Jres — fovr | —— |Frer ~ for
Jeer + Four 7 ’

Oscillator
Under Test

|a3uUnG o
Aduanbaly

Figure 4.7: Beat Frequency Measurement Method

The beat frequency measurement method provides excellent performance and can be used
for virtually any oscillator that has a frequency output available to the user. In some situations,
however, a device may only have a time reference output or the additional hardware required
for the above method may not be readily available. The second method, measuring the time
interval between two signals, can be implemented in these cases.

The time difference method is not as precise as the beat frequency method, however with
modern time interval counters the precision is comparable. This method is frequently used for
devices that do not provide a frequency reference, such as a GPS receiver with only a 1PPS
output. A comparison between the 1P PS output from a reference oscillator and an oscillator
under test provides a direct measurement of the phase error x(t) of the test oscillator, which
can be used to calculate the Allan variance as discussed previously [90]. A hardware diagram

of the time difference method is shown in Figure 4.8, adapted from [81].
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Figure 4.8: Time Difference Method

For this work, the time difference method was used for its simplicity as well as the un-
availability of RF mixers and filters used for the beat frequency implementation. An example
of phase data recorded from this method is shown in Figure 4.9, where the oscillator under test
was an Ettus Research Octoclock-G with the GPS disconnected, and the reference was a Stan-
ford Reasarch Systems FS725 Rb standard. When tested, the Octoclock had a frequency offset
which introduced a linear drift in phase, which was removed to allow the phase deviations to

be observed clearly.

Time Difference Measurement

%1078 Reference - FS725 Rb
15 T T T

—Octoclock OCXO

Fractional Phase, x(t)

25 L I I L !
0 2 4 6 8 10 12

Time (s) x10%

Figure 4.9: Octoclock Phase vs FS725

This phase data shown in the above figure was processed using the overlapping Allan
deviation calculation to generate the Allan deviation plot shown in Figure 4.10. One aspect of

the calculation of Allan variances that can be particularly time consuming is the data collection
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Figure 4.10: Octoclock-G (Jackson Labs LCXO) Overlapping Allan Deviation

for high stability oscillators. The Allan deviation shown in Figure 4.10 clearly shows the white
and flicker frequency errors, however the random walk has not yet become apparent in the
curve shown, which covers 20000s worth of averaging times. A general rule is to have 5 — 10 x
the number of samples as the highest averaging time of interest, and in this case the phase
data shown, data was logged for a total of 120000s, or just under a day and a half. Test time
becomes a serious bottleneck when attempting to generate a complete statistical analysis of
high precision oscillators, which can limit the modeling of oscillators described in the following

section.

4.3 Clock Modeling

In addition to providing insight into the performance level of the oscillator in use, the values
calculated using the Allan variance can be used to model the process noise of the oscillator. This
is particularly useful in applications where prediction of time error is of interest. Two methods
of clock simulation are commonly used: a two state discrete time model, and a continuous time
model. Each simulation method will be discussed in the following sections, and the benefits

and drawbacks of each method will be discussed.
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For both models, the noise variances are characterized by the Allan Deviation of the de-
sired oscillator. Returning to the plot of the Allan variance shown in Figure 4.2, the values of
the Allan variance can be related to the power law coefficients as shown by Equation (4.12),
where T is the averaging time and fj, is the high frequency cutoff of the measurement system

[92].

3fn

1.038 + 3In(27 fi,7)
h
(2m)272 + o

2272 27

1 272

o2(1) = hy +h_12In(2) + hoo—7  (412)

+ hy

Typically, phase modulation terms are neglected when using this method, as the value for
fn 1s frequently unknown. The relationships between the h,, values and the noise processes are
shown in Table 4.5. Typically, the values representing the flicker and white phase modulation
are ignored, as they are not typically distinguishable using the ADEV or OADEYV, as both have
the same slope. In addition to neglecting these parameters, the flicker frequency modulation

parameter is typically neglected as the flicker noise cannot be modeled by a finite order process.

Table 4.5: Power Law Coefficients

Noise Type Coefficient
White Phase Modulation ho
(WPM)
Flicker Phase Modulation hq
(FPM)
White Frequency Modulation ho
(WFM)
Flicker Frequency Modulation h_y
(FFM)
Random Walk Frequency Modulation h_o
(RWFM)

4.3.1 Two State Clock Model

Most applications rely on a straightforward two state clock model to represent the errors in the
phase and frequency for both simulation and estimation. Shown in Equation (4.13), the primary

driving forces for the oscillator are the noise processes represented by 7. The noise processes
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have a covariance matrix () which is comprised of the variance and covariance of the phase and

frequency. The elements of the covariance matrix can be seen in Equation (4.15) to Equation

4.17) [93].
1 At
0 1
where
Q= qi1 412 (4.14)
g21 ¢22
and
A 3
qu = E[7*(At)] = S;At + Sgg ! (4.15)
Q12 = E[z(At)y(At)] = S,At (4.16)
S, At?
G2 = E[*(At)] = 92 (4.17)

The ¢1; term can also be represented by the power law coefficients shown in Equation
(4.12) previously. In terms of the power law coefficients, Equation (4.15) can be written as
Equation (4.18):

h 2m?
g = EOAt +2h_ A + %hngt?’ (4.18)

Equation (4.18) can be compared to Equation (4.15) and the like terms can be matched.

The results of the comparison are shown in Equations (4.19) and (4.20).
Sp=— (4.19)

S, =21°h_, (4.20)

The h_; term in Equation (4.18) represents the flicker noise process, and is ignored for the

analysis done here. By neglecting the flicker noise term the model over approximates the
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flicker floor of the oscillator [93]. This can be mitigated by slightly elevating the entire curve,
which provides a compromise between the flicker floor and the noise at the beginning and end
of the curve, which are increased from the appropriate value as well.

Each clock has a unique set of values for the power law coefficients depending on the
stability of the oscillator in question. Typically, lower stability oscillators have larger values,
corresponding to a larger noise variance. Table 4.6 shows some typical values for common
types of oscillators [93]. When combining a clock model with GPS, it is common to specify
the clock error in units of meters instead of seconds. In this case, the parameters given in Table
4.6 must be multiplied by the speed of light squared.

Table 4.6: Power Law Coefficients

Oscillator Type ho h_4 h_o
TCXO 2x1071  7x107%1  2x107%
OCXO 2x107%  7x107%® 6x107%

Rubidium 2%x10722 45x10°% 1 x 10730
Cesium 2x107%2 5x107%" 15x 10733

Power law coefficients can also be calculated for oscillators by taking the Allan deviation
of phase or frequency data and comparing the plot to the power law given by Equation (4.12).
This is done by identifying the slopes that relate to the hy and h_, noise types and pulling
the values of both 7 and 05(7’) from the plot. After these values are know, the power law
coefficients can be solved for and used in the two state model given in Equations (4.19) and
(4.20). A detailed example of this process can be found in Appendix A.

As mentioned previously, the two state model is a fairly simple and lightweight model that
generates the white frequency and random walk frequency modulation (WFM and RWFM)
noises for the oscillator at hand. This model is frequently used for the estimation of clock
states and is commonly used as the noise variance model for clock bias and drift with GPS
navigation filters. The model can also be used for simulation of clock errors, however as stated
only white FM and random walk FM noises are simulated. In addition to only simulating these
noises, other noise types such as flicker FM or any phase noises are not simulated, limiting the

usefulness of the model for simulation purposes. For some clocks, the assumptions made in
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this model are valid, and can accurately represent the behavior, but for others, the model may

fail to reflect the true behavior of the clock.

4.3.2 Continuous Time Clock Model

While the two state clock model can be used for simulation of oscillators, the continuous time
model is frequently used for simplicity. Clock errors can be described by the continuous time
algebraic expression shown in Equation (4.21), which is analogous to the constant acceleration

model commonly used in particle kinematics [94].
t
2(£) = o + yot + 0.5at> + / ye(£)dt + n(t) @21)
0

When compared with Equation (4.13), it is observed that the continuous time model and
the x; expression represent the same errors if the aging term is neglected. The continuous
time model includes both aging (a) and additional environmental frequency error terms (y.),
however these could be added into the two state model if desired as shown in [95]. These errors
can be added into the continuous time model with a simple integral as shown in Equation (4.21),
making this model desirable for the ease of implementation.

One difference between the two error models is the additive noise. The two state model is
limited to the two noise terms defined in the () matrix, the white and random walk frequency
noise. Many oscillators, however, have other noise types present. The two state model does an
acceptable job estimating these errors when used in a Kalman filter, but is less adequate when
generating clock noises for simulation. The additive noise shown in Equation (4.21) can be
simulated independently, allowing for the simulation of all five noise types shown in Figure
4.11. Even coefficient power law noises (o« = —2, 0, 2) are straightforward to simulate, as one
can simply integrate or differentiate the noises to decrease or increase the power, respectively.
To generate the even power law noises, either Gaussian white noise with the appropriate vari-

ance can be simulated then integrated or Brownian motion can be generated and differentiated

[96].
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Figure 4.11: Power Law Noises

Flicker noise, however, can not be represented by a simple equation or finite expression.
To generate flicker noise, Gaussian white noise is passed through a cascade of first order filters
as described in [97] and [98]. By filtering the white noise, the desired flicker noise is generated.
Once generated, this noise can be added to the desired clock state to simulate colored noise on
the phase and frequency outputs.

To use the generated noise processes, the frequency noise terms must be converted to phase
noise terms. This is done by simply integrating the white, flicker, and random walk frequency
noises. Once integrated, the noises can be added to the white and flicker phase noise to get
the total stochastic phase error. If it is desired to simulate frequency error, the phase noise
processes can be differentiated. To verify that each noise type appears correctly, the Allan
variance of the noise can be computed. Figure 4.12 shows an example of a process where
each of the three noise types of interest were simulated. As mentioned previously, the flicker

and white phase modulation noises are neglected, as these are typically unobservable on clock
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outputs due to their high frequency nature. The Allan variance values calculated in Figure
4.12 were calculated using the standard Allan deviation method. As expected, the uncertainty
in the Allan deviation increases as the averaging time increases due to the decreased number
of samples available for the calculation. The purple curve on the plot is the sum of the three
independent noise types, and demonstrates the behavior of a typical Allan deviation plot with
a U-shape. As expected, the white FM noise has a slope of 72, the flicker noise has a slope of
79, and the random walk noise has a slope of T3, indicating that the clock model is generating

the desired noise types and is valid for simulation of timing errors in GNSS receivers.
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Figure 4.12: Allan Deviation of Simulated Noises

To simulate the desired clock errors, the appropriate variances must be calculated for use
in the model as was done with the two-state model above. For the continuous time model, each
noise process is simulated directly using random vectors multiplied by the appropriate value of
the Allan variance. An example of the clock bias of several common oscillators is shown in
Figure 4.13. In this figure, the log of the absolute value of the bias was taken to show the large
difference between the timing error of a TCXO compared to an Rb standard. To calculate the
appropriate value of the Allan variance used for each oscillator, the slope of each noise process

is extended to intersect with an averaging time of 7 = 1s. The Allan variance value 03 (1 =1s)
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is used as the variance for the noise processes described above. A detailed exploration of this

method can be found in Appendix A.
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Figure 4.13: Expected Time Error After 1 Hour For Typical Oscillators

Deterministic environmental effects such as thermal changes or vibrations can be simu-
lated and added to the clock states on top of the noise processes, introducing additional error.
These environmental effects directly impact the frequency error, which increases the overall
time error reported by the clock [94]. The ability to include these errors, along with all desired
noise types and aging, make the model an effective tool for simulating receiver clock errors in
GNSS simulations. For this work, aging is neglected due to the short periods of evaluation,
which are sufficiently short to the point where aging affects would not be observed. Thermal
and vibrational errors are neglected as well, as the exact characteristics of these errors vary
widely from application to application. These errors can be added if a specific application is

desired to be simulated, but this is neglected to focus on the detection methods proposed.

4.4 Conclusion

Clock modeling provides a preliminary method for testing of algorithms in simulation that are
representative of real hardware environments. Oscillators are inherently noise driven processes,

and modeling and simulation allows for running Monte Carlo simulators to observe the random
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characteristics which may not be possible in hardware testing due to limited time or hardware.
By accurately representing transmitter and receiver clocks in GNSS networks, an understanding
of the effects of clock bias, drift, and phase noise can be developed without the need for costly
user equipment and many hours of testing. Methods of determining the appropriate values for
model parameters were discussed, which can be derived from hardware testing if available or
referenced from a manufacturer’s data specification sheet. In addition to modeling capabilities,
clock estimation provides smoothing to least squares clock state estimates as well as provides
models for Kalman filter implementations. Having an accurate clock model also allows for
clock states to be propagated across outages, providing an estimate of the uncertainty of what
the clock states should be when signals return. This aspect is leveraged in the spoofing detection
algorithm explored in Chapter 5 to bridge outages in signal coverage that attackers may attempt

to take advantage of.
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Chapter 5

Clock Drift Estimation and Fault Detection

In addition to estimating the receiver clock bias and drift using a Kalman filter, the receiver
clock drift can be estimated by taking the time difference of incoming measurements. Both
pseudorange and carrier phase measurements are influenced by the receiver clock bias, and
when differenced over time, provide an estimate of the instantaneous receiver clock drift. This
technique, described in [20], is straightforward for a static receiver with a known position.
When areceiver is static, the location can be surveyed leaving the receiver clock drift as the only
unknown parameter. Expanding to a dynamic platform the requires the use of an external sensor
to get an estimate of position prior to computing the expected clock drift, adding complexity and
increasing the possible error in the estimate depending on the error in the computed position.
This technique, when paired with a stable receiver clock with little drift, can be used to detect
errors due to multipath or spoofed GPS signals, improving the integrity of receivers used in
challenging environments.

Changes in the clock bias and drift can be observed when the transmitter moves or adjusts
signal parameters, as demonstrated in [20]. Transmitters using low quality TCXO and OCXO
LOs can be readily identified by the increase in drift over what is present due to the high quality
receiver clock and satellite clocks. This paper performed an analysis on the detection of a
spoofer, and the results demonstrated changes in the estimated clock drift when the transmitter
moved, changed the transmit time of the signal, or was driven by an unstable oscillator. This
analysis was done at a static site, allowing the receiver position to be known. The work done
in this paper formed the basis for the proposed integrity monitoring methods described in this

thesis.
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When high stability oscillators are used as a receiver reference, the receiver drift can be
predicted and estimated bounds from the EKF covariance matrix can be implemented. If es-
timates of clock drift exceed the expected uncertainty, the corresponding measurements can
be marked as faulty and removed from the navigation processor input. Additional redundancy
is provided by calculating clock drift using multiple constellations and frequencies. By using
multiple frequencies, the chances of a repeater/simulator overtaking all available signals de-
creases significantly. Low end meaconers created using devices such as a HackRF or BladeRF
have transmit/receive channel bandwidths that do not encompass multiple GNSS frequencies,
limiting the range of signals which they effect [99],[100]. In more sophisticated setups, all
GNSS signals may be corrupted, preventing the mitigation of the errors if an initial change in

bias/drift is not flagged.

5.1 Time-Differenced Pseudorange

As discussed in Chapter 2, pseudorange measurements are derived from the true range between
the receiver and satellite along with atmospheric errors, clock errors, and random noise. By
taking the time difference of two consecutive pseudorange measurements from a single satellite
as shown in Equation (5.1) and dividing by the time step At between the two measurements,

the clock drift of the receiver can be estimated.
ﬁig - ﬁ)lfl - riz - ’l“il + C(th - bt1) + (Itz - [t1) + (TtQ - Ttl) + Nty — My (51)

Over small time steps, it can be assumed that ionospheric and tropospheric errors are
constant and cancel when differenced. Shown in Equations (5.2) and (5.3), the clock drift
becomes a function of the speed of light, the change in measured pseudorange, Ap’, and the

change in estimated range from the satellite to the receiver, Ar®.
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The basis for this method is described in [20] for a static receiver in a surveyed location,
which allows the estimated range to become a function of known user position and satellite
position calculated from decoded ephemeris parameters. When dynamic or in an unknown
location, additional error is introduced to the estimate by way of the user position estimate used
to calculate the estimated range between the satellite and antenna. Estimation of clock drift is
done prior to estimation of the current user position to prevent errors from entering the position
estimate, driving the requirement for a current estimate of the user position when implemented
on a dynamic platform. This can be achieved using two methods: only using the time update
of the GNSS EKEF, or using a coupled GNSS/INS navigation filter to update the position during
periods between GNSS measurements. The performance of using the GNSS time update is
severely limited as any dynamics that are unmodeled by the state transition matrix will create a
difference in the actual and estimated position, so this method is not explored further.

For a static known location, the unknowns in Equation (5.1) can be reduced to only the
satellite positions as compared to the satellite and user positions in a unknown location or dy-
namic scenario. The satellite positions can be calculated using broadcast ephemerides from
each satellite, allowing for the estimation of the receiver clock drift using Equation (5.3). One
shortcoming of the Ap method described is the noise on the received pseudorange measure-
ments, which is roughly 1% of a chip or better [101]. For GPS L1, with a chip width of
293.1m, this corresponds to a noise magnitude of about 3m. This noise makes the Ap estimate
extremely noisy with a mean about the estimated clock drift value, effectively hiding any errors
from repeaters or other interference sources. Figure 5.1 shows the estimation of receiver clock
drift using a static simulation representing the roof of Woltosz Engineering Research Labora-
tory (WERL). GPS L1 signal data was simulated using a Spirent GSS9000 GNSS simulator and
was recorded using an Ettus Research USRP N210 Software Defined Radio (SDR) driven by a
Stanford Research Systems FS725 Rubidium standard. Measurements are generated from the
baseband samples using GNSS-SDR, an open source C++ software receiver [102]. The stable
frequency generated by the FS725 can be observed by the constant clock drift, with an offset
due to either the Spirent OCXO or the FS725. The noise on the time differenced pseudoranges

becomes apparent, with errors as large as +10m/s.
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Estimated Clock Drift vs Time
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Figure 5.1: Static Clock Drift Estimation using Ap

Clock drift estimation can provide a useful metric for detecting the presence of additional
or erroneous signals based on the clock effects of the additional source, however this usefulness
is degraded when the estimates contain significant noise. When a meaconer is used to repeat
GNSS signals, additional delays are introduced as was discussed in Chapter 2. Additionally,
clock drift errors will appear as the meaconer LO drift will be added to the frequency error of
the received signal. When a simulator is used to generate GNSS signals, the clock bias and drift
will be derived from the simulator LO instead of strictly the receiver clock, and will appear in
the estimates of these values. All of the additional clock errors appear in the receiver estimate
of the clock states, however may be masked by the noise on the drift estimates. For that reason,

carrier phase measurements were explored as a finer resolution method of estimating receiver

clock drift.

5.2 Time-Differenced Carrier Phase

Calculating receiver clock drift using carrier phase measurements follows the same process
as is shown in the previous section. The method detailed in [20] uses received carrier phase
measurements to calculate the clock drift for a static receiver, and this method provides the

basis for this work. Carrier phase measurements provide a range estimate to each satellite,
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which are corrupted by ionospheric and tropospheric errors as well as the receiver clock bias
and random noise. Additionally, the carrier phase measurements include an integer ambiguity,
which was discussed in Section 2.4.3. The difference equation for carrier phase measurements

is shown in Equation (5.4).
¢i2 - Cbél - rig - Til +C(bt2 - btl) + (Itz - Itl) + (Tt2 - Ttl) + (N2 - Nl) +77t2 — Ny (54)

As shown in the previous section, time differencing over short time steps allows Equation
(5.4) to be simplified. When differenced over short time intervals, it can be assumed that the
atmospheric errors are constant and the integer ambiguity does not change, allowing these
values to cancel. By dividing the difference equation by the time step, an estimate of clock drift

can be obtained, as shown in Equations (5.5) and (5.6).

Ap' Ar'4cAb A

N A Ay T (5.5)
. A¢t Art
b=x T A (5.6)

Carrier phase measurements are far more accurate than code phase measurements with
the noise magnitude being roughly 1% of the wavelength. For pseudorange measurements,
this was fairly large due to large the chip width of the L1 signal. For the GPS L1 carrier
wave with a wavelength of 19.03cm, this noise only a few millimeters. As a result of more
accurate measurements, the drift estimates more accurately reflect the true drift value. Figure
5.2 shows the estimated receiver drift from the same static data shown in Figure 5.1. Compared
to the noise on the differenced range estimate of drift, the noise on the carrier measurements
is roughly £0.1m/s. The finer resolution of the carrier phase measurements lends to a better

candidate for estimation of receiver clock drift.
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Estimated Clock Drift vs Time
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Figure 5.2: Static Clock Drift Estimation Using A¢

5.3 Detection Algorithm Construction

Two methods were used to test the detection algorithm described above: GNSS EKF time up-
date and coupled GNSS/INS. Both methods rely on by-channel clock drift estimation as well
as residual and residual sequence monitoring to improve the probability of detection. Once
measurements have been checked by the drift estimation process, fault detection and exclusion
(FDE) methods are implemented to check any that may have been missed or have slowly grow-
ing faults that are within the detection threshold for the drift estimation process. Each method
is described in the following sections, then software and hardware simulations are explored.

Coupled GNSS/INS relies on mechanized measurements from the IMU to provide an es-
timate of the user location at the current time period. The IMU estimate of position is re-
quired because the movement of the dynamic platform after the last measurement update is
not captured otherwise. This method increases computational complexity and system cost, but
provides a better estimate of the current position. The fast update rate of IMUs provide mea-
surements of the user dynamics between GNSS updates and INS errors can be estimated using
GNSS updates when signals are available and valid.

The IMU mechanization process is detailed in Chapter 3. Once the measurements have

been mechanized, the estimated user position can be used to calculate the range between the
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satellite and user as shown in Equation (5.7) using the mechanized positions estimate from the

INS.

AT, = (@ = 00 2 (= Y+ (5 = 20,007 .

V(@ =22+ (Y =y )+ (2 - 20

In Equation (5.7), the previous estimate of position calculated from the corrected GPS/INS
states is used for the £ — 1 epoch.

Clock drift values estimated from the differenced carrier phase measurements are com-
pared to the fault detection threshold shown later in this chapter to determine which measure-
ments to process at the current epoch. If a channel’s drift value exceeds the expected drift
bounds, the measurements for that channel are removed from the measurement matrices. Indi-
vidual faults can be handled using this method, however if over half of the measurements on a
given frequency are marked as faulty, the entire frequency is removed from the filter update at
that epoch. For example, if seven L1 measurements are used to estimate the receiver clock drift
and five out of the seven are flagged as faulty, the remaining two unflagged measurements will
be removed as well to prevent undetected errors from entering the navigation solution.

After a gap in GNSS availability, measurements are checked prior to updating the inte-
grated navigation solution to ensure that no faults enter the receiver upon reacquisition of the
signals. During the outage period, the INS output is mechanized and GNSS states are dead
reckoned. When measurements return, the first batch is skipped to allow for a time differ-
ence to be calculated without potential errors influencing the navigation filter. The clock drift
is estimated using the skipped measurement and the subsequently received measurement and
compared to the drift before the outage as well as the propagated error bounds. Two mea-
surements after the outage are used to estimate clock drift due to the integer ambiguity in the
carrier phase measurements. When differenced over measurements without cycle slips, the in-
teger ambiguity drops out of the equation. Over an outage, however, the integer ambiguity is
not tracked and could change between the start of the outage and return of the signals. If the

difference between the measurement prior to the outage and the first measurement after the
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outage was calculated, the additional error from a change in integer ambiguity would be repre-
sented as additional clock drift at the receiver and the measurements could be rejected even if
there is no interference. To avoid this, the method described above is implemented.

Once measurements have been validated, the desired coupling can be implemented in the
filter measurement update. Figure 5.3 shows a block diagram of the generic system implemen-
tation for both loosely and tightly coupled filters. The system design is similar to a standard
GPS/INS filter with the addition of the clock drift detection algorithm placed between the filter
time update and measurement update. By placing the detection block before the measurement
update, faulty measurements can be detected and removed from the filter to maintain solution

accuracy and protect against the receiver being captured by transmitters.

GNSS Tracking

p.p.d

Clock Drift | | FaultDetection | | ~ GNSS/INs  |GNSS/INS
PLV; |—> Estimation and Removal Processor

Measurement
Mechanization

Figure 5.3: Complete Algorithm Block Diagram

5.3.1 Loosely Coupled Implementation

The loosely coupled GNSS/INS implementation adds several key components to the basic
loosely coupled algorithm. The first component, the clock drift estimation and fault detec-
tion algorithm, uses the position estimates from the mechanized INS as well as the measured
carrier phase from the receiver as described previously. After measurements are checked, the
standard loosely coupled update occurs, during which a GNSS single point position (SPP) es-
timate is calculated and the GPS/INS filter is updated. To obtain a smoothed estimate of the
clock drift, the SPP estimate of bias and drift are used as measurements for a federated clock
model Kalman filter. The clock Kalman filter implements the two state model discussed in
Chapter 4, with the () matrix derived from the appropriate power law coefficients and the R
matrix a function of the GNSS receiver confidence in the clock state estimates [80].

The smoothed clock state estimates are used to generate the confidence thresholds for the

subsequent measurement check by the fault detection algorithm proposed in this thesis. By
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using an additional filter to smooth the drift estimates, large spikes in drift due to the receiver
clock noise are not propagated in the drift bounds used for fault detection. A complete block

diagram for this implementation is shown in Figure 5.4.
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Figure 5.4: Loosely Coupled GNSS/INS Detection Algorithm Implementation

5.3.2 Tightly Coupled Implementation

When implementing a tightly coupled GNSS/INS algorithm with the proposed fault detection
method, additional federated filters are not necessary. The tightly coupled measurement up-
date includes the clock model as shown in Chapter 3, which smooths the clock state estimates
preventing noise from affecting the drift bounds. The removal of the federated clock filter is
the primary difference between the implementations of the loosely and tightly coupled drift
fault detection implementations, aside from the inherent differences of the basic coupling algo-

rithms. The block diagram for the tightly coupled implementation is shown in Figure 5.5
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Accelerometer

5.4 Fault Detection Thresholds

To determine whether the individual channels are faulty, the estimated drift values must be
compared to a metric or threshold. The chosen threshold is calculated by taking the uncertainty
in the clock drift estimate as well as the uncertainty in the current and previous position esti-
mates. The position estimate uncertainty is incorporated as both positions are used to estimate
the clock drift as shown in Equation (5.1) or Equation (5.4). The estimate of the uncertainty
at the previous time step k£ — 1 is obtained from the state covariance matrix obtained from the
measurement update of the coupled filter., P,” . The clock drift uncertainty and current po-
sition uncertainty are obtained from the propagated state covariance, P, . To account for the
uncertainty in the range estimate, the position uncertainties are mapped onto the unit vectors
between the satellite and the receiver as shown in Equation (5.8).

o2.=H. P H ,+HP, H +R (5.8)

pos

The measurement noise for the given states is captured by the uncertainty as well. The total

variance at the current time k, given by Equation (5.9), is the combined position and drift
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uncertainty.

Ohise = By + 0 (5.9)

pos

For the loosely coupled implementation, clock drift bounds are calculated from the clock
drift covariance calculated by the federated clock Kalman filters as well as the position vari-
ances calculated from the integration filter. Since the federated filter relies on the accuracy
of the GNSS solution to determine the variance on the clock drift, the bounds are slightly in-
creased from those calculated by the tightly coupled solution. This increase can be attributed
to the method of deriving the coupled filter measurement variance, which in this case was
calculated from the diagonals of the GNSS LS filter confidence estimate. Since only the di-
agonal elements from the GNSS confidence estimate were used, the drift bounds were larger
than they would potentially be if the full matrix was used. When including the off-diagonal
elements from the GNSS confidence estimate, the loosely coupled confidence bounds decrease
and closely mirror those of the tightly coupled implementation. This difference does not dras-
tically impact the results, as the magnitude of the errors from the TCXO driven transmitters are
typically greater than any of the bounds and the magnitude from the high quality oscillators typ-
ically fall within the bounds. More detail on these results is discussed in the following chapter.
The GNSS SPP solution is noisier than the Kalman filter implementation in the tightly coupled
filter, so the overall position variance calculated from the coupling filter is slightly increased as
well. Figures 5.6 and 5.7 show the variances calculated for a loosely and tightly coupled data
set, respectively.

As expected, the tightly coupled implementation achieves a tighter bounding of the states
due to the use of previous information to inform the confidence at the current time step instead
of calculating an individual solution at each step. This increase in confidence leads to a tighter
fault detection threshold, indicating that errors in the drift estimate have to be close to what the
true drift value is to corrupt the receiver. Additionally, the drift bounds grow more slowly over
time when the receiver is paired with a higher quality IMU during signal outages, allowing the

receiver to survive longer periods of time before faults can potentially enter the receiver.
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Figure 5.6: Drift Bounds for Loosely Coupled Implementation

This threshold is the metric against which estimated clock drift values are compared
against to determine if there is a fault on each individual channel. For the bounding of er-
rors in the proposed algorithm, a 3¢ threshold was used. By using a 3¢ threshold, 99.7% of
authentic drift values fall inside of the calculated bounds, leaving only a small margin that may
be flagged as a false positive. This threshold is a good compromise of accuracy and detection
capability. If the threshold used is too small, such as a 1o bound, the false positive rate will
be significantly higher, and a large threshold, such as 60, will lead to an increase in false neg-
ative cases. In this application, both false negatives and false positives impact the performance
of the receiver, however false negatives have the potential for far greater impacts depending
on the source of interference. A false positive may cause GNSS availability to degrade or be
dropped, leading to an unnecessary interruption of GNSS availability. A false negative would
potentially introduce faulty measurements into the navigation processor, allowing the position
to be controlled by the source of the spoofed signals and corrupting the integrated navigation
solution. Both of these issues can be compensated by the inclusion of additional sensors and

integrity checks, which are not explored in this thesis.
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Figure 5.7: Drift Bounds for Tightly Coupled Implementation

5.5 Sensitivity Analysis

As shown in Equation (5.7), the change in estimated range depends upon both the previous
and current estimates of the user position. For a static location, this value can be surveyed
and held constant, simplifying the calculation and removing errors introduced by an incorrect
user position. For a dynamic receiver, the position will never be perfectly known, so the un-
certainty in the position is an additional source of error in the estimate. Figures 5.6 and 5.7
show the threshold during a benign environment for the loosely and tightly coupled implemen-
tations, respectively. Clock drift estimates within the bounds shown will be marked as valid
and used to update the navigation filter, while estimates outside of the bounds will be rejected.
If an outage occurs, both the position error and the fault threshold will grow as a result of the
INS mechanization and the covariance propagation. Without corrections, the INS solution may
drift significantly depending on the IMU performance, leading to the potential of the algorithm
calculating an incorrect drift value due to position error. To determine the potential of this oc-
currence, a sensitivity analysis was conducted by generating measurements for a static receiver
at a known location and varying the position error across each axis. This was done as a compar-
ison to the results shown in [20], which showed the a position error of 50km would introduce

5m/s error in the clock drift estimates. For the sensitivity analysis conducted here, each axis
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was varied from —50000m to 50000m of position error and the drift was calculated using the

same method shown in Equation (5.6). The results for the analysis are shown in Figure 5.8.

Sensitivity Analysis - Position Error vs Clock Drift Error
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Figure 5.8: Analysis of Position Error Influence on Clock Drift Estimates

For this analysis, it is assumed that the satellite position error is negligible. Given the
particular location and satellite geometry shown in Figure 5.8, it can be seen that the Z direction
contributes the maximum error. Additionally, at a value of 50km ( 29km in each direction),
the magnitude of the clock drift error is equal to 5.3m /s, which reflects what is shown in [20].
If the error is in a single linear direction, however, the error magnitudes are lower than what is
observed if there is error in all three directions.

Simulating a second batch of satellites, it is observed that the Z error contributes the most
to the clock drift estimate error while the contributions from the X and Y components have
flipped which is larger. In the second example, the clock drift with a total position error of
50km, the total drift error is equal to 5.5m /s, which remains consistent with both the initial
analysis and the previously cited paper. As was observed in the first study, the linear errors in
each individual direction are lower than if the error is in all three directions. The results for the
second analysis are shown in Figure 5.9.

In both analyses, the total error when the position estimate is close to the true value is

well under 0.5m/s, indicating that the clock drift estimates are predominantly affected by the
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Figure 5.9: Analysis of Position Error Influence on Clock Drift Estimates - New Satellite Ge-
ometry

differences in the received measurements. The position error will introduce some small errors
into the estimate of drift calculated using differenced carrier phase measurements, however
the error will not be greater than the drift threshold in a nominal case and will not significantly
impact the drift estimate after an outage when true signals return. This is critical to determining
which signals may be faulty and which signals may be authentic after a signal outage, either

artificially created or due to an obstruction such as a bridge or urban canyon.

5.6 Conclusion

By calculating an estimate of receiver clock drift independently of a GNSS measurement up-
date, fault detection can be performed prior to introducing erroneous measurements into the
overall navigation algorithm. Using the uncertainty in the EKF propagation as well as the clock
drift propagation, a fault detection threshold can be determined and clock drift estimates that
exceed this bound can be rejected prior to updating the GPS or GPS/INS states. This method,
however, is highly dependent on the confidence in the estimated user position and clock drift
at the end of a signal outage. This confidence is directly related to the quality of inertial sensor

and receiver clock that are in use.
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By providing faster measurements than GNSS systems, the INS can span the gaps be-
tween GNSS measurements and capture the dynamics that occur during these gaps. These
measurements are used to estimate the position at the current epoch prior to introducing poten-
tial errors into the navigation solution. One drawback to the coupled integration is if corrupted
measurements are passed into the navigation filter, the error estimates for the INS will become
corrupted as well. This has the potential to further derail the navigation system, as subsequent
errors will not be detected as the filter is influenced by the false GNSS signals.

In the following sections, software simulation and detection method implementation will
be discussed, followed by software results. Results from hardware tests conducted using the
same algorithm will then be shown and compared to the simulation results. The construction
of the simulation is described in Chapter 6 along with the Monte Carlo simulations and HWIL

tests performed.
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Chapter 6

Fault Detection Algorithm Testing and Results

To test the developed integrity monitoring algorithm, several tests were conducted. These tests,
discussed in the following sections, included several software simulations as well as hardware
tests of the proposed algorithm. The implementation and analysis of the results will be further

discussed in this chapter.

6.1 Software Simulations

Prior to testing on hardware systems, simulations were developed to test the feasibility of the
proposed integrity algorithm. Once the simulation architecture was developed, a navigation
algorithm was implemented to process the measurements generated in the simulation and to

test the performance of the detection and mitigation methods discussed.

6.1.1 Simulation Environment

To test the detection algorithm, a measurement level simulation was implemented in MATLAB.
The simulation consisted of a measurement level simulation of GNSS signals as well as error
models for IMU values based on a simulated trajectory. The traveled trajectory was used for
both the GNSS and IMU measurements, as discussed presently.

To create the needed IMU measurements, accelerometer and gyroscope measurements
were generated using Airsim, an open source simulation environment used for interfacing with
aircraft and other vehicles [103]. Modifications to the Airsim source code were made to provide

the true body accelerations and rotational rates with no noise as an output that could be recorded
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[104]. Once these measurements were logged, the accelerations and rotations were mechanized
to generate a truth trajectory used for the IMU and GNSS measurement simulation. The truth
trajectory generated can be seen in Figure 6.1, which consists of two laps around a figure eight
shaped path. The true values were output at 100/ 2 to allow for simulation of IMU output rates

up to this rate.

200 Simulation Trajectory from Airsim
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Figure 6.1: Ground Truth Trajectory From Mechanized Values

Once the truth positions were established, the IMU and GNSS measurements were sim-
ulated. IMU measurements were created by adding the desired noise processes to the IMU
outputs. For all simulations, no bias term was added, emulating a calibrated unit with turn
on bias removed. Additionally, misalignment and scale factor errors were neglected for this
work. Both MEMS and tactical IMUs were simulated for testing of the GNSNS/INS algo-
rithms. The noise and random walk standard deviations were referenced from GPS-INS-SIM,
an open source IMU simulator [105]. These values can be seen in Table 6.1.

Gravitational and rotational forces related to the Earth were neglected in the simulation.
Due to this omission, simulated body specific forces were a direct function of the true accel-

erations and rotation rates taken from Airsim with bias, white noise, and random walk errors
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Table 6.1: IMU Noise Model Parameters

IMU Grade Accel Noise Accel Random Walk Gyro Noise Gyro Random Walk
(m/s/v/hr) (m/s?) (°/Vhr) (°/hr)

MEMS 0.05 2e-4 0.75 10
Tactical 0.03 S5e-5 0.25 3.5
Perfect 0 0 0 0

added. The simulated measurements are shown in Equation (6.1) and Equation (6.2).

= fh 4.+ Tw, 6.1)

Wiy = Wiye + Tlg + TWg (6.2)

GNSS measurements were simulated for GPS and Galileo satellites following the same
trajectory described above. Satellite states were generated using receiver independent exchange
format (RINEX) files containing satellite ephemerides downloaded from the NASA Crustal
Dynamics Data Information System (CDDIS) database [106]. A current time of day (TOD) is
specified to allow for the proper simulation of satellite locations above the user position. For
this simulation, all visible satellites were simulated, allowing the user algorithms to determine
which satellites to use when processing. Often times an elevation mask is applied, remov-
ing low elevation satellites from navigation updates. Figure 6.2 shows a single epoch of the
simulation with LOS vectors drawn from each satellite to the user position.

Once the satellite positions were simulated, measurements were generated using the known
receiver and satellite locations as well as the desired error parameters. Clock errors were gen-
erated using the models discussed in Chapter 4, with the quality of oscillator varied for each
simulation. Noise was added to each measurement, with the 1o values used shown in Table
6.2. The measurements for each satellite were generated using the same observation equations
that were shown in Chapter 2.

The carrier wavelength, )., is determined by the signal that is generated for the simulation.
For this thesis, GPS L1 and L2 and Galileo E1 and E5b measurements were generated. Other

measurements, such as Galileo ESa or GLONASS measurements could be simulated, but were
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Figure 6.2: Simulated GNSS Satellite Positions

Table 6.2: GPS Noise Model Parameters

Measurement Noise Standard Deviation (10)

Pseudorange dm
Doppler 0.05m/s
Carrier Phase 0.05m

not included in this work. By simulating two distinct frequencies from several GNSS systems,
cross-constellation and cross-frequency checks can be implemented if interference is detected
in an attempt to determine the type of attack. As discussed in Chapter 2, low end meaconers
typically operate at a single frequency band, i.e. the L1 band. In this case, if the L1 and E1
measurements were faulty, but L2 and E5b measurements were not, it could be determined
that the L1 band had some sort of interference and measurements from this band should not
be used in the navigation solution. These generated measurements were tested to ensure the
correct position and velocity were calculated, and the estimation errors are shown in Figures
6.3 and 6.4. A nonlinear weighted least squares (NLWLS) estimation algorithm was used for

this testing.
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Figure 6.3: GNSS Solution Position Error Using NLWLS
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Figure 6.4: GNSS Solution Velocity Error Using NLWLS

Meaconer and spoofer measurements were generated in the GNSS simulation as well, with

different methods for each. Meaconer measurements were generated using a multipath model
described in [54] with several modifications to account for software delays and additional clock
dynamics. In addition to the extra range from the meaconer to the receiver, signal processing
delay from the computer hardware and RF blockchain is introduced. This delay further shifts
the received code phase, tricking the receiver into thinking time is earlier than it actually is. The

errors on the meaconer measurements are generated using the same variances shown in Table
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6.2 above, and the meaconer clock is varied from simulation to simulation. As is the case with
multipath, the carrier phase measurement is affected in the same manner as the code phase. The
spoofed code phase measurements are a function of the range from the satellite to the meaconer
and then to the receiver as well as the signal processing delay. The spoofed pseudorange and
carrier phase measurements were simulated using the formulation shown in Section 2.6
Typical multipath models assume that signals will be reflected from static objects such as
buildings in urban canyons. This assumption concludes that since the object that is causing the
reflection is static, the received Doppler shift is the same as that of the true signal. In the case
of a meaconer, this is not the case. The meaconer LO frequency error will have an effect on
the measured Doppler shift at the receiver when receiving counterfeit signals. In the case of
a dynamic meaconer, the frequency error of the meaconer LO and the motion of the receive
antenna both play a part in the frequency shift of the retransmitted signals. The measurement

model for the spoofed Doppler measurement at the receiver is shown in Equations (6.3) - (6.5).

fi= e %Ztc 63)

14+ b

1 — B
fr=—=" (6.4)

1+ b
p:<ft+fr)*fc_fc+77p (65)

To test the meaconer measurements, a simulation was conducted which started with clean
measurements, followed by a period of no signal, followed by a period of spoofed measure-
ments. When captured by a meaconer, the receiver estimates of position should show the
meaconer receive antenna and the estimated clock bias should be larger than the true clock
bias, indicating the receiver thinks that time is earlier than it actually is [51]. For this simula-
tion, a static meaconer was simulated with a TCXO, and a dynamic receiver driven by a CSAC
was simulated using the figure eight trajectory shown above. The results of this simulation are

shown in the figures below, with Figure 6.5 showing the comparison of the true and estimated

114



trajectories and Figure 6.6 showing the true and estimated receiver clock states. This simula-

tion confirms that the meaconer model is working as expected and is representative of what has

been observed in academic testing of meaconers.
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Figure 6.5: Comparison of Spoofed and True Positions - Meaconer
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Figure 6.6: Comparison of Spoofed and True Clock States

In live sky environments, it is common for a meaconer to only capture a few of the chan-

nels in the receiver. This behavior was reflected in the simulation environment, allowing the
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user to determine the number of signals to switch from true measurements to spoofed mea-
surements. This implementation allows for the more thorough testing of the detection and
mitigation effectiveness of the proposed algorithm in a variety of situations.

Simple spoofers mimic many of the aspects of a meaconer, except the resulting position
solution can be anywhere in the world and the time solution can be arbitrary based on the gen-
erated data. To simulate the measurements generated from spoofed signals, the measurement
models used for truth data were used with the receiver position at the desired spoofing location.
In addition to the true measurements, errors from both the transmitter and receiver oscilla-
tors were introduced. In each simulation, a period of GNSS unavailability occurred prior to the
spoofing. This emulated forcing the receiver into reacquisition, and after the outage the spoofed
measurements were passed to the navigation algorithm. A comparison of both meaconer and
spoofer simulation results to HWIL testing will be discussed in Section 6.2.

In both the case of the meaconer and the case of the spoofer, the transmitter clock will
introduce additional clock dynamics based on the varying quality of the clock. To account for
variability in different oscillators, the bias and drift of the transmitters were initialized using
zero mean normally distributed random variables with a variance equal to the variance of the
clock type after one day of continuous operation. For atomic standards and OCXOs, warm
up periods are typically required, and one day was chosen to allow for any oscillator to be
considered sufficiently warmed up. Using the two state clock model, a Monte Carlo simulation
was conducted for each clock type, assuming perfect initial phase and frequency. Each clock
type was simulated 1000 times, and the clocks were allowed to vary randomly according to the
process noise covariance disccusssed in Chapter 4 during each run. The variance at t = 86400s
of both the phase and frequency was taken across all iterations, and was used as the variance for
the initial phase and frequency for the each simulation that was generated for testing. Figures
6.7 - 6.9 show the simulated clock states for each Monte Carlo test.

As expected, the TCXO varied the greatest during the time shown, and the Rb standard
varied the least. For the simulations, the initial drift is of particular interest because the trans-

mitter clock drift introduces frequency error in the transmitted signal, which is used to monitor
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Figure 6.7: TCXO Monte Carlo Results

faults. Each drift value is zero mean, and the magnitude of frequency error significantly de-
creases as the quality of oscillator increases. The standard deviation for each transmitter clock
phase and frequency is shown in Table 6.3, with the values shown used to generate random
phase and frequency values used for each individual simulation and the Monte Carlo simula-
tions discussed in Section 6.1.3.
Table 6.3: Oscillator State Standard Deviations at ¢ = 1 Day
| TCXO | OCXO | Rb

Bias (m) | 2.806e6 | 1.495¢4 | 19.071
Drift (m/s) | 57.682 | 0.297 | 0.003

The standard deviations indicate that the simulated TCXO varies significantly over the
course of a day, while the Rb standard frequency error is extremely stable. Because of this,
it is hypothesized that a transmitter using a TCXO will be relatively easy to detect, while a
transmitter with a Rb standard will be virtually impossible to discern from satellite clock error
due to the lack of frequency error introduced by the LO. Results showing how the algorithm

performed will be analyzed in detail in the following sections.
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6.1.2 Meaconing Results - Single Tests

For each scenario, a transmitter driven by a TCXO is tested against a receiver driven by a
CSAC. Each configuration of IMU and integration is tested for both the full capture and partial
capture, and the results are shown in Sections 6.1.2.1 and 6.1.2.2. Following this section, a
more in depth analysis of the algorithm is conducted using a Monte Carlo simulation where
more variations of hardware are tested and the results analyzed.

One interesting aspect to note is that while during nominal operation the value calculated
in Equation (5.6) represents the receiver clock drift, this is not the case when the the equation
is used with values received from a meaconer or spoofer. The estimate of the change in range,
Ar, remains consistent with the estimate of change in range prior to the outage as the position
estimates rely on the INS output, not a GNSS position. The differenced carrier phase measure-
ment, A¢, no longer depends solely on the change in receiver clock bias but also the change
in position of the satellites above the repeater and the change in range between the repeater
and the receiver (or in the case of a spoofer, only the change in range between the spoofer
and receiver). Since Equation (5.6) assumes a line of sight to each satellite, the drift estimates
calculated when using non-line of sight (NLOS) measurements are not consistent with the true

clock drift of either the receiver or transmitter. An example of this is shown in Table 6.4, where
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Figure 6.9: Rb Standard Monte Carlo Results

the estimated range difference and differenced carrier phase for both authentic and meaconed
measurements are shown. The calculated delta range and delta carrier values are taken at the
same epoch from a simulated data set where one does not have any interference signals present

and the second has all channels captured by a meaconer.

Table 6.4: Comparison of Authentic and Meaconed Measurement Differences

PRN | Af(m) | Ag(m) (True) | Ag(m) (Meaconer)

2 -385.7060 -384.5664 -375.7359

3 343.6340 344.7979 376.6498

6 -78.1410 -76.9891 -51.6137

17 | 80.74944 81.9050 117.8887

19 -52.8797 -51.7337 -19.7858

24 46.7580 47.8971 56.3759

28 | 322.6777 323.8573 352.0608

Table 6.4 shows the large difference between the estimated ranges and the measured carrier
phase values that occur as a result of the position errors. When the receiver clock drift is non-
zero mean as it is in the case shown above, there will be an offset between the estimated
range difference and the difference in carrier measurements. This offset, however, will be
essentially constant based on the value of the clock drift and the time interval between the two

measurements. An example of this, taken from recorded RF data, is shown in Table 6.5 below.
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The interval between measurements for this data set is At = 1s, which means the difference
between the differenced carrier and the differenced range estimates is equal to the clock drift
estimate. In this case, the estimated clock drift from the least squares is roughly —19m/s,

which corresponds to what the estimate is when calculated using differenced carrier phase.

Table 6.5: Delta Range Estimate and Delta Carrier Measurement - Nonzero Clock Drift

PRN | A#(m) | Ag(m) (True)

2 [-360.9230 | -340.8510
3 | 357.7636 | 377.3149
6 | -58.7514 | -38.5390
12 | -677.5849 | -658.1280
17 | 139.1920 | 159.1338
19 | -9.9466 10.0364

24 | 101.9888 | 121.6914
28 | 346.5384 | 366.7233

In the above example, each differenced carrier measurement is roughly 20m /s greater than
the estimated delta range. This difference is consistent across all measurements, and indicates
that the receiver clock has a drift rate which is estimated to be about —20m /s, since the delta
range measurements are subtracted from the delta carrier measurements, which is consistent
with the least squares and EKF estimates of drift when using a standalone navigation algorithm.
If the differences between the estimated ranges appear random, as is the case in Table 6.4, it
can be assumed that there are faults in the measurements. By using the confidence bounds
shown previously, the proposed algorithm looks for any jumps in the clock drift as a result of
both transmitter clock influence as well as position error introduced by the false measurements.
For each individual scenario analyzed here, it is assumed that the transmitter is an inexpensive
software radio driven by a low quality TCXO. Various combinations of transmitter and receiver
clocks are analyzed in the Monte Carlo simulations discussed later in this chapter.

This same effect is observed when a spoofer generates a random position, similar to the
behavior of a meaconer. In this case, the drift estimate results would look very similar to what
is shown in Table 6.4, where each channel estimate is not consistent. In the case of a spoofer

that is able to track the receiver position, however, the drift estimates become the combination
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of the receiver and transmitter clock alone. In this case, higher quality oscillators with little
to no clock drift will frequently go undetected when using the detection algorithm proposed.

More details of this case will be analyzed in Section 6.1.4.

6.1.2.1 Full Capture

The full capture scenario is the best case for detection of faults, however is not necessarily the
most common occurrence unless the received signals are at a significantly higher power level
than live sky signals. In the following tests, the MEMS IMU tests were conducted with a single
data set, and the tactical IMU tests were conducted with a second data set. While two differ-
ent data sets were used, both had TCXO transmitters with clock drift magnitudes which were
significantly larger than the nominal clock drift in the clear sky environment, which is shown
at the beginning of each scenario. For each test, a signal outage is initiated at ¢ = 200s into
the run, followed by the meaconer broadcasting on the L1/E1 frequency (fy = 1575.42¢6) at
t = 210s. The L2/ESa frequencies are unaffected in these scenarios, as it is assumed that a
radio with a limited bandwidth such as a USRP is used to implement the meaconer. The L1/E1
meaconer remains on for the remainder of the scenario after the outage ends, with changes in
the clock drift estimate due to a combination of actual change in the drift, position error, and
differenced noise from the received carrier phase measurements. In each plot, the contributing
values to the drift bounds are shown during the outage, with the position uncertainty primarily
contributing to the error growth over the time of the outage. The clock drift uncertainty grows a
small amount, but because a stable receiver oscillator was used, does not grow nearly as much
as the IMU errors. For each case, the MEMS implementation grow at a common rate and the
tactical errors grow at a common rate, with the only difference occurring from the implemen-
tation of the measurement noise in the filter update, which was discussed previously. The drift
bounds during an outage are shown in Figure 6.10. As expected, the tactical bounds grow at a
much slower rate than the MEMS bounds, improving the ability of the tactical implementations
to survive longer outages.

The first test conducted represents the most likely sensor suite for commercial applica-

tions, which uses a CSAC receiver clock and MEMS IMU in a loosely coupled navigation
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Figure 6.10: Clock Drift Uncertainty Bounds During Outage

filter. The loosely coupled implementation is the most common implementation as the filter
does not require access to the GNSS receiver, only the PVT outputs as was discussed in Chap-
ter 3. The results shown in Figure 6.11 show that the algorithm successfully detects and rejects
the meaconer interference after the outage initially. After a short time, the drift estimates vary
due to the changing position error, which causes several of the estimates to fall within the uncer-
tainty bounds. When half of the meaconer channels are within the bounds, the measurements
are used for a measurement update, which corrupts the navigation solution as can be seen in the
figure. This could be avoided by comparing the drift estimates to each other as well as the drift
bounds to see if the drift estimate variance is consistent with what it is expected to be. This
method would take advantage of the fact that in a benign scenario, all channels would have the
same offset which shows the drift measurement. This method, however, was not explored in
this work.

As stated previously, the MEMS and tactical IMU scenarios used different inertial and
GNSS errors, leading to differing clock drifts at the receiver as well as different tuning values
for the INS filter. In the tactical IMU case, the outage and meaconer start points were the same
as the MEMS case, with the events starting at ¢ = 200s and ¢ = 210s, respectively, shown in
Figure 6.12. As was the case in the first simulation, the faulty drift values are excluded from

the drift bounds and are not used for updates to the state estimates, allowing the navigator to
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Figure 6.11: Simulation Result - LC, MEMS IMU, Full Capture

function normally. At around ¢ = 270s, one channel enters the drift bounds, however the asso-
ciated frequency band (in this case, L1) is still marked as faulty as over half the measurements
on that frequency are indicated as bad. This allows the receiver to prevent capture when single
channels may erroneously enter the drift bounds. The same trend of large changes in the drift
estimate occur in this case as a result of the changing position of the receiver relative to the

transmitter, which influences the drift estimate shown here.
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Figure 6.12: Simulation Result - LC, Tactical IMU, Full Capture
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When processing the MEMS scenario with a tightly coupled GNSS/INS implementation,
the navigator performs better than when a loosely coupled filter is used. This is due to the fact
that the TC bounds on the estimated clock drift are tighter than in the LC case. As a result,
when the drift estimates cross the confidence bounds as they did in the LC case at ¢ = 240s.
not enough channels are included at a single time to allow the faults to enter the receiver. Later
in the simulation, however, enough faults are marked as valid within the confidence bounds and
the receiver updates the states using faulty measurements. This causes the navigation algorithm

to fail, as shown in Figure 6.13.
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Figure 6.13: Simulation Result - TC, MEMS IMU, Full Capture

The tightly coupled implementation, shown in Figure 6.14, has the best performance of
all the implementations as expected. By combining the improved estimation of the TC filter
with the higher quality tactical INS, the confidence bounds and position estimates are superior
to the other implementations. This can be seen by the faulty drift estimates remaining fully
excluded across the entire scenario as opposed to the single channel entering the drift bounds
which was shown in Figure 6.12. The TC tactical implementation was able to identify and
reject the faulty measurements throughout the duration of the scenario, allowing the navigation
algorithm to successfully maintain an accurate navigation solution in the presence of a single

frequency meaconer.
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Figure 6.14: Simulation Result - TC, Tactical IMU, Full Capture

In each case where the entire L1/E1 band was fully captured by a meaconer, the drift esti-
mation and detection algorithm was able to detect the faults present in the measurements. The
MEMS cases did not perform as well as the tactical implementations, however this is mainly
due to the inauthentic drift estimates crossing across across the authentic drift estimates. Be-
cause the MEMS IMU implementation confidence bounds are larger, there is a higher likeli-
hood of a fault entering the confidence bounds if the estimates cross zero. The estimates in the
MEMS implementations cross zero due to the combination of transmitter clock drift (which is
negative) and the change in position between the spoofer position and the estimated receiver po-
sition. In the tactical IMU implementation, the transmitter clock error is positive, so the errors
introduced by the change in position cause the drift estimates to grow larger instead of cross-
ing the authentic estimates. The difference in the transmitter clock drift causes the scenarios to
have significantly different results as shown in the results above. If both the MEMS and tactical
scenarios had drift estimates that crossed zero, it is expected that the tactical IMU would out-
perform the MEMS implementation due to the tighter confidence bounds. When enough faults
enter the bounds simultaneously, the receiver becomes captured and the navigation solution

becomes corrupted, as was seen in Figures 6.11 and 6.13. If the confidence bounds are tighter,

125



there is less likelihood of enough measurements entering the threshold at once, preventing the

receiver from being captured.

6.1.2.2 Partial Capture

Often times meaconers may not capture an entire frequency band, but instead capture several
channels while the remainder of the channels continue to receive live sky or uncorrupted sig-
nals. To replicate this, a simulation was designed where a random subset of the visible satellites
on a given frequency were corrupted with the rest remaining unchanged. The simulation was
configured to introduce false signals on less than one half of the available channels for the de-
sired frequency, which prevented the entire channel from being excluded due to faults. This
test represented the a significantly more difficult case to detect and mitigate, and the results
discussed below represent the increased difficulty.

For these tests, the scenarios were examined in the same order. Starting with the LC
MEMS implementation in Figure 6.15, a similar result as observed in the full capture scenario
can be seen. The faults are initially excluded after the outage ends and the meaconer is intro-
duced, however once a single fault crosses to the inside of the fault threshold the measurement
is used to update the states. When the single fault enters the navigation solution, the bounds
vary and more of the faulty measurements are included in the measurement update, further
degrading the solution. Once the faults are introduced into the measurement update, the nav-
igation algorithm breaks down as was the case in the full capture and the navigation solution
is no longer valid. Even though the navigation solution is corrupted, the measurements are
still indicated as faulty and an alert is still able to be passed to the operator indicating that the
GNSS/INS navigation solution is untrustworthy and would be able to intervene with appropri-
ate actions to prevent system failure.

The LC tactical implementation again performed better than the MEMS implementation
in the case of a partial capture of the receiver. The performance was similar to the full capture
scenario, where a single faulty channel crosses the drift bounds after the meaconer is started.
In this case, however, since less than half the signals on a single channel are faulty, several

L1 measurements remain valid. Because of this, when the single fault crosses into the valid
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Figure 6.15: Simulation Result - LC, MEMS IMU, Partial Capture

range, it is not excluded as was done in the full capture scenario, allowing the fault to influ-
ence the navigation solution. Unlike the LC MEMS implementation shown in Figure 6.15, the
uncertainty bounds do not grow as large and the remainder of the faulty measurements remain
outside of the drift bounds. When the single faulty channel estimate exits the drift bounds af-
ter several seconds, the navigation solution reconverges to the correct values and the receiver is
able to continue navigating for the duration of the event. The results for this scenario are shown

in Figure 6.16 below.
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Figure 6.16: Simulation Result - LC, Tactical IMU, Partial Capture

Moving to the tightly coupled implementation, the TC MEMS scenario has similar perfor-
mance to the full capture and MEMS partial capture scenarios. As was the case for the previous
scenarios, when a faulty measurement crosses into the bounds as occurs in Figure 6.17, the
drift confidence bounds expand rapidly and allow the remainder of the faulty measurements
to corrupt the navigation solution. The resulting state estimates diverge rapidly, making the
remainder of the navigation solution unusable for any applications. When comparing the TC
MEMS partial result to the LC partial result, both receivers were captured at the same point in

the scenario, indicating that one is not better than the other in the partial scenario.
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Figure 6.17: Simulation Result - TC, MEMS IMU, Partial Capture

The final test case for the partial capture event was the tightly coupled tactical IMU imple-
mentation, which is shown in Figure 6.18. The performance of this filter is again the best when
the four implementations are compared. The drift bounds reconverge quickly after the outage
ends using the true measurements, and the faulty estimates never enter the drift bounds. Since
the faults never cross the bounding value, no degredation of the navigation solution occurs and
the platform is able to maintain a valid solution throughout the event. This performance shows
that the algorithm is able to successfully detect and mitigate a threat while alerting a user to the
presence of faults that have the potential to degrade the navigation solution.

The scenarios analyzed here show a sampling of the performance of the proposed algo-
rithm in a particular scenario. However, as discussed previously the algorithm performance not
only depends on the clock drift of both the transmitter and receiver, but also the difference in
position of the meaconer. To provide a more thorough analysis of the response to a meaconer,
a Monte Carlo simulation was developed using the same detection algorithms. The algorithm

and resulting performance is discussed in the following section.
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Figure 6.18: Simulation Result - TC, Tactical IMU, Full Capture

6.1.3 Meaconing Results - Monte Carlo

To provide a more thorough evaluation of the detection and mitigation performance of the al-
gorithm against a meaconer, a Monte Carlo (MC) simulation was developed. Statistics for
the performance of the algorithm were calculated across 250 iterations for each configuration
of hardware and estimators. For each of the 250 iterations, a flag was set using a normally
distributed random variable and rounded to the closest whole number. If the flag was set to
true, the simulation involved a varying length GNSS signal outage followed by the capture of
receiver channels by false signals. If the flag is set to false, the scenario is a benign scenario
with no additional signals introduced into the receiver. This architecture allows for the obser-
vation of how the algorithm performs in both scenarios with interference and scenarios with no

interference. Table 6.6 below shows the parameters that are varied for each simulation.

Table 6.6: Simulation Parameter Options

Parameter | Integration | IMU Grade | RX Clock | TX Clock | Outage | Capture Type
Loosely MEMS TCXO TCXO 10s Full
Options Tightly Tactical 0CXO 0oCXO 20s Partial
CSAC Rb 30s
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To quantify the performance of each configuration, several statistical metrics were used.
The first metrics that was used was a true positive rate (7P R) and false positive rate (F'PR).
In an ideal scenario, the 7'P R would be equal to one, and the F'PR would be equal to zero,
implying that the proposed algorithm was able to detect all faults and did not flag any good
measurements as faulty. The T'PR is calculated using the ratio of indicated true positive sce-
narios and the true number of positive scenarios, which is also comprised of the number of true

positive (1'P) and false negative (F'N) scenarios. This metric is shown in Equation (6.6) [107].

TP TP

TPR = =
R P TP+ FN

(6.6)

The false positive rate is a metric of how many benign scenarios are indicated as faulty,
disrupting GNSS use incorrectly. Ideally, the F'PR of any scenario should be zero. An F'PR
greater than zero indicates the detection method had a fault that was not caused by interference
signals. The F'PR is calculated in a similar manner to the 7'P R, but instead using the total
number of false positives compared to the total of number of true negative scenarios, which
is comprised of both indicated false positive and true negative scenarios. The total negative
rate, IV, is comprised of the false positive cases, F'P, and the true negative cases, T'/N.This

calculation is shown in Equation (6.7).

P P

FPR = =
R N FP+TN

6.7)

In terms of an ideal detection algorithm, the 7'P R would be equal to 100% and the FFPR
would be equal to 0%. This is never achievable in a realistic scenario, however. The objective
of the proposed detection algorithm here is to get as close to these metrics as possible. In
this application, false negative results (/" NR = 1 — T'PR) are much more harmful than false
positive results, so the main objective is to detect the maximum number of faults possible.
False positive results are still harmful to the navigation algorithm, potentially dropping GNSS
when there are no faults present, however this can be compensated with additional sensors

or comparison of several interference detection algorithms, such as vestigial peak detection

131



or signal quality monitoring (SQM) algorithms that are commonly implemented at the signal
level.

The final metric that scenarios were evaluated by is the mitigation accuracy, calculated as
a function of the number of true positive scenarios that are detected and errors are not intro-
duced into the navigation solution. In each simulation, the meaconer duration is set to on for
a fixed period of time. To determine the success of the algorithm in each scenario, the status
flag of the detection algorithm is compared to what the true status of the scenario is. If the
proposed algorithm detects and rejects the faulty measurements for the duration of the interfer-
ence, the simulation is said to have successfully mitigated the effects of the interference. On the
other hand, if the algorithm detects the interference but only after errors have been introduced
into the navigation processor or the measurements are marked as valid prior to the end of the
scenarios the algorithm is classified as not successfully mitigating the interference. The miti-
gation accuracy is calculated as a function of the successfully mitigated true positive scenarios,
T Py compared to the total number of true positive scenarios, 7'P. The calculated mitigation
accuracy percentage will reflect on how effective the algorithm is at preventing errors from cor-
rupting the output navigation solution compared to simply detecting the faults that are present.

The calculation to determine the mitigation accuracy, %M, is shown in Equation (6.8).

TPy

M=
% TP

(6.8)

The results for each metric are shown on a bar plot, with time on the x axis, transmitter
and receiver combination on the y axis, and the performance metric plotted on the z axis. An
example of the results plot is shown in Figure 6.19 below. The color at the top of each bar
indicates the maximum value of that bar. For both the TP R and % M, a higher value is desired,
with a perfect performance equal to 100. For the F'PR, the ideal value is zero, indicating that
no benign scenarios were indicated as faulty and measurements removed erroneously.

The following sections analyze the performance of the proposed algorithm with an array of
hardware combinations described in Table 6.6. For the meaconer simulations below, a full and

partial capture scenario is analyzed in the same manner as was done above with the individual
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Figure 6.19: TPR Example Plot

test cases. The %M is shown for each scenario as it reveals the main differences between
the performance of each algorithm configuration. The T'PR for each scenario simulated was
equal to 100%, so these plots are not included in this section as they do not add any additional
information. The excellent detection performance is due to the errors in clock drift that occur
when the estimated position from the GNSS filter no longer matches the estimate from the INS
measurements, causing the clock drift values to diverge as was shown in Figure 6.11. The T PR
plots, along with numerical results for the mitigation percentage for all scenarios are provided

in Appendix B.

6.1.3.1 Full Capture

To examine the performance of the detection and mitigation algorithm in the presence of a mea-
coner that has captured all signals on a single frequency, a MC simulation is conducted using
four test cases shown in the individual scenarios. The four test cases are various combinations
of a loose and tight coupling integration filter and a MEMS and tactical grade IMU. These four
base configurations are then combined with various quality oscillators for both the transmitter

and receiver clocks as well as the outage time that occurred prior to the meaconer starting. For
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all of the scenarios shown here, the F'P R was zero, so no plots depicting the calculated F'PR
values are included. The F'PR of zero shows that the algorithm is able to accurately estimate
the clock drift during nominal conditions where no signals are corrupted.

The first test case is the LC integration with a MEMS IMU. The mitigation percentage for
the LC MEMS scenario is shown in Figure 6.20 below. As expected, the algorithm performs
very well against transmitters driven with low quality oscillators, as the drift is often large and
remains outside of the detection threshold. When the higher quality oscillators are used, the
drift is typically negligible, leaving only the error in position to be detected by the algorithm.
While this position error is detectable, it varies as the vehicle travels along the trajectory, and
the estimates may cross into the detection bounds and be marked as valid, as is the case here.
Since the LC MEMS implementation has the largest confidence bounds, the chance of enough
faulty measurements entering the valid region is increased, and the receiver is unable to mitigate

against higher quality threats.
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Figure 6.20: Mitigation Percentage - Full Capture, Loosely Coupled, MEMS IMU

When the receiver is paired with a tactical grade IMU, the mitigation percentage was more
consistent across outage times however did not mitigate as high of a percentage as the MEMS
implementation. The difference in mitigation percentage is rather low, however, with about a

5% difference in performance at the shortest outage time. The results shown in Figure 6.21
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show that the mitigation percentage remains at about 95% across the outage times shown here,
whereas the MEMS mitigation percentage begins to decrease at longer outage times. This is
expected as the confidence bounds with the tactical implementation grow less rapidly than the
MEMS implementation, allowing faults to be detected at longer periods of time. When the
transmitter is driven by a higher quality oscillator, the algorithm is again unable to mitigate

the effects of the capture but is still able to detect that faults are present and the solution is

untrustworthy.
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Figure 6.21: Mitigation Percentage - Full Capture, Loosely Coupled, Tactical IMU

The mitigation percentage of the TC MEMS implementation, shown in Figure 6.22, shows
that the described filter configuration significantly improves upon the performance of the LC
filter. The primary reason for this is the combination of the varying drift estimates due to posi-
tion error along with tighter threshold bounds as a result of the TC filter. By reducing the filter
bounds, the region that more than half of the measurements must fall into is decreased, which
increases the mitigation performance of the algorithm as shown below. If the position error is
decreased, the spread of the drift estimates (which can be seen in the single simulation results)
would decrease and likely reduce the ability of the algorithm to detect the transmitters driven

by a higher quality oscillator. As the position difference between the transmitter and receiver
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decreases, the drift estimate becomes closer and closer to the combination of transmitter and

receiver clock drift only.
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Figure 6.22: Mitigation Percentage - Full Capture, Tightly Coupled, MEMS IMU

The final iteration of the hardware tested was the tightly coupled implementation with a
tactical IMU, which is expected to offer the best performance when compared to other config-
urations. Comparing the mitigation percentage for this scenario, shown in Figure 6.23, indi-
cates that the performance of this combination does indeed outperform the other configurations
shown above. As stated above discussing the TC MEMS mitigation percentage, the tighter drift
bounds provide the ability to exclude channels because of the spread of the drift estimates as a
result of the position difference between the meaconer and the receiver. This is improved upon
by the TC tactical implementation, where the drift bounds grow more slowly than the MEMS
implementation and the tight coupling provides good confidence for the clock drift estimates.
As the outage time increases, the drift bounds grow as expected and allow more faults into the
receiver, however at short outage times the mitigation performance of the algorithm is quite

good when compared to the other implementations.
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Figure 6.23: Mitigation Percentage - Full Capture, Tightly Coupled, Tactical IMU

This section shows that the proposed algorithm has the potential to detect faults that en-
ter a GNSS receiver and coupled algorithm effectively as well as mitigate faults at various
performance levels depending on the algorithm implementation. Some slight variation in the
mitigation percentage was observed due to the relatively low number of scenarios that were
simulated (250 iterations per configuration) and a larger simulation would likely show more

consistent results across the board.

6.1.3.2 Partial Capture

Simulation of a partial capture event reveals the weaknesses in the algorithm as currently im-
plemented. Described in Chapter 5, when half or more channels on a single frequency band
are flagged as faulty, the entire band is dropped from the measurement update. For the partial
capture simulation, one less than half the channels on the specified frequency were captured by
the meaconer to intentionally avoid the criteria described above, making the algorithm have to
individually detect and remove each channel with faults. In these tests, if even a single fault
enters the receiver, it degrades the position solution and is classified as a failure to mitigate the
interference. Results are shown for the same four base cases, with no ' PR results shown as

again the algorithm did not indicate any faults during clear sky scenarios.
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The mitigation percentage for the partial outage using the LC MEMS implementation is
significantly decreased when compared the full capture scenarios. Shown in Figure 6.24, the
peak mitigation percentage was just over 50%, with the percentages decreasing as the outage
length increased. Some fluctuation is observed in the percentages, with the TCXO receiver case
increasing slightly before decreasing at the longer outage time. This is due to the randomized
initial clock states, with some scenarios having much larger drift values than others which
mmake the meaconer significantly easier to detect. Mitigation of errors does not occur when
the transmitter is driven by high quality oscillators as the spread of the drift estimates is no
longer enough to detect the faults as it was with the full capture scenarios. This decrease
in performance is due to the decision criteria to reject a full band of measurements, where
previously half of the signals had to be marked valid to allow the faults to enter the receiver.
As stated above, in these scenarios a single faulty measurement entering the receiver would

degrade or disrupt the navigation solution, causing the iteration to not be marked as mitigated.
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Figure 6.24: Mitigation Percentage - Partial Capture, Loosely Coupled, MEMS IMU

Compared to the MEMS implementation, the tactical implementation has marginally im-
proved mitigation ability. The results, shown in Figure 6.25, show the highest mitigation per-
centage closer to 55% as opposed to 50% with the MEMS IMU. This difference is slight,

however it is an improvement. There is again fluctuation in percentage due to the methods used
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to simulate transmitter clock states, leading to some cases having less mitigation effectiveness

than others.
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Figure 6.25: Mitigation Percentage - Partial Capture, Loosely Coupled, Tactical IMU

Pairing the MEMS IMU with the TC implementation does not offer many benefits over
the LC implementation, with the mitigation percentage coming out about the same for both.
The TC results in Figure 6.26 show that the mitigation percentage again lies around 50% with
the amount decreasing as the outage duration increased. Some fluctuation is also visible in this
scenario, with the same reasoning behind it - randomized initial clock states lead to some having
large drift values and some having small drift values, with the small values being detected but
not mitigated. This is also the case with the high quality transmitter clocks, where the drift
is not far enough outside of the bounds and there are not enough faults to reject the entire
frequency band.

The tightly coupled tactical IMU results are shown in Figure 6.27 below. This final sce-
nario shows results similar to that of the LC tactical implementation, with the mitigation per-
centages in the mid-50%, a few points higher than the MEMS implementations. The mitigation
percentage remains more constant across longer outage times instead of dropping due to in-

creased confidence mounds as was seen with the MEMS implementations as well. The tighter
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Figure 6.26: Mitigation Percentage - Partial Capture, Tightly Coupled, MEMS IMU

confidence bounds lead to the rejection of measurements that may have been on the threshold

in the MEMS scenario, as discussed before.
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Figure 6.27: Mitigation Percentage - Full Capture, Tightly Coupled, Tactical IMU

The results shown in this section depict a more realistic scenario, where a receiver only
locks on to several channels from a meaconer and the remainder continue to track the live

sky signals. This scenario proves to be significantly more difficult to mitigate than the full
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capture scenario, and transmitters with high quality oscillators go largely unmitigated because
of the low to negligible clock drift errors introduced by the transmitter. The algorithm can
fairly consistently mitigate partial outages induced by transmitters with low quality oscillators
about half the time, which is much lower than the full outage but still effective. The detection
performance shown in the T'PR plots show that even if the faults can not be mitigated, the
algorithm is able to detect a meaconer capturing the receiver based on the errors introduced

into the clock drift estimates from the inauthentic position fix.

6.1.4 Spoofing Results - Single Tests

As opposed to a meaconer, which simply records and retransmits GNSS signals, spoofers have
the ability to generate various desired navigation solutions depending on the complexity of
the implementation. In this thesis, a simple spoofer which generates a static position solution
similar to that of a meaconer as well as a spoofer that replicates the true trajectory are analyzed.
More complex scenarios, such as dragoff or push attacks are not analyzed here. The static
position spoofer closely mimics the behavior of the meaconer, where the drift estimates contain
both position and drift errors from the transmitter. The dynamic spoofed trajectory mimics the
trajectory of the receiver exactly, which removes the position error from the drift estimate,
leaving only the difference in clock drifts. This final scenarios becomes extremely hard, if
not impossible, to detect using the proposed method when the transmitter is driven by a high
stability clock. The performance of the algorithm in each of these scenarios are analyzed in
the following sections. As opposed to the meaconer tests, the spoofer scenarios are analyzed
with a full capture event only to limit the number of test cases. For all the cases shown in this
section, a signal outage occured from ¢ = 120s to ¢ = 130s, with the spoofer operating on the

GPS band (L1/L2) starting at the end of the outage at ¢ = 130s.

6.1.4.1 Static Position Spoofer

Much like the meaconer, a receiver captured by a static position spoofer will display a false
position fix at the location generated by the spoofer, and the clock states will be relative to

the spoofer clock rather than GPS time. In this scenario, the drift estimates calculated by
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the differenced carrier phase measurements will again reflect errors based on the transmitter
clock as well as the simulated satellite geometry and the spoofer location. As was seen in the
meaconer case, the clock drift estimates had a larger variance between each channel as opposed
to a constant offset between the estimated delta range and measured delta carrier, indicating that
the received measurements are faulty. When these received measurements fall outside of the
clock drift confidence bounds, they are again rejected as was the case with the meaconer testing.

Each test case was again conducted using a combination of loose and tight integration
of the measurements, as well as the MEMS and tactical grade IMUs. The simulations used
for these test cases here again used a transmitter driven by a low quality TCXO while the
receiver was driven by a higher stability CSAC, allowing the transmitter drift errors to be better
observed.

The first scenaro shown is the LC MEMS IMU scenario, shown in Figure 6.28 below.
As expected, the estimated drift values have a large spread between the values and are all
excluded from the measurement updates. This closely mimics the performance of the meaconer
simulations as expected, where the position errors heavily influence the drift estimates. One
interesting aspect that did not appear in the meaconer scenarios is the drift bounds do not
decrease to the levels they were at prior to the measurement outage and spoofing. The primary
difference between the spoofing and meaconing scenarios is the signals which remain after
the outage, where the L2/E5a were still valid in the meaconing scenario and E1/ESa remain
available in the spoofing outage. Using only Galileo, only five satellites are available on two
frequencies compared to twelve satellites available on L2/E5a for the meaconing scenarios.
The reduced number of satellites that appear in the spoofing scenario potentially leads to the

decreased confidence in the GNSS position update which is used for the coupled filter update.
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Figure 6.28: Simulation Result - LC, MEMS IMU, Static Spoof Location

The scenario used for the tactical simulation had significantly lower clock drift rates, lead-
ing to different results than shown in the MEMS scenario. This scenario, shown in Figure 6.29,
shows that the mitigation algorithm has the same weaknesses against a static spoofed position
as it does against a meaconer. The results shown for this test indicate that the faulty measure-
ments are again initially detected and are rejected throughout the run. Shortly after the spoofer
starts, two signals cross into the confidence bounds but are still rejected because the rest of
the channels on those frequencies are still marked invalid. If fewer channels were identified
as faulty, the estimates crossing into the threshold would allow the navigation solution to be
corrupted.

Using a tightly coupled filter to process the same data as used above provided improved re-
sults, as is expected when comparing a loosely and tightly coupled filter. The drift estimates are
the same between the LC and TC MEMS implementations, with the largest difference being the
confidence bounds of the TC implementation. Similar to the LC filter, the TC implementation
drift bounds decrease after the outage ends, though still not to the level of before the outage.
The TC filter successfully mitigates the interference and is able to provide a valid navigation
solution throughout the event. This is mainly due to the large clock drift of the transmitter

combined with the position error that is introduced into the drift estimation calculation. The
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Figure 6.29: Simulation Result - LC, Tactical IMU, Static Spoof Location

larger the drift of the transmitter clock, the farther shifted away the drift estimates are, which is
beneficial when being spoofed or meaconed to a static location where the position error causes

fluctuations in the drift estimates as well.
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Figure 6.30: Simulation Result - TC, MEMS IMU, Static Spoof Location

The TC implementation using the tactical IMU proved to be more resilient than the LC im-
plementation, as is shown in Figure 6.31 below. After the outage ended, the confidence bounds

decreased close to the level that was present prior to the outage. Because of the decrease in the
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confidence bounds, when a single faulty channel crosses into the boundary the measurements
are still rejected as the rest of the measurements on the frequency are still indicated as faulty.
In this implementation, only one faulty estimate crosses into the valid region throughout the
entire simulation, whereas several faults crossed into the valid region in the LC implementation
allowing the navigation to become corrupted. Since the measurements continue to be rejected
throughout the spoofing event, the receiver is able to maintain a navigation solution, indicated
by the drift estimates of the valid signals staying inside the fault bounds and lying along the

truth value.
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Figure 6.31: Simulation Result - TC, Tactical IMU, Static Spoof Location

A spoofer generating a static position offers the same type of results as a static meaconer
does, which can be observed by comparing the results of the meaconer with the results of
the static location spoof above. Both sets of results show that the clock drift estimates of the
inauthentic signal depend not only on the clock drift of the transmitter, which determines the
offset from the truth, but also the position error between the true navigation solution used to
estimate the drift and the actual location that the meaconer or spoofer generates. When the
receiver is captured and faulty GNSS measurements enter the coupled filter update, the state
estimates explode due to the large change in position from where the INS output believes the

location is and where the GNSS position believes it is. The large jump in estimates allow all
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faults to be detected, as subsequent estimates of drift are heavily corrupted and lie outside of
the propagated bounds. This method allows for the detection of nearly all faults involving a
spoofed position, and allows for the mitigation of many of the received faults enabling the

receiver to continue normal operations.

6.1.4.2 Dynamic Trajectory Spoofer

The most complex spoofing attack examined here involves a spoofed trajectory that matches the
exact trajectory of the vehicle in question. By mimicking the exact trajectory with the spoofed
measurements, the large deviation in clock drift estimates which has been shown for the mea-
coner and previous spoofer results no longer is visible. By spoofing the accurate location of the
vehicle, the drift estimate no longer contains errors due to the difference in INS estimated posi-
tion and the spoofed position. This change leaves only the difference in clock drift between the
true receiver drift and the transmitter and receiver drift combined. These types of spoofers can
be generated by an individual who may have direct access to the GNSS receiver antenna, such
as a boat captain or truck driver who may want to make their monitoring system believe that
they started in the same location but at a different time or the vehicle traveled a different route
than was actually taken. The simulations shown here are conducted with the receiver using
a synchronized CSAC, and the transmitter clock was simulated as an unsynchronzied TCXO
using the same normal distribution described previously to assign initial bias and drift states.
These results only show a very small subset of potential scenarios, with more combinations
analyzed in the MC results section below.

The four tests detailed in this section follow the same process as the tests discussed pre-
viously. First, the loosely coupled integration is tested with a MEMS and tactical IMU, fol-
lowed by the tightly coupled integration using the same scenarios analyzed in the first two
tests. Again, the MEMS and tactical IMU data sets were simulated independently, leading to
different clock drift values for the two tests. For each, an outage began at t = 120s and ended
when the spoofer became active at ¢ = 130s.

The first test out of the four is shown in Figure 6.32, using a MEMS IMU and LC filter.

As described above, the spoofer generated position matches exactly the true position of the
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vehicle, leading to no spread across the estimated drift values as was seen when the spoofed
position was different than the true user position. As a result of this, the clock drift estimate
for the captured channels becomes the combination of the transmitter and receiver clock drift,
with the receiver clock drift being negligible in this scenario. Since the transmitter clock drift
from the TCXO is far greater than the confidence bounds at the end of the outage, leading to
the rejection of all spoofed measurements. Since the spoofed position is the same as the true
position, the estimated clock drift does not deviate as it did in the previously analyzed cases,
leading to the successful mitigation of the spoofer for the duration of the simulation.

As was seen in the previous spoofer case, the receiver confidence bounds do not decrease
to the pre-spoofing levels when the GPS satellites are removed from the measurement update.
The spoofed signals here encompass the L1/L.2 band, which is the same as the previously ana-
lyzed static spoofed location in which the same trends were observed for the confidence bounds.
In the simulated scenarios, eight GPS satellites were available while only five Galileo satellites
were available. When the GPS satellites were removed from the state update, less measure-
ments were available and the confidence was not as good as it was when all satellites were
available for measurement updates. This same trend is observed in the LC tactical simulation

as well.
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Figure 6.32: Simulation Result - LC, MEMS IMU, Spoofed Trajectory Matched to Truth
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Figure 6.33 shows the results of the tactical IMU used with the LC integration. The trans-
mitter clock drift again is significantly outside of the bounds at the end of the outage, allowing
the receiver to identify and reject the faults and maintain a valid navigation solution in the pres-
ence of the spoofer. The increase in confidence bounds is also seen in this scenario, which has
the possibility to be detrimental to the detection and mitigation performance if the transmitter
drift was only just outside of the confidence bounds at the end of the outage then entered the
bounds when they expanded due to the reduced number of measurements. This performance
could be improved by incorporating additional GNSS constellations or other augmentation sys-

tems into the filter.
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Figure 6.33: Simulation Result - LC, Tactical IMU, Spoofed Trajectory Matched to Truth

The first of the tightly coupled tests is shown in Figure 6.34, which again used a MEMS
grade IMU. The transmitter clock drift in this simulation is the same as in the LC MEMS
simulation, with the clock drift being just under 80m/s. Since the receiver clock is assumed
to be a high quality CSAC and is synchronized, the drift of the receiver clock is zero mean
and does not age over the course of the small window of observation. This again allows the
receiver to identify the signals with large clock drift values and remove those faults from the
state update, ensuring an error free navigation solution during the spoofing event. For the TC

implementation, the drift bounds decrease after the outage ends but do not reach the same level
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as they were prior to the outage. The decrease is due to the implementation of the TC algorithm,
where the INS measurements are directly coupled to the estimated range and range rate values.
By directly coupling the measurements to update the state estimates, the covariance matrix is
directly derived from the Kalman update instead of incorporating a LS estimate of confidence
from the GNSS update. The TC Kalman update allows for prior knowledge to be incorporated

into the uncertainty, allowing the bounds to be improved over those of the LC implementation.
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Figure 6.34: Simulation Result - TC, MEMS IMU, Spoofed Trajectory Matched to Truth

The final individual test that was conducted was the TC implementation with a tactical
IMU, shown in Figure 6.35 below. Since the transmitter clock drift is the same as that shown in
the LC implementation, it comes as no surprise that the TC implementation is able to detect and
reject the spoofed measurements for the duration of the spoofing event. The confidence bounds
shown here are tighter both before and after the outage, which is expected for the highest quality
IMU tested with the higher performing integration filter. Once again, the confidence bounds do
not decrease back to the level which they were at prior to the outage due to the reduced number
of satellites that are used for the measurement updates. The results shown here again place the
TC integration with tactical grade IMU as the top performer for the proposed algorithm, as was

the case with the meaconer and static position spoofer tests as well.
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Figure 6.35: Simulation Result - TC, Tactical IMU, Spoofed Trajectory Matched to Truth

When a spoofer accurately replicates the position of the receiver, the only observable
difference is the transmitter clock drift, which is shown in the results above. For a TCXO
which has been on for any period of time while running freely, this difference will be detectable,
allowing the receiver to detect and remove the faults. The scenarios shown here are only a single
example, however, with numerous other transmitter clock possibilities available. If a transmitter
clock has negligible drift, such as a Rb or Cs standard, or is GPS disciplined, the interference
will likely go undetected. To analyze the possible combinations and initial frequency errors, a

Monte Carlo simulation was conducted, and the results are discussed in the following section.

6.1.5 Spoofing Results - Monte Carlo

The Monte Carlo simulation conducted for the spoofer took the same approach as the the mea-
coner simulation discussed earlier in this chapter. The same random distributions were used
to initialize the transmitter clock states, allowing more variables to be analyzed when examin-
ing the performance of the detection and mitigation algorithm. The results for both the static
position spoofer and the dynamic trajectory spoofer are discussed presently. Plots of TPR
and tabulated mitigation percentage results are provided in Appendix B, with the T'PR also

included for the dynamic position spoof in the section below.
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6.1.5.1 Static Position Spoofer

The static position spoofer, as has been discussed, is similar to the meaconer in that the position
solution calculated when using the false measurements is a static point which is corrupted by
the clock errors of the transmitter as well as the receiver. Because of the similarities between
the meaconer and the static position spoofer, the results from the Monte Carlo simulations for
the static spoofer show the same trends as those from the meaconer.

Results from the LC MEMS test are shown in Figure 6.36. The mitigation percentages
show results that closely replicate the meaconer LC MEMS results, with very good performance
when the transmitter is driven by a low quality oscillator and poor mitigation performance when
the transmitter is driven by a high quality oscillator. As mentioned previously, the clock drift
introduced from high quality oscillators is negligible, leading to the primary errors to be from
the difference in satellite geometry between the spoofed position and the true position. The
drift estimates from this frequently enter the valid region, causing the algorithm to mark them

as valid and allow the measurements to be used to update the states, disrupting the navigation

solution.
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Moving to the tactical IMU LC implementation, the mitigation percentage given in Figure
6.37 shows good improvement over the MEMS implementation, with the percentage staying
higher for longer due to the decrease in growth of the fault bounds. Additionally, there was
a small improvement in mitigation percentage at the shortest time steps when using a tactical
IMU, with 100% of faults being mitigated at the shortest time step by when a low quality
transmitter was used. The decreased fault bounds also allow for the increase in detection of
transmitters with higher quality oscillators. This is again due to the spread of the drift estimates
from spoofed measurements, which was shown and discussed in the meaconer section as well
as with the individual results above. In this scenario, the receiver is able to successfully mitigate
the effects of transmitters with higher grade clocks at short outage times. This is likely due to
the spreading of the drift estimates combined with the motion of the receiver relative to the

transmitter, causing the drift estimates to exceed the detection threshold.
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Figure 6.37: Mitigation Percentage - LC, Tactical IMU, Static Position Spoof

The tightly coupled implementation offers some slight improvement over the loosely cou-
pled implementation, however the improvement in mitigation percentage is marginal at best in
this case. The mitigation percentage shown in Figure 6.38 does not offer significant improve-
ment when compared to the LC implementation. Spoofers driven by a low quality oscillator are

readily detected at short outage times, and the percentage drops off as the outage time increases
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due to the growth of the error bounds. This performance is very similar to that shown in the LC
spoofing results above. When a high quality transmitter clock is used, the algorithm is again

unable to successfully detect the spoofer.

% Mitigation - TC, MEMS IMU, Static Spoof

100

90

80

70

- 60

80
S 50
60 -

g’40 - 40

= - CSAC/R
£ 20| = CSAC/0CXO 30

= CSAC/TCXO
0- OCXO/Rb 20
. OCX0/0CX0
10 . ; OCXO/TCXO 10
o TR ‘ TCXO/Rb
30 - TCXO/OCXO .
TCXO/TCXO RX/TX Clock

Outage Time (s)

Figure 6.38: Mitigation Percentage - TC, MEMS IMU, Static Position Spoof

In previous scenarios, the tightly coupled tactical IMU combination showed the best per-
formance with regards to mitigation ability. The mitigation percentage for this combination
is shown in Figure 6.39 below. The mitigation percentage closely matches that of the loosely
coupled implementation, with the percentages differing by only about 1%. As expected, the
tactical IMU allows the algorithm to survive and mitigate more events at longer outage dura-
tions as a result of the slower growth of uncertainty bounds. The mitigation percentage at an
outage time of 30s is somewhat lower than the LC tactical implementation, with the LC imple-
mentation staying around 90% and the TC implementation dropping to around 85%. The slight
difference may be chalked up to the random initialization of clock states for each simulation,
which may have given a slight edge to the LC test that was conducted. Running longer MC

simulations would provide additional information on this difference.
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Figure 6.39: Mitigation Percentage - TC, Tactical IMU, Static Position Spoof

The results discussed in this section show that the static spoof location simulations per-
form similarly to those of the meaconer. This result is expected as both the meaconer and the
spoofer generate a false position solution, with the meaconer generating the solution of the re-
ceive antenna and the spoofer generating a position anywhere in the world. In some scenarios,
the spoofer may be easier to detect depending on the difference in position between the true
and spoofed location, whereas the meaconer is limited in range as it must be able to rebroadcast
signals to directly corrupt the receiver. The proposed algorithm was able to successfully mit-
igate nearly all faults when the transmitter was driven with a low quality oscillator like those
which come standard in most COTS SDR platforms. The algorithm performance was degraded
significantly when higher quality oscillators were used, however as stated previously additional

factors such as position error may also influence the resulting mitigation performance.

6.1.5.2 Dynamic Trajectory Spoofer

The results from the individual test cases in Section 6.1.4.2 show that when the position error
is eliminated from the drift estimation equation, the resulting estimate is that of either the
receiver drift or the receiver and transmitter drift combined. As expected, for all combinations

of integration method and IMU tested, the higher quality oscillators with negligible or low
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clock drift went undetected, limiting the effectiveness of the proposed algorithm. For each
scenario, the F'PR was zero across the board, indicating that the detection algorithm did not
identify spoofing when only valid signals were present. Since the F'P R plots would show no
additional information, these plots are omitted for these results.

The T'PR for the LC MEMS case is shown in Figure 6.40. When the transmitter clock is
a low quality TCXO, the mitigation algorithm is able to detect and remove the faults at varying
outage lengths, not only the 10s outage shown in the individual tests. When the transmitter is
driven by and OCXO or Rb oscillator, however, the added clock drift remains within the drift
bounds and the receiver is captured. The receiver is captured and the spoofing is unable to be
detected, as there is no noticable change in the clock drift due to the transmitter. Since there
is no change and the position is spoofed to be the same as the true position, no change in drift
occurs and the receiver continues to believe that only true values are present. Once the receiver
is captured in this manner, other attacks could be conducted that may lead to the detection of

the spoofing, however other detection methods are not examined in this thesis.
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Figure 6.40: TPR - LC, MEMS IMU, Spoofed Trajectory Matched to Truth

Following the trend of the T'P R shown above, the mitigation percentage shown in Figure
6.41 is zero for the OCXO and Rb transmitter clock scenarios. This is because no spoofing

was ever detected, making the receiver unable to mitigate something that was never detected.
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The mitigation percentage decreases as the duration of the outage increases as well, with the
maximum mitigation percentage occurring at the shortest outage time. The TCXO, OCXO, and
CSAC receivers all perform nearly equally with an outage time of 10s, mitigating nearly 95%
of the faults that were present. The results show that the TCXO receiver is able to mitigate more
interference with an outage time of 20s, however this may simply be a result of the randomized
transmitter clock states and the relatively low number (250) of iterations conducted for each
Monte Carlo. Overall, the results follow the expected trend of decreasing effectiveness at longer

outage times, where the clock drift is more likely to fall within the drift bounds after a longer

outage.
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Figure 6.41: Mitigation Percentage - LC, MEMS IMU, Spoofed Trajectory Matched to Truth

The tactical IMU implementations performed just as well as the MEMS implementations
in terms of T'P R, with the transmitters driven by TCXOs being detected easily and the remain-
der of the transmitters going undetected. The results for this case are shown in Figure 6.42,
and look identical to those shown in Figure 6.40. Even though the confidence bounds are im-
proved when using a tactical IMU, if the transmitter clock drift is small enough as is the case
when using a quality OCXO or atomic standard, the increase in drift is well within the expected

bounds.
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Figure 6.42: TPR - LC, Tactical IMU, Spoofed Trajectory Matched to Truth

The largest difference between the MEMS and tactical implementations comes from the
mitigation percentage. The tactical implementation is able to mitigate the interference for
longer periods of time, which has been shown in scenarios in prior sections. In Figure 6.43,
not only does the mitigation percentage at the shortest outage length match that of the MEMS
implementation, the mitigation percentage does not drop off as rapidly as it did previously. This
is attributed to the less rapid growth of the error bounds with the tactical IMU, which would
reach the same level as the MEMS error bounds at a later time, allowing more drift errors to be
mitigated at longer outage times. If the simulations were conducted for longer outage times,
the plot would begin to reflect the same trend as Figure 6.41 where the percentage decreased at
longer outage times. One thing to note is that even with the higher quality IMU, the receiver
is unable to mitigate all of the interference in any scenario. Since the transmitter clock states
are randomized, some drift values may lie within the error bounds, allowing the receiver to be

captured.
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Figure 6.43: Mitigation Percentage - LC, Tactical IMU, Spoofed Trajectory Matched to Truth

The final spoofer simulation analysis was conducted with the tightly coupled implemen-
tation. Shown in Figure 6.44, the MEMS TC simulation has the same performance as the LC
simulation, with all faults being detected for transmitters driven by low quality TCXOs such as
those found in the HackRF or BladeRF transceivers. When the transmitter clock is improved to
a mid-grade OCXO or an atomic standard, the algorithm again fails to detect any interference
and is captured by the spoofer.

The mitigation percentage for the TC MEMS case shown in Figure 6.45 shows the same
trends as the LC MEMS mitigation percentage, decreasing as the outage time increases. The
TC implementation does not perform significantly better or worse than the LC implementation
with the MEMS IMU, with performance being comparable across the board. The OCXO results
show that the mitigation percentage was lower at an outage time of 10s than that of 20s, likely
due to the limited number of simulations that were run to generate the results. More simulations
may show more conclusive results, however are time prohibitive to run for this work.

Pairing a tactical IMU with a tight integration filter again offered the same detection per-
formance as the other algorithm implementations. Having a higher quality transmitter provides

too small of a change in clock drift to raise an alarm at the receiver to reject measurements, and
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since the trajectory does not change the drift estimates do not vary as was seen in the meaconer
and static spoofer results. The TC tactical 7'P R results are shown in Figure 6.46 below.

The tactical IMU offers the same benefits as were discussed in the LC tactical scenario,
with the receiver able to detect spoofing across longer outage times. This offers improvement
over the MEMS implementation, but there is no appreciable difference between the LC and TC

tactical implementations. For this scenario in particular, the benefits of the TC algorithm do not
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shine over that of the LC implementation, however the benefits were observed in the meaconer
and static spoofer scenarios. The mitigation percentages, shown in Figure 6.47, again show the
decreasing performance as outage time increases, and the percentage is significantly improved

at t = 30s when compared to the MEMS implementations.
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The results shown in this section bring up several performance questions about the algo-
rithm and the effectiveness against transmitters driven by high quality oscillators. When driven
by a low quality clock such as a TCXO, the spoofing is readily detectable, however clocks with
negligible drift can go unnoticed. Once the receiver is captured, an attempted time or position
push may allow the spoofing to be detected, raising an alert and notifying the operatior not to
trust the GNSS solution available. Comparing the LC and TC implementations, there was not
a significant difference in the mitigation percentage between the two. The largest performance
change was seen when switching from a MEMS grade IMU to a tactical grade IMU, allowing
for longer outages to be bridged with higher mitigation effectiveness. Tabulated results for

mitigation percentage can be found in Appendix B.

6.2 Hardware Simulations

To further validate the effects of GNSS spoofing and meaconing attacks as well as test the
proposed algorithm, hardware in the loop (HWIL) testing of GNSS interference systems were
used. To generate repeatable testing, a Spirent GSS9000 signal simulator was used as the
live sky truth data. By using the Spirent simulator, the same scenario could be run numerous
times with the exact same trajectory as was done with the software simulations in MATLAB.
Additionally, the simulator allows for total control over the generated signal parameters and
satellites in view, allowing for more flexibility in testing the algorithm.

Testing was conducted for both meaconing and spoofing scenarios using the same method-
ology. Each scenario was started with only valid signals from the Spirent simulator being
transmitted into the receiver, a USRP N210 SDR. At a predetermined time, the valid signals
were turned off to replicate a loss of GNSS signals and the spoofed signals were turned on.
This method was implemented for its relative simplicity and can be representative of a vehicle
traveling in an urban canyon or tunnel where GNSS outages occur. More complex spoofing
attacks may initially align the false signals with the true signals and slowly drag the receiver
off of the true signal, however this capability was not available at the time of the hardware

experimentation.
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To ensure that the Spirent and receiver oscillators would not influence the change in clock
drift at the receiver, phase data was logged using a Keysight 53230A frequency/time interval
counter. The 1P P.S output of the receiver clock, an Ettus Octoclock-G, and the simulator clock,
an unknown OCXO, were compared against a Stanford Research Systems FS725 Rb standard.
The FS725 was used as a reference due to the superior stability of the outputs when compared
to the oscillators under test. Phsae measurements were taken at a rate of one sample per second
for a duration of 120000 seconds. The Allan deviation was calculated to determine the short

term stability of both oscillators in question, and the resulting curve is shown in Figure 6.48.
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Figure 6.48: Spirent and Octoclock Allan Deviations

The resulting Allan deviation show that both the Spirent OCXO and the Octoclock have
relatively stable frequencies until much higher durations than are tested in the simulations.
For the Octoclock, the flicker floor begins at just over 100s and the random walk noise is not
observed on the plot. The Spirent OCXO has a much lower flicker floor than the Octoclock,
with the floor occurring at around 2 x 10s, which is significantly longer than the durations
observed in the hardware simulations. The random walk of the Spirent OCXO would not
become apparent until much later, indicating that neither the Octoclock or the Spirent OCXO
performance will degrate the testing. For better results in the future, the Spirent and receiver
can be synchronized to an external GPS disciplined oscillator (GPSDO) to eliminate frequency

error nearly completely. The TCXO that is used in the USRP transmitter has significantly

162



lower frequency stability than the receiver and simulator clocks, leading to it introducing the
most frequency error into the system. This will be observed at the receiver as clock drift, which
is used to determine when the receiver is observing spoofed measurements.

A difference between the hardware simulations and software simulations is that only the
GPS L1 signal was used in the hardware testing. This was done because of the analog band-
width of the USRP as well as the limited sample rate of the USRPs. USRP N210s have an
analog bandwidth of 40M H z, which removes any possibility of recording multiple GNSS fre-
quencies at a single time. The true bandwidth is a function of the sample rate, where the band-
width is limited to one-half the sample rate according to the Nyquist sampling criteria [108].
This criteria is shown in Equation (6.9), where f, represents the sample rate of the signal and
)y is the Nyquist frequency.

2mfs > 28 (6.9)

To record GPS data that can be processed by GNSS-SDR, a sampling rate that encom-
passes the GPS L1 bandwidth must be used. For this work, a sample rate of 5 megasamples/s
(MSPS) was used. This allowed the L1 bandwidth to be covered as well as reduced the data
rate to prevent overflows, which occur when the computer is unable to write samples to a file
fast enough, or underflows, which occur when the computer can not provide samples to a USRP
at a fast enough rate. An overflow or underflow represent missing samples, creating a gap in
what should be continuous data. This gap causes the receiver tracking loops to fail, corrupting
the recorded data and making it useless. Each configuration required the streaming of data to
two or three USRPs, depending on the test. The following sections go into more detail about

the hardware configuration for each test conducted.

6.2.1 Meaconing Hardware Implementation

In the most basic form, a meaconer can be implemented with a single two channel SDR, with
one channel receiving the incoming signal and the second channel rebroadcasting the signal
at a higher power level towards the target receiver. This configuration was not implemented

in testing for this thesis due to poor isolation between the receive and transmit channels on
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the N210, allowing incoming signal to directly leak across to the transmit antenna output. In
a scenario where the objective is to directly rebroadcast a signal at the same location as the
meaconer receiver, this would be less of an issue, however testing for this thesis was conducted
with direct RF connections. Since the receiver, meaconer, and Spirent simulator are all directly
connected, leakage between the RX and TX ports of the N210 cause signal interference outside
of the control of the test as well as negate some of the anticipated effects of the transmitter
oscillator.

To avoid the low isolation between the N210 channels, a second USRP was added to the
meaconer side of the hardware. This configuration represents a situation where the meaconer
receiver is in one location and the transmitter is in another. This configuration may be used to
make the attack harder to defeat, as the position estimate of a receiver captured by a meaconer
is the position of the meaconer receive antenna. The signal processing delay combined with
the additional distance creates the false pseudorange measurements, and if driven by an unsyn-
chronized or low quality oscillator, the meaconer introduces additional frequency error to the

retransmitted signal. A diagram of the test configuration is shown in Figure 6.49.

4 ﬁ‘.

Figure 6.49: Meaconer Hardware Implementation

The USRPs were controlled using GNURadio, with one flowgraph controlling the receiver
and another controlling the meaconer. These blockchains can be seen in Figures 6.50 and 6.51,

respectively. GNURadio compiles the blocks into Python executables, allowing the flowgraphs
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to be run from a terminal window, reducing the load on the computer during operation of the
radios. GNURadio allowed for quick configuration of the N210 hardware as well as several
fixes for issues that involved the LOs on each USRP. The receiver flowgraph specified a single
USRP Source block which recorded all incoming signal data to the specified file shown in the
File Sink block. The values for each are set using the Parameter block, which act as variables

that are specified as command line arguments.

Options
1D: receiver
Generate Options: Mo GUI
Run Options: Prompt for Exit UHD: USRP Source
Device Address: ["a..txAddr]
Parameter Parameter Device Arguments: ["...ource]
Samp Rate (Sps): 0
ID: samp rate 1D: refSource
- Chi: Center Freq (Hz): 0
Value: 0 Value: 0
Typa: Float Typa: Strin Ch: Gain Value: 0
— == ChO: Antenna: RX2
Parameter Parameter
ID: centerfreq 1D: gain
Value: 0 Value: 0
Type: Float Type: Int File Sink
File: filename
Parameter Parameter ’ I Unbuffered: Off
1D: rxAddr 1D: filename Append file: Overwrite
Value: 0 Value: 0

Figure 6.50: Receiver GNURadio Flowgraph

The meaconer implementation used two USRP blocks, one sink and one source as shown
in Figure 6.51. The source served the same purpose as the USRP source in the receiver and
recorded all incoming signal data. The incoming signal data was then passed from the USRP
source through a variable delay block that could be used to add additional phase delay to the
signal then to a USRP sink, which specifies the transmitter for the flowgraph. In this im-
plementation, each value was passed as a command line argument, however each individual
USRP can be specified by calling the assigned IP address in the “Device Arguments” line of
the USRP blocks. By specifying which USRP performed which task, consistency was main-
tained throughout all hardware testing.

A key aspect to consider during hardware testing is the behavior of a direct down/up con-

version (DDC/DUC) radio. The DDC/DUC nature of the N210 brings two additional aspects
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Options

ID: meaconer_headless
Generate Options: No GUI
Run Options: Prompt for Exit
) Variable
ID: samp rate ID: samplesDelay
Value: 5M Value: 0 UHD: USRP Source
Type: Float Device Address: ["a...rxAddr]

Device Arguments: ["...rxRef]

Parameter Parameter |: Samp Rate {Sps): 5M
1D: centerFreq 1D: reGain Ch: Center Freq (Hz): ..42G
Value: 1.57542G | | Value: 0 Ch0: Gain Value: 0
Type: Float Type: Int ChO: Antenna: RX2
Parameter Parameter
1D: secDelay 1D: r=Ref
Value: 0 Value: internal
Type: Float Type: String
UHD: USRP Sink
Parameter Parameter Device Address: ["a...txAddr]
1D: rxAddr 1D: t=Ref Device Arguments: ["...txRef]
Value: 0 Value: internal Samp Rate {Sps): 5M
Type: String Type: String Ch: Center Freq (Hz): ..42G
Ch0: Gain Value: 0

Parameter Parameter ChO: Antenna: TX/RX
1D: txAddr ID: txGain TSB tag name:
Value: 0 Value: 0
Type: String Type: Int

Figure 6.51: Meaconer GNURadio Flowgraph

into consideration, both which involve the behavior of the LO. As described in Section 2.7,
DDC receivers directly convert a signal from the received RF frequency to baseband and sam-
ples the signal to I and Q samples. The upconvert side of the radio operates in the opposite
way, taking baseband IQ signals and directly converting them to the RF to be transmitted. Both
of these operations, shown in Figures 6.52 and 6.53, respectively, require the LO to operate
at the center frequency of the signal being received or transmitted. Having the LO at the fre-
quency of interest has the potential to introduce significant noise if the LO power leaks into
the RX or TX channels, essentially acting as a jammer at the center frequency being recorded.
To avoid this issue, the UHD interface allows the N210 LO to be operated at a frequency near
the desired center frequency and the remaining frequency offset is removed in digital process-
ing. For each USRP block, an argument specifying the center frequency is used to configure
the SDRs. By changing this from the exact value of the center frequency to the command
>>uhd.tune_request (centerFreq, 1o0Offset). This command issues the request
to offset the center frequency by a specified amount, which allows the LO spike to be moved
outside of the sampling bandwidth. This improves the sampled signal quality significantly and

prevents the LO from acting as a jammer.
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Figure 6.53: Direct Upconversion of Baseband Signal to RF

The second issue that arises in a DDC/DUC receiver is related to the effect of the LO
frequency offset on the received and transmitted signals. In a normal receiver, the measured
Doppler shift at the receiver is the combination of the transmitted frequency error, motion be-
tween the transmitter and receiver, and receiver clock frequency error. As discussed previously,
when a signal is being transmitted, the IQ samples are mixed with the LO and transmitted at the
desired RF. In a scenario where the receiver and transmitter are driven by the same reference
clock and the samples are retransmitted quickly after they are received, the frequency of the
LO will not have changed much if at all. Since the samples would be downconverted and then
upconverted with the same frequency offsets, the transmitted signal would appear to have no
additional frequency error introduced. In the hardware configuration shown in Figure 6.49, the
original test had both meaconer USRPs driven by a single reference clock. Then the signal was

processed at the receiver, there was no noticeable additional clock drift, causing the mitigation
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algorithm to fail to detect any interference. The results of this first test are shown in Figure
6.54, where the meaconer was turned off after an outage and the least squares estimate of clock

drift remains constant before and after the outage.
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Figure 6.54: LS Drift Estimate Before and During Receiver Capture - Single Clock

To mimic a more realistic scenario where a recorder and transmitter are separated in po-
sition and therefore driven by separate clocks, the recorder was driven by the Ettus Octoclock
and the transmitter was driven by the internal TCXO. This configuration could be reversed as
well with the same final affects still being observed. The receiver was driven by an internal
GPSDO, ensuring that the majority of the frequency error that was observed was a result of
the transmitter oscillator as was done in the MATLAB simulations previously. As expected,
the additional frequency error becomes observable in a jump in clock drift at the receiver when
the receiver is captured by the meaconer, as shown in Figure 6.55. Testing was done using the
internal oscillator for both the recorder and the transmitter, however GNSS-SDR was unable to
track the data due to extremely poor phase noise and frequency error as a result of the TCXOs.
The configuration described above was used for all meaconer testing conducted for this thesis.

Once the USRP hardware implementation was finalized, the Spirent GSS9000 simulator
was configured for use with the hardware scenario. To generate the truth trajectory, the same
data used in the MATLAB simulations was written to a . umt file, which passes reference data

to the Spirent simulation. The . umt file provides the user the ability to specify a timestamp and
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Figure 6.55: LS Drift Estimate Before and During Receiver Capture - Separate Clocks

a variety of dynamic properties of the vehicle up to the third derivative of position and angle
(translational jerk and angular jerk, respectively). This enabled the INS data to be simulated in
the same manner as was done with the MATLAB simulation and synchronized with the GPS
data recorded by the N210 receiver. The RF'1 output on the simulator was connected directly to
the splitter as shown in Figure 6.49 and was simulating the truth GPS trajectory. The meaconer
was implemented using the RF'2 output on the simulator, with a static position chosen as the
meaconer receiver location. The R[F"2 output was fed into the N210 meaconer then replayed
using the second N210, with the RF output connected to the second channel of the splitter. The
splitter was connected to the receiver N210, where the RF data was recorded for processing
in GNSS-SDR and MATLAB. The Spirent configuration is shown in Figure 6.56, where the
ground track of the truth trajectory is seen in the bottom left, and the meaconer location is
shown on the bottom center.

Using the meaconer RF data collected by the N210 receiver, the spoofing detection and
mitigation algorithm was again analyzed using a MEMS and tactical IMU, along with the
loose and tight coupling of the GPS/INS hardware. The results for these tests are shown in the

following section.
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N 32° 356917362 Heading 69° 516446376
ngitude W 85° 17.7184836' Elevation 15° 38.5350367'
187.58 m Bank 0° 00000000

44118379 m i 037 mss
5360846.59 m vy 005 m/s
241629191 m vz 039 m/s
478065 m Speed 054 ms

Figure 6.56: Spirent Simulation Window

6.2.2 Meaconing Results

As stated previously, each test was conducted using a MEMS and tactical grade IMU with a
loosely and tightly coupled integration filter. The same RF data was used for each test, and
the IMU measurements were simulated using the same model as the MATLAB simulations
discussed previously. For these tests, a signal outage began at ¢ = 112s into the run, and the
outage continued until £ = 157s, when the meaconer signals were tracked by GNSS-SDR.
Unlike in the MATLAB simulations, only the L1 signal was processed for the hardware results
for reasons discussed in the previous section. Because of this limitation, the receiver was
eventually captured in all scenarios, however if additional frequencies were used this would
have been prevented, reflecting the results shown in simulation.

The first test conducted was with a MEMS IMU and a loosely coupled integration. The
results for this test are shown in Figure 6.57 below. The outage for the hardware testing was
significantly longer than the individual tests shown for simulation, and the Monte Carlo results
show mixed performance at longer outage durations. The results shown here show that the
algorithm, even with the low quality IMU, is able to detect the interference for a short period

of time prior to capture. The clock drift of the N210 transmitter is 160m /s, which is greater
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than the range of clock drifts in the Monte Carlo simulations. Since the transmitter drift is
larger, the duration of outage the algorithm can successfully survive is also increased. The
MEMS LC implementation was able to survive the 45 second outage until the propagated
drift threshold increased to a value that was larger than the faulty drift measurements at t =
158s, only one sample after the meaconer measurements were introduced. When the faulty
measurements are inside of the drift bounds, they are marked as valid and used to update the
navigation solution, causing the receiver to estimate an incorrect PVT solution, which then
corrupts the INS error estimates in the integration filter. As stated previously, however, if other
frequencies such as L2/L5 or ESa were used in addition to L1, the receiver would be able to
estimate a valid position after the outage and the uncertainty bounds would decrease again,
continuing to exclude the faulty measurements. With such a small window between the fault
bounds and the drift estimate, the performance of the LC MEMS filter is not ideal for most
applications, however this would likely be the most common implementation on commercial

drones or autonomous vehicles.
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Figure 6.57: Hardware Meaconer Results - LC, MEMS IMU

Continuing with the loose integration of the GPS/INS, a tactical grade IMU was simulated
and tested with the same hardware measurements. As expected, the tactical IMU uncertainty

grows more slowly than the MEMS IMU uncertainty, leading to the clock drift bounds to grow
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at a slower rate. As a result, the LC tactical implementation is able to remain unspoofed for
a longer period of time after the meaconer measurements are introduced into the system. As
was the case in the first test, the meaconer measurements are introduced at ¢ = 157s, and the
receiver is able to reject the faults until ¢ = 1765, which was 14s longer than the MEMS LC
implementation was able to survive the event. This longer duration would allow more time for
the filter to reconverge after an outage if other GNSS measurements were available, ensuring

that the receiver would not be captured by the meaconer in this situation.
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Figure 6.58: Hardware Meaconer Results - LC, Tactical IMU

The tightly coupled implementation was evaluated using both grades of IMU as well. As
was seen in Figure 5.7, the tightly coupled filter drift error bounds are tighter than that of the
loosely coupled filter, which leads to the expectation that the TC filter will be able to avoid
capture by an interference source across longer outage durations. The difference between the
LC and TC error propagation is fairly minor, as the clock model and IMU model used in both
filters are the same. The increased confidence comes from the Kalman filter’s use of previous
information instead of using a single position estimate to update the INS states at each point,
which reduces the error bounds. Since the error rates grow at the same rate for both cases, the
scenario with lower error bounds at the start of an outage will reach the fault point later than the

scenario with increased error bounds. The tightly coupled results shown in Figures 6.59 and
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6.60 reflect this conclusion, where both the MEMS and tactical IMU with the TC integration
survive the meaconing attack longer than the respective LC implementations.

In Figure 6.59, the outage and meaconer start at the same time as in the LC cases (t = 112s
and ¢t = 157s, respectively). When the meaconer is turned on, all of the false signals are outside
of the MEMS confidence bounds, enabling the receiver to detect the interference and continue
to reject the faults. At ¢ = 160s, more than half of the faulty signals are contained within
the error bounds, leading the receiver to use several of the false measurements to estimate a
position solution. At this point, the receiver is considered captured, as the state estimates are
corrupted by the faulty data. Compared to the LC MEMS scenario, the TC scenario was able
to last two seconds longer. This does not seem like a significant improvement, however this
means that there are two additional potential measurement updates to use other frequencies
to calculate an accurate position solution, which would prevent the faulty measurements from

entering the receiver and allow the navigation algorithm to successfully mitigate the attack.

Estimated Clock Drift - TC, MEMS IMU
1

250
1
200 - L
150 /
1
__ 100 ;
& 1
€ 1
E 50 !
& 1
5 0 ! —G2(L1)
2 ! —G3(L1)
S -50- ! G6(L1)
5 : —G12(L1)
© —G17(L1)
100 ! G19(L1)
! —G24(L1)
-150 - : —G28(L1)
. — 30 Limit
-200 — Outage Start
o — -Meaconer Start
-250 . ! | | | L — -RX Captured |,
100 110 120 130 140 150 160 170 180

Time (s)

Figure 6.59: Hardware Meaconer Results - TC, MEMS IMU

The TC implementation using a tactical IMU shows the same trend as the MEMS TC
implementation, with the algorithm rejecting the faulty measurements for a longer duration of
time than the LC tactical implementation. In the LC case, the receiver was able to avoid capture

until £ = 1765, whereas in the TC case the receiver avoids capture until ¢ = 180s, four seconds
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longer than the LC case. As has been discussed with all the other cases, any time after the
meaconer begins where the receiver rejects the measurements allows the receiver to track other

frequencies/signals and calculate a solution using valid measurements.
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Figure 6.60: Hardware Meaconer Results - TC, Tactical IMU

The results shown for the hardware meaconer represent only a single data point which used
a low quality TCXO for the transmitter. As was observed, the TCXO has significant drift error,
leading to the simple meaconer to be readily detected using the algorithm. If the transmitter was
driven by a different oscillator, such as a more accurate OCXO or atomic frequency standard,
or synchronized to a GPSDO, the detection rate would decrease significantly. An example of a
transmitter synchronized to an Abracon AOCJY?2 OCXO is shown in Figure 6.61. The change
in clock drift from the live sky scenario to the captured scenario is still significant and can be
observed. If the outage duration was much longer than several seconds, the receiver would fail
to adequately detect the jump and become captured, making the navigation solution useless for

the vehicle in question and could lead to disastrous results.

6.2.3 Spoofing Hardware Implementation

Implementing a simple spoofer using the USRP hardware was straightforward, requiring only

the generation of the spoofer data prior to the test as would likely be done by an individual

174



Estimated Clock Drift vs Time

20 -
15
10
w
=
= S
a
x 0ok —G2(L1)
] —G4(L1)
o G7(L1)
© 5. —G8(L1)
——G10(L1)
G13(L1)
—G20(L1)
-10p —G23(L1)
—G25(L1)
O O G27(L1)
-15 T I I 1 L I |
0 50 100 150 200 250 300 350 400

Time (s)

Figure 6.61: Clock Drift Estimate - OCXO Transmitter Clock

attempting to travel the world to capture Pokemon in different regions. As was the case with the
meaconer tests, the RF'1 output on the Spirent GSS9000 signal generator was used for the truth
signal, and was fed to an RF combiner. The spoofer signal, generated using GPS-SDR-SIM,
was specified as a static point near the receiver to allow for the same satellites to be observed.
In reality, an individual generating a signal at a completely random location would create a
scenario where the satellites before and after capture would not match, allowing the event to be
easily detected. In notable spoofing examples, however, the receivers are fooled to believe they
are within the same region, allowing the satellites to remain unchanged [9], [7], [109]. These
attacks are much more complex than a simple signal generation attack, however by using the
same satellites the hardware simulation is more consistent with what may be experienced by
commercial receivers.

Once the spoofer signal was generated, it was combined into the second RF port of the sig-
nal combiner, which is connected to the receiver N210. The complete hardware setup is shown
in Figure 6.62. At a point in the scenario, the Spirent truth signal was turned off, representing
an outage due to a drone or car passing through an urban canyon or under a bridge, and the
spoofer was turned on. The spoofer time solution is drastically different than the true receiver
offset, which would create a detectable spike in clock bias, however this is not ideal to use for

detection as the jump would occur after the measurement faults have entered the receiver. By
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observing the estimate of drift, an unsynchronized transmitter can be detected in the same way

it was detected with the meaconer case.

-

g h..

Figure 6.62: Spoofer Hardware Implementation

To allow the USRPs to transmit the data generated by GPS-SDR-SIM, either the command
line interface (CLI) had to be used or the GNURadio blocks adjusted, as the data generated was
baseband int16 IQ data as opposed to the float32 data more commonly used by GNURadio.
Both the CLI and GNURadio offer simple implementations, and GNURadio was chosen for
the ease interfacing with other USRPs. To allow the flowgraph to transmit the samples, the
file source was adjusted to read the correct data type from the specified file, which was then
passed to a USRP which was changed to expect two 16-bit complex values for each IQ pair.
Once these changes were implemented, the spoofing case was executed in a manner that was
similar to the meaconer case. The USRP transmitter used the internal TCXO as the LO, and the
receiver was synchronized to the Ettus Octoclock, as was done in the meaconer experiments.

Once the RF data was recorded, the IMU data was simulated with the same figure eight
trajectory that was used for all previous software and hardware simulations. The LC and TC
integrations as well as the MEMS and tactical IMU combinations were all analyzed as was
done with the meaconer hardware testing. The outage duration for the spoofer test is 51s, with
the outage starting at ¢ = 142s and the spoofer measurements received at ¢ = 193s. This outage

is slightly longer than the 45s outage seen with the meaconer, which was at the upper limit of
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the detection capabilities of the MEMS integration. The spoofing case results will be discussed

further below.

6.2.4 Spoofing Results

As mentioned in the previous section, the results from the spoofing tests conducted look much
like the results from the meaconer. This is due to the simple implementation of the spoofer,
where the spoofer LO is a TCXO and the position is not dragged off, but instead a position
jump is introduced. This is the simplest spoofing attack and mimics the meaconing attack, but
can be done with any position in the world as discussed. Using the same TCXO and trajectory
as in the meaconer case, the LC and TC as well as MEMS and tactical IMU combinations are
again analyzed and the results shown.

Figure 6.63 below shows the first test case, the loosely coupled integration with a MEMS
IMU. In the meaconer case, the outage lasted a total of 45s and the LC MEMS filter was able to
survive a single second prior to being captured by the spoofer. In this test, the outage lasted for
51s total, causing the estimated clock drift to be within the error bounds when measurements
returned. This can be seen by the fact that the navigator does not reject any measurements
and the drift estimates inside the bounds diverge immediately after the first estimated value.
Since the estimates diverge and exit the confidence bounds, the spoofing is detected, however
the state estimates have been corrupted and the solution is no longer valid. This could be
avoided by using a local buffer of previous valid state estimates, however this quickly becomes
computationally intensive and unwieldy for low SWaP-C systems such as UAS or autonomous

vehicles.
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Estimated Clock Drift vs Time - LC, MEMS IMU
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Figure 6.63: Hardware Spoofer Results - LC, MEMS IMU

As expected, with the longer duration of the outage, the MEMS implementation fails to
successfully mitigate the attack before the receiver is captured. The tactical implementation, on
the other hand, is able to prevent faulty measurements from entering the navigation algorithm
as shown in Figure 6.64. When the spoofer measurements are received at t = 193, the estimates
are outside of the drift bounds as the tactical bounds grow more slowly than the MEMS IMU.
The slower growth allows the LC tactical implementation to identify and avoid capture until

t = 207s, or 14s after the spoofer measurements are introduced.

Estimated Clock Drift vs Time - LC, Tactical IMU
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Figure 6.64: Hardware Spoofer Results - LC, Tactical IMU
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Using a tightly coupled implementation with the MEMS IMU does not provide better re-
sults than the LC MEMS implementation, with the navigator still being captured and corrupted
by the spoofed measurements. These results can be seen in Figure 6.65, where the spoofer
measurements were introduced at ¢ = 193s. The drift estimates appear as a vertical line again
due to the jumps in drift estimates once the navigator is captured, which allow the spoofing to
be detected but only after corrupting the navigation solution. these same results were observed
in the LC implementation. If the duration of the outage was reduced or the TCXO drift was in-
creased, the algorithm would have a better chance to detect the errors, however the low quality

MEMS IMU drives the reduced capabilities of these implementations.

Estimated Clock Drift vs Time - TC, MEMS IMU
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Figure 6.65: Hardware Spoofer Results - TC, MEMS IMU

As was seen in the previous test cases, the tactical IMU implementation has better perfor-
mance than the MEMS IMU, as is expected for a higher grade and higher cost sensor. In the
spoofing test, the TC tactical implementation was able to detect the interference and prevent
the faults from entering the receiver for the longest time frame, as shown in Figure 6.66. This
implementation was able to prevent measurements from corrupting the receiver for 23s, with
the error bounds exceeding the drift estimate at ¢ = 216s, a full 9s longer than the LC tacti-
cal implementation. As expected from the meaconing results, the TC tactical implementation
performs the best compared to all other algorithm implementations, and provides the largest

resistance to longer outages.
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Estimated Clock Drift vs Time - TC, Tactical IMU
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Figure 6.66: Hardware Spoofer Results - TC, Tactical IMU

6.3 Conclusions

The results shown in this chapter demonstrate that the proposed algorithm is able to detect sim-
ple spoofing attacks as well as it is able to detect simple meaconing attacks. Simple spoofing
typically causes unintended interference, where an individual or organization may not realize
the transmitted signals are creating problems for nearby systems. The proposed algorithm can
successfully detect spoofing generated by low cost software receivers with no external hard-
ware, which introduce additional frequency error into the navigation solution beyond what is
expected from the receiver oscillator and satellite transmit oscillator. Transmitters with higher
quality oscillators are significantly harder to mitigate, with many of the scenarios unable to

remove the faults introduced by these types of transmitters.
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Chapter 7

Conclusions and Future Work

7.1 Conclusions

This thesis presented an expanded spoofing detection and mitigation algorithm based off a pre-
viously documented static method which focused on the receiver clock drift [20]. By taking
the time difference of received carrier phase measurements and the estimated range updated
by an INS, an estimate of clock drift was able to be obtained. INS integration allowed the
drift to be estimated after signal outages without the need for a measurement update, allow-
ing this estimate to be used for integrity monitoring purposes. The method proposed here did
not require additional sensors beyond those present on many commercial UAS platforms or
autonomous vehicles, allowing the algorithm to be implemented with relative ease. Detailed
information about oscillator simulation was presented and the discussed simulation methods
were implemented in simulation to test the feasibility of the proposed algorithm in simulation.
An overview of various inertial sensor grades was also presented, and sensor fusion architec-
tures for GNSS/INS filters were shown and implemented to examine the performance of each
when paired with the proposed algorithm. The algorithm proposed here was shown to have
good performance in many scenarios, even when the transmitter was driven by a stable oscilla-
tor.

One main issue with using INS to bridge outages is that the position solution will drift
further away from the truth the longer the outage is. A sensitivity analysis conducted using the

clock drift estimation algorithm on a static point was conducted to show that the drift estimate
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after an outage will lie within the drift bounds propagated forward in time. The sensitivity anal-
ysis showed that a position error of 50km introduced about 5m /s error into the drift estimate,
which was at the threshold of the drift bounds while valid measurements were available. After
an outage, the drift bounds consistently grew larger than the 5m /s drift error, indicating that the
position error at the end of the outage would not adversely affect the drift estimation algorithm.

Testing of the algorithm was conducted using several simulations which replicated the
received measurements from a meaconer or spoofer. While individual tests showed good per-
formance results with the algorithm able to detect and mitigate the effects of meaconing or
spoofing attacks, the stochastic nature of INS errors and clock errors lent itself to the need for
a Monte Carlo simulation. The Monte Carlo simulations conducted showed that the algorithm
had a high success rate in detecting spoofing attacks and alerting the operator to the degraded or
disrupted status of the navigation solution available to the platform. In terms of mitigation, the
algorithm was able to successfully mitigate the majority of interference when the transmitter
was driven by a low quality oscillator such as the TCXOs commonly found on commercial SDR
platforms. When transmitters were driven by higher quality oscillators, such as more expensive
OCXOs or atomic standards, the mitigation performance decreased significantly however the
detection performance remained the same.

Not only did the simulation results show the performance of the proposed algorithm, they
also showed the effect of the position difference between the receiver and the meaconer or
spoofed location. When the true and spoofed location were identical, the clock drift estimate
was the combination of the receiver clock drift and the transmitter clock drift. This was rep-
resented in the dynamic location spoofing results, where the proposed algorithm was able to
detect and mitigate nearly all spoofing from transmitters with low quality LOs and was un-
able to even detect transmitters with high quality oscillators that perfectly spoofed the receiver
location to the true location. When there was a difference between the receiver and transmit-
ter location, however, the clock drift estimates no longer represented the combination of drift
alone. The position error caused the drift estimates to spread out and not lie along the same
value due to the difference in geometry between the satellites and spoofed position compared to

the geometry between the satellites and true position. This spreading of the estimates allowed
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meaconers and static position spoofers to be detected even when driven by higher quality os-
cillators, however at a significantly reduced rate as when driven by a low quality oscillator.

Simulation results showed that at short outage times of ¢ = 10s allowed the receiver to
detect many of the faults that occurred from low quality transmitter oscillators. When the
outage times increased to ¢ = 30s, the mitigation percentage dropped between 10 — 20%
compared to the ten second outage time. This trend would continue until as the outage time
increased until the receiver was unable to detect any spoofing effects at the end of a signal
outage. When the transmitter was driven by a high quality oscillator and the spoofed location
was adequately far from the receiver location, the receiver was able to detect the effects due to
the spread of the drift estimates. At outage times of ¢ — 20s or greater, the spreading effect was
not enough to cause the drift estimates to exceed the drift bounds.

Experimental hardware tests were conducted to verify the performance that was observed
in simulation. Using commercial software radios and open source software as well as commer-
cial simulators, both the static spoofing and full capture meaconing scenario were replicated
and the results analyzed. The results from both HWIL tests showed the same trends as were
observed in the software simulations, with the clock drift estimates spreading out due to the
geometry error between the estimated ranges and measured carrier phases. The clock drift in-
troduced from the USRP TCXO was much larger than the simulated TCXO error, leading to
better detection performance compared to the simulated individual scenarios. This difference
was primarily due to the simulations taking the drift variance at ¢ = 24hrs, while the USRP had
been powered on for several days prior to conducting testing. Since the transmitter drift value
was larger, the length of the outage after which the faults were detected was longer. Compared
to the 10s of the software simulations, the hardware experiments showed the receiver was able
to detect the faults after a 45s outage. If the transmitter clock drift was not as large, the results
would reflect the performance that was seen in the software simulation results. The hardware
results showed that the algorithm was able to successfully detect and reject faulty measure-
ments until the fault threshold grew larger than the drift estimates, which would be avoided if
more frequencies/constellations were used as was shown in the software simulations. As ex-

pected, the implementations that relied on a tactical grade IMU survived 2 — 5s longer than the
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MEMS implementations. This is a relatively small difference, with the MEMS implementation
performing adequately in all the hardware tests conducted.

Overall, both the software simulations and hardware experiments demonstrated that the
proposed spoofing detection and mitigation method performs well in many scenarios, however
it is not without limitations. When transmitters are driven by higher quality oscillators, the
detection performance significantly degrades. In addition, the tightly coupled implementation
may be prohibitive to augment onto systems that do not provide the ability to integrate the
measurements at the receiver level. The loosely coupled implementation demonstrated promis-
ing performance when paired with a tactical grade IMU, while the loosely coupled MEMS
IMU implementation performing marginally worse. The LC MEMS implementation is most
likely to be implemented on low cost commercial UAS and autonomous systems, and while
the performance was adequate, it was not a catch all solution. The proposed algorithm accom-
plishes the desired objectives in many scenarios, and performance could be further improved

by integrating additional spoofing detection algorithms.

7.2 Future Work

Analysis of the results and conclusions from the proposed spoofing detection and mitigation
algorithm showed several areas of potential future research and improvement. First, additional
testing of the algorithm using a full HWIL setup simulating both inertial and GNSS measure-
ments would provide a high fidelity and repeatable simulation environment that could be used
for in depth testing. For this work, the internal TCXO on the USRP N210 SDR was used as
the transmitter clock. Additional hardware testing with higher quality transmitter clocks would
provide additional comparison to the software simulations and expand on the results that were
observed in each simulation. Testing various SDRs as transmitters would again provide more
data points in hardware testing as well as expand the number of low quality oscillators tested.
A final step for hardware testing would be to collect RF signal data from sanctioned test events
where GNSS repeaters or spoofers were being legally operated. This data would provide the
most thorough analysis of the proposed algorithm, however the feasibility of this test method

is unknown.
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In addition to further hardware testing, several simulation aspects could be expanded upon.
Specific vehicle platforms could be tested, allowing the environmental effects such as thermal
changes or vibrational profiles to be simulated and the response of the receiver clock as well
as the detection and mitigation performance analyzed. For spoofing tests where the proposed
algorithm failed to detect the event and was captured without an alert, the effects of a time or
position push could be analysed and determine the limits of errors that could be introduced to
the receiver by a spoofer before the algorithm was able to detect the faults that were present.

Several areas relating to the detection of faults also showed areas of improvement. The first
area that could be improved is the method of validating the drift estimates against the expected
values. Using additional sensors or nonholonomic constraints for platforms such as ground
vehicles could provide the means to decrease the drifting position error and provide limits on the
drift bounds over longer outage times. Additionally, the variance of the received measurements
has the potential to be analyzed and used for spoofing detection. During a nominal, live sky
test case, the clock drift estimates from each channel have very low variance and all lie near the
true receiver clock drift that was propagated using a clock model. When the meaconer or static
spoofer measurements are received, the difference between channels is much greater. This
difference has the potential to be monitored and used to determine if the estimates are valid or
if there are outliers, similar to how a RAIM algorithm works when calculating a solution with
n — 1 satellites and comparing each for outliers. Drift estimates from additional sources such as
signals of opportunity (SOP) could be incorporated into the comparison, with numerous SOPs
available from low earth orbit (LEO) satellites and cellular networks.

A detection algorithm that uses estimates of both receiver clock bias and drift could pro-
vide additional improvements in detection and mitigation of faults. By identifying potential
faults in the drift prior to the measurement update and observing jumps in the receiver clock
bias, a RAIM-like algorithm could be implemented to further identify the faulty measurements
present. Removing detected faults prior to the RAIM algorithm would increase computational
efficiency by reducing the number of iterations that are needed at each time step. The analysis

of clock bias and drift could be further extended, relying on a network of connected GNSS
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receivers with synchronized or precision oscillators operating in the affected area. An algo-
rithm that uses drift estimates from each receiver could compare indicated faulty satellites and
determine whether the faults are valid and potentially identify faults that are missed by some
receivers. This method would rely on additional hardware, such as networked radios and co-
operative navigation systems, which may be achieved in the near future with autonomous road

vehicles.
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Appendix A

Oscillator Stability Analysis

This Appendix provides additional detail on frequency stability analysis methods. Additionally,
domain conversion methods are discussed, which allow the derivation of the necessary power
law coefficients from phase noise specifications if Allan variance parameters are unknown or

unavailable to the user.

A.1 Frequency Domain Stability

In addition to methods of describing stability in terms of the time domain as was shown in
Chapter 4, stability can also be described in the frequency domain. This measure is typically
represented as single sideband (SSB) phase noise. Shown in Figure A.1, phase noise is the un-
certainty in the zero crossing of the sinusoidal signal generated by the oscillator. This measure
is defined as the power density at a given frequency offset from the center frequency relative to

the total power of the carrier [92].

Wi

VANV

Figure A.1: Ideal and Noisy Oscillator Output [92]

In an ideal world, the signal generated by an oscillator would have an exact center fre-

quency and no noise. Since there is no such thing as ideal, variations in the frequency of the
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signal cause sidebands in the signal, or areas where the center frequency fluctuates. An exam-
ple of a SSB phase noise plot is shown in Figure A.2. Like the ADEV plot, several distinct
slopes can be identified. These slopes are related to each type of noise process present in the
oscillator, similar to the slopes on the ADEV curve. The better the oscillator, the smaller the
values of the SSB phase noise will be indicating that the frequency of the oscillator remains

closer to the center frequency instead of deviating.

PHASE
NOISE
(dBc/Hz)

1T “FLICKER" PHASE NOISE

“"WHITE" PHASE NOISE

:— CORNER FREQUENCY

FREQUENCY OFFSET, f_, (LOG SCALE)

Figure A.2: Single Sideband Phase Noise Plot [110]

The value of the phase noise is important to designers of DSP hardware as the sampling
process consists of mixing the incoming RF signal with the local oscillator signal. This mixing,
a simple multiplication in the time domain, equates to a convolution in the frequency domain
[110]. The convolution of the spectrum of the phase noise can smear the input signal across
the bandwidth of the phase noise, degrading the signal resolution that is digitized. This effect
is shown in Figure A.3 [110].

When discussing high speed analog to digital converters (ADCs), the value that is most
frequently discussed is clock jitter. The jitter in the oscillator signal creates problems for the
ADC as it can cause samples to be taken too early or too late, adding noise to the data that is
being collected. Phase noise can be integrated across specified bandwidths to determine the
jitter of the oscillator. Figure A.4 provides an example of a SSB phase noise plot with each

section clearly marked. To calculate the RMS jitter of the oscillator, the area of each section
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Figure A.3: Effect of Phase Noise on Sampled Signal [110]

(A;) must be calculated, then converted to seconds using the method shown in Equation (A.1)

[110].
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Figure A.4: SSB Phase Noise Curve Areas [110]

"\ V2 x 104i/10
TRMS = ) o (A.1)

i=1 2 fo
Oscillator jitter is an important measure in terms of ADCs as the higher the jitter, the lower

the signal to noise ratio (SNR) can be. Equation (A.2) shows the limit on the SNR in decibels

relative to full scale (dBFS).
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SNR = -20 10g(27Tfm0'RMs) (A2)

To allow for the best possible SNR in a digital system, an oscillator which low jitter should
be used. This maximizes the performance of the system and does not limit the performance of

the other components unnecessarily.

A.2  Conversion Between Time and Frequency Domain

In some scenarios, oscillator documentation omits the Allan deviation or only has limited sam-
ple points. Without enough points along the full Allan deviation curve, it can be difficult or
impossible to calculate the power law coefficients that are used in the two state model dis-
cussed in Chapter 4. Many data sheets, however, include information on the SSB phase noise,
a frequency domain stability measure described above. The phase noise can be related to the
power law model in the same way the Allan deviation can, albeit with a few more steps in be-
tween. The simplest method is to directly convert the SSB phase noise values, given as Sy(f),
to the Allan variance values, given as 02(7'), and relate the Allan variance values to the power
law as was shown previously.

To convert the phase noise values to Allan variance values, the equations shown in Table
A.1 are used. These equations come from [84], which provides additional background into the
conversion between domains as well as a wealth of other information related to oscillators. To
convert from the phase noise to Allan variance, the b coefficients shown in the third column
are used, with 7 representing the averaging time of interest. The second column relates the
Allan variance to the power law in the reverse of what was shown in Chapter 4. Previously, the
relation was given as o (1) = SyT(f), whereas here it is given as S, (f) = ao (1), where S, (f)
denotes the power law model for oscillators.

In the table above, v represents the nominal frequency of the oscillator and f;, and wy,
represent the high frequency cutoff in either Hz or rad/s, respectively. The high frequency
cutoff can be determined from the phase noise plot, and represents the highest frequency of

interest on the plot. For example, Figure A.5 gives a cutoff frequency of 10*H 2. To calculate
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Table A.1: Coefficients for Domain Conversion of Clock Noises

Sy(f) = haf® Sy(f) = aoy(7) | oy(r) = bSs(f)
o = a = b =
> @m)?r2f? 3fn
3fn (2m)2r212
(white phase)
1 27r27'2f 1.038+3 ln(th)f
1.038+3 In(27 fp,7) (2m)27212
(flicker phase)
2
0 27 22fw§
(white frequency)
1 1 2In(2)f?
- 2In(2) f V2
(flicker frequency)
) 6 (2“)27'](4
227 f2 (3%

(random walk frequency)

the Allan variance from the phase noise plot shown, the slopes on the phase noise plot need to

be related to the given noise types, which is shown in Figure A.2 above. For this example, there

is a section with a slope of f—l?, from 10H z to 100H z, and a slope of f° from 100H z to 10k H z,

which is the high frequency cutoff point.

Phase Noise Example (VO =1MHz)
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Figure A.5: Phase Noise Example

To calculate the Allan variance, the appropriate conversion coefficients are taken from

Table A.1. In this example, flicker frequency and white phase noise are present, so those are
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the coefficients used to calculate the Allan variance. The value of f and S,(f) are chosen at
a point that lies along the slope for the appropriate noise type. For the flicker noise, a value
of S¢(f) = 107! at f = 10Hz is used. The calculation of the Allan variance is shown in
Equation (A.3).

_2W@)f L 2I(2)(107)

731 = S = g

(107H) = 1.39¢ — 20 (A.3)

The same process can be followed for the white phase noise using the second line from
the table. For this calculation, a phase noise value of S,(f) = 10714 at f = 10 is used. The
calculation is shown in Equation (A.4) below. For this calculation, the value of 7 is not specified
but rather left a variable. To get the value of the Allan variance at a given averaging time, the
desired 7 value can be substituted, or a range of averaging times can be used to generate the

curve and determine where it intersects the flicker noise Allan variance calculated previously.

2 v 3w 3(10%) o 1
77) = (2m)2r28 (27T)2(166)272(10 14) = 7.5% — 245 a4

The resulting Allan deviation curve from the calculated values is shown in Figure A.6. As
expected, the white phase noise has a slope related to % and the flicker noise has a slope of
zero. The total Allan deviation is a combination of the two noise processes plotted, with the

final curve reflecting both noise types present.
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Allan Deviation Calculated from Phase Noise
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Figure A.6: Allan Deviation from Phase Noise
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Appendix B

Additional Monte Carlo Results

This appendix contains the T PR plots and tabulated %M results for all Monte Carlo simu-
lations shown in this thesis. Each section shows the T'PR bar plot and mitigation percentage
tables for the Monte Carlo of the same name shown in Chapter 6. The T'PR for all but the
dynamic spoofing scenario was 100% and the F'PR for all scenarios was 0%. The only ex-
ception to the 7P R was the dynamic spoofing scenario, where the 7T'P R when the transmitter
was driven by a high quality oscillator (OCXO, Rb) was equal to 0%. For this case, the TPR
is shown both in this appendix and the results shown in Chapter 6, as it provides additional in-
sight into the performance of the algorithm when dealing with a more sophisticated transmitter

configuration.

B.1 Meaconer - Full Capture
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TPR

TPR

TPR - LC, MEMS IMU, Full Capture
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Figure B.1: TPR - Full Capture, Loosely Coupled, MEMS IMU

TPR - LC, Tactical IMU, Full Capture
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Figure B.2: TPR - Full Capture, Loosely Coupled, Tactical IMU
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LC, MEMS, Full Capture LC, Tactical, Full Capture
10 20 30 10 20 30
TCXO/TCXO | 100.00% | 100.00% | 98.47% TCXO/TCXO | 96.72% | 97.73% | 97.74%
TCXO/OCX0 | 0.00% 0.00% 0.00% TCXO/OCX0 | 0.00% 3.22% 0.00%
TCXO/Rb 0.00% 0.00% 0.00% TCXO/Rb 0.00% 2.20% 0.00%
OCXO/TCXO | 100.00% | 98.43% | 94.61% OCXO/TCXO | 98.44% | 99.27% | 97.01%
OCXO/OCX0 | 0.00% 0.00% 0.00% 0OCX0O/0OCX0 | 0.00% 4.80% 0.00%
0CXO/Rb 0.00% 0.00% 0.00% 0CX0/Rb 0.00% 0.77% 0.00%
CSAC/TCXO | 99.21% 99.09% 93.91% CSAC/TCXO | 99.24% 99.24% 99.21%
CSAC/OCX0O | 0.00% 0.00% 0.00% CSAC/OCXO | 0.00% 3.44% 0.00%
CSAC/Rb 0.00% 0.00% 0.00% CSAC/Rb 0.00% 3.47% 0.00%
(a) MEMS IMU (b) Tactical IMU
Figure B.3: Full Capture - Loose Coupling
TPR - TC, MEMS IMU, Full Capture
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|_ ~
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Figure B.4: TPR - Full Capture, Tightly Coupled, MEMS IMU
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TPR - TC, Tactical IMU, Full Capture
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Figure B.5: TPR - Full Capture, Tightly Coupled, Tactical IMU
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TC, MEMS, Full Capture TC, Tactical, Full Capture
10 20 30 10 20 30
TCXO/TCXO | 100.00% | 99.24% 97.17% TCXO/TCXO | 99.19% | 100.00% | 98.36%
TCXO/OCX0 | 83.09% | 22.13% 8.53% TCXO/OCX0 | 90.76% | 43.07% 24.81%
TCXO/Rb 92.74% | 27.33% 7.58% TCXO/Rb 96.21% | 42.44% 17.46%
QCX0O/TCX0 | 100.00% | 100.00% | 100.00% OCXO/TCXO | 100.00% | 98.43% 99.18%
OCXO/OCXO | 89.43% | 20.49% 4.96% OCXO/0OCXO | 92.13% | 41.96% 7.89%
OCXO/Rb 88.19% | 23.21% 6.30% OCXO/Rb 95.20% | 27.64% 10.53%
CSAC/TCXO | 100.00% | 100.00% | 97.12% CSAC/TCXO | 100.00% | 100.00% | 98.44%
CSAC/OCXO | 90.71% | 14.84% 0.86% CSAC/OCXO | 94.31% | 34.09% 9.52%
CSAC/Rb 94.41% | 19.09% 5.88% CSAC/Rb 95.12% | 33.60% 9.60%
(a) MEMS IMU (b) Tactical IMU

Figure B.6: Full Capture - Tight Coupling Coupling
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B.2 Meaconer - Partial Capture

TPR - LC, MEMS IMU, Partial Capture
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Figure B.7: TPR - Partial Capture, Loosely Coupled, MEMS IMU
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Figure B.8: TPR - Partial Capture, Loosely Coupled, Tactical IMU
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LC, MEMS, Partial Capture LC, Tactical, Partial Capture
10 20 30 10 20 30
TCXO/TCXO | 45.74% | 52.42% | 45.52% TCXO/TCXO | 51.82% | 51.49% | 45.68%
TCXO/OCX0 | 0.00% 0.00% 0.00% TCXO/OCX0 | 0.00% 0.00% 0.00%
TCXO/Rb 0.00% 0.00% 0.00% TCXO/Rb 0.00% 0.00% 0.00%
OCXO/TCXO | 52.07% | 46.96% | 38.05% OCXO/TCXO | 49.13% | 52.54% | 49.59%
OCX0/0OCX0 | 0.00% 0.00% 0.00% 0OCX0/0CX0 | 0.00% 0.00% 0.00%
0CXO/Rb 0.00% 0.00% 0.00% 0CX0/Rb 0.00% 0.00% 0.00%
CSAC/TCXO | 47.79% | 49.61% | 45.60% CSAC/TCXO | 55.00% | 45.80% 53.17%
CSAC/OCX0O | 0.00% 0.00% 0.00% CSAC/OCXO | 0.00% 0.00% 0.00%
CSAC/Rb 0.00% 0.00% 0.00% CSAC/Rb 0.00% 0.00% 0.00%
(a) MEMS IMU (b) Tactical IMU

Figure B.9: Partial Capture - Loose Coupling

TPR - TC, MEMS IMU, Partial Capture
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Figure B.10: TPR - Partial Capture, Tightly Coupled, MEMS IMU
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TPR - TC, Tactical IMU, Partial Capture
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Figure B.11: TPR - Partial Capture, Tightly Coupled, Tactical IMU
TC, MEMS, Partial Capture TC, Tactical, Partial Capture
10 20 30 10 20 30
TCXO/TCXO | 51.61% | 47.06% | 46.92% TCXO/TCXO | 50.38% | 49.25% | 48.38%
TCXO/OCX0 | 0.00% 0.00% 0.00% TCXO/OCX0 | 0.00% 0.00% 0.00%
TCXO/Rb 0.00% 0.00% 0.00% TCXO/Rb 0.00% 0.00% 0.00%
OCXO/TCXO | 48.46% | 55.72% | 48.18% OCXO/TCXO | 43.07% | 50.44% | 40.83%
0OCX0O/OCX0 | 0.00% 0.00% 0.00% 0CX0/0CX0 | 0.00% 0.00% 0.00%
0CX0/Rb 0.00% 0.00% 0.00% OCX0/Rb 0.00% 0.00% 0.00%
CSAC/TCXO | 50.79% | 53.23% | 40.60% CSAC/TCXO | 50.00% | 51.69% | 49.55%
CSAC/OCXO | 0.00% 0.00% 0.00% CSAC/OCXO | 0.00% 0.00% 0.00%
CSAC/Rb 0.00% 0.00% 0.00% CSAC/Rb 0.00% 0.00% 0.00%
(a) MEMS IMU (b) Tactical IMU

Figure B.12: Partial Capture - Tight Coupling
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B.3 Spoofer - Static Position

TPR - LC, MEMS IMU, Static Spoof
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Figure B.13: TPR - LC, MEMS IMU, Static Position Spoof
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Figure B.14: TPR - LC, Tactical IMU, Static Position Spoof
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LC, MEMS, Static Spoof Location LC, Tactical, Static Spoof Location
10 20 30 10 20 30
TCXO/TCXO | 93.60% | 83.33% | 68.75% TCXO/TCXO | 96.83% | 95.24% | 81.45%
TCXO/OCX0 | 0.00% 0.81% 0.00% TCXO/OCX0 | 27.27% 0.00% 0.00%
TCXO/Rb 0.00% 0.00% 0.00% TCXO/Rb 36.76% 0.00% 0.00%
OCXO/TCXO | 98.50% | 91.94% | 74.26% OCXO/TCXO | 96.87% | 95.42% | 93.44%
OCX0/0OCX0 | 0.85% 0.00% 0.00% 0OCXO/0CX0 | 45.71% 0.69% 0.00%
0CXO/Rb 0.83% 1.56% 0.74% 0CX0/Rb 61.11% 0.00% 0.00%
CSAC/TCXO | 96.03% | 83.61% 71.82% CSAC/TCXO | 100.00% | 98.39% 90.84%
CSAC/OCX0O | 0.00% 0.00% 0.00% CSAC/OCXO | 53.45% 2.50% 0.00%
CSAC/Rb 0.00% 0.00% 0.00% CSAC/Rb 67.18% 0.00% 0.00%
(a) MEMS IMU (b) Tactical IMU
Figure B.15: Static Spoof - Loose Coupling
TPR - TC, MEMS IMU, Static Spoof
100 -,
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Figure B.16: TPR - TC, MEMS IMU, Static Position Spoof

214



TPR - TC, Tactical IMU, Static Spoof
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Figure B.17: TPR - TC, Tactical IMU, Static Position Spoof
TC, MEMS, Static Spoof Location TC, Tactical, Static Spoof Location
10 20 30 10 20 30
TCXO/TCXO | 94.35% | 88.98% 66.41% TCXO/TCXO | 95.80% | 93.39% 87.12%
TCXO/OCX0 | 0.86% 0.83% 0.00% TCXO/OCX0 | 0.86% 0.82% 0.00%
TCXO/Rb 0.00% 0.00% 0.83% TCXO/Rb 3.10% 0.00% 0.00%
QCXO/TCXO | 98.58% | 89.23% 68.55% OCXO/TCXO | 95.24% | 92.37% 81.10%
OCX0/0CX0 | 0.00% 0.00% 0.00% OCXO/0CXO | 0.00% 0.76% 0.00%
OCXO/Rb 2.50% 1.60% 0.00% OCXO/Rb 0.00% 0.88% 0.00%
CSAC/TCXO | 97.48% | 90.63% 71.19% CSAC/TCXO | 98.21% | 96.21% 84.51%
CSAC/OCXO 0.00% 0.00% 0.00% CSAC/OCXO 2.31% 0.00% 0.00%
CSAC/Rb 1.64% 1.57% 0.00% CSAC/Rb 0.77% 2.12% 0.00%

(a) MEMS IMU (b) Tactical IMU

Figure B.18: Static Spoof - Tight Coupling
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B.4 Spoofer - Dynamic Position

TPR - LC, MEMS IMU, Dynamic Spoof
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Figure B.19: TPR - LC, MEMS IMU, Spoofed Trajectory Matched to Truth
TPR - LC, Tactical IMU, Dynamic Spoof 100
20
80
170
100 - 60
80 -
50
60 -
& - 40
[= <
40 o CSAC/Rb
20 7 CSAC/OCXO 30
N e CSAC/TCXO
0. o OCXO/Rb 20
— o OCXO/OCXO
— OCXO/TCXO 10
s TCXO/Rb
30 = TCxo/oexo RX/TX Clock 0
TCXOITCXO

Outage Time (s)

Figure B.20: TPR - LC, Tactical IMU, Spoofed Trajectory Matched to Truth
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LC, MEMS, Dynamic Spoof Location

LC, Tactical, Dynamic Spoof Location

10 20 30 10 20 30
TCXO/TCXO | 94.21% | 91.87% | 74.17% TCXO/TCXO | 93.13% | 94.87% | 90.00%
TCXO/OCX0 | 0.00% 0.00% 0.00% TCXO/OCX0 | 0.00% 0.00% 0.00%
TCXO/Rb 0.00% 0.00% 0.00% TCXO/Rb 0.00% 0.00% 0.00%
OCXO/TCXO | 95.45% | 80.73% | 77.94% OCXO/TCXO | 93.60% | 92.31% | 88.98%
OCXO/OCX0 | 0.00% 0.00% 0.00% 0OCX0O/0OCX0 | 0.00% 0.00% 0.00%
0CXO/Rb 0.00% 0.00% 0.00% 0CX0/Rb 0.00% 0.00% 0.00%
CSAC/TCXO | 95.12% 84.00% 71.30% CSAC/TCXO | 94.57% 96.52% 92.42%
CSAC/OCX0O | 0.00% 0.00% 0.00% CSAC/OCXO | 0.00% 0.00% 0.00%
CSAC/Rb 0.00% 0.00% 0.00% CSAC/Rb 0.00% 0.00% 0.00%
(a) MEMS IMU (b) Tactical IMU
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Figure B.21: Dynamic Spoof - Loose Coupling
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TPR - TC, MEMS IMU, Dynamic Spoof
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Figure B.22: TPR - TC, MEMS IMU, Spoofed Trajectory Matched to Truth
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TPR - TC, Tactical IMU, Dynamic Spoof

100

90

80
170
160
50

e 40
" CSACIRb
CSAC/OCXO 30
.~ CSAC/TCXO

" OCXOIRb 20
— OCXO/OCXO

L OCXO/TCXO

TCXOIRb
s TCXO/OCXO

T TCXOITCXO

30

RX/TX Clock 0
Outage Time (s)

Figure B.23: TPR - TC, Tactical IMU, Spoofed Trajectory Matched to Truth

TC, MEMS, Dynamic Spoof Location TC, Tactical, Dynamic Spoof Location
10 20 30 10 20 30
TCXO/TCXO | 96.88% | 88.00% 69.23% TCXO/TCXO | 92.42% | 91.15% 87.90%
TCXO/OCX0 | 0.00% 0.00% 0.00% TCXO/OCX0 | 0.00% 0.00% 0.00%
TCXO/Rb 0.00% 0.00% 0.00% TCXO/Rb 0.00% 0.00% 0.00%
QOCXO/TCXO | 88.00% | 90.32% 73.33% OCXO/TCXO | 94.44% | 92.74% 85.36%
OCX0/0CX0 | 0.00% 0.00% 0.00% OCXO/0CXO | 0.00% 0.00% 0.00%
OCXO/Rb 0.00% 0.00% 0.00% OCXO/Rb 0.00% 0.00% 0.00%
CSAC/TCXO | 93.70% | 85.12% 70.00% CSAC/TCXO | 96.80% | 93.50% 80.60%
CSAC/OCXO 0.00% 0.00% 0.00% CSAC/OCXO 0.00% 0.00% 0.00%
CSAC/Rb 0.00% 0.00% 0.00% CSAC/Rb 0.00% 0.00% 0.00%
(a) MEMS IMU (b) Tactical IMU

Figure B.24: Dynamic Spoof - Tight Coupling
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